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Recommendation ITU-T Y.3807

Quantum key distribution networks — Quality of service parameters

Summary

Recommendation ITU-T Y.3800 specifies an overview on networks supporting quantum key
distribution (QKD). For the purpose of design, deployment, operation and maintenance to support
QKD network (QKDN) implementation, the required quality level of quantum key distribution
service should be identified and quantified.

Recommendation ITU-T Y.3806 describes high-level and functional quality of service (QoS)
requirements for QKDN.

Recommendation ITU-T Y.3807 describes QoS and network performance (NP) on QKDN and
specifies the associated relative parameters for QoS and their definitions.

This Recommendation helps to quantify what kind of QoS requirements should be monitored and
measured for this purpose; QoS parameters.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Y.3807 2022-02-13 13 11.1002/1000/14864

Keywords

Network performance, quality of service, quantum key distribution, quantum key distribution
network.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall” or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2022

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T Y.3807

Quantum key distribution networks — Quality of service parameters

1 Scope

This Recommendation specifies quality of service (QoS) parameters on the quantum key
distribution network (QKDN) for the purpose of network operation and maintenance as follows:

— Descriptions of QoS and network performance (NP) on QKDN

- Classification of performance concerns for which parameters may be needed
- QoS parameters of QKDN

— Network performance supporting factors

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.3800] Recommendation ITU-T Y.3800 (2019), Overview on networks supporting
quantum key distribution.

[ITU-T Y.3802] Recommendation ITU-T Y.3802 (2020), Quantum key distribution networks -
Functional architecture.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 key management [ITU-T Y.3800]: All activities performed on keys during their life cycle
starting from their reception from the quantum layer, storage, formatting, relay, synchronization,
authentication, to supply to a cryptographic application and deletion or preservation depending on
the key management policy.

3.1.2 key supply agent-key (KSA-key) [b-ITU-T Y.3803]: Key data stored and processed in a
key supply agent (KSA), and securely shared between a KSA and a matching KSA.

3.1.3 network performance (NP) [b-ITU-T E.417]: The performance of a portion of a
telecommunications network that is measured between a pair of network-user or network-network
interfaces using objectively defined and observed performance parameters.

3.1.4 quality of service (QoS) [b-ITU-T P.10]: The totality of characteristics of a
telecommunications service that bear on its ability to satisfy stated and implied needs of the user of
the service (see [b-ITU-T E.800]).

3.1.5 quantum key distribution (QKD) [b-ETSI GR QKD 007]: Procedure or method for
generating and distributing symmetrical cryptographic keys with information theoretical security
based on quantum information theory.
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3.1.6  quantum key distribution (QKD) module [ITU-T Y.3800]: A set of hardware and software
components that implements cryptographic functions and quantum optical processes, including
guantum key distribution (QKD) protocols, synchronization, distillation for key generation, and is
contained within a defined cryptographic boundary.

3.1.7 quantum key distribution network (QKDN) [ITU-T Y.3800]: A network comprised of
two or more quantum key distribution (QKD) nodes connected through QKD links.

3.1.8 user network [ITU-T Y.3800]: A network in which cryptographic applications consume
keys supplied by a quantum key distribution (QKD) network.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
CA Cryptographic Application

KKDER  KSA-key Delivery Error Ratio

KKDLR  KSA-key Delivery Loss Ratio

KKRD KSA-key Response Delay

KKRDV  KSA-key Response Delay Variation

KSA Key Supply Agent

NP Network Performance

QKD Quantum Key Distribution

QKDN Quantum Key Distribution Network
QoS Quality of Service

5 Conventions

None.

6 Introduction

[ITU-T Y.3800] identifies the layered model-based conceptual structure of the quantum key
distribution network (QKDN) and user network. From the user network'’s perspective, it is expected
that the required quality level of quantum key distribution (QKD) service is supported in a way to
be observed and measured; where quality of service (QoS) can be observed and measured. On the
other hand, it should consider how to support the required quality level of QKD service from
QKDN's perspective in the same way; where network performance (NP) can be observed and
measured.

Figure 1 shows the demarcation boundary to clarify the QoS and the NP in QKDN. QoS and NP
can be observed and measured at the boundary between the user network and QKDN.
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Figure 1 — QoS and NP in a QKD network

In this Recommendation, a study is focusing on QKDN itself and the quality of user network is out
of scope.

QoS is defined in [b-ITU-T E.800] as the "totality of characteristics of a telecommunications
service that bear on its ability to satisfy stated and implied needs of the user of the service."

The definition of QoS in [b-ITU-T E.800] is a wide one encompassing many areas of work,
including subjective customer satisfaction. However, within this Recommendation, the aspects of
QoS in QKDN that are covered are restricted to the identification of parameters that can be directly
observed and measured at the point at which the QKD service is accessed by the user network (i.e.,
99.99% of QKD service availability).

NP is measured in terms of parameters which are meaningful to the QKDN provider and are used
for the purpose of design, configuration, control and management of QKDN. NP is defined
independently of the user network (i.e., 10 ms delay of key relay between two adjacent QKD
nodes).

Table 1 shows some of the characteristics which distinguish QoS and NP in QKDN.

Table 1 — Distinction between QoS and NP in QKDN

QoS NP
User network-oriented QKDN operator-oriented
Service attribute Network elements attribute
Focus on user network-observable effects Focus on planning, design, control and management
Between (at) QKD service access points End-to-end or QKDN elements capabilities
7 QoS aspect of QKDN

As shown in Figure 1, from the QoS aspect of QKDN, the demarcation boundary between the user
network and QKDN is the only point of interest. Relative procedures in the boundary should be
identified as shown in Figure 2.
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Figure 2 — The possible KSA key supply procedures
— Step@; cryptographic application-A (CA-A) requests to supply KSA-key into QKDN
— Step@; QKDN supplies requested KSA-key to CA-A
- Step®); CA-A sends notification message to CA-B
- Step@); CA-B requests to supply KSA-key into QKDN

— Step®; QKDN supplies requested KSA-key to CA-B

The main purpose of QKDN is to supply symmetric KSA-keys to user network. The overall QoS
evaluation should be based on the events of completion on the supply. In this document, the

evaluated events of QoS are related to step@ and step®.

The observations of step@ and step(® can be classified in three events as successful, errored and
lost events, as shown in Figure 3.
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Figure 3 — The observed events on demarcation boundary

The time taken by step(3) is determined by the cryptographic application and is not associated with
QoS of the QKDN itself. Such delays and any instances where a cryptographic application does not
make a request to both nodes or does not accept a response from the QKDN may be excluded from
QKDN QoS measurement results which influence QoS parameters. The calculation of QoS
parameters may be modified accordingly.

8 QoS parameters of QKDN

8.1 Throughput

It is useful to characterize performance in terms of throughput that is used to evaluate the ability of
QKDN to generate and supply guantities of KSA-keys. It should be noted that a parameter intended
to characterize the throughput of a boundary would not be equal to the number of generated KSA-
keys from the QKDN. This is because the KSA-keys can experience errors or loss during delivery
from the QKDN to the boundary.
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Throughput is defined for the total number of KSA-keys successfully received during a specified
time interval divided by the time interval duration (equivalently, the number of successfully
received KSA-keys per service-second).

8.2 KSA-key response delay (KKRD)

Once the user network asks QKDN to send the KSA-key, the reaction timing should be measured in
terms of response delay. The KSA-key response delay (KKRD) could be calculated as follows.

KKRD is defined for all successful and errored KSA-keys across the boundary. KKRD is the time,
(Ts — Ta) between the occurrence of two corresponding events, the sending of KSA-key request
message at time-A (Ta) in CA-A and the receiving of the requested KSA-key at time-B (Ts) in
CA-B, where (Tg > Ta).

KKRD can be measured for every occurrence of a KSA-key request by CA-A that is followed by a
corresponding key being successfully received by CA-B, KKRDagn.

8.3 KSA-key response delay variation (KKRDV)

The variations in KKRD are also important. Some types of cryptographic applications aim to
replace keys with fresh keys from a key supply agent (KSA) on a periodic schedule. Extreme
variations in KKRD could lead to a key refresh not completing with any required time period.

KSA-key response delay variation (KKRDV) is defined based on the observations of corresponding
KSA-key request's sending events at CA-A and the requested KSA-key's receiving events at CA-B.
These observations characterize the variability in the pattern of actual KSA-key receiving events in
comparison to the median KKRD.

The KKRDV for KSA-keys is the difference between the actual KKRD (KKRDas,n) and a median
KKRD (KKRDma ) between CA-A and CA-B (see Figure 4); Vn = KKRDagn — KKRDm(a )
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Variables:

Tan : KSA-key request sending time at CA-A

Ten : Requested KSA-key's actual receiving time at CA-B

KKRDas : Actual response delay of KSA-keys between CA-A and CA-B
KKRDma): Median response delay of KSA-keys between CA-A and CA-B
Vn: KKRDV value between CA-A and CA-B

Figure 4 — QoS parameter; KSA-key response delay variation

8.4 KSA-key delivery error ratio (KKDER)

KKDER is the ratio of total errored KSA-keys to the total of successfully received KSA-keys plus
errored KSA-keys.

8.5 KSA-key delivery loss ratio (KKDLR)

KKDLR is the ratio of total lost KSA-keys to the total of successfully received KSA-keys plus lost
KSA-keys.

8.6 Availability

The QoS parameters which are defined above are intended to characterize QKDN in the available
state. An availability serves to classify the total scheduled service time for a QKD service into
available and unavailable periods. On the basis of this classification, both the percent QKDN
availability and the percent QKDN unavailability should be specified.

NOTE - The scheduled service time for QKDN is assumed to be 24 hours a day, seven days a week.
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8.6.1 Service restoration time

Service restoration time is defined as the time from KSA-key not-supplied to the time KSA-key re-
supplied.

NOTE — The performance parameters defined in this Recommendation can be measured by in-service and
out-of-service measurement methods. In order to implement these methods, new functions could be added;
time stamp and numbering of KSA-keys (in-service) or the user network could inform those functions into
the QKDN manager through the Mu reference point introduced in [ITU-T Y.3802] (out-of-service). The
details of the functions are out of scope of this Recommendation.

9 Network performance supporting factors

9.1 Network performance related physical elements

9.1.1 Linkdistance

Link distance can negatively influence delay-related parameters as longer links are introduced.
9.1.2 Link complexity

Link complexity can negatively influence delay/error-related parameters as more QKD nodes are
introduced.

9.1.3 Key storage and pool
Storing of keys may influence delay-related parameters as longer remaining is introduced.

10 Security considerations

In order to mitigate security threats and potential attacks, issues of confidentiality, integrity,
authenticity, non-repudiation, availability and traceability need to be addressed, and appropriate security
and privacy protection schemes should be considered in the QoS aspects of QKDN. Details are outside
the scope of this Recommendation.
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