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This Erratum is mandatory and applies to the following specification: 

 Bluetooth Mesh Profile Specification Version 1.0 [1] (“Source Specification”) 

Abstract: 

This erratum requires verification of a public key of the Provisioner and the unprovisioned device during the 
provisioning of the device on a mesh network. When the public key is invalid, the provisioning process is 
aborted. 
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Use of this specification is your acknowledgement that you agree to and will comply with the following notices and 

disclaimers. You are advised to seek appropriate legal, engineering, and other professional advice regarding the use, 

interpretation, and effect of this specification.  

Use of Bluetooth specifications by members of Bluetooth SIG is governed by the membership and other related 

agreements between Bluetooth SIG and its members, including those agreements posted on Bluetooth SIG’s website 

located at www.bluetooth.com. Any use of this specification by a member that is not in compliance with the applicable 

membership and other related agreements is prohibited and, among other things, may result in (i) termination of the 

applicable agreements and (ii) liability for infringement of the intellectual property rights of Bluetooth SIG and its 

members. 

Use of this specification by anyone who is not a member of Bluetooth SIG is prohibited and is an infringement of the 

intellectual property rights of Bluetooth SIG and its members. The furnishing of this specification does not grant any 

license to any intellectual property of Bluetooth SIG or its members. THIS SPECIFICATION IS PROVIDED “AS IS” AND 

BLUETOOTH SIG, ITS MEMBERS AND THEIR AFFILIATES MAKE NO REPRESENTATIONS OR WARRANTIES AND 

DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING ANY WARRANTIES OF MERCHANTABILITY, TITLE, 

NON-INFRINGEMENT, FITNESS FOR ANY PARTICULAR PURPOSE, OR THAT THE CONTENT OF THIS SPECIFICATION IS 

FREE OF ERRORS. For the avoidance of doubt, Bluetooth SIG has not made any search or investigation as to third parties 

that may claim rights in or to any specifications or any intellectual property that may be required to implement any 

specifications and it disclaims any obligation or duty to do so.  

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, BLUETOOTH SIG, ITS MEMBERS AND THEIR AFFILIATES 

DISCLAIM ALL LIABILITY ARISING OUT OF OR RELATING TO USE OF THIS SPECIFICATION AND ANY INFORMATION 

CONTAINED IN THIS SPECIFICATION, INCLUDING LOST REVENUE, PROFITS, DATA OR PROGRAMS, OR BUSINESS 

INTERRUPTION, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER 

CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, AND EVEN IF BLUETOOTH SIG, ITS MEMBERS OR THEIR 

AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF THE DAMAGES. 

If this specification is a prototyping specification, it is solely for the purpose of developing and using prototypes to verify 

the prototyping specifications at Bluetooth SIG sponsored IOP events. Prototyping Specifications cannot be used to 

develop products for sale or distribution and prototypes cannot be qualified for distribution. 

Products equipped with Bluetooth wireless technology ("Bluetooth Products") and their combination, operation, use, 

implementation, and distribution may be subject to regulatory controls under the laws and regulations of numerous 

countries that regulate products that use wireless non-licensed spectrum. Examples include airline regulations, 

telecommunications regulations, technology transfer controls and health and safety regulations. You are solely 

responsible for complying with all applicable laws and regulations and for obtaining any and all required authorizations, 

permits, or licenses in connection with your use of this specification and development, manufacture, and distribution of 

Bluetooth Products. Nothing in this specification provides any information or assistance in connection with complying 

with applicable laws or regulations or obtaining required authorizations, permits, or licenses.  

Bluetooth SIG is not required to adopt any specification or portion thereof. If this specification is not the final version 

adopted by Bluetooth SIG’s Board of Directors, it may not be adopted. Any specification adopted by Bluetooth SIG’s 

Board of Directors may be withdrawn, replaced, or modified at any time. Bluetooth SIG reserves the right to change or 

alter final specifications in accordance with its membership and operating agreements.  

Copyright © 2018. All copyrights in the Bluetooth Specifications themselves are owned by Apple Inc., Ericsson AB, Intel 

Corporation, Lenovo (Singapore) Pte. Ltd., Microsoft Corporation, Nokia Corporation, and Toshiba Corporation. The 

Bluetooth word mark and logos are owned by Bluetooth SIG, Inc. Other third-party brands and names are the property of 

their respective owners. 
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1 Language 

1.1 Language conventions 

Please refer to and follow any terminology, language conventions, and interpretation sections of the 

Source Specification. 
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2 Conventions used in this erratum 

The formatting and color conventions described in Table 2.1 below are used in this erratum to describe 

the specific changes and additions to the Source Specification(s) identified on the cover page. 

Text Color Description 

black Text that is unmodified from the Source Specification.  

red Text that is added to the Source Specification. 

red strikethrough Text that is deleted from the Source Specification. 

[green bracketed text] Comments that are intended to aid the reader. 

blue Default color used for section numbers and headings of this 
document. 

Table 2.1: Color key for headings, captions, and body text 



Erratum 10395: Mandating ECDH Public Key Validation  /  Erratum  

 Bluetooth SIG Proprietary  Page 7 of 10 

3 Changes to Bluetooth Mesh Profile Specification 
Version 1.0 

This Section sets forth the specific changes and additions, using the formatting and color conventions 

described in Section 2, to Bluetooth Mesh Profile Specification Version 1.0. 

3.1 Changes to Bluetooth Mesh Profile Specification Version 1.0 

3.1.1 [Modified Section] 5.4.2.3 Exchanging public keys 

[Add new text in Section 5.4.2.3. ] 

If the public key was not available using an OOB technology, then the public keys are exchanged 

between the Provisioner and the unprovisioned both devices. For each exchange, a new key pair shall be 

generated by the Provisioner and the unprovisioned device.  

The device shall send its public key if the key is not delivered OOB. 

The message sequence for public key exchange when the unprovisioned device public key is unknown is 

illustrated by Figure 5.14 below. 

  

Figure 3.1: Public key exchange when unprovisioned device public key is unknown 

Otherwise, if the public key is available via an OOB mechanism, then a new key pair shall be generated 

by the Provisioner, and the an ephemeral public key of the generated key pair shall be transmitted from 

the Provisioner to the device, and a static public key shall be read from the device using the appropriate 

OOB technology.  

The message sequence for public key exchange when the unprovisioned device public key is delivered 

OOB is illustrated by Figure 5.15 below. 
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Figure 3.2: Public key exchange when unprovisioned device public key is out-of-band 

The Provisioner and the device shall check whether the public key provided by the peer device or 

obtained OOB is valid (see Section 5.4.3.1). 

When the Provisioner receives an invalid public key, then provisioning fails, and the Provisioner shall act 

as described in Section 5.4.4. When the device receives an invalid public key, then provisioning fails, and 

the device shall act as described in Section 5.4.4. 

OnceAfter the Ppublic Kkey of the peer device is known and has been validated, the ECDHSecret shall 
be computed using the following formula: 

ECDHSecret = P-256(private key, peer public key) 

After the ECDHSecret is computed, the Provisioner and the unprovisioned device shall delete its private-

public key pair that was generated in this step. 

3.1.2 [Modified Section] 5.4.3.1 FIPS P-256 Elliptic Curve definition 

[Change the paragraph and add new text at the bottom of Section 5.4.3.1.] 

The private keys shall be between 1 and r/2, where r is the Order of the Abelian Group on the elliptic 

curve (e.g.i.e., between 1 and 2256/2). 

A valid public key Q = (XQ, YQ) is one where XQ and YQ are both in the range 0 to p - 1 and satisfy the 

equation (YQ)2 = (XQ)3 + aXQ + b (mod p) in the relevant curve’s finite field. 

Note: For additional information about public key validation, see NIST Special Publication 800-56A, 

Revision 3 [13]. 

3.1.3 [Modified Section] 9 References 

[Add new text at the bottom of Section 9.] 
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[12] FIPS PUB 186-4 (http://dx.doi.org/10.6028/NIST.FIPS.186-4) 

[13] NIST Special Publication 800-56A, Revision 3 (http://dx.doi.org/10.6028/NIST.SP.800-56Ar3) 
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4 References 

[1] Bluetooth Mesh Profile Specification Version 1.0  
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