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This document, regardless of its title or content, is not a Bluetooth Specification as defined in the Bluetooth
Patent/Copyright License Agreement (“PCLA”) and Bluetooth Trademark License Agreement. Use of this document by
members of Bluetooth SIG is governed by the membership and other related agreements between Bluetooth SIG Inc.
(“Bluetooth SIG”) and its members, including the PCLA and other agreements posted on Bluetooth SIG’s website located
at www.bluetooth.com.

THIS DOCUMENT IS PROVIDED “AS IS” AND BLUETOOTH SIG, ITS MEMBERS, AND THEIR AFFILIATES MAKE NO
REPRESENTATIONS OR WARRANTIES AND DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING ANY
WARRANTY OF MERCHANTABILITY, TITLE, NON-INFRINGEMENT, FITNESS FOR ANY PARTICULAR PURPOSE, THAT
THE CONTENT OF THIS DOCUMENT IS FREE OF ERRORS.

TO THE EXTENT NOT PROHIBITED BY LAW, BLUETOOTH SIG, ITS MEMBERS, AND THEIR AFFILIATES DISCLAIM ALL
LIABILITY ARISING OUT OF OR RELATING TO USE OF THIS DOCUMENT AND ANY INFORMATION CONTAINED IN THIS
DOCUMENT, INCLUDING LOST REVENUE, PROFITS, DATA OR PROGRAMS, OR BUSINESS INTERRUPTION, OR FOR
SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARDLESS
OF THE THEORY OF LIABILITY, AND EVEN IF BLUETOOTH SIG, ITS MEMBERS, OR THEIR AFFILIATES HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

This document is proprietary to Bluetooth SIG. This document may contain or cover subject matter that is intellectual
property of Bluetooth SIG and its members. The furnishing of this document does not grant any license to any intellectual
property of Bluetooth SIG or its members.

This document is subject to change without notice.

Copyright © 2015-2023 by Bluetooth SIG, Inc. The Bluetooth word mark and logos are owned by Bluetooth SIG, Inc. Other
third-party brands and names are the property of their respective owners.
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Automation IO Protocol (AIOP) / ICS

1 Identification of the implementation

1.1 Implementation Under Test (IUT) identification

Identification of the Implementation Under Test (IUT) is to be filled in to provide as much detail as
possible regarding version numbers and configuration options.

An ICS contact person to respond to queries regarding information supplied in this ICS proforma is
named in the Declaration of Compliance: Summary of Selected Specifications in Implementation.
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1.2 Versions
Table 0: X.Y Versions

Item | Version Reference Status

1 Automation 10 Profile v1.0 [1]2.1 M
1.3 Roles

Table 1: Role Requirements

Iltem | Role Reference Status

1 Automation IO Server [1]2.1 C.1l

2 Automation 10 Client [1]2.1 Cc.l1
C.1 Mandatory to support at least one.
1.4 Transport Requirements

Table 2: Transport Requirements

Item | Transport Reference Status

1 Profile supported over BR/EDR [1]12.5 C.1

2 Profile supported over LE [1]12.5 Cl1l
C.1 Mandatory to support at least one.
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2 Automation IO Server Role

Automation 10 Protocol (AIOP) / ICS

2.1

Prerequisite: AIOP 1/1 “Automation 10 Server”

Service Requirements

Table 3: Service Requirements

Item | Feature Reference Status Inter-Layer
Dependency
1 Automation 1O Service [1]3 M [2] AIOS 2/1
2 Service UUID [1]13.1.1 Cc.1 [4] GAP 20a/1
3 Local Name [1]3.1.2 C.l [4] GAP 20a/2
4 Writable Device Name [1]13.1.3 (@] [4] GAP 27/6
C.1 Optional IF AIOP 2/2 “Profile supported over LE”, otherwise not defined.
2.2 GAP Requirements

Table 4: GAP Requirements
Prerequisite: AIOP 1/1 “Automation 10 Server” AND AIOP 2/2 “Profile supported over LE”

Item | Feature Reference Status Inter-Layer
Dependency
1 Peripheral [1] 2.4 Cl1 [4] GAP 5/3 or
GAP 38/3
2 Central [1]12.4 C.l1 [4] GAP 5/4 or
GAP 38/4
3 LE security mode 1 [1]6.1 M [4] GAP 25/1 or
GAP 35/1
4 No longer used N/A N/A N/A
5 Unauthenticated Pairing (LE security | [1] 6.1 C.3 [4] GAP 25/8 or
mode 1 level 2) GAP 35/8
6 Authenticated Pairing (LE security [1]16.2 C3 [4] GAP 25/7 or
mode 1 level 3) GAP 35/7
7 LE security mode 1 level 4 [1]16.1 C3 [4] GAP 25/9 or
GAP 35/9
C.1 Mandatory to support at least one.
c.2: No longer used.
C.3: Mandatory to support at least one.
Table 5: No longer used
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3 Automation IO Client Role

3.1

Table 6: No longer used

Discover Services and Characteristics

Table 7: Automation IO Service and Characteristic Discovery
Prerequisite: AIOP 1/2 “Automation 10 Client”

Iltem | Feature Reference Status
1 Discover Automation 10 Service [1]14.2.1 M
2 Discover Digital Characteristic [1]14.3.1.1 C.1
3 Discover Digital Number of Digitals Descriptor [114.3.1.1 Cc.2
4 Discover Digital Client Configuration Descriptor [1]14.3.11 Cc.2
5 Discover Digital Value Trigger Setting Descriptor [114.3.1.1 C.2
6 Discover Digital Time Trigger Setting Descriptor [114.3.1.1 Cc.2
7 Discover Digital Characteristic Presentation Format Descriptor | [1] 4.3.1.1 C.2
8 Discover Digital Characteristic User Description Descriptor [114.3.1.1 C.2
9 Discover Digital Characteristic Extended Properties Descriptor | [1] 4.3.1.1 c.2
10 Discover Analog Characteristic [1]14.3.1.2 Cl1
11 Discover Analog Client Configuration Descriptor [1]14.3.1.2 C.3
12 Discover Analog Value Trigger Setting Descriptor [1]4.3.1.2 C3
13 Discover Analog Time Trigger Setting Descriptor [1]4.3.1.2 C3
14 Discover Analog Characteristic Presentation Format [1]4.3.1.2 C.3
Descriptor
15 Discover Analog Characteristic User Description Descriptor [1]14.3.1.2 C.3
16 Discover Analog Characteristic Extended Properties [1]4.3.1.2 C.3
Descriptor

17 Discover Aggregate Characteristic [1]14.3.1.3 (@)
18 Discover Aggregate Client Configuration Descriptor [1]14.3.1.3 c4

C.1: Mandatory to support at least one.

c.2: Optional IF AIOP 7/2 “Discover Digital Characteristic”, otherwise Excluded.

C.3:  Optional IF AIOP 7/10 “Discover Analog Characteristic”, otherwise Excluded.

C.4: Optional IF AIOP 7/17 “Discover Aggregate Characteristic”, otherwise Excluded.

3.2 Features

Table 8: Feature Requirements — Digital

Prerequisite: AIOP 1/2 “Automation 10 Client” AND AIOP 7/2 “Discover Digital Characteristic”

Item | Feature Reference Status
1 Read Digital value [1]14.4 O
2 Configure Digital for notifications [1]14.4 C5
3 Configure Digital for indications [1]14.4 C5
Page 7 of 13
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Item | Feature Reference Status
4 Configure Value Trigger Settings descriptor [1]14.4 C.1
5 Configure Time Trigger Settings descriptor [1]14.4 (o
6 Receive Digital notifications [1]14.4 C.2
7 Receive Digital indications [1]14.4 C.3
8 Update Digital Characteristic User Description descriptor [1]14.4 (0]
9 Write Digital value [1]14.4 (6]
10 Write Digital without Response [1]14.4 (@)
C.1 Optional IF AIOP 8/2 “Configure Digital for notifications” OR AIOP 8/3 “Configure Digital for
indications”, otherwise Excluded.
c.2 Mandatory IF AIOP 8/2 “Configure Digital for notifications”, otherwise Excluded.
C.3: Mandatory IF AIOP 8/3 “Configure Digital for indications”, otherwise Excluded.
Cc.4: Optional IF AIOP 8/4 “Configure Value Trigger Settings descriptor”, otherwise Excluded.
C.5: Mandatory to support one and only one IF AIOP 7/4 “Discover Digital Client Configuration

Descriptor” AND AIOP 8/1 “Read Digital value” AND NOT AIOP 7/18 “Discover Aggregate Client
Configuration Descriptor”, otherwise Excluded.

Table 9: Feature Requirements — Analog

Prerequisite: AIOP 1/2 “Automation 10 Client” AND AIOP 7/10 “Discover Analog Characteristic”

Iltem | Feature Reference Status
Read Analog value [114.5 (6]
2 Configure Analog for notifications [1] 4.5 C.5
3 Configure Analog for indications [1]4.5 C5
4 Configure Value Trigger Settings descriptor [114.5 C.l1l
5 Configure Time Trigger Settings descriptor [114.5 (o]
6 Receive Analog notifications [1]4.5 C.2
7 Receive Analog indications [114.5 C3
8 Update Analog Characteristic User Description descriptor [1]14.5 (0]
9 Write Analog value [1]14.5 O
10 Write Analog without Response [1]4.5 (0]
C.1: Optional IF AIOP 9/2 “Configure Analog for notifications” OR AIOP 10/3 “Configure Aggregate for
indications”, otherwise Excluded.
C.2:  Mandatory IF AIOP 9/2 “Configure Analog for notifications”, otherwise Excluded.
C.3: Mandatory IF AIOP 9/3 “Configure Analog for indications”, otherwise Excluded.
C.4: Optional IF AIOP 9/4 “Configure Value Trigger Settings descriptor”, otherwise Excluded.
C.5: Mandatory to support one and only one IF AIOP 7/11 “Discover Analog Client Configuration

Descriptor” AND AIOP 9/1 “Read Analog value” AND NOT AIOP 7/18 “Discover Aggregate Client
Configuration Descriptor”, otherwise Excluded.
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Table 10: Feature Requirements — Aggregate

Prerequisite: AIOP 1/2 “Automation 10 Client” AND AIOP 7/17 “Discover Aggregate Characteristic”

Item | Feature Reference Status
Read Aggregate value [1]14.6 (0]
2 Configure Aggregate for notifications [1]4.6 C.3
3 Configure Aggregate for indications [1]14.6 C.3
4 Receive Aggregate notifications [1]1 4.6 C.1
5 Receive Aggregate indications [1]14.6 Cc.2
C.1 Mandatory IF AIOP 10/2 “Configure Aggregate for notifications”, otherwise Excluded.
c.2: Mandatory IF AIOP 10/3 “Configure Aggregate for indications”, otherwise Excluded.
C.3: Mandatory to support one and only one IF AIOP 7/18 “Discover Aggregate Client Configuration
Descriptor” AND AIOP 10/1 “Read Aggregate value”, otherwise Excluded.
3.3 GATT Requirements

Table 11: GATT Requirements

Prerequisite: AIOP 1/2 “Automation 10 Client”

Iltem Feature Reference Status Inter-Layer
Dependency
1 No longer used N/A N/A N/A
2 GATT Client over BR/EDR [1]4.2 Ccl1 [2] GATT 1a/2
3 GATT Client over LE [1]4.2 C.2 [3] GATT la/1
4 Discover All Primary Services [1]14.1 C.3 [2] GATT 3/2
5 Discover Primary Services by [1]14.1 C3 [3] GATT 3/3
Service UUID
6 Discover All Characteristics of a [1]4.1 C4 [3] GATT 3/5
Service
7 Discover Characteristics by UUID [1]14.1 C.4 [3] GATT 3/6
8 Discover All Characteristic [1]4.1 C5 [3] GATT 3/7
Descriptors
9 Read Characteristic Value [1]14.1 C.6 [3] GATT 3/8
10 Write Characteristic Value [1]14.1 C.7 [3] GATT 3/14
11 Notifications [1]4.1 C.8 [3] GATT 3/17
12 Indications [1]4.1 C.9 [3] GATT 3/18
13 Read Characteristic Descriptors [1]14.1 (@] [3] GATT 3/19
14 Write Characteristic Descriptors [1]14.2 C.10 [3] GATT 3/21
15 Write without Response [1]14.1 C.11 [3] GATT 3/12
C.1: Mandatory IF AIOP 2/1 “Profile supported over BR/EDR”, otherwise not defined.
c.2: Mandatory IF AIOP 2/2 “Profile supported over LE”, otherwise not defined.
C.3: Mandatory to support at least one IF AIOP 2/2 “Profile supported over LE”, otherwise Optional.
C.4:  Mandatory to support at least one IF AIOP 2/2 “Profile supported over LE”, otherwise Optional.
C.5: Mandatory IF AIOP 7/3 “Discover Digital Number of Digitals Descriptor” OR AIOP 7/4 “Discover

Digital Client Configuration Descriptor” OR AIOP 7/5 “Discover Digital Value Trigger Setting
Descriptor” OR AIOP 7/6 “Discover Digital Time Trigger Setting Descriptor” OR AIOP 7/7
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C.6:
Cc.T:
Cc.8:
c.9:

C.10:

C.11:

3.4

Automation 10 Protocol (AIOP) / ICS

“Discover Digital Characteristic Presentation Format Descriptor” OR AIOP 7/8 “Discover Digital
Characteristic User Description Descriptor” OR AIOP 7/9 “Discover Digital Characteristic
Extended Properties Descriptor” OR AIOP 7/11 “Discover Analog Client Configuration Descriptor”
OR AIOP 7/12 “Discover Analog Value Trigger Setting Descriptor” OR AIOP 7/14 “Discover
Analog Characteristic Presentation Format Descriptor” OR AIOP 7/15 “Discover Analog
Characteristic User Description Descriptor” OR AIOP 7/16 “Discover Analog Characteristic
Extended Properties Descriptor” OR AIOP 7/17 “Discover Aggregate Characteristic’ OR AIOP
7/18 “Discover Aggregate Client Configuration Descriptor”, otherwise Optional.

Mandatory IF AIOP 8/1 “Read Digital value” OR AIOP 9/1 “Read Analog value” OR AIOP 10/1
“‘Read Aggregate value”, otherwise Optional.

Mandatory IF AIOP 8/9 “Write Digital value” OR AIOP 9/9 “Write Analog value”, otherwise
Optional.

Mandatory IF AIOP 8/6 “Receive Digital notifications” OR AIOP 9/6 “Receive Analog notifications”
OR AIOP 10/4 “Receive Aggregate notifications”, otherwise Optional.

Mandatory IF AIOP 8/7 “Receive Digital indications” OR AIOP 9/7 “Receive Analog indications”
OR AIOP 10/5 “Receive Aggregate indications”, otherwise Optional.

Mandatory IF AIOP 8/2 “Configure Digital for notifications” OR AIOP 8/3 “Configure Digital for
indications” OR AIOP 8/4 “Configure Value Trigger Settings descriptor” OR AIOP 8/5 “Configure
Time Trigger Settings descriptor” OR AIOP 8/8 “Update Digital Characteristic User Description
descriptor” OR AIOP 9/2 “Configure Analog for notifications” OR AIOP 9/3 “Configure Analog for
indications” OR AIOP 9/4 “Configure Value Trigger Settings descriptor” OR AIOP 9/5 “Configure
Time Trigger Settings descriptor” OR AIOP 9/8 “Update Analog Characteristic User Description
descriptor” OR AIOP 10/2 “Configure Aggregate for notifications” OR AIOP 10/3 “Configure
Aggregate for indications”, otherwise Optional.

Mandatory IF AIOP 8/10 “Write Digital without Response” OR AIOP 9/10 “Write Analog without
Response”, otherwise Optional.

GAP Requirements

Table 12: GAP Requirements

Prerequisite: AIOP 1/2 “Automation IO Client” AND AIOP 2/2 “Profile supported over LE”

Item | Feature Reference Status Inter-Layer
Dependency
1 Peripheral [1]2.4 Cl1 [4] GAP 5/3 or
GAP 38/3
2 Central [1]12.4 C.l1 [4] GAP 5/4 or
GAP 38/4
3 LE security mode 1 [1]6.1 M [4] GAP 25/1 or
GAP 35/1
4 Unauthenticated Pairing (LE security [1]6.1 C.2 [4] GAP 25/8 or
mode 1 level 2) GAP 35/8
5 Authenticated Pairing (LE security [1]6.1 Cc.2 [4] GAP 25/7 or
mode 1 level 3) GAP 35/7
6 LE security mode 1 level 4 [1]6.1 C.2 [4] GAP 25/9 or
GAP 35/9
C.1 Mandatory to support at least one.
c.2: Mandatory to support at least one.

Table 13: No longer used
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