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Introduction 

This Standard specifies key establishment schemes using public-key cryptography based on the integer 
factorization problem. 

Two types of key establishment schemes are specified. In the first type, key transport, one party selects keying 
material and conveys it to the other party with cryptographic protection. In the second, key agreement, both 
parties actively share in the establishment of the keying material. The keying material may consist of one or more 
individual keys used to provide other cryptographic services that are outside the scope of this Standard, e.g. data 
confidentiality, data integrity, or symmetric-key-based key establishment. 

NOTE   The user's attention is called to the possibility that compliance with this standard may require use of an invention 
covered by patent rights. 

By publication of this Standard, no position is taken with respect to the validity of this claim or of any patent rights in 
connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under these rights on 
reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a license. Details may be 
obtained from the standards developer. 

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, P.O. Box 4035, 
Annapolis, MD 21403 USA. 
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Public-Key Cryptography for the Financial Services Industry 
 Key Establishment Using Integer Factorization Cryptography 

  

1 Scope 

This Standard specifies key establishment schemes using public-key cryptography based on the integer 
factorization problem. Both key agreement and key transport schemes are specified. The schemes may be used 
by two parties to transport or agree on shared keying material (see Note 1). The keying material may be used to 
provide other cryptographic services that are outside the scope of this Standard, e.g. data confidentiality, data 
integrity, and symmetric-key-based key establishment. The key pair generators may be used in other Standards 
based on the integer factorization problem. 

The Standard also specifies key pair generators and corresponding key pair validation methods supporting the 
key establishment schemes. (See Note 2) The key pair generators may also be used to produce key pairs for 
other schemes (e.g., digital signature schemes) based on the integer factorization problem, and the key pair 
validation methods may likewise be used to validate such key pairs.  

This version of the Standard is limited to key establishment schemes and key pair generators and validation 
methods based on the RSA public-key cryptosystem [88], and are intended to reflect and guide current industry 
practice. Future versions may include schemes based on other types of integer factorization cryptography (see 
Note 3) and/or additional schemes with different attributes (see Note 4). 

NOTES 

1. The keying material established by these schemes is assumed to be secret. Key establishment schemes may also be 
defined for establishing non-secret values securely (e.g., for distributing a public key with integrity protection, as in a 
certificate). Such schemes are not considered in this Standard. 

2. A key pair validation method determines whether a candidate public-key/private-key pair meets the constraints for key 
pairs produced by a particular key pair generation method. A public-key validation method determines whether a 
candidate public key meets those constraints, without knowledge of the private key. Public-key validation methods are 
not specified in this version of the Standard, but are expected to be developed in future X9 work. For general discussion, 
please see Annex D. 

3. Forms of integer factorization cryptography that are supported in other standards documents include the Rabin-Williams 
cryptosystem [85][104], ESIGN [79][80], and the Okamoto-Uchiyama cryptosystem [81]. Rabin-Williams is supported in 
ANS X9.31 and IEEE Std 1363-2000 [49], and the others are in IEEE Std 1363a-2004 [50]. 

4. The schemes in this Standard were selected with two primary purposes: to allow compatibility with current industry 
practice, where appropriate, and to offer enhancements to current industry practice that provide greater security 
assurance. The set of attributes offered by the schemes is thus limited when compared to the full portfolio of schemes in 
integer factorization cryptography, as well as what is available in ASC X9 standards for other families of public-key 
cryptography. 

5. The key establishment schemes specified in this Standard involve general constructions with underlying components 
specific to integer factorization cryptography. For other purposes, underlying components from finite field DLC (discrete 
logarithm cryptography) or elliptic curve DLC could also be employed in the constructions, though such use is outside the 
scope of this Standard. 
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