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The Guaranteed End of Arbitrary 
Code Execution



Who am I?

ÂBrad Spengler

ÂThe only grsecurity developer

ÂNOT a PaX developer

ÂComputer Engineering major, Mathematics 
minor



What is PaX?

ÂQuite simply: the greatest advance in 
system security in over a decade that 
youôve never heard of

Â Less simply: It provides non-executable 
memory pages and full address space 
layout randomization (ASLR) for a wide 
variety of architectures.



Outline

ÂPaX ñlectureò
ÂSEGMEXEC

ÂPAGEEXEC

ÂKERNEXEC
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ÂRANDMMAP

ÂRANDEXEC
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Outline (cont.)

Â How grsecurity is involved in PaXôs strategy

Â Factual comparison with OpenBSDôs W^X
Â ASLR comparison

Â Any guarantees?

ÂThe ñsubtle conceptò of mprotect

Â Factual comparison with Exec Shield
Â ASLR comparison

Â Any guarantees?

Â Mprotect



PaX - SEGMEXEC

ÂSEGMEXEC is PaXôs implementation of per-
page non-executable user pages using the 
segmentation logic of IA-32 (Intel x86 
architecture) and virtual memory area 
mirroring (developed by PaX).


