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RAML, Restful APl modelling language version 0.8. Available at: http://raml.org/spec.html.
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Device 2| 23} 7|52 ol5t= ¢ne|Fat otatojEo &

=
S, M, A S 712 XSt AEEE §8 dfd & 2

. OCF Cipher Suite = 371 7| O &
22 ZatotC},

—

R

3.1.12
Onboarding Tool (OBT)
£7 device O] CHSll 22 H7F5tD ST device 2 WERKA LA S 7ts &EIZ S}

f
loT HIEQ A Yo =2|H 7|H. EA4HQ OBT & DOXS, AMS, X CMS 7|5 F&stct.

rr
m
0x

3.1.13
Out of Band Method
OCF O o|dff X|™E|X| A2, SHZ A CHE Zo 2 HE S MESHY| st & HAHLE

3.1.14
Owner Credential (OC)
O|0jX|= &= ZE& S0 Device 2t 22T & 712 4= 2FE FHoE 2EHY 50 223 =0

9|8}l Device 2 N&&=l= A2|H A,

3.1.15
Platform ID

Hl0: &AM L2 OCF Core AlAMO| HolZ|Of

30
olo

3.1.16
Property

Hl 2. &M LHE2 OCF Core Al MO H2|x|0f

0
dlo
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3.1.17
Resource
Hl: &M L2 OCF Core Al2MO| ™Mo|g|0f Q2.

3.1.18
Role (Network context)

Device 2| M& Xl %9 Z Client, Server, ¥ Intermediary & StLt7t EIC}

3.1.19

Role Identifier

Client Device 7f Device Resource 02| &M A QF A0 QAF S AH™G7| et EXOZE Server
Device 7} Client Device 2t 23 %A= E3 role 2 AY3stE= role 295 M W2l OCF credentials

Resource =& 2 29| Property.

3.1.20
Secure Resource Manager (SRM)
AcL, A2|dd, X Device 27 O HEfQt Z2 security Resource 2| #E|E Z&dt= EOt

7|48 F¥5t= OCF Core WO 2 &.

3.1.21
Security Virtual Resource (SVR)
SVR 2 resource X[ £t 7| 50|LC},

3.1.22

Server

H|O: &M LH22 OCF Core Al2EMO| Mo|g|of Q

olo

3.1.23

Trust Anchor

S B3t A (O Device & 22Y £)7t MY + US2 st M AS U AR HolE
35 A,
3.1.24

Unique Authenticable Identifier
370 719] s{{A|2t Device ID M40 A2 =l 22 &l OCF Cipher Suite 25 H dd&= 05 A HXt
0o C

UAID o] 2 /&2 I|0f Device Off 2|al| 21Z & £ UL},

32 99
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oo 49

AC Access Control

ACE Access Control Entry

ACL Access Control List

AES Advanced Encryption Standard. See NIST FIPS 197, "Advanced Encryption
Standard (AES)"

AMS Access Management Service

CMS Credential Management Service

CRUDN CREATE, RETREIVE, UPDATE, DELETE, NOTIFY

CSR Certificate Signing Request

CvC Code Verification Certificate

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm

EKU Extended Key Usage

EPC Embedded Platform Credential

EPK Embedded Public Key

DOXS Device Ownership Transfer Service

DPKP Dynamic Public Key Pair

ID Identity/Identifier

JSON See section 3.2.7, OCF Core Specification.

JWE JSON Web Encryption. See IETF RFC 7516, "JSON Web Encryption (JWE)"

JWS JSON Web Signature. See IETF RFC 7515, "JSON Web Signature (JWS)"

KDF Key Derivation Function

MITM Man-in-the-Middle

NVRAM Non-Volatile Random-Access Memory

oC Owner Credential

OCSP Online Certificate Status Protocol

OBT Onboarding Tool

OCF See section 3.2.11, OCF Core Specification.

OID Object Identifier

OTM Owner Transfer Method

OWASP Open Web Application Security Project. See https://www.owasp.org/

PE Policy Engine

PIN Personal Identification Number

PPSK PIN-authenticated pre-shared key

PRF Pseudo Random Function

PSI Persistent Storage Interface

PSK Pre Shared Key

RAML See section 3.2.12, OCF Core Specification.

RBAC Role Based Access Control

RM Resource Manager

RNG Random Number Generator

SACL Signed Access Control List

SBAC Subject Based Access Control

SEE Secure Execution Environment

SRM Secure Resource Manager

SVR Security Virtual Resource

SwW Software

UAID Unigue Authenticable Identifier

URI See section 3.2.15, OCF Core Specification.

405 ®1-732 240
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4 2M A% R 7S
O] EAM+& OCF core framework S O E2[AH 0| M2 2ot EQF 30| AFE L[ = Resource, Z2EF,
S ekE 7|=ot)
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o|gfst 7|2 7|5& OCF Core Architecture & &L E FAL|0{0F Lt "SEX| OO}
SHCLE "2XISE Sof FE2 & s, |, #d5ts 82 70| MEME =K HE2

o|ojst= WIS LIEFHCE

i (== Heh

O|24gt 7|52 OCF Core Architecture 0 2[s{f X|REl&= 7|52 F7t5t0 FAHI 0{0F St
H1n 752, S4¥c=2 Fijst ES&de Z7I 80l OCF Core Architecture 2| 7|52
O| 8%t #d &+ HAEE Qs #1 7|50 #HELCHH 0 7tolE2telo mMEs £73
A2 BHEGioF oL Y2 AL Js2 F2O 5 20 E £ ALt "GHX| @s A0
ZCtete B2 {8 X8 HsHK| e 282 LIEHHC

o7t (£ A 8)

Ol2{gt 7|52 OCF Core Architecture Of 2Jsff E+HO|X|x %2 Oy HILEX = X T
70| +HECHH O 7tO| =2l MEE EF QU2 THEG|ofF oL},

ol =& dele =do| oEeth £ 40| UFREH Fo| £ A7t 31851 JFX

o = ARE =dof oESH. §F =40] UFREEH Fo| £ AR EH= ECL
AR o™ S 7MWt Gle o default 2 51 & EICH
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4.2  Data type
OCF Core AlA &HE,
43 BEM PEx

3 MMe e

TR

o 7 Hio| MM

AEetD A M dro| MM 2 Ax3}7| Htt,

O —

i

g
0x
mo
=
o
Ot
[
|'||'

Security Al M= RAMLZ Al M AO{2 A3t JSON Schema & ZE CRUDN %0 CHst

HO|2E Fo|2 AHESHCH CRUDN &%t2| 02 OCF Core Al AO| 78 = Ct
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462
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464

465
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468
469
470
471
472
473

474

MO|Ct OCF EQt Of7|El X o] =X2 Resource ¥ Resource EZE X|A5H7|
= ot swel B& 5HE E357| fet AO|Ct OCF o 2FO|M Device = OCF
NEME ZFte =2IH 7HX1|0|EP. Device 7t2| &= X &0 UAOA, Server 2 SZEt=
Device = Resource & Ef % MOS0 L&l Hot HFHLEZ0 LKA Client 2 SE5t=
Device Of O|2{3t Resource O TS AMAE HISSHLt Device & #0tS0[= Platform 2 O
AMLMOM dE= ChYot S22 ANE S &HSHY| QI3 27 &= E¢ 238 M3g += UL

o o o >
SO HOot o|22 O3 22 HAZ d8g &+ Urt
Device acting as Client Device acting as Server
App Logic App Logic
SVRs Resource A A Resource SVRs ("4
Model Model |T_oic.sec.acl2
'] —SRM Access | |
€ () comral
@ :5> | “Enforcement_! | 2,4
mic.sec.cred ‘ ‘ Msg Model ‘ ‘ Msg Model ‘ I{ oic.sec.cred ‘
I I
[ -1l - po T
I» Transport Security | Transport Security <—
! 1
e A e — -
Session Layer Q Session Layer
1 [
Connectivity Abstraction \ \ Connectivity Abstraction
I | U | L

12 2 - OCF A&

1. Client 7} Server (Resource & E83l= Device)2tQ| HERA HAZS =Estct AZAM FAg)
HEL AAM SMO| XO|of| = &3t Device 7} ZASHA HZA M58 2 Lt

2. Device (0: Server H Client)7} MZ 70| &= Q1F EO X222 SStHL E= SSHX|] §$1

O AIX| & mehotet,

e Z Device 9| oicsec.cred Resource = &= 215 8 AEM ABO (AR s Al0)
AgEls A2lHAE S 2R3

o HOMX{EE B AT HAIX|= deviceUUID 2F 23 X|O{TICt QIS M FAZ|HAO| HBL,
deviceUUID &= C}E Device 28 E =43t 21Z M Lo Exfsict Cfd 7| A2 HMo| Z L,
deviceUUID £ oic.sec.cred Resource L{o| I 2|HMEZ F M E=ICt,

e Server £ Client 2 22|9] £9] roleid & =& X2 3 AUACL ASME AESH 43 2F9

B2, roleid (EXstE A22)= role 23 AM WO M3, O|= Server Off CH3H Client Of| A
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507

T ECH HE 712l B2, &7t roleid (EMdt= BR)= oicseccred LS| FAZ|HHE=E
T ECt

o H| HOF M 22 E3 Server 7t =4It request = AP Z FZ L0 deviceUUID E£&=
roleid 2t & X|O{X|X| gt=C

3. Client 7} Server 2 request & K| & 3HC}.
4. Server 7t request & 4IBHCH

a. request 7t Hl EQt MEAS S| TESEH Server = request E AYLE FFH0
deviceUUID Lt roleid 7t request Of 2t& X|O{X|X| &=Cf,
b. request 7} HOot xX{dS Sl =AM Server £ deviceUUID E request o & A1,
Client o] B & &%t roleid £ request 2f 2t X =L},
c. 2|3 LA, Server £ Access Control List (ACL)MA CtZC| 7|&0 Hgst= ACL
ANEZE XL
o SHMEl Resource 7t ACE LH2| Resource reference Of Of& = L,
o QTE ZEO0| ACE Q| "SI0l ofsl &{7tElCt X
e ‘"subjectUUID"7t EE Device O D18 EE= S QAYEIIE P

o
=
Device 7} 2/@EO0| Ot AL, CHAO| Client Deviceid E= FEE 8% rolelD 0

& ECE 9 AN27 st 32, 28%s role 2 FEHE = UL

"subjectUUID"= E 83t UL ItE Zro| RBtO|HLt, Device 7t 2AHO| Otk

A20|=, CH& 0| request 2F HEHEl Client Deviceid == request O H2tE F& ot
= =

roleid O Of& =ICt ot
Device E= QIS E|X| €

o= EIch.

E7tE @2 98 A g=eE MHS S

1 ASSE[X] B2 MEE S S4lsts E= Devic

or° mo

i & El= ACE 7} U™ Resource 02 AMAZL SO, DAHX QUOHH ANATL
HEEICEH HM A= Server 2| Secure Resource manager (SRM)O|l 2|5l & Al EICH,

5. Server 7} Client 2 response & & tCt.

Resource E2= {8 A ©& T2 HO|HO H3E ZSICE AMA MO OAHLSHE B8,
OCF Security A2 A = Server 0 X & El= & Resource 2| EQF X0 25t AAFS ZTSIHX]
AS0| F=OISOF $HC. T Secure storage 2F WM A X O =TS Edl 2O Resource o 9%
227t §&& 0HO|Ct. Secure storage & SIER0] EQF EE&= 7 0| 2=tE Soff e
-’F QULCt. Secure storage 2| ‘=tot £ 2 MM 150 & LT L3t 27 A2 WX ZE SHH,
= Jl0|E2IoIS MN 2 & 4= QLY.
gtHO|, & ¢ HOlHe EzE O A|EMe 7 REE2E AWSHA EECLCh d& 52

HOIHE Ot 22 HAMM Exg 5= QUL
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1. resource layer EE+= transport layer. O] A2 MO = DTLS @F 22 HAHLEL AES Sl
transport layer A 2| & & E2 S X|JBICH DTLS = payload TA 0| O3t ES HCH=
ozl ¢the|o] ESE ME L O|E £01, payload MHEZAO| FZ240| 2R3t A2, transport
layer 2 {2l S 27| MO €2 ME H7HL|F0| FH[Z/0f AO{OF BHC}.

Application Layer

Clients Servers Intermediaries

Application Resources

Resource Layer

Platform hardening
Access Control (ACL,
@rest Enc, Payload
encryption)

Secure Resource Manager (SRM) -

Secure Resources

Connectivity Abstraction Layer —

Platform Hardening,
COAP, COAPS, etc In transmit protection of

packets

Session Protection (e.g. DTLS)

UDP/IP BLE 802.15.4

D Security Enforcement Points
O 3-0CF 2o A AlH

51  AMA HOo

—

OCF framework &= Server 7 Resource E 7tX|1 QU1 AWM HOjeb 25 HHLEZO et
Client O|A A8 7tSSHEE X3St A2 HHE st ULCE end point 0|A 2] Resource &
UM HOf, 25, A 7YY B2 Fog i EZECL O MEM= ACL 2 AHES &F
Access Control (AC )9 JHRE MYDBICL B OCF stack O|AMQel AC & & W AHAY T4

At &2 80| O|ROfTICt = 5= RUCE

—_

WM A HOIQ| 72 Resource Of CHSH B A F Fotol MAEF el Holof oEDICH HME
Access Control Entry (ACE)S| HEfZ ZZ ACL E£-= Access Management Service (AMS)0| 2|5}
MEE £ ACh ChS3t 20| F 7hX[] MM A Mol HALISES H8Y &= UL

Oo=2 102

e Subject 7|8t WA A KO (SBAC). Zt ACE £ Resource Of CHsl HolEl HHo| ZgE
subject O CHsll QF3st= 7HH 2| subject (O: 2 EXto| OFO|HE|EE DA ST 2HX}O

OfO|HIE|E| Q0= 215 ZEMNAE Q2 it
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544
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e Role 7|8t AMA X0 (RBAC). 2t ACE = Resource O CH3t HAo| ZBHE role
identifier & Q™ X0 2=l role identifier Off Of &l A| ZIC},

OCF %M A XMOf ZEO|A 2 Resource instance = A E AM 2 Ko FHZ 2 UOOF SHCt
0| {2 Server 2 &35t 2t Device 7} 22 8H= Resource O CHPH ACL & 1 UOjOF &2

o|0|stct, Oj & =)= ACE 7t 2™ Resource Off A M AT = QA EICH

ACE £ ACE 7| subject (%, OCF Client)2t 2 8 £l Resource = CHOf| Of &2 M2 M EICt CHS 1t
Z0| CtYot HR-ES Sl subject 8 Y AIZ 5= RUCH (1) Deviceid, (2) Role Identifier, EE= (3)
wildcard. client 7} server O G Zst= A2 HMA KO ZAHS et 2HHE HEAEQY £ ULt
OIS E Of H QASE % A=otE Of H L=otE HZO O ALEFIE OfE2 AMA FHHO|

subject class O FEHISHAH HEE = U F otCh
QtUEItE OfE FH of:

"aclist2": [
{
"subject": {"conntype" : "anon-clear" },
"resources”:[
{ "we":"*" }
I
"permission”: 31

hH
{

"subject”: {"conntype" : "auth-crypt" },
"resources":[
{ "we":"*" }
I
"permission": 31

h
]

ACL of Ao CHeh XtMSH Ared2 MM 12 Of JolEltt ACL 2 dtLt O] ¢2l ACE 2 T8 &L
ACL 2 Device Of Ciiot M~ HOof M-S Fo|otDt,

ACL Resource & SRM 2t PSI Off 2|t XMZ& I M2| Ao CtE RIZSH Resource 2F & oH E Ot
HSE ZQ2 st= FMo| Fo|sfof sICH 122, ACL O 250 22Xl Platform (HW X
SW)Q| Z=t7t 2 &|0{oF S, of2iof A H = Hiel 20| ACL2 &0|st HEH S 7IE =+

|

-1 O
Z22|H device = 592

I

Reoz, zF MEHL| o Ho| s 227t O|F0{XM0of oLt O & =0
gt

Ol=Y = UL B2 Z LS Device LH &0|3t Server 8 ot ACLS| E0F HFE
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51.1 ACL O}7|Ell X

Server = client 2| request & X2|5l7] ™0 @& E Resource & AAISCE 2FA & 28 &
Resource Of DA E|&= Lt 0|49l ACE entry & %7| I8l access control resource (O
/oic/sec/acl, /oic/sec/acl2)E AMTCt DIEE= AS oW 57t 8 7|Zh Hefo] HEEICt
S0 j¥ = AS ¥ HX|= 7|2t ois 57t2 -L._"-E|%*O| HgEC

server = AZ HHAEE MES|AM subject 7t AJEJEX & HO|H 7|2H0| HELA=X]
22 ZAYsict. Z+Zto| ZHHO| CHSH subject DHE QPLYEFIE HHMS HEF = QUCH ALEXIt

15 E|H role &= device OFO|HIE|E[E ELHE MZ2tEl subject matching O] O|FO{ & = QULC}.

Zt ACE & FO{Z Resource 2FXO| CHei HES 57t TS ZYSICH 3 7h= CREATE,

RETREIVE, UPDATE, DELETE, % NOTIFY (CRUDN) &%9o| =goz JdE=rCt Q¥Xts=

Device 2AM QZ I StL} O| 42| role 2 MEAMOZ FZATICE Device £ role & YA j

A E HMx SILE FEY 5= JUTH E S0{, ADMINISTRATOR role 2 X o=z i~
a

o
T+ ol 271892l Resource ™ Interface 7t 20| =& oLt

5111 =ZZ ACLL| Al

Server = 7|7| L ACL Resource & 7I& &= ULt Z2Z ACL 2 ofzfjoff dHE Hiet Z0| AMS O
oot ¥4 ACL ME|of H|s] AMA MO Me|of FA0M O 2 AAE48E3 7HE = ULH

ChZo 2402 AMA MO S5S Fotrt

—_— = 1

71|0|A 1: Server Device = 4 72| Resource (R1, R2, R3, 8! R4)E T AESSILCE Client Device
D1 2 Server Device 5 0 SAEEl Resource R1 O Cist BMAS QK TICH ACL[O]S OfzH o

Resource R1 Of siEstn QI7+El subject 2 D1 2 EJEf t2kA, 2# ACL /oic/sec/acl/0 O
request Off fH Z[ 22 Device D1 2| Resource R1 0 Cist B ATH SQIEICE
Server
Device 5
e,
) Request: | R1 acl{0
Client > (0]
D1 Reply: E] Resource: R1
—]
Permisslon: R

32 4 - QAFAO|A-1: & ACL M2

2702 2: Resource R2 Off ZHH &l subject D2 Of| OfAE[= ZZ ACLO| gl AMS HE 2
A28 2 Client Device D2 2| AN ATt HEEILCE,

+ o
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Server
Device 5
[m an]' na][ml
) Request: | R2 acl[D amacl[0
Client > (0] 0]
Device Subject: D1 Subject: D3
D2 p Reply: ¥ Resource: R1 Resource: R3
Permission: R AMS1

gl 5 - SAHO|A 2: R E|= Resource 0f CH$H HAHo| Q2 f
5112 AMS 2| Atg
AMS £ ACL dH a2|E ddAlZCh B, oA2 Y &

St 2 AofEol E = ULt HEKI XA
QHIEZR Qs AMS E EH ACL N2 =714 =& = UC

.

AMS = dMA HO ZEES TF NHelotX| 8t Al o2 = Server Device O QULCt. Server =
Resource 220 CHal A8 ACL HFHLEZ ZHTICt. Joic/sec/amacl Resource &= UM
ZA™E 28l O Resource 7t AMS & AF2EHX| 2 X| ™M= ACL F+XO|C}. /oic/sec/amacl £ local

ACL (/oic/sec/acl)it BH7H AFEE 5= ALY,

M
=

mjo

AMS = Joic/sec/acl2.rowneruuid Of ZEE device AHEXI0| CHaf 2=l I=2|H X RSl M

eI S ECt.

Server Device & /oic/sec/acl2.rowneruuid 0| A{ &2 Device ID & AF&3A A0 AMS Of A AT
2 QUCH O™X| ASH™, Server = SHXE 510{a SACL Resource /oic/sec/sacl 2 AHEdA|
Motst ACE HMEg FESHEE X|A|St= ACCESS_DENIED_REQUIRES_SACL 0Of2{et &
Resource HMA @S HAEE = ULt Joic/sec/sacl ME 2 Joic/sec/acl2.rowneruuid 2+ 2 =l
2| HH Resource & AFESA 215 E £ ULCH

ChEo F2A0l&E AMS & A8 HM A MO E 2 FotL.

— — —

FA270|A 3: Device D3 = Resource R30f| CHSH HMAE QHEI, Joic/sec/amacl/O O] Access
Manager Server AMS1 MH|AE & XS] 2o MO O1HEE2 57F Perml 22 WM A AHTHS
gh=Ct.
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Server Access Manager

Device 5 Service (AMS1)
[m ]| R2 || R3 I[ Rd] Request:
Subject: D3
Rsrc: B3 _
. m amacl[0] ACL Policy
. equest:

Clle_nt 4.5 subject: D3 subject: D3
D%J;CE neply: REsOUrce: R3 Reply: [*r"] Resource: R3
€ AMS 1 < Permission: R

a3 6 - f270|2-3 AMS X|[& ACL

L A7 0|2 4: Client Device D4 7t Server Device 5 2| Resource R4 0f T3t M AE Q@ HSHX| G
OfE &= ACE 7} 91952 AMS1 £ /oic/sec/sacl Resource LaXIZ A= ozE 2[H
22 2M Client Device D4 & AMS1 22 2|C|H MLt Device D4 = AMSL Of 2|8 M

Sacll & #F 53t0] SACL 2 Server D5 £ M&3HCE D5 = /oic/sec/sacl Resource O A A

=
2HOISI Perm2 HNAE 502 ACE XS HILSHLT,

O
==
0
o

ACE Z|Cj#M2 D4 7t otx]  @=tte W& Olf ZE (B
ACCESS_DENIED_NO_ACE)E =

AMS £ AYE57| 2|3 rowneruuid

r=
Ot

=
M St 4~ QT D4 £ /oic/sec/acl2 Resource & 40| A
A2 O30 ZZH|XY request & MZSHCE O] O Of| A,
AMS = SACL Resource 2| 352 M Z ACL Resource /oic/sec/acl ¥ /oic/sec/acl2 9|
N ZRHXNLS MEiE 22 QICt M2 2 request 7t M LA EICH D4 = Device 22 F 2|
LYEEM EE 00X A2|HHE Z2H XY &S Sl AMSOf| = E A= ZHFEICE

m i
Of
>
a
Hu

X
=

o Zast I2|HMe T2H|XY2 sl Credential Management Service (CMS)7t

x|
XK E C

]

1 5o

B o
30

_

Access Manager Client anuust:. Server
Service (AMS1) Device Device 5
Request:[Ra] D4 | Redirect: [AMS 1 [m ” o ][ s ][ » ]

ACL Policy
Subject: D4 X — Verify sacl
Resource: R4
Permission: R an”“t i i
> i sacl [
]
' subject: D4 i
— || Resource:R4 i
]
]
. i

Permission: R

a3 7 - 8AFA0|A-4 AMS 2EHE| ACLS| X FE
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641
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643
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512 MM Hof M HE

38 2l HM2 - 05 Hels EE AY2EES o 3 & XIOT Device AENC AC2| HES

=E 8 HHAEE
olojstct, OF 2 dMA= ZE OF HH7F OIF HO/HO| HMAT 5= JX[CH OAF HHIt
Ot ZR0l= Yust AMA Hots £o Zoror &2 oOjotct OF ¥ HMA= Role
Credential H/E&= HZ RFAS ALESM LA ELCE

OCF Device ' MM A - OCF Device 2= 7§ Device 0|2 AC 2| ME&Z2 2|0|5IH, 29
Resource & Zate &= ULt Device &' BN 2= Device ID O 2|8 AE&[= Device M AHE
7t&%t ZE Resource 0|2 AMA HSH SFHZ LASHCH Device A AC TIHLIES Ik
MEE|lE F2[HAH2 OCF Device Off =3HEICH.

OCF Resource 2| WMA — OCF Resource o #Hl= ¥ Resource 02| AC o HES
O|0| 3Lt Resource WM AO|= Resource & ER/St= Xl (Server)Z7t HEAH WMAE 2HFSH=
J0A| (Client)O| Al Resource Off UM ASIEE ZESXE X|7H5H7| 8t ACL O] EL23|LF,

Property Z|'8l M A - Property 2i|'2 H2l= 70 Property O CHSHM T AC E HET2 2|0|BHC,
m}

Property 2f|# MM A X Ol= T Property & Z&5t= Resource 2| 82 SSiA Tt 2= 5= ULE.

Resource 2| XN C|XQl0| ddMdMoz F7ts%t A Resource 02 WMA X O0= EEZO
HM A S|7HE 2= XLE Resource & & ESH= collection Resource & = st= Z40| &g
RACE ofzfofl E20]= OO0 A, "oic.thing" Resource = 40|38t 5|78 ERE 3t Property-1 1t
Property-2 2| & 742| property & &=Lt

1

{"$schema": "http://json-schemas.org/schema#",
"id": "http://openinterconnect.org oic.things#",
"definitions": {
"oic.thing": {

"type": "object",

"properties™: {

"Property-1": {"type": "typel"}

"Property-2": {"type": "type2"}

} o}
} Properties are opaque to
} OCF framewaork
O3 8 - E5YSt Property & AL % Resource H2| 0

o1, OCF framework = 2|#¥ YEE 5ot A2=2 HESHA FS¢Ch MetM, &0|g 37HE
ACL Mol A8z gtetet 5= QICt (O: Property-1 012 87| M8 &7t} Property-2 02| 27|
™E& 5{7h). A2 2 &, "oicthing"2 & 712 Al Resource "oic.RsrcProp-1"1} "oic.RsrcProp-2"2
22| =ict 0|23t Ao Z, Property 2 ACL 2 Resource-level ACL 2| AH2 S Edf 28 & ULt
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"sschema”: "http://json-...
{... P/l Server
"type™: "collection” aclo
“resources”: { Resources with _
“RsrcAtt-1", property-level ,
“Rsrcatt-2"} | granularity are NOT | DeviD 1
opaque | /Joic/RsrcProp-1
definitions”: { | P
“oic.RsrcProp-1": {
“type": “object"”,
“properties™; { acli
“Property-1" {“type": “type1"} 4 =
- { DeviD_1
“oic.RsrcProp-2": { |
“type": “object”, | Joic/RsrcProp-2
“properties™ { Write
“Property-2" {“type": “type2"}
645 ks
646 3 9 - Property '8l AN A H|0f

647 52 2HU IR

648  Device 7t OCF &t 40| Z& 7t55t0 CHE Device 2t A& = UEF St2{H, AHHO| HESH
649 2HY E|0jOf BIC} Device 2EYO XA HM A= ARHS £ |O|C}t. Device &
650 AF/TYUTH YD AEAE 2EY = (OBT)2 AMESt, OBT & AMESiA oLt AFXt O
651 B (Owner Transfer Methods: OTMs)E AtE2diA AQFHES

de 23t &7H0| 2E8EH,
652 BT £ Sl Device & Z2HXNYE & + UA =0, ZHHS

©)
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653 ZtsSHA =3 Ct2 Device of s = AUA EIC}H

Summary of Onboarding Process

On-boarding Device CMS Device AMS Device MNew Device
(UUID BOBxoook-....) {UUID CBSxo00-...) {UUID ABSx0000¢-...) (UUID AT1C300¢...)

\
Discover New Devices /J

‘ Discover new devices (not owned) and find a suitable owner transfer method. Iﬁ
7

- .
i 1 Discover unowned devices.

7
2 Retumn supported owner transfer methads.

s

Execute Owner Transfer Method /J

3 Select the owner transfer methog.

| 4 Parform the owner transfer handshake.
T T T T
Establish Device Identity / ! ! !
| 3 Re-read device identifier and plovision owner identity | -
Establish Owner Credentials __/ ! ! !
‘ Decide whether to use a symmetric andfor asymmetric credentials used by the device owner. Iﬁ
! 6 Request the type of credentials supported by the new device. o
\ T Decide with credentials to use. | | |
Provision Symmetric Owner Credential / | |
1 B Provision symmetric owner credential. | |
Provision Asymmetric Owner Credential ) ! !
1 9 Provision asymmetric owner crefdential. ! |
Configure Device Services / i i i
‘ Define device and delegate management sevices such as AMS, CMS and DOXS. Iﬁ
T T T T
1 10 Provision the DOXS senvice by:setting the resource owner for /doxm and /pstat ‘_:
I 11 Provision the AMS senice by s;etting the rasource owner for /acl2 |
| 12 Pravision the CMS senice by éettmg the rasource owner for /crad |
| 13 Provision the AMS credential. | | ‘_:
| 14 Provision the CMS credential | | ‘_:
1 15 Set the device owned property to TRUE. | |
| Prepare for Peer Device Interactions / i
\ | Provision the new device with peer credentials and access contral policies. Iﬁ
| T T T
| 1 16 Change device stateito ready-for-provisioning. ‘_:
| | 17 CMS pravisions credentials to the new device and peer devices. |
| | | 18 AMS provisions access control entries to the new device and peer devices. |
| | Enable the device to operate normally. Iﬁ
i i i 19 Change device state to ready-for-normal-operation. i
i | | |
On-boarding Device CMS Device AMS Device Mew Device
(UUID BOBxwoook-....) (UUID CBS5wo00k-...) (UUID ABSx0000-...) (UUID AT1C3m0o-...)

654

655 dz 10- 259 74
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666

667
668
669
670
671

672

o ”'Moil)\‘l._ 2840 fE‘PJ DIEHNY EXE *E*%'Wlﬂf H Eot ZHO| ZZH|XH2
£ Device & OCF 40| A CtE Device 2t HHSHA|

CHE

o slasto] Mot RHE B ZHNd HeE eREl o2

s/edld = U

X Aaste] HOF 42 Onboarded Device "Ready for Normal Operation"Z §2|&|H, 0= MM
8 Ol M w7 otrt

22Y X ZZHXNE FAHE2 O] A|LMel HYE HOL} FHolE MHAE A8Y #= UCH J|Ef
MH| 20 AHE0] UAO0M 2EEE|= device 2 CHYTH & ALO|Q] AME| 2HA= TO|E[X| g A=
O MEICH O|AS 2EEE|E device 7t 2EY IME o 2tzto] E9°| AZ|HANE Jjyxoz
oI5sts AS QO|5tn, 82 d= o IAZHEAS S/SHA $Fn HEEX F2 EZR0= AE
HAE AKX ESS 90Tt

CHAE 2ozt 22380 = thdet H £

ro

o

T
nr re ru

r

4 WolX & Device 7t 7| SSt=E St7| {5t
Hg FE2 OECH SMHoZ 22 Y2 Device 7} Yot ALSXI/A|AE o8 AR5
of

| #9422 o[ ZTIL}. of2gt F40= +7t Device 0f

A 5 D °
MM ASH £ QT Ofifst SEO| =W £ QYT CIE Device 22 AZES &l o3t S{7tE
;:I' =
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674

User/System
Initiates
onboarding

Device
“Ready for OTM”

User/System
Selects OTM

OoT™M

Onboarding
Cleanup completed

Success ?

Ownership
established

Device
“Ready for
Provisioning”

Provisioning
Success ?

Yes

Device
“Ready for Normal

Normal

Onboarding
Reset

Reset Event
(corrupt SVR, hardware reset etc)

Operation .
P Operation”

% 11 - OCF 22T ZZN 2
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697
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700
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704
705
706
707

8 HEo =XH2 Device E 2fR/7YUT YDt AMEXAIL Device AFXAHO|H

A A A7 Device 2 OBT & o 4~f/H
£ =Qldt= OBT 2| AH8E &6l O|F O ZICt
Ef3 & & UEH3 Z=Z2HXME & B
tool/Server Off 2|8 2 AE &= =2| M=
= 2 OHOH A3t 2F Aol ME8Z #wWeoz
MNYEl= de(Elde 244 8 7|2M0o| EEECH Device 27 #2 HHSt= tool/Server

OBT 2t Lt

O
lvs]
_|
rir
=
|m
Y
1]
e
o
il
[l
o
oD
<
a
(0]
rH
L]
m
=

1o rlo
iy

©)

BT & 2tTSHA Device 2fAS HESI7| fdh MM 7.3 of #EE OTM & SILIE ATt

FH o[Folzts 807t ABEE A2 A Device 2t GHEIE  Device 9
MZEX/HSHA2LE Device 2 TOHRHEES AFSXO|A ARAO| O|MECtD & £ AT
[ = 0| C}.

>

OTM 2 Device 29| 22| @sto] ROoE M7 Lf[A (OBT °of MEAHE HEFeHC
O[O M= Lot &2 &0 &F &Lt

rH

e Device 9| /oic/sec/doxm Resource O|A] OBT Off 2|8 XM &%= Owner Credential (OC).

C £ O|0{X|& 4= =8 A0 Device 2 OBT 7t &= QAFE = UEEF 3t OC &

OBT o ARXE AZ|AH 7|EE2EM Device 2 ALER/A|AH A
OBT £ 293 O|M2o| YEZ Device OIO|HIE|E| = 7| STt}

0
i
o
ol
)l
o
n

e Device 29 X= OTM 2 Sl Device Off CHSt AMZ[E =HEISHCE

Aol ot
Device Z2H|XJZ 7HAIS7] 2o East HEE ZFH, OIS EHA = Device 7t % 7S5t &
Ste 7t 2ot 1 HE Z2HXdSte ZAOo|Ct o M2 Chfst mbatojHe| dd88 Zgd £
RNel =9 HHAZ FEE =& ULt Server off 2|3f E &l Chst Resource Off Cist ACL 9]
ZE2HXMEE Of HAOM +=AHECEH T Z2H[X'J2 O] A2 Xotel= Z40] Ot o F=2|sHof
BICE Device ZE2H| X2 Device 2| 25 M F7|9] 0| CHAOA Higr = QUCE it

& | = t
Resource ! Property &EfS| £ HOt #H Z2ZH|XJ2 E& O tHAOAM LdstH, 0|8 Sdi
Z} Device = Onboarded Device "Ready for Normal Operation" &Ef0| O|2A EZIC} "Ready for
Normal Operation" &EfE AEE= £ OTM & ZZH XYL = WE29 7HH G0 2HA g0
2Ygstn HastA FolE|ofof dhCh T ¥ OTM HAUE W Z2HNY CHAlE £t Q
Resource ! Property &ElE 1178%t= d27F ULt Device 7t "Ready for Normal Operation”
HERE E|7] @I 2 Ha FH2 MM 8 oM 7 BiCt
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Z2H|X'Y
2 A
AlEA Of A

7t Device 09|
= flot I2|dEol 7 0f
A= MH[29] HEIE

UBtH oz TR HIX'E2 Device 7} 2= &
Ueh ofL|2} Device o K= %5 £=
O ZZHHYS A9 O 5 (29H o/H I g
HlO|E{o] Z2H|X Y22 0|0{X| {2t E), provisioning A|H|A Q0| &
ZTEN2A, 2 2ot 23H Resource I Device 7t LIE0| H&5E EHaY

Je|dAo 2AME She},

r

m
oot

S3d O|MO| 2AZ M Device
Se|H A0 oi2t0jHE Z2H| MY

CMS % AMS o HZSI HA
Ofof StC}, O 2{ot meti|H e Ot S Z2d 5= UL

=
[
=13

°
rot

A Y3 0BT WO HEE o2 ZHFEE CMS S 3 HOF Ia|Hy,

>

i S5t OBT LHO| HHEZEl ZHoZ ZHFE| X[t
FOAA KO FH Sl ACL.

0%
ot
>
<
wn
1o

o
i
ne
1>
30
rir
>
<
wn
jn

Ofm ret
OF
o

r

e
il

o Hiet 20|, =d Jtsot RE4 24 E #8317 #d, 0l 7|Is2 &=
MH|AZ 7tFEICH $Xf, HZ = 0| S AMH| A7} 35 OBT 9
St Hot Zot 27 AFZ0| of7|M =2

server Off & & &IC},

=
ZE 4 s ystoz

= T M=
M=z st QCt =2|& HiZE scenario Off 2tA gl 0],
Ol Hot T2 H| MY MHAZ SAES= B E E2|H

[u
-

mm

Device = A}Alo| HOF I EH| XY AE S
Resource 2| TE2H|X'd
oHC.

QI x| 8tCf. Rt7| O_ﬁ.% Device & ©
N =2H[XJo| CHsff H3= NS 2hs

ps

CC
=

53.1 3 o] MH|ACS| = 2H|XY

AN H O Z AMO|S Device BHE| MH|A SAEQ| AR Zt Device Secure Virtual

Al
Z=Ct. DOXS ZE& 22{% Onboarding Tool (OBT)&= & &t

Property & T2 H| X dstC},

e CMS : /oic/sec/cred Resource 2| rowneruuid Property.

2 X9 HtsotER
Resource (SVR)2 Resource 2| rowneruuid Property O AEE= 2
Ot0|

=

—

[

%l Resource owner £
Ol E

—

|E|2t €HH rowneruuid

e AMS : /oic/sec/acl and /oic/sec/acl2 Resource 2| rowneruuid Property.

Olg{gt MH[AZL X{RIX|H, Device = HIFHLZE ZZH|MEE Q51 Z2H[X'J request 7t
SI7tEI =X =olstoh (9] Zt service £ oHSHAH s#E|OjoF st22 EF Ig|dE9
Z2HXMEE 7ot DOXS = Z=ZHXJdE2 HSdt= Device = H§§ AL
/oic/sec/pstat Resource 2| ‘tm’ Property Off HES HEHE dEE2EMN 22 MHAE A £
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C PSS =

532 HY IS flvt 3gH4 =

r=

N
|K
b
T
ol

In

Device £ Sl0j& AZ|HlA Q/eE= MM A ACL Resource =

N mEH NS

Sl & /oic/sec/cred Resource
Ze 32/HY EYo)

. 7l= CcMS of <|sf

Ch22 EQt HAZ 28 Device 7t PSK E YH|OIE ot= LR OE EOFLt Device =, 02
0], B0t A ANEZE AujsiS I, I2(HES AHOoEY a7t UACtn mohe £ QUL
Jd2|1 LEA, Device = CMS of A2[EHEo HHOIEE ¥ ERa7t ULt Device & A2|HE
ZZHNY REZ MEtE 5 Ao (0: /oic/sec/pstat.cm=16), 2| HA Resource 2| YHO|EE
Q87| 3t 55 ZEE A4 = At (0 /oic/sec/pstat.om=1). CMS = HO|E K0
Oist 2= M ¥ PSKE =3 otCt

533 Role 2% AU "4 HES 9t Z2H[MY

Server &= @A ESH D Q= Resource Off Cigt RS =451, Resource £ R t= Client 0ff 2|3i
FXEl &= role identifier & A3 351 role identifier S Server 2] ACL O 7| = &l | 2fat HII'L6HOF StC}
2t A, Client Device = &FL} 0| AO| role A2|HA S ZtD T2 H| N Y |00 & oIt QCt,

2t Device =

He|HEar ACLO| Z2H| M JE[H Client =

D= ZZH|XYE role O ACL A|HOA At
Zt0 e
534 ACL Z2H|XY

ACL Z2H|XM Y A0 Device = AMS 0|9 &
ACLO O|AE-|A2|. e O-{|:-||O|Eo|-|:|-

215 M role A2|EHAMO| JoH

EICt Server 7F client Off CHal MBS £
A2, O|& & &tLt2| role O] & 7tx| ™ Resource 0| 2] YN AT} & 7tHE T,

ot AZS =HECSICE AMS =

32|H4 Resource LHOf role @EE Property 2 21 QULCE

MM 103.10] 7|&E

9| role &

ACL BHOf et Device

AMS = oic/sec/sacl Resource H&lo| YHEZAM ACL Of CIX[EXo=Z MY = ALk MYS
ASSH7| {8l Server 7t AtE3t= S7H7|= A2|HE Z2HHJo| 282 HSE 4 UCH H| CHE
7] == MYE H Of& 7| EtYC| /oic/sec/cred Resource & AtE&%E == QICt PublicData
Property & AMS 2| 37| & Z& oL}
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54  Secure Resource Manager-(SRM)
SRM 2 THMHQ E2ot S50 QAoiM S22 A BESHL 2240, SRM 2 SVR 2| 2|2t
Resource O UM ASHT Ol CHREZ| [t M0 CigE ANA HOHE SF Cf #'Sc'ié Ct. SRM 2

Molel =2 715 242 FgE

e Resource manager (RM): 1) 28 A0 X|&d MYEX| (PSI AH)2FH SVRE 2E5t1,
2) 2HEl Resource 2t &7H Policy Engine (PE)2 M&3t1, 3) SVR O CH$t request Of
SESte Y2 HYSHCH SVR O] SRM 22| ol MEHE O Aes &2 SVR 2 device

EX Hole MZ dAM LXsts A #eoh a2, RM 2 XES 8 psI 2

MLt device 2F2 ®EE7] M9 SVR HOJEH FXEE HOst=0 JSON HAS

AL L}

e Policy Engine (PE): SVR Of HMA37| 2Bt request & =4I5t1, AMA HOl FHof
7|8kt "ACCESS_GRANTED" EE= "ACCESS_DENIED"Z request Of SECH AN A
A™ES 7] Qsll, PE & HAS ACL 2 &= DTLS 0o 2|8 2F =l subject (Device

role)Ol Al FAHE request & M2l = U&= XH™O| Access Control Entry (ACE)S

e Persistent Storage Interface (PSI): PSI & Xp4IQ] M= 2| S MEFYX Lfol mAS Xa|st7|
ot

28 RM S {3t API Q] &S HB3THCH SRM 2 7t53%t A2 Platform 2] E0F A& =t A
ol #+oiE = JAEE B A o=2 C|XQIEIC

Resource Introspection (RI) layer

Secure Resource Manager (SRM)

PRSI
. . B s Platform Secure
Resource Policy Engine st storage
Manager (RM) (PE) orage (security Virtual
Interface (PS|) Resource database)

Connectivity Abstraction (CA) layer

12 12 - OCF SRM O} 7|El Y
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55 3g|dd e
Device £ YW SAOAM 4= Zto] OtO|HE[E|Q} role 2 TFSI7| 2o A2|HHES
| ULt 2t device = DOXS EE= CMS
HAEW =20 siYste 42 AtAlel A2|HAMo HE I F
222 XNHEoich olzst J2|HAE 2 HOst= YAALS| OfO|HIE|E|IE HBSI7| st 2o A
MM (0: DTLS AtE)2 = EISH=0 AFEEICEH
A

=]
StLt O] 9| role € FE =0

6 Discovery ZENAE 9Tt Hot

discovery HAHLIF2| 8 7|52 Server 7t &1 U= Resource 0| L3l Resource O 2tk &4 1t
7% 0|2 9| link ZA 2t CH&E0f Universal Resource Identifier (URI, link 2t A&HE HIst=

ZdO|C}. (OCF Core AlEEA Q] MM 10 0f [}E)

6.1 Discovery & ¢/8H B ot na{Arg
QlZtot HEOf CHet 29 = OfE2|AH 0| Z2I0|HA| 27 E
St= JHMOf CHol %[A$HO| Resource HTDHE L= A|FHOF &

|
M EtH| Ol E{ ¥ OFL|2} Resource O Z& &l H|O| B = ZEHEICE

discovery ZEMAE Fo|g Y
IEtSHR| &1 discovery & F

Fofgfof ottt 07|10 = CH-S ot

rrog

QIEtM O HEAMS BRI QB 0 AlMMOIME ZHZEo| JHYE Resource 2| W ZHs A0l CH3Y
ofwfst U AT MoK =Lt CHA0, Resource & ER3ID U= Server = Zt Resource O
CHol ACL o oJ=shA 2H8XE (Client)7t Resource & EALE COHE £ UEE QJEA=XE
EHChohCH

/oic/sec/acl2 Resource £ Server 7t ER3t Resource O8] HMAE ZHSHE ACL entry E
)

ELototCh (MM 134 & X

[>
rir

ACL o ZHHEOA Z2tO|H A2 Resource 2 & 7tsdnte HEZ, discovery Z2A a
X7 2otH 2 ZHMOF HCE O] AlMAMOIAME discovery ZE2AMAO CHsH CtSat 22 2+

Mg E 2Fett

1. ZHE Resource Of CHsll RZ2H E5E A

OH

stC}.

2. QIASICID 07X = Y ZHE Resource Off CHSl 7|2 H 2SS M3 SHCt.

Resource 2| H72 LTl Joic/res Resource Of CH3H RETRIEVE &2 (unicast === multicast)2

=
T2 2N O|F0fTICt

tu

discovery request 7t H| H¢Qt X'E (DTLS E ALESHA| Y= HEFHAE Es= JLIFHAE)
ME M, Server 7} requester 2| OFO|HIEIE|E AFY = A E=Ch J2st 40 S5 ™o

Client & B8t Xt St Server = H| EQt /oic/res Resource SE WO £t discovery URI (O
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coaps://IP:PORT/oic/res)& LEE =+ ULt Ol= EQt discovery URI 7t BE Client 0f 2|3l
CIZEEZ %A 7hsete oolstct, O F, Client & 29 discovery URI O DTLS & A3l EE 9

unicast @82 ®S&o|of Lt

Hot &Hol A2, Client 7t CRUDN &% & %At SHLUE ™SEE S7tEAS WEE (F,
CRUDN E:2f12| HEZt OR #t0| &O|O{Of otC}) #HEFE ACL2 E = ZE Resource 7t /oic/res

Resource Of CHoH S & L{of Lt EICH

O|& £0, of2fielt Z0O| Device Id "d1"2| Client 7t Of2iQt Z2 ACL2 £

Server 2| "/door" Resource O CHSl RETRIEVE request S22 = SHCt

A

+ Device Id "d3"9|

{
"aclist2": [
{
"subject": {"uuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"},
"resources": [{"href":"/door"}],
"permission": 2, // RETRIEVE
"aceid": 1
}
I
"rowneruuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"

"aclist2": [
{
"subject": {"authority": "owner", "role": "owner"}
"resources": [{"href":"/door"}],
"permission": 2, // RETRIEVE
"aceid": 2
}
I
"rowneruuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"

"aclist2": [
{
"subject": {"uuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"},
"resources": [{"href":"/door/lock"}],
"permission": 4, /| UPDATE
"aceid": 3
}
I
"rowneruuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"
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859
860
861
862
863
864
865
866
867
868

869
870
871

872

873

874
875
876
877
878
879
880
881

882

883
884
885
886
887
888
889
890
891
892
893
894
895

896

897

898

"aclist2": [
{
"subject": {"conntype": "anon-clear"},
"resources": [{"href":"/light"}],
"permission": 2, // RETRIEVE
"aceid": 4
}
I
"rowneruuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"
}

ACL € Client "d1"0| Resource O CH®F RETRIEVE &{7t2 7}l {2 LIEFUHCH 222, device
"d1"0| Server "d3"2| /oic/res Resource O CH3H discovery & =&3st™ 0[0] Cist SE2 "/door"
Resource TIEtHIO|E{ 2] URI & Z&totCt. Client "d2"&= 2% 2| Resource Of CHoh MM A HTHS
A EICH ACE2 £ "d4"9| YCI0|EE &Rt

HOl Interface E2E d1 22 FEL| = d3 2] /oic/res Resource Of Ci$t 2h74 Z

"href": "/door",

"rt": ["oic.r.door"],

"if: ["oic.if.b", "oic.II"],

"di": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1",
}

]
HOt Interface 25 d2 2 M| & d3 2| /oic/res Resource 0Of CHet 274 Z 0}
[
{

"href": "/door",
rt": ["oic.r.door"],
"if": ["oic.if.b", "oic.ll"],
"di": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"

"href": "/door/lock",
rt": ["oic.r.lock"],
"if": ["oic.if.b"],

"type": ["application/json", "application/exi+xml"]

HOt Interface 28 H d4 2 MY &= d3 2| /oic/res Resource Of Cif st 2474 Z 1t
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899
900
901
902
903
904
905
906

907

908
909
910
911
912
913
914
915

916

"href": "/door/lock",
"rt": ["oic.r.lock"],
"if*: ["oic.if.b"],
"type": ["application/json", "application/exi+xml"],
"di": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"
}
]

Hl 202t Interface 22 EH 2 E device 2 MEE[= d3 29| /oic/res Resource O Cier HH &

{
"di": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1",
"href": "/light",
"rt": ["oic.r.light"],
"if*: ["oic.if.s"]
}
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917

918

919

920
921
922
923
924

925
926
927

928

929

930
931

932

933

934

935

936

937

938
939

940

941
942

943

7 HOQI Z2H|XY

7.1 Device O}O|HIE|E|

=2|H device @ Zt Device &= Device ID 2 Al HEIC}

Device & device 22 20| YdHEZ HYE[= Device ID 20 28l AHE OO L}, /oic/sec/doxm
Resource = Device ID &4! (0: urn:uuid)E X[ 2Lt Device ID & S Edt= OCF network 2
SX He| LYolA DQsiof stn, HEXoz N8t Z40| ECt HEYI LM Device ID 9|
N2 device 22T A0 =HEE|0{OF BHCE Device OBT & MEHEl A device AHEXt7}
= C

of IER A0 =& CFE device 2F SE5HX| $=X| 2Qlsjof Strt.

-—

Device &= Device ID 2} /oic/sec/cred Resource & A28 53t A2|HMEO| ZUAE F K T},
peer device 2| 215 A2|HE S Qg W, Device & the /oic/sec/cred Resource 7t #3H0| U=

ARSE=Rd Sl

-—

—

Device = /oic/sec/doxm Resource L{2| Device ID €& 8X|3ICt. Device = /oic/sec/cred
Resource LfQ| AtAITF CHE device & CHol AZ(HME B2 &
A2|H&E0 CHE device 9 AZ|HMEE JYHSI=

Resource & device 0| CHslf S0 J2[HEZ Zatg = UL}

Device ID £:

M= QISM ALE Alol=

| | MMo| ZHio| Mmst= HQ} 20| 9IZEMJt ID £ device WO
MY E vl Yo Hreldste A

OCF A|HFMO|M Platform 22 22|= 22|X Device = £249| Device & SAES 2 QIC}
Platform 2 Platform ID 2 A®EICt Platform ID £ MIXH o2 1R80F S device LHO]
FEY0| HoE =5 HYEOOF SOt (Of: HE 2 MY E=

—_—

=1 OCF Platform 2 1/% A&} 2 HY EFS ?I6) ArEE = B 4 282 712 &= UL
Platform O] Z2| device € ZTAESH= = 3 | 2ot

HME3t7| ?lof 2789 HZHLEFO0| ER5kA &l Cf.

N
N
1o
O
(]

<.
a)

D

12
A
ro
nE
H-|
|0
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944

945
946

947

948
949
950
951
952
953

954

955

956

957
958
959
960
961

962

963
964
965

966

967
968

969
970

971
972

973

974

975

71.1 UAID & = Device 8 Device OfO|HIE|E|

OCF root CA (MM 711 of FEE)O AME ASM & HZEX QAEME AE8Y M
MZEXZE IS M =X CN Z2E LHOf| Platform ID & Z&sjOF stCt. O2{$t A0, device ID & O]
MMo MHE Unique Authenticable IDentifier (UAID) 7| &0 hat MHE 4 QUCt.

.

Device & AY3st1 2357 2|8l Platform Secure Execution Environment (SEE)= ZAESH=
Z}Zt9| Device O CH3H Al7# Dynamic Public Key Pair (DPKP)S M3t Lt T3] M ZXHo| o|sf
LH&E 53t 37 7| EEI M (Embedded Platform Credential (EPC))S At = ULt offst
A0 =, Platform SEE &= Z+Zt9| Device O CH$t device OFO|HIEIE|S ‘4437| 2|8l Random
Number Generator (RNG)E AME3ICt UAID = eitherEPC PH2 AF8SiA MM E/7LL DPC &
EPC 7t AHE 7tst % 0| 29 &S AM8siM dPECH = O AHE 7t [, Platform & O
MMO| Y= HEQl Z2H0| ZZ 2| key pair & AFESHA] UAID & 4 M3lOF $HC

—_

Device ID £ device 2| 370 7| X Z+#HEl OCF Cipher Suite 25 H ¥4 EIC} Device ID & CH2t
€2 11de s ddErh

1. Dynamic Public Key 2| OCF Cipher Suite & Zd%Ct. The Cipher Suite 7{E= Device
2o OFLIEDC] AMEES 9EFHHZ  SubjectPublickeylnfo  LHO|  AtEEE
Algorithmidentifier 2| %1} YX[s]OF StCt CipherSuite 2 QIZ Y2 CHZ Ol A 4AH0) A
‘csid” ¢ 22 A& TICE Dynamic Public key € 9|8t OCF Cipher Suite 7} Platform 215 A
(EPC) LHO| ZtE2|H Xl ciphersuite 2t CHE & OCF Cipher Suite 7t AFEE 0| F9|517|
Hf2tot

2. EPCERH WEE 374 719 22 ottt F=E o2 A5 XM SubjectPublicKeylnfo
LHol E2|E subjectPublickey 2| #to CH3diOF otCt. 0|t O|AE EPK 2 $HCL
ASMEEH S7] 7|7t FEEIH, Algorithmldentifier 7t 215 A 2| CipherSuite O Ci3t
G|=Zt T AKBH=R| SHolst

N

3. DPC Z8H 37|19 @2 FESCL FEE U

subjectPublicKey 2| 2t0il CH-&3H{OF BtCt,

2 SubjectPublicKeylnfo L0 Ho|=l
NS DPK 2td oLt

-
o
Of
-
o
\In:

4. Cipher Suite & siiAIE ALE3HM CIES ALretCt.
h = hash( 'uaid’ | csid | EPK| DPK | <other_info>)

Other_info £ 1) /oic/d WOl 7t2|74%l device type (H7] ME82Z H=EXof s ¥
o'2), 2) & el 370 7| 40| EXfst= 42 (Stit= WEEDD, CHE St SHCE=E

d85l=), &F S 7|17t 25 ZeECh

5. ho| 7IY 2% 160 HIEE F S22 M 160 H{ EZ XHELT
UAID = h[0:16] # leftmost 16 octets
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976

977
978
979
980
981
982
983
984
985
986
987
988
989
990

991

992

993

994
995
996
997
998
999

1000

1001

1002

1003

1004

1005

1006

1007
1008

6. CH23t 20| HIO|H2] UAID & ASCII 2EZ o2 H3tsirt

USID = base27encode( UAID )
def base_N_encode(octets, alphabet):
long_int = string_to_int( octets )
text_out="
while long_int > 0:
long_int, remainder = divmod(long_int, len(alphabet))
text_out = alphabet[remainder] + text_out

return text_out

b27chars = 'ABCDEFGHIKMNPQRTWXYZ2346789'
def b27encode(octet_string):

Encode a octet string using 27 characters.

return base_N_encode(octet_string, _b27chars )
7. ‘'urn:usid’Of USID o] 2E@ 7t2 F[0] 20§ Device ID 2| 2F 2EY gt2 ¥dstot

urn:usid:ABXW....
&7 719 Q1B HO0|E SubjectPublickeylnfo 22 RFC 7250 Off 7|& & A2 ArE3dfi0f $Hot

7111 UAID Q| HS

M=Z 44 & Device ID (UAID)2t 70 7| & (DPC)2 A& 7tsdt=5 Ste{® device Platform 2
LIEE ZHe 71 (=AW 3721 71 % ASMo| ti8)E MEHM A (Platform)0] 2 =2
DPC 2t UAID & 4310l DPC 2 At MYZS L7t device 2F]A0H LUASIASES EFdst=

=2
o |
EZ0 MB8HOF otCh Of= EH 4l DPC 2 UAID OlMe| AMES IS HENAZE M =Xt
A

ASMREE device 28 ASME M2MS Y + YES HCh H2HO HELE device

=
SEE 2| 23t 2 2of o/ ESHLt.

Dev_Token=Info, Signature(hash(info))

Signature algorithm=ECDSA (EPC L =& DPC Off 7hsst At S ¢ne[&Y 5= AULChH
Hash algorithm=SHA256

Info=UAID| <Platform ID> | UAID_generation_data | validity

UAID_generation_data=UAID 44 0f At sjA| Lz

i

oz HEE HOIH.

_—

Validity=2 THe|o] &2 7|7t (E20| |§83% 7|2h

Of 442 &1 MMOICE Device e =3t A2|HES AEHM AF 7ts OOJHEIEIE H=
2ot FT "2 =2[H JHMOICL Device 7t Mg Z7|StE[lE We 2F/A7F 8le JEIOIC
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1009
1010

1011

1012
1013

1014

1015

1016

1017

1018

1019

1020

1021

1022

1023

1024

1025

1026
1027

1028

1029
1030
1031
1032
1033

1034

1035
1036
1037

1038

device 2F#Ho| HE2 0[0| o[ device 7t OBT Off CHslf Xt&lo OFO|BE|E|E FE St OBT 7t
device Of CH3{l Xtale| OtO|HIE|E[E FFOt= ZZAMAO|C wet2 device HOIM 2R3

ol
HEIE HEOHH =22 THE OBT 7t device Off Cidh 22| MO E FE3t= AS YXISHA Lt

29d O/ Z2MAE OBT 7k A device 2| /oic/sec/doxm Resource 2| "Owned" Property
AMNE Bl 29Xt 2le HEHQl A device & EfMSIE ZOIA AEfBiCE A3 O|M2
HEHoR 1 Z2 205 =0t

a. Platform 0|2 OBT 2] 2% (PIN AF2).
b. Platform Q| MZ=X}, 22, % 1 89| pPlatform I 828 FHSHE MEXIQ QS A.
3. device /YAt 2.

4. device 28X A

oz

5. device 27Xt X|’d (0f: OBT 2| Device ID).
6. Device O 2|/ Xte| A2|HEZ T2 H|X L.
7. Al device 2| '‘Owned" AEfE TRUEZ & H.

7.3 Device 283 O|H Wt

731 OTM 78 Q7 Atg

Of EMe AFH O[S Tt R J7tX] HRo| 245 A\LME KHSotct 282tol A/ O HH2
MERMOo 2 AHG 4= QUCE E, ZF device & H=EA EF 22 M 2fd O &Y &
Zlat SHLEE FHSHOF SHCH

Of M0 =Z&E ZE OTM 2 MEIXMo=z Foigd £ QO ZF M=EXH= Of A[HMON A&
2t StLESl OTM & MEHSHA oo SFCh d2{Lt, OCF = MZA §F 2 WAz EME
Ao of&ottt MEXZE =X £ OTM I CHE MEXESHL| OBT o 4= 28HS
ZAX g M=, HZXZE OBT MZALRFS| XA g S 4= 28dS =SsHof oot
JEX2H OTM o BE&E27t HHE RS M #oletn & &= QACEH st 00| M=XH7F M= At
S8 O0TM 2 A" = UEE 17| s ofzfo| L&Ho| 7I0[E2tRlS M-S L (MM 736 FX)
Device Ownership Transfer Method (doxm) Resource & M XX} EH &HES 8317 ) =&
7bSStEE 2E OTM 2 OBT 7t device 2 & M2 LHO|M FO{Zl Al device Of CHsH 7+
Moot oC & ZAY = UEE Gj0fF BtCt DOXS & Al device 7 X|¥stE A2|HA EIYS

215t DOXS 7} device M Sf WO 2| A EfYS MY 5+ AT oLt
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1039
1040

1041

1042

1043
1044
1045

1046

1047
1048

1049
1050
1051

1052

1053
1054

1055

Discover New Devices Sequence

Onboarding Device MNew Device
(UUID BOBwoo-..) (UUID AT1C300-..)

|
Discover New Devices )

Find new devices that are unowned. Device identifier may he obfuscated for privacy (not show). Il\]

1 GET /oicfsec/doxm?owned=FALSE

I I

: 2 RSP {.. "oxms™[012, ], "owned" FALSE, "deviceuuid”:"FATCExxx-.. .} \

— :
Onboarding Device Mew Device
(LD BOBwooo-...) (UUID AT1C30-.)

% 13 - M7 Device A|A HM
CHA| a9
1 OBT 7t 4l device 7t OFE &J X7t Ql= SENQIX| QIS
At device 7t 2/ HEILL X|¥t= OTM & Z&35t= /oic/sec/doxm Resource £ EI 515._ Ct.

Ol 43X ARA O|T0f O]ojM HAE = A= YAl de
device 22| discovery 7t 80|5t=5E A ID E MSst= A0l £,

MM 7.3.95 OTM MEH AJQ] 2QF DEjAtE S XS StCt,

et

H 2 - M1} Device &AM A
MZ=X EX device OTM 2 HMZAt EX device OTM S 2ZEHE 7[Q%= oC of Chst
/oic/sec/doxm Resource A|HAE D{0F otCt XX EF OTM 2 OBT of 2|8t A4
Device O M2 ME|E =g A M device Of 2|3t OBT O|AQ MEHFQl AME|M =HEZ 2T

MZ=X £ OTM 9| AT MEf= A device 7t OBT & 21355t OBT 7t At device & 2T

= Y= E iCt

SEE MMEZ AFEDH 43X AfA O[O0 O|0fM FI7IHQl ZEERH|IMY AT HEL=

A7 AUX|EH dgfst TZH|NMY SAE 72822 OBT 7 055X %8 = Y= ZZHXMY

CHA 2 ZHFE| 22 OBT ZZ2H| MU0 o) 2&stzl= A7 ULt

7.3.2 SharedkKey A2|HM M=

SharedKey AZ|HAE2 220 AIEEE DTLS HEMOIZAZEE 7[Q8tE key block S
PRF & AtE8IAM E=ZEICt Server 2 Device OBT & HMZEAL HE Muto] ZMM M

T8k
28dS 2E57| ?l8ll thael ALS ArEetr.
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1056

1057

1058

1059

1060

1061

1062
1063

1064

1065

1066

1067
1068

1069

1070

1071

1072

1073
1074
1075

1076

1077
1078
1079

1080

1081
1082
1083

1084

SharedKey = PRFSecret, Message);
7| M,
- PRF = RFC5246 M4 5 0ff "2l TLS 1.2 PRF & ARE0li0F 5t
- Secret £ DTLS handshake 2% E 7|2I5}= key_block O] 1
» RFC5246 MM 6.3 =X
= key_block 2 Z0|&= cipher suite O 2|&

e (Of: TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA256 o A2 96 HIO|E
TLS_PSK_WITH_AES 128 CCM _8 2| 4% 40 HIO|E

- Message £ CH32| Tgo|,
» X 22 WHES 28t DoxmType 2E& (0: "oic.sec.doxm jw")
o 574 DoxmType O Cis{ M= "M 0 OCF 2 OTM" &=

= OwnerlD £ device 29X AHXt9 SharedKey & FX|SH= device & A3}

2|$t UUID O] C}.
e RFC4122 MM 4120 #°8E HEQF 20| raw HIO|EE AHE2HLL.
» Device ID = A1t device 2 UUID Device ID O|Ct.

e RFC4122 section 4.1.2 0 &=l HQF 20| raw HIO|EE AtE

rot

ct.

- SharedKey Length £ 32 octet O|C}.

O|= 2| DTLS MMO0| 128 HIE 233} cipher suite & AF8SIEH 2Z 9| 16 octet O
AHEEICE 256 HIE 233} cipher suite & AF83tE DTLS MM 2 32 octet MEE

AtEBHCE
7.3.3 QEM aZ|HE MY
QSN Ag|HMEE Hot Adutsl EMS 28 Device Ol 2l AFEEICH S A= CMS £ 2E
F 7| (CA)O 28l HHEICH O] CA & 4=7H0| Device 2 4= Q52 s AFEEICH AT M
MEZ ot 2EY ME AFZ2 O] AlgtAM ol ChE THO|M - B
7.3.4 Just-Works OTM
Just-works OTM £ Trxl'ol HESZ LHOA device o] Z2H|XN IS ot 20 HZAQ| =& 0
AMNEEl= AR %% 7|ol CfE 7| AzHEES MMetCt F7HHQl 3Z|EHA 8 Resource 9
ZZHXMES A2fA HEY O/0Xs LYEHHQl ChHAO|CH 0|2t €2 AN 3H 7IE

SharedKey 2t1 $HC},
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1085 29 H O/ Z=ZMAE OBT 7t A device O 2|8 SAEL|= Device OlA /oic/sec/doxm
1086  Resource 2| "owned" Property ZAIE S8 27 A7t Q= HEFS| At device & B MSt= 20| A

1087  A|RtstCt

1088  OBT 7t device 2| &REX| %2 HEE =HQISHH, Just-works OTM =™ A0, OBT = 7| &2
1089 IZEEZEE anonymous Elliptic Curve Diffie-Hellman (ECDH)7t At&El= DTLS 7| gt
1000 ZE2MNA0 O|ESHCE,

1001  Ch21F 22 OCF 82| M=At &7 ciphersuite 7t Just-works OTM Of At& EILC}.

1092 TLS_ECDH_ANON_WITH_AES_128_CBC_SHAZ256,
1093 TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256

1004 OS2 IANA O] SEg|0| QUX| §AOtA, ciphersuite Zf2 AFX QI AtES 8l O 2FE FY (0xFFOO

1095 ~ OxFFFR)CE2EH ST EICH Set|= 262 ZH2 0xFFO0 2F OxFFO1 O Cf,

Perform Just-Works Owner Transfer Method

On-boarding Device Mew Device
(UUID BOBOwook-...) (UUID A71C300¢...)

Execute Just Works Owner Transfer Method  /

Onboarding device selects the oic.sec.oxm. jw owner transfer method and executes it. b]
I I
i 1 POST Joic/sec/doxm {... "oxmsel"0,...} }:
\_2RSP 204 !
'3 ClientHello(TLS_ECDHE_AMNON_WITH_AES 128 CBC_SHAZESE) }:
:{ 4 HelloVerifyRequest(cookie) |
' 5 ClientHello{TLS_ECDHE_AMNON_WITH_AES_ 128 CBC_SHAZ5E cookie) }:
: ServerHello(TLS_ECDHE_AMOMN_WITH_AES_ 128 CBC_SHAZEE) :
i B SenverkeyExchange(ECDH Fublickey + ECC Curve Param) |
[ SenverHelloDaone() [
B .
7 ClientkeyExchange(ECOH Publickey) !
i ChangeCipherSpec + Finish 3.
:,-( 8 ChangeCipherSpec + Finish |
. :
On-boarding Device MNew Device
(UUID BOBOxox- ... (UUID AT1C30m-..)
1096
1097 % 14 -Just-Works OTM
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1098

1099

1100
1101
1102

1103
1104

1105
1106
1107
1108
1109

1110

1111

1112
1113
1114
1115

1116

A a3

1,2 OBT 7| Device 0O ‘Just Works’ &8 & MEISI A S S SX|5HCt,
2| ¥ Diffie-Hellman & AM&3{A DTLS MM 0| =& & Lt

3-8 0| SRH2 ALERIZE B SO HXHQ HE Xt B2 HEYT oM HEHS
Sl T AN FOIE FMS S FHE L

H 3 - Just-Works OTM 4HA|

7.3.4.1 HOt nAtgt

HF
o
Ny
o
N
Rl
=2
=
il
0
!
i
°
oz
3

ol Diffie-Hellman 7| &2 O AHEO| AO0{ME= OBT 2 Al
=2

= -

device 7t & Lt 545t device 7t gl HlDH QtEsE StA0 Al 2EYS MME SHAM ‘just-
7

O] 2 &AQIEl device ID 7t device 0| SASHA 2HEO AeX FEL = AUs MEY A=

M3 device = 28El device 2 MetE|7| Mo Z2}O|HA| 2+HH
device 2 F 2 &£ 52 Al device ID E AFE8|OF $ICt. device & 24
ME Seto| YAl 2ot CHE &= A= BFHQ device ID E —’F—%WHOF 3._“3. OBT = F%E Device
ID 7t 7|&0] MEE2 A= =L

Uqe Ao|etH 7|ELQ A2[AEE A88iA Eot NMS 2Estirt.

AN

bde)
r
Q
I
<
(@)
o
O
o
oft
up -
O
Rl
s
rir
A
fot
ro
rOP
_'T‘_
Q
I
<.
(@)
®
O
N
o
a
>
oo
ﬂ

2t &l device A2[HEE 7MY 2R/ EX| %2 Device = =4 E device & 7t2|7|= A Y 5= UL

7.3.5 Random PIN 7|8t OTM

Random PIN 2f#2 44 device 2 OBT 7t2 %E|X—1 282 E50 SUR 342 LR £+
ALt Device £ Y 9 MES S OBT 2 MEYEE H4E Msict oY o EA xfo|zt
device OTM 2| E2o| #He|E HojLt= AS 2|0|stCt. OBT 2F A1t Device & Y 2 x2S Sl
A7t Device O E2|H2E HMAYUEN FH7I7F 2AFH O|F S QAZISIRACHE SHE 7| et

A0l PIN & AR23tCY
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1117

1118
1119
1120

1121

1122
1123

1124

7.35.1 Random PIN 283 O|F Al A

Perform Random PIN Device Owner Transfer Method

Onboarding Device Mew Device
(UUID BOBxooo-...) (UUID AT1C300- )
I I

Execute Manufacturer Certificate Owner Transfer Method P

Onboarding device selects the oic. sec.oxm.rdp owner transfer method and executes it. B]
T T

1 POST foic/sec/doxm {... "oxmsel":1,.. .}

I 2 RSP 2.04 |

Compute PPSK following RFC 2898: PPSK = PBKDFZ(FRF, PIN, MewDevicelD, c, DkLen) B]

3 ClientHello(TLS_ECDHE_PSK_WITH_AES 128_CBC_SHAD5E)

k.
r

4 HelloWerifyRequest(cookie)

5 ClientHello(TLS_ECDHE _PSK_WITH_AES 128 CBC_SHA256 cookie) _

F

ServerHello(TLS_ECDHE_PSK_WITH_AES 128 CBC SHAZEE)
6 ServerkeyExchange(ECDH Publickey + ECC Curve Param)
ServerHelloDone()

A

CligntkKeyExchange(ECDH FPublickey)
ChangeCipherSpec + Finish

:___, 8 ChangeCipherSpec + Finish

:'-\.
COnboarding Device MNew Device
(UUID BOBxoox-...) (JUID AT1C3m0-...)

12! 15 - Random PIN 7|8 OTM

cHA| a9
1,2 OBT 7 Device 0 ‘Random PIN’' &S MEHSI A S S EX|sHCt,

PSK 7|l Diffie-Hellman ciphersuite & At&3diAf DTLS M410| =& & . PIN O] PSK I}2t0[EH 2
M-S ECH PIN 2 A5t device Off 28 R2E 4G5 0] A device 2t OBT 240l 28 HHAEE

3-8 St [ o X ES S MYSICH 2Ot AX L AL device 7t ZES| 2T BHK| 2OHA
PIN € 7}2X4X| 28tE 2 St= Z40|C},
H 4 — Random PIN 7|8 OTM &HA|
random PIN 7|2} device OTM 2 RFC2898 O |l ol &l 9JAF = M 7|5 (PBKDF2) & CHY

N g
Q HAZ S PIN 82 AMESIH MM S/ 7|8 ddeCh PIN 215 AN 3% 7] (PPSK)&

PSK & 2IO}S0|&= TLS ciphersuite 2 X3 L.

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 48



1125

1126

1127

1128

1129

1130

1131

1132

1133

1134
1135
1136

1137

1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148

1149
1150
1151
1152
1153
1154
1155
1156
1157

PPSK = PBKDF2(PRF, PIN, Device ID, ¢, dkLen)

PBKDF2 7|s& Ct21t €2 mEt0HE #=Ct.
- PRF —-RFC5246 Of 2|af H2[ &l TLS 1.2 PRF & A&%tCt
-PIN-OY o xid S &3l #5.
- Device ID — It device 2

UID.

U
*RFC4122 MM 412 0 8=l raw HIO|[EE AFESHCE

- c-1000 OS2 X7|3}5 dHt2 3
- dkLen —E=Z =l PSK 9| octet THRQ| |st= ZO|.
7352 HQt nArg

Random PIN HFHL|E2| E9t2 PIN o HEZT0| o|E3strt.
Ar2SIH =7t 2ZX7F 2ELO| UEZ TR2H|MUYE A7|HQ 2| 2S5 &
QULCH E3|, TZH|NYE CfH 7| J2HEE stE5stH SAXIL 2=

UA E L.

2
[m
tu
H
N
oft
Al
o
=
62
rr rlo
o
Z
N il

2ztel 22Xt F S 2 e
Xt2|e] =Xt PIN, 8 BAtS| =Xt (0-9a-z), £& 7 Xt AEX +EH F=Xt PIN (0-9a-zA-
2)E V2 & = UL 34X7F HEYI doM g5 S I SUA 34 (
OBT 2f device Zt2| HAIX|E ZtE2MAM = = UCL MITM 0| M, SHXt= HAZ
Efot2 Hof, 7| met HAIXZEE PIN & &S50 A4 A= E SETeof stCt PIN 2
gzg = Arh of7|of HIE XH2 ol
52 AXL7F A2 7t53t resource Of EE{QUCtH FAYE F=
BrMoz HEY JI53lE2 O HE2 core/thread 7} FIHEFE ZHAL2 MEBOZ SII6HA
ElCH metM, O EXoz AEZIO AS 64 HEEZ T2 = UL Random PIN OTM 2
ECDHE 7| metZ ZESt= DTLS ciphersuite 2| A& 2 ZRE StEZE, Random PIN OTM 2

|
Hot2 St K| AT JustWorks OTM 9| E ottt &S 6HE},

|0
hu

[m ot
o M
Bl Ok
o up rg2 2@

N
OH
I

tu
qr
m
]
=
Hu

[
|.|-|
I
ot

Random PIN OTM 0f= PBKDF2 £ AI23iA PIN 2 e SMZ QICH Olof
o

oot =2|8 2Hes =2 7tsth & (PBKDF2 gt= 310 2fsf & FHOCH AQE|= HES
SIHALCEN BAE ZZHO HEZ J7HA|7|& ZO|Ch 0|24 O|H2 PIN 2 AEZID QF
Z2AS AN E 20t 0l WHoICt X2 FLABAZ 0| W2 YA peer o Q3 A25&
X H{Q| AlZH B7t7t SAXIQ| X i A7t B7t2 MY HEEX| ooz AAE HEFSH7| oL
CHEol ULt ol 2Ry AR FESH peer A MIEHA %Es E FH Y
SIEQIOlE ALBE = ASo| Z|Qistct o|zfst O] E, PIN Of CHsl AOiftEo] AEZLOE
ANBEXE 28 I, #+3Xt= PBKDF2 7t Off & HQt: XN ISHA| @=Cts T 3o PIN Of
20 MEZLDE #EE o= Aol £LCL
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1158
1159
1160
1161
1162
1163
1164

1165

1166

1167

1168
1169

1170

1171
1172
1173
1174
1175
1176
1177
1178
1179
1180
1181
1182
1183
1184
1185
1186
1187
1188

1189

rl

Random PIN device OTM EOt2 2HEHBIAH MMH = PIN S
o|=siC

ot 2ot oY o WOl EXfetcts 7HE0| oESHCE. OOB X{EO| PIN o 8 E&= HE
SHXOH FEtH, 0|H2 PIN o HEZTE ZAAFA 20 dFS 340 HEUSHA =
O o HAHLE2 OBT o A4t device 742 2FO| ERst= & MESE A0 £CH S AKXt
oYy 2 jtHL*01| HYSHK| %= A= JtFsict 00B {22l O £, device = OBT &AZE Q| 0{0j
22 PIN 2 EAY 5= ULCL CFE 0|2, device OflAf PIN 2 2D HIREZ QIFYS|A HEA|SID
OBT device 01|A1 7t 2t2 YA CI2Y5t= S0l AL

736 HMZXI AFA 7|4 OT™

MZEX QIS M 7|H OTM 2 HMZEXLO| 2|8 device Of WX E 9SME AtEd{of st ME
OBT £ M2 £ 20, 0|= device 2} OBT 7t2| Trust Anchor & ZAXSIC}

A= M 7|HE AQH O™ AR Al0f, device & ALEXtS HEIA MM AT device 7}
SASIEE St ZZMA0A OBT 2 device 2| OFO|HIE|EIE QF5l7| st 215 A HOIHE
ZtEI Hl CHE 7| E AHESlOF oIt 22T TENAE CHEOF 22 JHE A E EZgotrt

1) Pre-on-board =4

M device 25 E OBT 2 MES

a. KM= 2IZME ZESHE Device 2] 2| H A Resource (/oic/sec/cred)l| A2|HA
R4 Ol H90f 25 A E x| 0fof oot

i. subject Property 7} Device & 7t2|7{0f stCt.
ii. credusage Property 7t A2|HE0| M =Xt ASME Z&St=
A E & "oicsec.cred.mfgcert"S Z &8l OF $HC},
b. M=Xt 21FM X Q2 Trust Anchor & Z&t5H=
Az|HAM Q49| publicdata Property 0| Z%&HE|0{OF $HCH
c. device & D/t SO ECC H| CHE 7| WS ZatsloF oLt
d. device 7t &7 3 0|2 R = OBT 2| 2F= B—FLE M=, OBT 7t 55

AE 7te7le

optionaldata Property 2F 87/ Al HE

E0f A2

29| Trust Anchor Of 2|8 MHE 1Q38t1 &

Bo| ECC H| OiE 7| &= ¢l¢t

—

O|7<-|

AE3D 9= HoZ 7H=SIC}H

e. MEXAE HEYZ AMNA FEL} AFE
O E2|AH oM E F It
2) OBT & ECDSA & AF83liA Device E 21550
Device = OBT M3 2 =QI5t7| {8 OBT &

JE @ste 8%

3) 2152 AHI{5tH, Device = H I O|FE LtEFLHII Ready for OTM FEHE L|=OF7tOF ohCt,
152 §33IH, device 2t OBT &= HAHEl cipher suite O 2t 233 A3 E =G| 0F
st}
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1190

1191
1192
1193
1194
1195
1196

1197

1198
1199

1200

1201

1202

1203

1204
1205
1206

7361 QUSM =Zzat

Device PKI WOl A, 215 A L2l subject Off CH3H CtS1F 22 AA0| AL E|O{Of it &g 2 F
sHAS /ot FHCE S50 SHE root 7t A= AR JpECt MEA Ed RS2 root &
CISM M ZM A Mool RFP 2 M0 7|=& OCF 7|8t Z2 M 20 28 SQlE Lt 2 root =
StL} 0|49 DEV CAE LAt WE MEXOA A2 MZEX DEV CAE LATICH HEXHs
E50| HEX CAE SFEAXE BHY 5= ULt 24 HMEX CA £ StLt O 42| Device Sub-CA £
LlSt 0 StLE 0| 42| OCSP responder & HaMSICEH TSI, CA Q1B MO Cfst H7| =02 A<
HEl cAO 2lsh LHE CRLO| 2fsh CHR A= A= 7Y = UL

‘ Root CA |

» h |
Manufacturer 1 Manufacturer 2
DEV CA DEV CA
_________ ry .

I Manufacturer 1 ' Manufacturer 1 : Manufacturer 2
: DEV sub-CAl :I DEV sub-CA2 : Device Certificate
| 1

» 4
Manufacturer 1 Gateway sub-CA
Device Certificate Certificate

\

Home device
Certificate

a8 16 - MZX ASM AS of
e Root CA: C=<country where the root was created>, O=<name of root CA vendor>,
OU=0CF Root CA, CN=OCF (R) Device Root-CA<n>

e DEV CA: C=<country for the DEV CA>, O=<name of root CA vendor>, OU=0OCF DEV
CA, CN=<name of DEV CA defined by root CA vendor>

e Manufacturer DEV CA: C=<country where Manufacturer DEV CA is registered>,
O=<name of root CA vendor>, OU=0OCF Manufacturer DEV CA, CN=<name defined by

manufacturer><m>
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1207
1208

1209

1210
1211

1212

1213
1214

1215
1216
1217
1218

1219
1220

1221

1222

1223

1224

1225

1226

1227

1228
1229

1230
1231

1232
1233
1234
1235
1236
1237

e Device Sub-CA: C=<country device sub-CA>, O=<name of root CA vendor>, OU=0OCF
Manufacturer Device sub-CA, OU=<defined by Manufacturer>, CN=<defined by

manufacturer>

e For Device Sub-CA Level OCSP Responder: C=<country of device Sub-CA>, O=<name
of root CA vendor>, OU=0OCF Manufacturer OCSP Responder <o>, CN=<name defined
by CA vendor >

e Device cert: C=<country>, O=<manufacturer>, OU=Device,

CN=<device Type><single space (i.e., " ")><device model name>

o OU=O0CF (R) Device & CN= naming element ZI0f| C}21t Z2 M HY @47}
ZotE = ULCE 0|F2 Yole] =M= LIEtE &= QUCH OU=chipsetID: <chipsetID>,
OU=<device type>, OU=<device model name> OU=<mac address>

OU=<device security profile>

e Gateway Sub-CA: C=<country>, O=<manufacturer>, OU=<manufacture name>
Gateway sub-CA, CN=<name defined by manufacturer>, <unique Gateway identifier
generated with UAID method>

e Home Device Cert: C=<country>, O=<manufacturer>, OU=Non-Device cert,
OU=<Gateway UAID>, CN=<device Tuple>
H 9| Device Sub-CA 7} Gateway Sub-CA QZME HMSt=0 A& 0{OF 3L} 0|2{3t Device
Sub-CA & H| Gateway device QIZSME L& St=0 AHESHA| 4OLOF SHC}.

Gateway Sub-CA QIBZME ZEd|

Melg mot7| Sis) £ HEcts

CRL 2 Gateway Sub-CA HZO0f Z&HE Fx{HQl T2

2 Zsfof oot

e FIF

Gateway Sub-CA Of 2lsf ZLHE Device ASME= OCF Fa CA Of ofdf LAEIX UAUSS
7t2]7|7] ?I8l OU=Non-Device cert & Z&}s|{OF SHCH,

HYH QAJt DirectoryString (e, O=, OU=)¥ & PrintableString E£= UTF8String O]
AL E|O{OF BtCH OfH ot MEHS AL X|= Cta 2t 20| AFSHC]

-

e PrintableString: Ct&1} 22 US ASCII Xt (ASN.1 0| o8 27 &[=)2 22ATo Kot
(H 2k

A B, .., Z
a b ..,z
0,1, ..9,
S () +,-./:=7
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1238

1239

1240
1241
1242
1243
1244

1245

1246
1247
1248

1249

1250

1251

1252
1253

1254

. %o BE F2 UTFSString. 0E S0f, 1 O{® CI2 £X £& X 2 B2 A8
=N 5.
CVC CA £ MY Uk 7170 oo 2ZEQI0f MBS, AAY BaX, £& 1 %ol Device of
Chat 2T EQIOf O[OIXIOf MBBHE WO THol AT Mol MYBHI| I3 CVC AES wHsHEY
AFSEITE CVC CA £ BE MF 0|20 o S20| (iME ASHE MY L st oo}
SICF. CRAl 26}B, CVC CA & CVC £0F 029 1 O 2Opof £3h= QS A0| LM E AP o
2 sx| ORof Bk,

7362 QASM 2[H O|H A|[HA Hot n{Arg

device 2t OBT Zto| &tTst 45 Q1F5 2 9l device @ OBT & & [ &= M| dH £ QAT
713K A& 2etE 5 0o BiCt O|ZH2 OCF 7t 0|9 EE OCF Trust Anchor 7}
EE5= 3582 Trust Anchor £ M3E3H7| ?Is 2F 7|2 (G: Symantec, Verisign §)2 2% H

MEIAE %S TaJt YSS YA

=

OBT = & & Z0H0| device & QIS38H0F stCt. 2L}, device = device 42| HMH QI resource
2 |

AE Z2= AH0[of 2o|XQl OBT
ofo|Moz HiZE 4 ooz oz Qldf WEYA

U
D
<
(@)
D
_\,J_
O
(o)
_|

>
=
m
)
<2
2 i
ro
o O
ot
Rl
)

- Ir

ox
Jo
>
ol
Rl
N
z*_
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1255  7.3.6.3 HMZEX} AFM 7|8 OTM A|# A

Perform Manufacturer Certificate Owner Transfer Method

Onboarding Device

Mew Device

(LUID BOB»oom-...) (LUUID AT1C3moe- )

) )

Execute Manufacturer Certificate Owner Transfer Method  / X
Cnboarding device selects the oic.sec. oxm.mfgcert owner transfer method and executes it. b]

U U

\ 1 POST foic/sec/doxm {... "oxmsel":2,. .} ,‘_:

| 2 RSP 2.04 |

The Manufacturer cert private key is used to sign handshake messages. Certificate ™
attests the dewvice manufacturer and static device attributes.

) )

If device requires authentication of the on boarding device, it will resolve the ™
an boarding device certificate to its embedded trust anchor. Otherwise, it will
implicitly trust it.

U U

i 3 ClientHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8) o

:J 4 HelloWerifyRequest(cookie) :

| 5 ClientHello(TLS_ECDHE_ECDSA_WITH _AES 128 CCM B cookie) ,‘_:

| ServerHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8) |

X 6 Certificate™ X

! SemverkeyExchange(ECDH Publickey + ECC Curve Param) !

i, ServerHelloDone() i

| Certificate* |

| T ClientkeyExchange(ECDH Publickey) X

I ChangeCipherSpec + Finish !

:_, 8 ChangeCipherSpec + Finish !

: :
Onboarding Device Mew Device
(LUID BOB»oom-...) (LUUID AT1C3moe- )

1256

1257

1258 3717 - HEXF ASA 7| OTM AR A
EHA| a9
1,2 OBT 7} Device Of ‘M =X} QIS A Y S HESASZS SXISHCL.

device O MZXI A1EM X M OBT ASME AN DTLS MMO| =
(o]

g <} 2 &l
QlZ M= Device 23t Bl 2t property & ZHst= HO|HE Z&g 5= ULt

ICt. device o M =X}
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1259

1260

1261
1262

1263

1264

1265
1266

1267

1268
1269
1270
1271
1272
1273
1274
1275

1276

1277
1278
1279

H 5 - H X=Xt 2IFA 7|8 OTM 4N

7.3.6.4 HOF nAtgt

ore
s =

Mz=R ASM 42
LH & =l CF.

71 70l Z17F EBl = K] gdr9 Platform Of

Platform M =AtE M=A ASME ZAStD 742l 7| E= HFAHLE

mjo
o[
g
of
o

737 HZX EHOT™

OCF = NZX7F MZE E= Device MYS +=8st= OTM 2 TG OF o= &S O &otC}
Device OTM resource & O|2{¢t |82 @i =& 7tsSIEE HZEXA EF OTM 2 EE OTM O]

m=s YO fofs =48lor oot

o OBT& O Z2[HH EFYUO| Device O o|dh X|AE|=X ZAFES{OF St} 0|2 Device &
/oic/sec/doxm Resource 0| 22l X|Rkl= A2|HH EIYS MY ZMN O|FO0fTICE

e OBT = OC 2 &7 Device 8 Z2H|XJ3HCL,

e OBT= OBT 02 0|2 AMAE 2T Device ID 2 A2[HEZS M-S

o OBT 273 4% O30 ARA2 HELI0 AMAS7|0 S&

M St

sht,
st olx Jfzlo] MHe

o Z2HNE HAES

A TAY = AKX 2o MH[20| 23 A=
ZZHNYE s FaesiMs

7371 H=EX EF A 53 o[ AR A o

Perform Vendor Specific Device Owner Transfer Method

Onboarding Device
(UUID BOBooox-..)

Mew Device
(UUID AT1C300-...)

Execute Vendor Specific Owner Transfer Method

/

Cnboarding device selects the oic.sec.oxm. <0xFFO0 - 0xFFFF= owner transfer method and executes it. b]

1 POST Joic/sec/doxm {"oxmsel":.0XFFO0}

A

()
| 2RSP2.04
]

A

3 Do vendor specific owner transfer methnd}

Onboarding Device
(UUID BOBx0m-...)

a8 18 - =Xt EH
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1280

1281

1282

1283

1284
1285

1286

1287

1288
1289

1290

1291

1292

1293

1294

1295

1296

1297

1298

1299

1300
1301

1302

of

£HA| 4

1.2 OBT 7t =Xt £ OTM 2 MEistrt,

3 =X E8 OTM 0| HEEIC},

H6-MH=X 5F /3 o|H A

7372 HOt I#AIE

RIZRHE 2O 9l U 22t M2 My Mol ULk,

738 28X 3g|Ad HdH

OBT o &I Device 2| &= QF0| 2=EH Fol&l OTM L& T 5tLHE A8 =z HZAO|

SHEL

2FA 32/HE2 OBT £ 1 ol HAU= ZHAM s ME ASM

HMA HE, ZZ2HHY 7|5, 37 7|, £& Kerberos E|ZIo 2 A HE &= QUC}.

2|3 LtA, OBT £ Device #2| % Device [f Device 412 {8t F71HQ IgHBEZ A7
Device Off Z2H|Xq Y& = QICt o|z{st I2|HE2 MY, Device 371 7|, PSKE ECZ 3t UAID
58 ZE= =Mz PHE = Qo)

Device | 23Xt F2|HE (OC)E HA7Ist7| et &M HHAH = CtEaF 2Lt
a. OBT 7} Device ID 2 Device 2F A} uuid & &A7d¢l{oF otCt - O 19

b. 2|1 LtA, OBT 7} Device 2| OC & A7ESICt - O& 20. O| A2 Ctg & StLHY = QUL

ii. H CHA Ze2[dAE - O 22
c. Device MH|A 4 - 12l 23

d. P2P 952 ¢ Device #+°4 - & 24

Ol A2HE2 OBT £+ 1 5o HRAUE A0 2s MEE ASZ A, AHEA HEKT WML
Hde, T 2H|NY 7|5, 37 7|, £ Kerberos E|ZHoZ A8 E £+ ULt

2|1 LkA, OBT & Device 2| % Device [H Device S42 {Ist 710l F2(HEAZ A
Device O] Z2H| Y& £ QICt 0|23+ A2|HME 2 ME, Device 271 7|, PSK 2 ELHE T+ UAID

o
Sg s dEME PHY + Ut
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1303
1304

Establish Device Identity

On-boarding Device
(UUID BOBxoow-...)

Mew Device
(UUID AT1C3006-...)

Establish Device Identifiers /

Re-read owner transfer methods using the secure session and verify it is the same that was executed. B]

1 GET foic/sec/doxm

k.
F

2 RSP {. "oxms"[0,12,..], "owned" FALSE,. .}

i
-

was established. A mismatch in property values is treated as an authentication error.

The on boarding device verifies the doxm properties match those retrieved hefore the secure connection j

‘ Remember the device identifier in case it was obfuscated for anonymous devices. b]

Verify device supports Client-Directed provisioning, is in "RFOTM" state, and no device state change is pending. B]

‘ Onboarding device tells new device how provisioning will be achieved.

.

3 GET /oic/sec/pstat

i i

i{ 4 RSP {... "dos™{"s"1,"p"FALSE}, "sm":0bX X1} E

E 5 POST foicfsec/pstat {..."om":060000 0100,...} :___E

L: 6 RSP 2.04 E
Onboarding device posts the device owner UUID, b]

E 7 POST foic/sec/doxm {...,"devnwneruuid":"BDBxxxxx-..."},...}}_E

E{ 8 RSP 2.04
Onhboarding device re-reads /doxm to get the new device's persistent UUID. Il\]

. T

9 GET /oic/sec/doxm }

E{ 10 RSP {...,"deviceuuid":"A71C3xxx-..." ...}

! !

On-boarding Device New Device

(UUID BOBxooo:-...) (UUID A71C300c-...)

12 19 - Device OIO|HIE|E| ¥ S &

CHA| a9
12 OBT 7} E ot MM 2 AHE3i A doxm property & CHA| F S3HCH O = property 7t Q15 E A A H o
AME 40 AX|She A2 QIS0 otetolHe| 2 YXle 2 o2 FFECH
3,4 OBT 7t E2|E &4l Device 7t Device 27 & O|™ FH|7} 2t 2|0 AU=X| Dttt
5,6 OBT 7 Client Z2H|NMd %4 S HE AS FYLL
7,8 OBT 7} Device ID & At2l2| ID 2 28| Al Xt 0| M Device & £7XYES FHTHCL.
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1305

1306
1307

2| Eotct

OBT 7} doxm property & CtA| S 3tCt, O] [ Device & A Device 2| X|&XQl uuID £

H 7 - Device OIO|HIE|E] M A M

Establish Owner Credentials Sequence

Mew Device
(UUID A71C3x00¢...)

On-boarding Device
(UUID BOBOwok-..)

Estahlish Owner Credentials )

Discover which credential types are supported by the new device. L\]

I

| 1 GET /oic/sec/doxm -
:{ 2RSP{. "sct"[12481632..]..}

| 3 Select pair-wise symmetric key credential type.

| See Figure 20 - Symmetric Owner Credential Provisioning Sequence /|

|
' 4 Select authentication cerificate credential type.

| See Figure 21 - Asymmetric Ownership Credential Provisioning Sequence )l

Mew Device
(UUID AT 1C300¢...)

On-boarding Device
(UUID BOBOweK-...)

a3 20 - 29X 32 H4E ME

ZEHNY A2

o |J

£HA =

OBT 7 doxm property & F S84 A 4l7F Device O 2|3 X[ &= 27

o O HAHLSES

1,2
olste,
3,4 | OBT7t29H Z2U|MUS 98| Metst Ta|d 4 g ALG ST,
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1308

1309
1310

1311

1312

1313
1314

1315
1316

H 8- ARX J2|H4 &Y MM

Symmetric Owner Credential (OC) Assignment Sequence

On-hoarding Device MNew Device
{UUID BOBxoook- .

) (UUID AT1C300..)

‘ Derive a shared symmetric key as the credential for subsequent connections with the on-boarding device. (if using symmetric credentials) H

1 SharediKey = PRF (MasterSecret, "oic.sec.oxm.mfgcent”, "uuid": "BOBxsooxx-..", "uuid":"A71C3xxx-...", "B8")

2

Generate {..., "credtype”:1, "subjectuuid”:"A71C3xxx-...", "credid":1, X
"privatedata™{"encoding":"oic.sec.encoding. baseB4", "data":'<Sharedkey>",...} !

POST /oic/secfered {"creds™[{..., "credtype”:1, "subjectuuid":"BOBxioxx-...", "credid™: 1,

E3|, OBT 7t TfH AQA A2 HHS MED}

e OBT &= CHE Al Device Q| /oic/sec/cred Resource 2 A 7|2 Al gl = H

H

©

O AQX F2|HA O F AN

re

1

3 "privatedata”{"encoding":"oic.sec.encoding. baseBd", "data™""},. ).} -
E | 4 Derive SharedKey Locally
X X 5 Replace the "privatedata”
! 1~ of received credential
. BRSP204 X
On-baarding Device New Device
(UUID BOB:ooook...) (UUID AT1C300¢...)
a7 21 - Y 2[% 2|4 Z2H[XY A2
A oy
15 OBT 7} pseudo-random-function (PRF), DTLS $HEAMO|ZZEE 7|QlstE= OfAFH H Y, L
’ O Eto| HEE AHESHAM THE 7] 22| U4 resource Property - SharedKey & 44 3tCt.
5 OBT 7| Sharedkey & ECi2 A2|H A resource Property 282 M M3 M &l "privatedata”
Property 2f1t 27 resource Property 222 411 Device 2 M&3ICt
s A1t Device 7t 2Z 0| A SharedKey & 435} credential resource Property &2t
' "privatedata” Property 2 Z4 AL},
6 A7t Device 7t ‘48 HA|X| & S 3tCt

MM 732 0] 7|&% SharedKey Credential Calculation &%2 AF83fAl Shared
0]

U

| =
=
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1317
1318

1319

1320

1321

1322
1323

e OBTO CHA

D~
2RA F2HES +45HE, 4

Credential Calculation 22 AL 74
Az|d-Ear s MHZEsoF $hCt

e Al Device & /oic/sec/cred Resource & S8 &=
AESIAM 0|22 A A0 AFXE QS8 OF BHLF

—

Asymmetric Owner Credential (OC) Assignment Sequence

On-boarding Device
(UUID BOBoooot..)

Mew Device
{UUID A71C3000-..)

Frovision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials) ﬁ

POST Joic/sec/cred {"creds™:[{..., "credtype™3", "subjectuuid":"BOBxxxxx-...", "credid":2,
"publicdata”:{"encoding”: "oic.sec.encoding.pem”, "data” "<ownerpub-key-pem="},...}]....}

_2RSF 204

Y

4 GET /oic/sec/cred?subjectuuid="A71C3xxx-..."

! RSP {"creds™[{..., "credtype™ 32, "subjectuuid”:"A7T1C3H00C. ", "eredid™: 1, !
1~ "publicdata™:{"encoding":"oic.sec.encoding.pem”, "data": "<device-pub-key-pem="},..}]....} |
If certificate credential type was selected, issue a device cerificate to the new device b]
i i
:- 6 Perform asymmetric credential exchange above ‘_:
| POST fuic/seciered {"creds":[{..., "credtype":8, "subjectuuid""A71 C3uwnx-...", "credid™2, |
i "publicdata"{"encoding":"oic.sec.encoding.pem”, "data":"<cerificate-data-pem>"},...}], "rowneruuid";"0000000C-..."} _ |
. B RSP 2.04 |
On-boarding Device New Device

(UUID BOB:oooot- )

a7 22 - H ofE 2{X J2/HE Z2H[XY A|RX

{UUID AT1C3000-..)

B | g

OBT O oldf H| C{d == ASA 2FA S2|HE EFU0| HHEAS

1,2 OBT 7t At Device 0| 371 7| (OC)2t &4 H| CiA EQ 22| A Resource Property
et ddsiM MEetct 0|Ad2 O|= 0 OBT & 25 st=0 AM8E &= RUCt A7t device &
371 712 Ei2 A2|H A Resource property £ A4 stct,

3 A1t Device 7t H| C{A 7| &2 W3t

2i=Ct 0| A2 0|20 & Device & 2 Eot=C AFEE 5= ACL.

OBT 7t 2 EHA Ol N g3+ A Device 2| H| CHAE EtR 3 2|EH Resource Property 2 g2

OBT Of 23l 1S A ~FAF S2|HE EfA0| ML AS

6-8 Hl CHA 32/HA et e MASH THA 7L S8 EICt £3F OBT 7 A1 Device Ol CH3 A2
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1324

1325

1326
1327

1328

1329
1330

1331

1332
1333

1334

1335
1336

OBT 7t Bl Th& A QX Aa|HMS Metshp

r

e OBT = A1t Device 9| /oic/sec/cred Resource Off H| CHA S 7|2M AL = XpA9
S 7| € F7tsliOF BHLY,

e OBT = 2l41 Device @ UUID & SubjectlD query W2t0|HZ | S3t0 Ll Device ZFH
/oic/sec/cred Resource & E2|sliOF StCt O[O LSt SEH2Z, 41 Device & OBT 7t Al
Device o] &2 A7 Xt AEE2 i FXIsHoF st= S71 H| A = 7|8 2|H||OF SHC}.

OBT 7} 915 M AQX}t Aa|HMES MeHsIH

e OBT & ATt Device o] Q& 2|HE ZIH
M|, MM 7330 o= 23N F2|H

ﬁl_
= C O = ol AMHAMB S
— — .
AZA e OIZA H OIS MM} B}

e OBT = /oic/sec/cred Resource Of QIZME 7t Hl A ME F|2A AEE]= MZ
MME QB M K QIS F7tslOF BHLY,
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1338

Configure Device Services

On-boarding Device
(UUID BOBOAAK-...)

Mew Device

(UUID AT1C3HHK-.)

Assign valid "rowneruuid” to security resources.

.

)

POST foic/sec/doxm {..., "rowneruuid”: "BOBOX3C-.. ") ,;:
;{ 2 RSP 2.04 :
; 3 POST foic/sec/pstat {..., "rowneruuid”: "BOBOXOO3-. ") };
E___( 4 RSP 2.04 :
E 5 POST foic/sec/ered {.., "rowneruuid”;"CBEX000-.. ") "_E
;{ 6 RSP 2.04 :
E 7 POST foic/sec/acl2 {..., "rowneruuid":" ABEX00C-... "} ‘;E
E__{ 8 RSP 2.04 E

Frovision the new device with credentials for CMS credential management. Iﬁ

; POST foic/secfered {"creds™[{..., "credtype™:3", "subjectuuid”:"CBEXO3-_.", "credid":3, E
17 "publicdata":{"encoding": "oic. sec.encoding.pem”, "data":"<owner-pub-key-pem="} . 1]....} -

' 10 RSP 2.04

Frovision the new device with credentials for AMS access management.

POST foic/secfered {"creds":[{..., "credtype™:3", "subjectuuid": "ABSXXOCG- " "credid":4,
"publicdata":{"encoding":"cic. sec.encoding. pem”, "data":"<owner-pub-key-pem="}...1....}

12 RSP 204

Update the owned status. Device is now ready to move to provisioning and "RFPRO" state.

13 POST foic/sec/doxm[{"owned": TRUE}]

_ M4 RSP204

On-boarding Dewice
(UUID BOBOAGOX-...)

13 23 - Device Service 7

MNew Device

(UUID AT1C30K-.)

A ek
1-8 OBT 7t SVR Of| tidsll rowneruuid & & 2stCt,
9-10 ATt Device 0l CMS & Z2|HA S T2 H| N JSHC},
11-12 41 Device 0| AMS & AZ|HE S ZTZH| X JBtCt,
1314 oic.sec.doxm.owned & TRUE 2 ZAI$tC} Device 7} Z2H| X d U RFPRO AEfZ 2|
Het 7| 4Ef2 ElCt
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1340
1341

E 11 - Device Service 713 AHM|

Provision New Device for Peer-peer Interactions Sequence

cMS
Device
(UUID CBS:0000¢-..)

AMS
Device
{UUID ABSx000...)

MNew
Device
{UUID AT1C30x-.)

Peer
Device
{UUID CAAD 0.}

(UUID CBS:000-..)

{UUID AB5x000-...)

3% 24 - P2P HES fIT 47 Device

{UUID A71C30x-.)

Prepare for Peer Device Interactions / X
| Enable ready-for-provisioning device state. B] :
T T T ]

1 1 POST foic/sec/pstat[{ dos™:{"s":2}]] N |
| 2RSP2.04 | | |

| 3 POST /oic/sec/pstat]{/dos™{"s":2}}] | o
\_4 RSP 2.04 | | |
Pravision the new device with credentials to access a peer device ("CAL0oo- "), ﬁ X

] ] ] ]

i . POST Joic/sec/cred {"::reds":[{..., "credtype” 3, "subjectuuid":"CA4D oo ", "eredid™ 5, | |

" "publicdata"{"encoding";"oic.sec.encoding.pem”, "data""<owner-pub-key-pem="},.J..1 . X
6 RSP 2.04 X X X

X 7 POST foicfsecl/ered {"greds™[{..., "credtype™:3, "subjectuuid":"A71C3xxx-...", "cradid"5, X X

'~ "publicdata”:{"encoding”: "oic.sec.encoding.pem”, "data”"<owner-pub-key-pem="},...}....} ! !
'_BRSP2.04 ! ! !

| Provision the new device with access control entries to access a peer device ("CAJOON-."). Iﬁ |

! ! 9 POST Jfoic/sec/acl2 {"aclist2”: [... ["subject”"uuid""CA4D Txoxx-.", | !

| 7 "permission™B, "resources™: ["t" "x.a.b.c"} ] ) o |

i i _ 10 RSP 2.04 i i

i i .« POST foic/sec/ac2 {"aclist2": [... {"subject’: "uuid":"AT1C3xxx-..", | i

X ' "permission":6, "rasources™:["t":"x.a.b.c"]}....]. ..} X o

| i 12 RSP 2.04 | |

' Enable ready-for-normal-operation device state. ﬁ '

i T T i

| | 13 POST foic/sec/pstat[{"dos"{"s":3}}] o |

| i 14 RSP 204 | |

| | 15 POST foic/sec/pstat]{"dos"{"s"3}}] | o

| \_ 16 RSP 2.04 | |

T — T T

CMS AMS MNew Peer
Device Device Device Device

{UUID CAAD 10 )

ZE2HXE AR

THA| a9
1-4 OBT 7| oic.sec.pstat.dos £ 2 2 @S2 EMN Device & ZZ2H|X ' Of7| HE=E
Hd¥stct,
5-8 OBT 7t Device 0 |0 3 2|H-H S Z2H|X 3t
9-12 OBT 7t Device 0| | 0] Device Off CHE YA A KO WM E Z2H| X TtCt,
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1342

1343

1344
1345
1346

1347

1348

1349
1350

1351
1352
1353
1354
1355

1356
1357
1358

1359

1360

1361

1362

1363
1364
1365

1366

1367
1368

1369

13-16 oic.sec.pstat.dos & 3 22 M3 O Z M Device & RFNOP & EiZ g 3}$tCt

HE 12 - P2P € A7} Device Z2H|X Y ArM|
739 A3 O|F gy MEd A|Q| HOF ng{Atg

OBT Y/EE= OBT 29 AFEX0|H = Al Device 2 253 O™ Alof| 2#ot=Y = U= OTM
A

—
fee 282 W n2{E0fof ot= 22 F

S50 oot eAst 2 A0l HEEICH of2e 2+
gf = o 2ot

o ZHOTMOf CH3l QA0 7=t 2O HafAte.

1L

e Ownership Transfer & =5l =0 AF8El= &80 57 S4X7F EME = E.

o

£ 50|, OBT 9 AKXt 2EYE|= 2 E Device 7t Random PIN = HZEX 215 M OTM
o

Jdejst 22 OTM Mol EXSIH, OBT & 2o A|RAZEH 1 EHHAOM FS3H doxm HEX
(GET /oic/sec/doxm)0il 2t7 10| HMO| 5 83t= OTM 2 A83t= Z0| Lt 1 tHA 7k OBT 2
Device 72| H| 215 Sl/E= H|l 223t AAS S = EH GET request O CHTt response 2|
LH&0| Z7t SAXO| 2lslf =EE 7h5740] ULt OE S0, &l Device O 2|8 X|A&[= OTM

=
50| SHX0| 2o HxE - AL

B Ot otL|2t, &7 A7 OBT 2 Al Device Z+2| DTLS MM &S AIfjst= 2 & 4 QICt 123t
%, OBT = %I+ Device 7} OBT Of 2|sli MEHE OTM 2 X|ASHK| §AA
T+ Device 7t SAZ AMINSIEE 17| {0 MMO| Mo =X &2H

Of AlgfAel ot 2 20 A=t OTM FHMo 23 E 7 A ALEXA ZeS 0BT 713 SAM=
= AE Lk

74 IZ2HXNY
741 ZDZEH|XNY ™k}

Asto 2 At Device 2 OBT ZH0| EQF x{ = 0| HMEZIC Device 9
5, ZZHHYES AlEE £ QCH OBT = o=z M7
£ ZH™SD O30l Device ZE2H|XNY % X[HXQl Device Z2|E
9 =

=

Device £ 0155971| E |6él'x|
= T2 H| Yot

2 ZSHE ALEBOF 5t

Device = Server X|& E= C 1
ZE2HINMY ™2f 8 Ay E§|:'|7(‘|'5' HEfE *'Hé'ﬁ“if. ZZ2H
Eotsh T 2 H| N SHCH

H —

o
>
JLS

mjo
N

ox
el

o
O

in

Ral

=

rOP
>

0%

rlo
ke
s
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1370 7.4.1.1 Client X|g T2 H|Xd
1371 Client X|& T2HMYL ZZ2HHUS LR Z 8t Server 2 Al D E Q3 T2H|KH

o =
1372 YR E FASIE Z2H|NME MH| A0 of =BTt

—

OCF Client Led Provisioning
with a Single Service Provider

:Find Devices to Provision :

| New Device is owned and supports client-led provisioning. Iﬁ

1 GET foic/sec/doxm?owned="TRUE"

Y

_ 2RSP[{... "owned""FALSE", "deviceuwuid":"A21C-E000-0000-0000",...}1

3 GET /oic/sec/pstat

T T
\_ 4 RSP [{.., "om":"bx0000,0011", ..}] |
E :Pr ision Credential R ces : E
! & PUT foic/sec/cred [{"subjectuuid”:"uuidAPS", "credtype™"<psk>", "privatedata” "<psk>", etc...}, !
i 7 {"subjectuuid":"uuidAMS" "credtype™:"<psk=", "privatedata”:"<psk=", etc...}] o
i 6RSP 201 |
17 PUT Joic/sec/pstat [{ ... "em"="bx0010,0000" ..}] ‘_:
i BRSP204 |
. I erovisi = 1 i
. { Pr ACL ces |5 .
| g GET Joic/sec/acl ["aclist™:{"subjectuuid”: "uuidD1","resources™["a/resourcel"], "permission™"_RUD_", "validity":" "}, "rowneruuid”:"uuid"}, |
1= "aclist™{"subjectuuid”: "uuidD2","resources”:["/a/resource2"], permission™"_R__ ", ...}, {Etc...}] o!
i_ 10 RSP 2.01 :
i 11 PUT Joic/sec/pstat [{ ... "om":"bx0000,0000", ... }] ‘_:
|12 Close DTLS Session X

Pravisioning Tool
1373
1374 3% 25 - Client X| & Z2H|X'd of

CHA| 23

1 Client X| & Z2H|X J2 X dte 27 E HEHC| Device & B MICt

2 Joic/sec/doxm Resource 7t Device 2t &R AE|E AL},

3 PT 7} /oic/sec/pstat Resource 0| A 2 El A Device 2| T2 H| XY HEHE FSPHC .

pstat Resource 7t ®1M F+ & XY= Z2HNE RE2| EtY S 7| &Lt Device M Z A=

4 A7) # &S s BE (om)E SHOF BT Client X% Z 28| K Hoj il om O R4 E|of
AKX XS H om e HAY = ULt
5-6 A E} £ Ready-for-Provisioning 22 HZASICH cm 2 Z2H|™ 32|HAM 3 ACcL 2 P EIC
7-8 PT 7} /oic/sec/cred Resource £ A2 AD}oILE 0= Z2H|XJE AMH|A2t 1 82| Device 0
Oist 2B 8 S Zatatct,
9-10 cm O] ACL ZE2H|Y Y2 MYEICE
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CHA| 29

I'_l'ﬂ

11-12 PT 7} /oic/sec/acl Resource & QA E AG}SHCL,

A7 Device ZZ2H| MY AE| BEJ S ESE ACLO| FHEUSS SHYSIZE HAEICH

13 -14
(Ready-for-Normal-Operation &HEf)
15 2ot Mol ZREICH
1375 H 13 - Client X|& Z2H| X' THA

1376  7.4.1.2 Server X|g T 2H|X Y

1377 Server X|gf EZZH|MYL ZZH|NY Zo| C(HREES 2=
1378 2EY ZEM2AQ| Ystez FIHHQ Z=EH|XMY

1379  AMH|AT7} T2 H| XY EICH New Device &= XX Ol
1380 A5t FH MEfE TIBICE O] 0o M= Al Device 2| &
1381 AQE Jp™BICE

erver (£, New Device)0|| o|Z=stCt
IS Server Off 2J3ff AE= X|¥
=2 M8 X Z2H|X Y HEHE
HIXM o EhY X[ MH[ATF AL &=

40 wn

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 66



1382
1383

Pravisioning Tool

OCF Server Led Provisioning
with a Single Service Provider

New Device

:Determine Self-provisioning is F

Precondition: Device is owned and supports device-led provisioning

L7

1 Verify /oic/sec/doxm.owned=TRUE

i

2 Verify Joic/sec/doxm. om=bx0000,0001

1

3 Verify foic/sec/pstat.trm=hbx0000,0000

4 Verify foic/sec/pstat.cm=hx0011,1100

: Begin Server Led Pr ing - Single Pr ing Service : :
MNew device obtains provisioning from provisioning services ﬁ
_ 95 Open as secure session with Provisioning Tool -

6 /oic/sec/pstat.cm=bx0011,0000

: Obtain Credential Resources for this Device :

T GET /oic/sec/cred

RSP [{"credid™"0", "subjectuuid”:"uuidBSS" "roleid":"" "credtype"”:"1", Etc... },
{"credid™"1", "subjectuuid": "uuid APS" "roleid "credtype™"1" Etc... },
{"credid " "subjectuuid”: "uuidAMS" "roleid™:"" "credtype”"1" Ete... },

{" credid ":"3", "subjectuuid": "uuidD1" "roleid" credtype™"1" Etc... },

{" credid * "subjectuuid”:"uuidD2""roleid""" "credtype":"1" Etc... },

{ Etc...]]

9 /oic/sec/pstat.cm=hx0010 0000

: Ohtain ACL Resources for this Device :

_ 10 GET foic/sec/acl

RSP [{"subjectuuid": "uuidD1" "resource™["falresource1"], "permission™"_RUD_", "validity":" ", "rowneruuid":"oic_sec.aps"}, |
11 {"subjectuuid":"uuidD2","resource™["fafresource2"], "permission™"_R__ ", .}, I
{Etc..}] \

13 Close DTLS Session

Provisioning Tool

12 /oic/sec/pstat. cm=bx0000,0000

New Device

% 26 - THY Z2H|XN'Jd MH|AE A% Server X2 Z2H|X 'Y 0f

HA| Mo

1 A4# Device 7t 2R & JEIYS =eloto).

2 A1t Device 7t @& Z2H|Xd BEZ &[0 QU= AS AL,

3 AT Device 7} EtZl T2 H| MY MEf7F MM Z2H| XS &olstrt,

4 A1 Device 7t AHAl] ¥R Z2H|X 'Y HE7t Z2H[MES ERE st AS &t

s A7t Device 7} Joic/sec/doxm & AFE3Al Z2HX'd E2 22 M-S 7H ATt DevOwner

{2 Sharedkey & AH8%t TLS FAS T st7| 98t Zo0|Ct.

7 A Device 7t HQt MH|AQ] Z2H| X LS Bt E cm S AAlsiot

8_9 A1t Device 7} Joic/sec/cred Resource £ F St O| A2 T2 H|XJE AMH|A2t O 59|
(=]

Device Off LSt 22| @S ZEotrt.

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved

67



1384

1385

1386
1387
1388
1389

CHA| My

10 AT Device 7F A 2|EH A Resource 2] TZH| MY S HIHSIZE Ccm & AAITHC

11-12 Al Device 7} /oic/sec/acl Resource & F| S $tC}.

13 ATt Device 7} ACL Resource 2| Z2H|H S HIHSIZZE cm 2 A AISHCL
14 2ot jM&o| ZREICEH
H 14 - Y Z2H| XY E A% Server X Z2H| XY THA|

7413 E$9| X2 MHAE AI26tE= Server X[ & TE2H| MY

550 XY MHAE $H5H= Server X Z2H|N S =52 Z2HMNE HYgs =
ME[20f ZHietCh S X MH[2O A2 Z2RHXE HYFS ZHISHALE
MEIAE TIN5 9l =atd el ERO[C ChEol o= Z2RHXME &5 ARESHO

AMS o] & Jio| X[ @ ME|[AE Fddt=s A EOECLL
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Prowisianing
Taal

OCF Server Led Provisioning
with Multiple Service Providers

Mew
Device

: Determine Self-provisioning is needed |=

Credential
Management
Service

ACL
Praowvisianing
Service

Precondition: Device is owned and supports server-led provisioning lﬁ

V1 Werify foic/sec/doxm. owned=TRUE

1

2 Werify foicfsec/doxm. orm=hx0000 0000

1

' 3 Werify foicfsec/pstat.tm=bkx0000,0000

Al

1

4 “erify foic/sec/pstat.cm=b=x0011,1100

: Begin Device Led Provisioning - Multiple Provisioning Services |=

5 Open a secure session with Provisioning Togl !

6 GET /oic/sec/

cred

RSP [{"credid":"
"roleid":

{"credid . 's
"roleid
{"credid -

"roleid
{"credif"
"roledid

‘credtype”:"1", Etc...
redtype™"1", Etc... },
‘credtype™"1", Etc... },

"subjectuu
Soredtype™: 1",

"subjectuuid”: "uuidBSS",

ubjectuuid”:"uuidAPS",

ubjectuui "uuidCMVIS",

d" "uuidAMS",
Etc... }

9 Close DTLS s

ession '

8 Joic/sec/pstat.cm=bLx0011 0000

: Obtain Credential Resources for Device Interactions :.

Mew device obtains credentials from its assigned Credential Provis

ioning Semnvice Iﬁ

, 10 Open DTLS session with CMS

| 11 GET Joic/secicred?CredID = 3

12

redtype”:"1", Etc

b

RSP {"credid":"4", "subjectuuid”:"uuidD1™,
"roleid”:"
{"credid
"roleid":"",
{ Etc...}]

. "subjectuuid”:"uuidD2",
redtype":"1", Etc...

' 13 Joic/sec/pstat.cm=bx0010,0000

14 Close DTLS Session

Frowvisioning
Toal

a3

: Obtain ACL Resources for Device Interactions :.

; 15 COpen DTLS session with APS

Mew device obtains ACLs from its assigned ACL Provisioning Service

' 16 GET Joic/sec/ac!

"permission”:"_R ", ...}, {Etc.

H

RSP ["aclist":[{"subjectuuid": "uuidD1 ","reso:ul'ce":["Ia!l'esource‘l "1.
issi RUD "wali "1, "rowneruuid":”

‘oic.sec.aps"}], |
resource’|:["fafresource2"], |

| 18 GET /oic/sec/sacl

19

"permission”:"_RLUD_
"aclist":[{"subjectuui

MunidD4" "resource’| ["falresourced "],
"permission”:"_R ", .1, "signature™:"<SIGNATURE="]

RSP ["aclist™:[{"subjectuuid”:"uwdD3" "resdurce™:["/a/resource3"], |
walidity”:" "}], "rowneruuid”:"oic.sec.aps”},

' 20 GET Joic/sec/amacl

i 21 RSP ["resource™: [{"fafresource5"}, {Iafresm;rcea}, {"falresourcer"}] !

' 22 Joicfsec/pstat. cm=hbx0000,0000

V23 Close DTLS Session

Mew
Device

27 - B3| x| MHAE =

(=1
a

.

O

Credential
Management
Service

AL
Pravisianing
Service

l= Server X|g Z2H|X'd
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CHA|

Mt Device 7t 27 & HEYS =IBCt
ATt Device 7} X Z2H|NE REZ &0 e AS Zolotot

At Device 7t =B Z2H| M JEi7t N Z2HXMJ S olstrt
Mt Device 7F AF4lQ| ¥ Z2H| XY HEI7F T2HIXNHS EQE 5t= AS ottt

At Device 7t /oic/sec/doxm 2 AFESHA Z2H| K E2 EoF MM
%2 SharedKey & AF23%H TLS AZ S 71 Es7| Qs A O|LCt.

2 7§ AISHE}E. DevOwner

A7 Device 7} X| @ MH|AQ| Z2H| X HS S EZE Cm

fjo

e

AT Device 7t ZE2H| XY E2 DTLS MM S ZE3IC}

4l Device /oic/sec/cred Resource 25 E CMS 2} rowneruuid Property & %
kst Al Device 7t /oic/sec/cred Resource 22 E AH2E A 2|HM S &=Lt

9-10

A7t Device 7t CHE device 2t2] 250 2%t F7HHQl J2|HES 2ot

11

AT Device 7t 22| A Resource 2| Z2H|HHS HIHSIZZE Ccm 2 A AT

12

DTLS HZ0| Z=EIC

13

Al Device 7} /oic/sec/acl2 Resource Z5H ACL ZZ2H| X d & 22| MH|A, rowneruuid

Property £ At1 DTLS ®Z S J|stet, A Device ZR2EH AF2% A2|HM S R=Ct,

14 - 15

471 Device 7t 2% Resource 02| HMAE MA|SH=0 AHE S ACL Resource & F| 53tCt.

16 - 18

471 Device 7t &A| =& Device Resource request O SEdliA| SACL Resource & F S3HC}.

19 - 20

47t Device 7t HMA HO|E A7E57| ?I8 Access Manager & & X3|{0F St= Resource 2|

222 3s80

21

ATt Device 7} ACL Resource 2| Z2H|H S HIHSIZZE cm 2 A AlSHCL

22

DTLS ¢Z0o| ZRELCH.

1392

1393

H 15 - CH& X[ MH|AE EZ8stE Server X[ g T2 H| XY THA|
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1394

1395
1396

1397

1398
1399
1400
1401
1402

1403

1404

1405

1406
1407
1408

1409

1410

1411

| @F & Hie} Z0] Device o 27 #O0| O|ME M4 530 dFE Het 20| Device 7t
L3 22d Z2 M7 220 ofefel =2

a
Y F7| S0 Device 7t F& = U= HHLSt SEHE 20 =0

/pstat.dos.s Property = /oic/sec/pstat resource -3 At (O: ‘doxs’ AH|A)Of 28l RW 0|22
resource 2F{Xt7t Device HEHE HZHA2=E ALY = QUCE Device 2| &Ef7F RFNOP E+&
RFPRO € [, ACL & C}Z Device Of 2[8 Device 2| ¥2A HMO{7t 7k53t=& st=0 AL&E =
ULt Device 2| AEf7} SRESET ¥ M=, Device OC 7t Device 02 HMAE &It KL
BEAY 2 QUCH Device 2R AHE Device 7t RFPRO 2 MEtstE0H Motz 2 X 2 A4 MA

A Z2HNES =Y + UCL

Rl -

( RFPRO

entry / pstat.dos.p = TRUE;
pstat dos.s= RFPRO
do / If from CLEANUP_SUCCEEDED
[OTM_SUCCEEDED] . Then do SVR consistency check [PROWSIONING SUCCEEDED]
/ exit / pstat.dos.p = FALSE

( RFOTM W [PROVISION ING_NEEDED]
[HARD_RESET _NEEDED] \
entry / pstat.dos.p = TRUE; ( RFNOP w
pstat.dos.s = RFOTM
do / doxm.deviced = NEW, UUIDJ [SOFT_RESET_NEEDED] entry / pstat.dos.p = TRUE;

exit / pstat.dos. p FALSE pstat.dos.s = RFNOP

do /

[HARD_RESET_NEEDED] e;ut;"pstat dos.p = FALSE

[OTM_FAIL ED]

[HARD_RESET_SU CCEE DED]

[SOFT_RESET NEEDED]

( RESET (Hard)

[CLEANU P_SUCCEEDED]
entry / pstat.dos.p =TRUE;

pstat.dos.s = RESET \
do / Delete 5VR content (

Load mr default SVR content
exit / pstat.dos.p = FALSE

SRESET

[HARD_RESET_NEEDED]
entry / pstat.dos.p = TRUE;

pstat.dos.s = SRESET
do / pstat.om = CUENT_DIRECTED
exit / pstat.dos.p = FALSE

1% 28 - Device &E| 23

T AlEl HEQb 20|, Z2H| MY XF HHAOM Device = LCHE Device 212 €82 AlESt=0|

Zost BE A2 ZE "Ready for Normal Operation" &Ef2 EICt MM 8.1 2 Device 7t "Ready
for Normal Operation" B2 & A= 7HFE|7| I8 #FOF St= X Aol = FHS
TS}

T

Me0| &HE[HL} Device % A0, Device = M3 &=4/0% M| HEE JHE {FX|5t= AO|

e
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1412 Device =& resource Xt7t /pstat.dos.s & OBSERVE St= 4%, SRESET 22 H2t5tH SVR

A O _
£ Q%7 =
1413 &Y A2 EQE2 & £ U= Device Off thet 27| ZE 7t SX|E L

—

1414 2B YO0| 7|58 EE 5t2{ 3, Device Of| CtS 1t 22 Resource 7} A X| |0 QLO{0F SHC}

1415 1. /oic/sec/doxm Resource
1416 2. /oic/sec/pstat Resource
1417 3. /oic/sec/cred Resource

1418  O|& Resource O £ &l Zf2 Ot2fo| AHEf Folo| 78 =t

1419 8.1 Device 2HT 2|Al AE{| ™ol

1420  /pstat.dos.s = RESET o El= M=Ate| 7|2HF 29[ "StE" 2|z FOo|ECt StE 2
1421 Device AAHS HIHLOIA MEY FH| 7t A2 E HEHE HOSHI| = $HO}

vz
rlo

1422 Platform M Z=Xt= ZHZE Platform & 2|A357] {3t 22| HAHLY S (O" H'l%)% M &Sst= A 0|
1423  ZC} Platform 2|A10| MAlz|H S Platform O SAEE 2= Device 7t Device 2 EfE

1424  RESET @2 Hztsirt

1425 L322 Resource 2t O|£2| 117 property = X[ HE 22| 442 #Z=Ct
1426 1. /oic/sec/doxm Resource 2| "owned" Property = FALSE 2 M 2HEICY,
1427 2. /oic/sec/doxm Resource 2| "devowneruuid" Property gl UUID & Z =Lt

1428 3. /oic/sec/doxm Resource 2| "devowner" Property = & U&= d2 Bl UUID & &L

1429 4. /oic/sec/doxm Resource 2| "deviceuuid" Property £ nil-UUID 2422 A EICH
1430 5. /oic/sec/doxm Resource 2| "deviceid" Property = 7+ L0 Y& B2 MEXQ 7| 2HH
1431 wo = g[MECt

1432 6. /oic/sec/doxm Resource 2| "sct" Property & MZEXQ| 7|24H 2422 2|MEICH
1433 7. /oic/sec/doxm Resource 2| "oxmsel" Property £ HZXtQ| 7|2HH o2 2| M &L},
1434 8. /oic/sec/pstat Resource 2| "isop" Property & FALSE O|C}.

1435 9. /oic/sec/pstat Resource 2| "dos" Property & A4 EIC}: dos.s & "RESET" &EfZ &2
1436 dos.p & "FALSE"Z EILC},

1437 10. /oic/sec/pstat Resource 2| cm (S1Xf Z2H|X'd ZE) Property - "cm"2 "00000001"0O|C}.
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1438

1439

1440

1441
1442

1443
1444

1445

1446

1447

1448

1449

1450

1451

1452

1453

1454

1455

1456
1457

1458

1459

1460

1461

1462

1463

1464

11. /oic/sec/pstat Resource 2| tm (5 H ZZH|X Y 2 E) Property - "tm"2 "00000010"O| L},

12. /oic/sec/pstat Resource 2| om (8% ZE) Property - "om"2 MZEXIQ| 7|24 (=2
2| A E O}

13. /oic/sec/pstat Resource 2| sm (K| ¥ &l& &% ZE) Property - "sm"2 K=EAte| 7|2 47
US 2 g|MECt,

14. /oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oic/sec/amacl, /oic/sec/sacl, & /oic/sec/cred

Resource 2| "rowneruuid" Property = gl UUID & Z &L

8.2 Device Ready-for-OTM AE{ 9|

Ct29| Resource %

ol
AN8E 2ol gts d=

=2 13 property & 27 d O™ FH|7} 2AZREl JtE Device Off CH|
Ct.
1. /oic/sec/doxm Resource 2| "owned" Property & FALSE O|0{ TRUE 2 T 2HEIC}

2. /oic/sec/doxm Resource 2| "devowner" Property & T+ E|0] = E<2 4l UUID € # =Lt

3. /oic/sec/doxm Resource 2| "devowneruuid" Property £ g UUID & Z=C

4. /oic/sec/doxm Resource 2| "deviceid" Property & 7180 A= AR 8l UUID & Z=Ct
/oic/d O] "di" Property 4f2 HO|%|X| Q&L

5. /oic/sec/doxm Resource 2| "deviceuuid" Property £ 8l UUID & 7tE £ ULt /oic/d 2| "di"
Property #t2 &2 & X| %=Lt

6. /oic/sec/pstat Resource 2| "isop" Property & FALSE O|C}.

7. Joic/sec/pstat Resource 2| "dos"= A4 ELH: dos.s & "RFOTM" &EE E|1 dos.p &

"FALSE"E EILC}.
8. /oic/sec/pstat Resource 2| "cm" Property = "00XXXX10"O|LC},
9. /oic/sec/pstat Resource 2| "tm" Property & "00XXXX00"O|C},
10. /oic/sec/cred Resource = MEHE OTM Of 2|8 R &= 4% A2|WES Zatstct

8.3 Device Ready-for-Provisioning &Ef d9]

Device 7t F=7tHQl Z2H|X'd TH| ¢tx HEfY I, C}3 2| Resource X O|F 172 property &
XEE 2ol gte #E=Ct

1. /oic/sec/doxm Resource 2| "owned" Property = TRUE O|O{OF StC},
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1465

1466
1467

1468

1469
1470

1471

1472

1473

1474

1475

1476
1477
1478

1479

1480

1481

1482

1483

1484

1485

1486

1487

1488

1489

1490

1491
1492

2. /oic/sec/doxm Resource 2| "devowneruuid" Property & 2l UUID 7} OfL|0{OF L,

3. /oic/sec/doxm Resource 2| "deviceuuid" Property = & UUID 7} OtL|2t RFOTM ZZ A4
0| A™E ez HFE|O{OF BtCt. /oic/d Resource 2| "di" Property #t2 /oic/sec/doxm

Resource 2| deviceid Property 2f1t ZHOtOf $HC},

4. /oic/sec/doxm Resource | "oxmsel" Property = &5 3 O™ A0 AHEE &K OT™M 1t

sYst e el
5. /oic/sec/pstat Resource 2| "isop" Property £ FALSE O|O{OF $tC},

6. /oic/sec/pstat Resource 2| "dos"&= AAE[O{OF BtC}: dos.s & "RFPRO" A#E{O| 1 dos.p &
"FALSE"O| O] Of BHC},

7. /oic/sec/pstat Resource 2| "cm" Property & "XXXXXX00"O|0{Of StC},
8. /oic/sec/pstat Resource 2| "tm" Property £ "XXXXXX00"O|0{OF $tC},

9. MX|E ZE Resource 9| "rowneruuid" Property = 98% Resource 27Xt (&, FHZI
Resource & AAEHASSIALE AAe = YT QAJHE JWH)2 YL/ 0f0F oiCt,

rowneruuid & A H35IX| £} H orphan Resource 2 T|& ZL27t QULH

10. /oic/sec/cred Resource = rowneruuid, amsuuid, % devowneruuid Of 2|8} &=xE|= Zt
Aol 22|HM S Zatotrt

84 Device Ready-for-Normal-Operation &Ej H9|

C

—_

22| Resource X O|F 1R2| property £ 7t& Device Final State O CHslf X|HE CH2O| g2
=rt

A

1. /oic/sec/doxm Resource 2| "owned" Property & TRUE O|C}.

2. /oic/sec/doxm Resource 2| "devowneruuid" Property & 8l UUID 7} OtL|O{OF L}
3. /oic/sec/doxm Resource 2| "deviceuuid" Property = gl UUID 7t OtL|2t OTM Al0] T4 &l

ID 2 H7YE|0{0F SHC}. /oic/d O "di" Property 4t2 deviceuuid 2 ZHOtOF SHCH,

4. /oic/sec/doxm Resource O "oxmsel" Property = 233 O™ A0 At &K OT™M 1t

& o
St ¢S A=t

5. /oic/sec/pstat Resource 2| "isop" Property &= TRUE O|LC},

6. /oic/sec/pstat Resource 2| "dos"= A4 ELCH: dos.s & "RFNOP" HEiE |1 dos.p =

"FALSE"Z E=ILC}.
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1493 7. /oic/sec/pstat Resource 2| "cm" Property = "XXXXXX00"O|Ct (47| A, "X"E 1 EEE 02 &2
1494 Sfj A El .

1495 8. /oic/sec/pstat Resource 2| "tm" Property £ "XXXXXX00"O|C},

1496 9. X/ E ZE Resource 2 "rowneruuid" Property = S &%t resource 274t (&, FAHZ
1497 Resource & AAHASSIAHLE AAe = JEF QAJHE JWH)2 YL/ 0{0F oiCt,
1498 rowneruuid & HH5IX| 25IH orphan Resource 2 &= E 27+ UL

1499 10. /oic/sec/cred Resource = rowneruuid, amsuuid, & devowneruuid Of 2|8} & xE|= 2t
1500 MH[AQo| 3 2[HMZ Zatotrt

1501 85 Device Soft Reset State H2

1502 AIZE Z|Al MEfE (Of: /pstat.dos.s = SRESET) Device 7t O] MEfZ HMgtz|™M S ZSX| QX g
1503  O{T™S| AHXf AFXHO| Qs ARE HEfRS 20|St= R E HoITHCL Device ®2f 2EY A0
1504 HEBE OCE AI28IAM DOXS E Q5so 2 M (O: "rt" = "oic.r.doxs") SRESET XEfE S8 %
1505 ALt (TF, OTM /doxm.oxms 2 AtE S ERZ SFX| Y =0,
1506 DOXS= SVR2| gatd BHES +=Hdstn, ER3SIH Device 7t RFPRO & Mt = UL E FES
1507 X Z2H|X J5}0F SHC}
Soft Reset Example
Obt Svr

: Sanity Check Svr Resources l;

' 2 Verify Obt is authorized

1
i
| 1 UPDATE Svr:State=SRESET _
i

Authorization exists if the role includes 'oic.sec.svc.doxs' Iﬁ

alt [If Obt credential is corrupted]
| | 3 Svr:State=RESET

[Elsg Continua]
| 4 READ all SVRs

i 5 All SVRs

|
i
)
F
|
i

Obt runs a consistency check on Security Virtual Resources (SVR). Iﬁ

IooE / [If an SVR is corrupted] :

6 DELETE SVR

Y

Y ¥ Y _

7 UPDATE SVR

8 UPDATE Svr:State=RFPRO

Obt Svr
1508

1509 %3 29 — SRESET 0l A{2| OBT Sanity H|3 A|# A
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1510
1511
1512
1513

1514

1515

1516

1517

1518

1519

1520

1521

1522

1523

1524

1525

1526

1527

1528

1529
1530

1531
1532
1533

1534

DOXS & %|ZH 22 RFPRO Device JEIZ T&tst7| 0| sVR o 4 O F =25 Ao OF Strt.

DOXS AZ|HES &S = AL AgHHEQ| i“E‘cl‘fitfl ootE = A R0|=, Device AENTH
RESET 22 Hzt=ICt oBT AZ|HA0| DOXS & QSotX| 235tH, Device SRESET AHER

— =

. =
QIO $HCF 0|2 A BOZ A Bl DOXS Device o O8h A EIE Hul~ A% ZAZ 2ore +
oLk,

SRESET & EHO| M CtZ2| Resource X O|=2| 17 Property = A Y E HEQ| ¢S X =L
1. /oic/sec/doxm Resource 2| "owned" Property £ TRUE 0|0 OF &tC},

2. /oic/sec/doxm Resource 2| "devowneruuid" Property £ null O] Ot 2t | X8l OF $HC}.

3. /oic/sec/doxm Resource 2| "devowner" Property £ THE 0 & HL null O] Ot gt

7t Of L.
4. /oic/sec/doxm Resource 2| deviceuuid Property & null O] Ot ZfS {X|slof StCt.
5. /oic/sec/doxm Resource 2| "deviceid" Property = null O] Ot Zt2 R X[ OF stCt,

6. /oic/sec/doxm Resource 2| "sct" Property & 1 #tS R X|8OF stCt,

Ral

S OF SHCt.

7. /oic/sec/doxm Resource 2| "oxmsel" Property £ 1 %2 &
8. /oic/sec/pstat Resource 2| "isop" Property = FALSE O| O{ OF StC},

9. /oic/sec/pstat.dos.s Property & SRESET #E{ O] O{ OF BtC},

10. /oic/sec/pstat Resource 2| cm (EXf Z2H|X'd ZE) Property & "XXXXXX01"0|0{Of otCt,
11. /oic/sec/pstat Resource 2| tm (5 H ZZH|X 'Y B E) Property £ "XXXXXX00"0|0{OF BtLC},

12. /oic/sec/pstat Resource 2| om (&% 2 E) Property £ ‘client-X|2F mode'0|0{Of St

13. Joic/sec/pstat Resource 2| sm (K|} k= &% ZE) Property = Device 223Xt (aka DOXS)0||
olsff AAE 4= QUCH

14. /oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oic/sec/acl2, /oic/sec/amacl, /oic/sec/sacl, H

—

/oic/sec/cred Resource 2| "rowneruuid" Property £ Device 23Xt (aka DOXS)O| 2|3l
e[ ME I Z2H|MJE & UL

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 76



1535

1536

1537

1538

1539

1540

1541

1542
1543
1544

1545

1546

1547

1548

1549

1550

1551

1552

1553

1554

1555

1556

1557

1558

1559
1560
1561

1562

1563

9 Het3z|d4d g

Of MMOME I EE2 A8, Z2H|IMY, % X£HQ 2t B=0] OCF 0Afel Az[H 2
Etgol /i E M-St

91 ZAZ|H4A 4d F7|

OCF F2|HA dF F7|= 31 22 A E Zd=0h (1) 84, 2) &H, 3) 44, 4) &, & (5
o 7|,

91.1 MM

Device & Diffie-Hellman It Z& ad-hoc 7| u3 &S ALEsiA Z2|HAH Resource & AT
QAAEAZIE = QUCH E=, CMS & A2 A Device 2 AZ|HA Resource & TZH|XMIT

UALE.

CMS & Al®3lE Joic/sec/cred (/oic/sec/cred.Rowner)2| owneruuid Property. 32[EHA0| ad-
Al

hoc 2 &dll M dEl B2, Key Exchange 0 20 &l peer Device 7} CMS 2 7HFEICE
CMS & AF8SliAM M el F2[Hd Resource £ M8 FZHE U3 T2 3 U HAIXE =gzt

o —
2 QUCt Ol& 2F 7|3 (CA)It Z2 public key infrastructure (PKI)S| AtZ, key distribution
centre (KDQ)Qt Z2 =& DOXS, CMS, E& AMS Of o[st T ZH|X|'J HMo| AdstoZ A2 CHA

E

7| #2|o ArEE Zug = UCt
9.1.2 ANl

CMS 7} A2|d A Resource £ AHH|SEAHLE Device (Of: A2|H A Resource 7 A EEl Device)7t
X 32|H A Resource & MHE 4 ULE

Atz E J2|EH A Resource = HE22 X N 7S 22|st7| s AXHE = QUL

OCF 7| 2|0 M2 A X= F2[HHE FX[e SStCf.

Mo A2HES FSot=0 ALSE Syo| I2[AA| Aol AHE X 0{ofF StCt.

/oic/sec/cred Resource & Period Property & AF&diA Ag(H S Ttz E X[AC A2[H A9
AN FAe|HEo BtEIt AL A2[HE0| A2t HO[EQ| Z[Cf YA X|E X5t g
Hgg = ALH

— —

S| HE A 2 7] AL = Ao A8 Jtset 82 XEett 32H
Period Property 7t &X|ElCt Device = ¥ DEL|X| %2 FAZIHAES AM8IiM 7|ES
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1564

1565

1566

1567

1568
1569
1570

1571

1572

1573

1574
1575
1576

1577

1578
1579
1580

1581

1582

1583

1584

1585

1586

1587
1588
1589

1590

1591

1592

1593

AglHds duge=M M0 M22 A2|HEs F52 5 ACL Device 7t W E

= o
A0 UK YW CMS ZRE FIIH2Z Wl AZ4S FSH0F Strf.

D
|
oo
>
>
i

M = A= CMS 7t IR @2 o, CMS & MESHM TteE A2HES HUSALE A

CMS H2[HE0] UZE|H DOXS MHIAE AFESHIM CMS & M Z2HMEY & ALt 220
olsff YTl A2|HHE0| H=E|H Device & CHA| 223D device & ct
Mgl oF oLt

Q
o
>
o
(@)
olss
rZ
|o
Hu
oz
of
™
1]
n
rid
[T
o
rd
Hu
m
r.
Q
o
o>
(@]
(@)
ol
T
mjo
fiml
>
bl
fo
o
ks
Ot
fiml

2 E Device £ X[aot otLto] A2[EHE A4 @S K| AT,

9.1.4 H7|

CMS Of olsff HHE A2|HM0= H~7| 7|80 Ues ZR7F UL 7| Lo HyHQl Btz 7|7t

Mol H7Ig A2HAEES AMESE M7 AN Z=RHXNEEZ Edste 429, def ZHE
atZ Ao m 7| 24K 7t

SeHES Y H7| §EE Zodot=s A2[HHE Resource 7t Y E Lt
MHE =5 T2 AHef Ttz W7 E 2D LX S0 SOt

rot

=l
7= A2|HE L= Device 02 H&5 stz A0 /WEH2=2 EtHSIL. Device H7[=
H|7| &l Device Off & ZE A2(HE0| H7[ES °[0|StC}. Device & B2 BALE EH S3FALY,
L Y&EUAS W Device £ W7l E7F ACt. H7|E Device &0 AZ|HE X &=

=7hsotALE d2lg - gl

92 Ag|H4 EtY

/oic/sec/cred Resource & HE 23 7|2t 215 U HOH EZ0 AEE= 1 Yol FEE
X gst= 22| M EtY Property E ERSICH X &= A2(HE EtY2 ¥ OE 7|, 3§ A 7|,
H CHd 215 7], 23 M (F, MYE H A 7)), X 37 HE (5, PIN/HEHD)S Lottt

9.21 MrCHH 7| 32|HH

A Y 7] 3e|HMA2 Fe| StLtel CHE I Of Device 2 3822 A 7|8 #ECE CMS &
& 7|9 QIAEHAE B3 = QO CMSE A2 0B 7|8 &d == ZZH NHYsta X0l
= mojo StLtE 7HESteH RE85HA| e ALE MEIE £+ ULt

WZ O|F £ 7= ad-hoc 7| &2 ZEEEES S 8¢ = AUCh

/oic/sec/cred Resource 2| PrivateData Property & CH& 7| & E&$ICE

PublicData Property = 42 O|f& 7|8 EZ&dt= L0 Device O O3 =22tz EES =g

%+ QU
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1594

1595

1596

1597

1598

1599

1600

1601

1602

1603

1604

1605

1606

1607

1608

1609

1610

1611

1612

1613

1614

1615

1616

1617
1618

1619

OptionalData Property £ H 7| 4EfE Z&E 5 UL}
Device @ Xt= PrivateData 2| AHH QI RX|E E&ste dotE 7| MY 7|22 X &H0F 2ot

Device ToXl= Tt HAZS WXSH7| 8] /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, &

/oic/sec/csr Resource Of CHeE Motot 244, 7|2 d, A HNA ESE M EG|{OF oL},

922 IJECH 7| 2gaHd

W

& 7l Device 2| & (3 0|d) WolM SREE oid ZIoltt. OF 7l A& FAA 20
22H0 HOoH S7E fl AEECL

A& 7| Device 2 2T 2 MEoHA| @1 OF Lol YT dFeHot

[

E 7|l CMS 9| X|glez
XK

Hi = 18 718 28 £ Z2H|MSD 25 HOHE
ZASHED 08 RESH| Hs A2z Mg = A

OptionalData Property £ H 7| 4E{E Z&E 5 QULCH

ruI

Device T8¢ Xt PrivateData 2| AIH QI RX|E E&St= dotE 7| ME 7|+

mjo

X 88 0f Bt

Device ToXl= Tt HAZS WXSH7| 8] /oic/sec/cred, /oic/sec/crl, /oic/sec/roles,
/oic/sec/csr Resource Of CHoE Mot 2 A, 7|29, A AMA ESE XN E|{OF SHCt

PublicData Property = 370 7| & Z& 3Lt
OptionalData Property & H 7| 4E{E Z&g 5= UL}

Device ¥ A= PrivateData 2| AP 2l FX[E 285t Zote 7| 4T 7IeS HE3H 0k

rot
o

Device £ 72 7|7t Device o 2[3{M T & + UA=E WEHC=Z B E 2AF7| &= a0t
SFCh A Device ZHO|l 7HQl 7] 2 E &Y 27t A=X[0f M= M 9.23.1 2 =7

HE2FCt
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1620

1621

1622

1623
1624

1625

1626
1627
1628
1629

1630

1631

1632

1633

1634

1635

1636

1637

1638

1639
1640

1641

1642

1643

1644

1645

1646

1647

Device T78Ate Fob HZAS YX|SH7] 80 /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, %

/oic/sec/csr Resource Of CHoE Hetst 229, 7| 2d, A AL ESE MBS OF L},

9231 H ¥ QAS 7| A2HHo| 2|7 4
device = device 2/FOMO 7| & Y X Z2HXHES 518 Mf MY BES EFEH 7|&eS
ALE3BOF StCE £3] 7] &0] Z2HME 20| #E = UMY + Sl Z20s 222 7| 49

MEE x| Aztelof oot

10
e
ri
0
Hu

AHE AlOf, Ol2{st 7| W2 DOXS HE& ALEXt7t Device o 2EY =+
= UEE Device 7t AEMO| MZEA FE property & 2{5t1 US2 Y
. Device 2o QIE0| Iz2i{st ASME A8stn ALY M HE/Z =AY
1d3dt= OTM Off &M MM 733 2 FXSH7| HEEtCE

&L rlopot on
M
_|

>

924 HICHE 7| &= 7| I2[HE

H Y 7] &= 7| (KEK) 22|HE2 7|18 =W = ML O ¥ 7| S i ESt=0 AL &Lt

rir

rot

/oic/sec/cred Resource 2| PrivateData Property = 7HQ 7|& ZgtgtC},

PublicData Property & &7 7| E Z&3tCt,

OptionalData Property & H7| 4E{E Z&g 5= QULCL

Device ¥ X}= PrivateData 2| ALE QI RX|E EXStE ZotE 7| MY 7|2 X80 sirt.

Device T78Ate FCh HZAS YX|SH7] 8] /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, %

o
/oic/sec/csr Resource Of CHoE Hetst 229, 7| 2d, A AL ESE HEGOF L},

ISAM FgHE2 CMS £ 2 2T 72 (CAO ofsl ZAE ASMo| ItHE= 85 oid

ISAM W7 dEet Z2 ASM dF F7IE elst=H w8 1 5ol AN= A2 HA

2
Resource Off 2t& X|Of ZILC},

H CHA 7] 32|EHA Resource = XA MY QS A FAzZ|dAMo 2 ZHZES ZEst=q|
A& =l CH

/oic/sec/cred Resource 2| PrivateData Property & 7HQl 7| & ZE&$ICE
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1648

1649

1650

1651

1652

1653

1654

1655

1656
1657

1658

1659

1660

1661
1662

1663

1664

1665

1666

1667
1668
1669

1670

PublicData Property & Y& ASME ZeotCt

OptionalData Property & H7| 4E{E Z&g 5= QULCL

Device ¥ Xt PrivateData 2| AIH QI RX|E ESt= dotE 7| ME 7=

mjo

= 838 0f Bt

Device &A= Bt HZAS wX|St7] 38 /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, X
7:

|
/oic/sec/csr Resource Off CHoH Moot £47d, 7|2, U HNA ESE HEGOF oLt

ol
=2

/oic/sec/cred Resource 2| PrivateData Property & PIN, H/ 2=z 3 HYHSO| #F 9 A
A8 &l= I 8o 7t = oot

PublicData Property = Sigdt= 2% AMEAL E= AHEH BAES =Zgtg &= UL
OptionalData Property & H7| #E{E Z&g 5= ULL

Device ¥ X}= PrivateData 2| APHQl RX|E E¥St= 4ot 7| HY 7|2 X &3H0F otrt.

Device ToXl= Tt HAZS WXSH7| 8] /oic/sec/cred, /oic/sec/crl, /oic/sec/roles,
/oic/sec/csr Resource O CHoE Mot 2 A, 7|2d, A AMA ESE XN E|{OF SHCt

9.3 Certificate 7|8t 7| 2tg|

931 e

OCF HERA WoM S Ao 23S ot 2ot HES st 2l S FAAL SN

o 3=
= -
718 Zedt=s 2BM R 7| 7IE AHEY = UL

i

0R

oM mlo 4y r>
o %
ro [El
Q_I-

EHXNYO| X[YE|H, ASML
OICH 2Z CA 9 AR, X509 2
= UCH AA cA 9 B2,

=
Y % REde HOUY + AL

=

Device 7} OCF HES/3 LHO|M HIHEl CMS off 28l A g|
WQl 7l 2 T 4 2T I (CAO 9Bl
7t 2 oF QIEAM H7| 55 (CRLS AFESIAM MEA T

Online Certificate Status Protocol (OCSP)2 ALiA Al
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1672

1673
1674

1675

1676

1677

1678

1679

1680

1681

1682

1683

1684

1685

1686

1687

1688

'y

Credential Management Service

g

L AN

Credenilql quqgemenTSerwce

E e

Local Credential Management $ervice Remote Credential Management Service

3 30 - Certificate 22| O}7| X
OCF 215 A % OCF CRL (Certificate Revocation List) @42 X.509 &
curve algorithm S DER Q12 A4 5851, X509 2| tif=2 g8 EET}
T |

M FE Device 2| 27 AMdE THHAIZ| DA 2| =5t QUL

Sto 2, elliptic
HE[X| QEOFA,

Server | A{2| 21F A Sl CRL #2[0 A0 A, 21FM A CRL 2| Resource 2| X%, ZAA S Oty 2

H Ot resource LN HSO0|AM AL |-T'-, ZHAEl Interface = &P ASCZE &2 5 UL

SRM 2 M4 54 0f 2FE b Z0| Server O M| 2Ot A|HHO[EZ QIS A 8 CRL2| HOIHE
SVR G|O|E{H|O] 20 M S 22| &Lt

Device 7t M2 2E G L7 L} Device 2 ASM7t H7|ZAS I Device 2| ASA LH 27F
CMS Of 2lsif Mz|x|ojof oot QB M It R ZStCtn O AX|H QFAME H 7|s{0F $HCH CRL
H7IE ASMet ME[E = Zl= i Device 2| = St OlolH #+x0|ct MA 2o
CRL2 7|82 (0 & &0, 3 7H ot AAME ZHo=2 of A=t

> Tlo rlo

Ju
mjo
e

o

A
2l

x
o2t

932 o=
OCF o] 2IZ M Y@Al2 [RFC5280]0 Mol=l X.509 YAl (X 3 T o|&ho] HEFTHO|Ct.

=

9.3.2.1 Certificate ZT2a} 9l

mE

OCF QIZME 21t 22 ZE=E X[ABHCE: version, serialNumber, signature, issuer, validity,

subject, subjectPublicKeylInfo, extensions, signatureAlgorithm, & signatureValue.
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1689

1690

1691

1692

1693

1694

1695

1696

1697

1698
1699

1700

1701
1702
1703
1704
1705

1706
1707

1708

1709
1710
1711
1712
1713
1714
1715
1716
1717
1718
1719
1720
1721
1722
1723
1724
1725
1726
1727
1728
1729
1730
1731
1732

|10

| 7

e version: QA EE QS M

L

e serialNumber; 915N LHHS

ﬂJQ
fl
L]
ol
10
ne
k!
L]
ol
1=
nE
Rl

e issuer: 2B MO MH

r|r
_\.

o validity: CA 7} 233}

e subject: T S/ 7| EE (Device ID)0| 2t&El HH|

e subjectPublicKeyInfo: S78 7| & 7|7} &4 AHEEl= Y1EE
e extensions: MM 93220 Ho|E QSN =HEX}

olgf ASM MO ArEE A=t L

o
i

e signatureAlgorithm: CA 0

e signatureValue: ASN.1 DER QB Y=l OCFtbsCertificate Off CHa} A== CIXE MY (O

MY 2t2 BIT STRING 22 QAL EICH
OCF 215N F+22 CLt51t 20| Fol& .
OCFCertificate ::= SEQUENCE {

OCFtbsCertificate TBSCertificate,

signatureAlgorithm Algorithmldentifier,

signatureValue BIT STRING

}

OCFtbsCertificate ZE= FX &
HMEE ZTDICt RF 0

olagsict, ofzfol

OCFtbsCertificate ::= SEQUENCE {
version [0] 2 or above,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity,
subject Name,

subjectPublicKeylnfo SubjectPublicKeylnfo,

extensions [3]1 EXPLICIT Extensions
3
subjectPublicKeylnfo ::= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING
}
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
Extension ::= SEQUENCE {
extnlD OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,
extnValue  OCTET STRING
-- contains the DER encoding of an ASN.1 value
-- corresponding to the extension type identified
-- by extnlD
¥
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1733

1734

1735
1736
1737
1738

1739

1740

1741
1742
1743

Certificate 2 E A9 OCF X.509
version 2 O| A o4 PN
serialNumber ?ertificateSerialNumbe ETPN 1P

1.2.840.10045.4.3.2(S [RFC3279],

HA256 £ 7}%I ECDSA

subjectPublicKe

yinfo SubjectPublicKeylnfo

sighature AlgorithmlIdentifier [RFC4055], &
gaglE, 2 [RFC4491]0 773
issuer A o4 A
validity = o= EES
OCFtbsCertifica | Subject RS 2= b
te 1.2.840.10045.2.1,1.2.
840.10045.3.1.7
(secp256r1 HEE [RFC3279],

EfZ 3t SHA256 &
7t7 ECDSA €125,

=R

[RFC4055], &
[RFC4491]0| 773

signatureAlgorithm Algorithmldentifier

issuerUniquelD LA A Uniqueldentifier | X[ EX| &S
subjectUniquel OFAIE Ui o x| S| x| OFS A EH
D 2t Al A Uniqueldentifier || X e M El
extensions - PNES-IPNIN o4
1.2.840.10045.4.3.2(S
HA256 = 7%l EcDSA | [RFC3279),

gaglE,

[RFC4055], &
[RFC4491]0] #8

=)
signatureValue BIT STRING S S
H 16 — OCF 2} X.509 Zt°| certificate 2 E H|u

9.322 X HEE= ABSM =Ex}

Ol 215M &A= RFC 5280 2] HEFE FR0|2E, O] A|lZMO|M= RFC | MM HSE HXE
ZokstCt ofgfoff 2t HEXE Q4st RFC Holo Cist =™ LILESICE Device = 7]
LI E SEXE FHSHD O|sisioF oL O] AlRfAMOf ZRE|X| 942 1 59| RFC & Ats=
ZOoHX] QO MM 103 A= A HE|E ZgsiM S XMl AF Ao O™ Device 7t
ToAsof stn EF AV 2 I o SEHZ FloF St=XE H YT,

IE 712 7| 4 EXt
7101 tidst= S 7I1E

S 7tstCt.

(Authority Key Identifier: AKl) &A= 1Sl MBO| ALEE 742
A—lb':'0f7| ot =2 HMI Lt Of A[HMOM= O =ZHEXto
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1744

1745

1746
1747
1748
1749
1750
1751

1752

1753

1754

1755

1756
1757
1758
1759
1760
1761

1762

1763
1764
1765
1766
1767
1768

1769
1770
1771
1772
1773
1774
1775
1776
1777
1778
1779
1780
1781
1782
1783
1784
1785
1786
1787
1788

AuthorityKeyIdentifier AMEA9| authorityCertlssuer =& authorityCertSerialNumber
EE= {8 X &1, keyldentifier 2 5| & &Lt Ol= Ctgat 22 28 Y2z 0|0 TLt.
id-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35 }
AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier }
Keyldentifier ::= OCTET STRING

Z=H 7| MRt (4.2.1.2)

X

ZH 7| MYXt (Subject Key Identifier: SKI) &A= EY 7 7|8 Z&ste ASME
AMHEST| @3 =TS M S L

-_—

Oof AlEMOIM = Of =HFAte =g Folof et &2 =85 7Iettt.

FH 7] MY} (Subject Key Identifier)= 215 A Q| SubjectPublicKeyinfo EE0| ZatEl

S ZI28H E=EEAL ARt s MHste YYo=z =EE0j0F oHCh O
AL MO M= BIT STRING subjectPublicKey 2t2| 256 HIE SHA-2 SHA|E HOBHCH (B,
20|, ¥ H A8 HIE = HQ). 2FM HAS ABSt= Device = 7| MERE MESHY]
Qlot ojHst £ S MME M= QtelX|TH QIS Mo| 2ol= 7| A X0 Chet 21F

AR2O0AM AKI 2F SKI O OHEHS 272 of{Oof $HCt.
FH iAol

EKU &7 EXHSED gf XXXXXX & #10 U A role ASA LS 7t2|ZE W, A CHA

O] (Subject Alternative Name) (subjectAltName)0| ZXjst1, O|& C}Sat Z0]
SHAMECH EKU 7F @AY CHE 48 #d31 UL H, subjectAItName 2t X7 EXHSHA|
4OFOF Lt subjectAltName ZHEAtE role QABAMO|A StL} O] 42| Role ID 2
I LSt=0 AMEEO =X 37 710 role & HFQIYSICE subjectAltName & Xt= RFC
5280 (MM 4.2.1.6)0 "o EICt.
id-ce-subjectAltName OBJECT IDENTIFIER ::= { id-ce 17 }
SubjectAltName ::= GeneralNames
GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [O] OtherName,
rfc822Name [11 IA5String,
dNSName [2] 1A5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] 1A5String,
iPAddress [71 OCTET STRING,
registeredID [8]1 OBJECT IDENTIFIER }
EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString OPTIONAL,
partyName [1] DirectoryString }

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 85



1789
1790
1791
1792
1793
1794
1795
1796

1797

1798

1799

1800
1801

1802

1803

1804
1805

1806

1807

1808

1809

1810

1811
1812

1813

1814

1815

1816

1817
1818

.

role 2 QA Y= GeneralNames SEQUENCE Lo ZI GeneralName 2 Name EFQ QI

directoryName O|Ck. Name 2 X.501 72| Name O|C}. 2t Name 2 3| Lo CN

(Common Name) &1t ¥ & tLESl OU (Organizational Unit) 428 Z=Ct OU
A

{22, EMot= E2, role 2 25 ol 7|&S XFEL oU =0 gleB, ASA

>

ne o
02 me o2 MHr

7} role @ Jo|st AOICH CN H&2 role IDE AFLCE O B9 GeneralName

SEQUENCE Wof =xg 5= UX|Tt role 2 M E X[ YLt IHEZE, ASAN
7} subjectAltName SEXI0O| H| role YEES ZTSIH, SYA'IRTWHE
Of A= QtEICH

uE o
2o A

.
N
n

role Bt 7|22 ASN.1 PrintableString Et®, M3otE EX &g [0-9a-z-A-z '()+,-./:=?]12 &2
013 G &|O{OF BtLt,

7| 849 4.2.1.3)

7] Y (Key Usage) &A= ASMO| Z&E 7|9 5N FoptCt (O =3}, MY,
AASM M) S0 SZ0| AHEE = A= 7€ Mot Me 849 Noto] H2E = ULt

Of AlHM O = O] &R HxE Folof £=™& 7tstX| Y=Lt

7|2 Mk (4.2.1.9)

7|2 AN (Basic Constraints) &A= ASZ MO FAH7I CA QAXE AMEHE D AZME
Zoste /8 Q3 FEo Ao Zo|E AdEsict O &EXIF Qo™ oFZAM= CHE
QS MO LaliXt7t & %= QiCt.

o
Rl

o
x
=2
x
rr
o

jor
0z
>
10
0t
[P
rm
oz
1o
=
+
oA
o
N
o
Ral
s
rr
_IT|_

2 7| 8Y (Extended Key Usage) 2 &A= QS E 371 7171 AE8E = U= HEE
=X Z 7|3t Device 7t ABME FASHH, ASM7L EXSte &= 289 HHAEE
EE S8 g Ot sfiTste S8 ASME ALY &= Je=X| BEHCE

Oof AlEMOIM = Of At =g Folo et &2 =85 7Sttt

e OIO|EIE|E] 21T M 1.3.6.1.4.1.44924.1.6
e Role 2IZA 1.3.6.1.4.1.44924.1.7
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1819

1820
1821
1822
1823
1824

1825

1826

1827

1828

1829

1830

1831

1832

1833

1834

1835

1836

1837

1838

1839

1840

1841

1842

1843

1844
1845

1846

1847

9323 ¢oF 3ZHAE A F

my

A2 I8t Cipher Suite

oIZAM  7|Ht 7| HEE XY=  RE  Device £  [RFC7251]0 < Hol=l
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 cipher suite & X|&ICt & Device 7t2| 2Ot ML S
TMtE O= ECDHE_ECDSA (5, Diffie-Hellman 7| X[ M3 H7H) 7| &9 ZZEZ0|
AHEEICH O ZE2EE ME F0 X0 ME ABSHA ECh HolH T&Eol 7|UHEE
AES_128_CCM_8 0| 2oldf M-I ECh HIOIH M&9| FAHE2 SHA256 O 2fdi S EICh AHAMS
Abgh2 [RFC7251]0] ol ElCt,

HHstE ASM M2 E ¢lof, Chaah 20| E=2| g0 MH

rin

Ct.
e signatureAlgorithm := ANSI X9.62 ECDSA algorithm with SHA256,
e signature := ANSI X9.62 ECDSA algorithm with SHA256,

e subjectPublicKeyInfo := ANSI X9.62 ECDSA algorithm with SHA256 based on secp256r1

curve.
AASM F& 7|72 AB M| HEfof st EI X E= AS CAZI BBt 7|72 2, 0| §E
L= 5 2WOl SEQUENCE 2 EHEICE
o QBAM §F 7|7t AlE ER| (notBefore)

e OIZM 8B 7|7t0] EE YW (notAfter)

notBefore 2t notAfter = = C} UTCTime S 2 913 Y &[0 Of $tC}.

2E X 3 FH= ASMO MBSt ASME AT M ABM £[AE A EDHL)
0| £& UTF8String 22 Q1A [0 CN &M 0f & Elrt

0324 QIEAMol QAL

OIS MO ClAE0& [ISO/IEC 8825-1]0] M|l ASN.1 17 QAT & (DER)O| AHE EICH

933 CRL g4l

OCF CRL ¥Al2 [RFC5280]12 EMZ StAIPH MEH HE&= X|E[X §0 MY 2dH TE
Ateo| L},

rr
rx
qm

9331 CRLEEZIOY Y EE

OCF CRL 2 C}S81t Z2 ZLEE X|YPICh: signature, issuer, this Update, revocationDate,

signaturealgorithm, 8! signatureValue

i

A ext

e signature: CA Ol 2|8l CRL MO At = dnz|Eel g
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1848

1849

1850

1851

1852

1853
1854

1855

1856
1857
1858
1859
1860
1861
1862
1863
1864
1865
1866
1867
1868
1869
1870
1871
1872

e issuer : CRLO| &SI CRL 2 Zalst 71 A|

e this Update : CRL 9| &t&ti
o userCertificate : Q1B A LBHS

e revocationDate : H| 7| 4|

o signatureAlgorithm: CA Of 2|3lf CRL MEOf| AL = &

e signatureValue: ASN.1 DER 2=
Ak BIT STRING 22 QI3

Zto
HA T°

S Eich

signature, signatureAlgorithm, % signatureValue 2t Z2 MY

CertificateList ::= SEQUENCE {

OCFtbsCertList TBSCertList,
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING

}
OCFtbsCertList:: = SEQUENCE {
signature Algorithmldentifier OPTIONAL,
issuer Name,

this Update Time,
revokedCertificates RevokedCertificates,
signatureAlgorithm Algorithmldentifier OPTIONAL,

ElEl OCFtbsCertificate Off CH3H At=

2 CIXE M3 (O

signatureValue BIT STRING OPTIONAL
RevokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate Time
3
CRL EE A OCF X.509
version H A v2 XX fS A e
1.2.840.10045.4.3. [RFC3279],
2 J1& ]
signature Algorithmldentifie 2(SHA256 £ 717 [RFCA055], =
g r ECDSA 212|5 [RFC4491] £2
M El) ool 73
issuer Al S A
OCFthsCertLi | thisUpdate AlZH = ER
st
nextUpdate Al 2t XX &S A EH
userCertificate OIZ A RS o4 o4
revokedCert | reyocationDate | A|Zt S S
ificates
(r:]rSIEntryExtentlo A7t X 5| x| e e
crlExtensions SIS ONG XX %e MEH
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1873

1874

1875
1876

1877

1878

1879

1880
1881
1882

1883

1884
1885
1886
1887

1888

1889

1890
1891
1892
1893

1894
1895
1896
1897
1898

CRL ©EE M OCF X.509
1.2.840.10045.4.3. [RFC3279],
2 Jtx| =1
signatureAlgorithm Algorithmldentifie 2(SHA256 £ 71T [RFC4055], =
g g r ECDSA 2125, [RFC4491] =5
M E oD o 778
signatureValue BIT STRING A EH o4

H 17 - OCF 2 X.509 Zt°| CRL ®E H|m

9.3.32 CRLS Q3L

CRL 9| QF YO0 [ISO/IEC 8825-1]0] &Moo=l ASN.1 I3 °o3E & (DER ¢
AHE EICE

kU
on
ok
It
o

9.3.4 Resource Model

Device Q1S M} 7§Q 7|= cred Resource O EREICH CRL & H7| 22 {X|3IE
H L O| crl Resource & AFESHA FX| B! AHAEICH

o
oz
1o
il

—

cred Resource = Device Of #3E QSAM FYEE ZaotCt. PublicData Property =

oI5 Mot CA QEAM NS ERSHCE PrivateData Property & ASMO| Moz AT Device
ol 7|15 EKSICt (/oic/sec/cred Resource Of Ztsh O XM|SH AfE2 MM 132 & EHZ3}7
HE2FCE)

oI5M H7| =& Resource & CMS & &3l FISE H7|E ABMe FES FX|St=0 A ECH
Device £ l_L1|7|._ CIEME 2BM B2 459 2= SCt. CRL Resource 7t 22
| ALt Platform Resource 7t ©H =52 [|A|St=0 S&E5HX| R 2T, Device = CMS Off 2|
H 7| MEfE ZolgjoF BtCt (/oic/sec/crl Resource Of g O XbMEH Atgt2 MM 133 2
SESCIMIC g = )

935 QUBM ZR2H|XNY

CMS (o: 3{E = ATDLEE)= 471 Device Of CH3H ASME LADCE CMS = Al QIS A 2

7| WS ZECh 2B ME a) self-signed if it acts as Root CA 2 SZ&st= 22 XM A
ZAO0|AHLE b) Sub CA 2 Xt 2% Az ABHM &2 CA o 25 MIE Zo|Ct
PRz QSN MM 9320 7|&E HAS 7O BHCf,

CMS 9| CA & Device 2| &70 7|2t 74Ql 7| &7 SE= AMStL, 0] CA ASMOf 28 MBE
Device © QIEME MABICL 12|1 LIA, CMS & J
CIEME MYBICE MEHo=z CMS & MM 932 of 7= StLt O] 42| role

== 04 =
ASME Hest= Z27F ALk Z role 2B MO subjectPublickey = Device Z M|
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1899

1900

1901

1902
1903
1904
1905
1906

1907

1908
1909
1910
1911

1912
1913
1914
1915
1916

1917

1918
1919

ofgfel AlEAO|M Certificate Signing Request (CSR)E= RFC 2986 2| PKCS#10 O Ho|x|x

o 7|0 F=gtt.

Client X|gt RO TSt ABSM HES SES I8 310 ZA[THCE

1. CMS 7| 2IBME L2H8ESt= Device ZE8EF CSR 2 ZAMDBICE 0] CSR O A, Device

2¥3t= UUID & FH O 7|51
S 712 EME mtergtet. 0

Y
r|o |-

£ oM, 7|7t EXIX| fo™ EHoz M7 7| HS M50 37| BE2E K
7| #2 ABMIL OCF ¢1Z02 AHE22 FstE22 MM 9323 % 11.23 0f

58 ciphersuites O Ci-S3l{OF oL

Device 7} APHO| TRHINYE 7| 48 7N UK @1 7| M Yy

ASME AHEE = QICH O] B, Device = /oic/sec/doxm 2| sct Property
XE 0 22 **E'%*OEN O|f3t AMME 2|1, /oic/sec/csr resource
R=lhs 27 E 2[HBHCH

s —

2. CMS7F 5%t credid & AFE3IA

q 2l OIF5 MRt CA M Ol2 X|™HEl Device 2
JHel 7|1ete| HHEZ [FX|THCE CMS ZEE Device 22| POST {0 =20 AZ|HA
1

ey
o

Lt

370 7|& SubjectPublicKeyInfo 0| 7| 2 $+C}. Device

IS0 ArESHY| fldl =St 7[EQ Z=H|AMEE A

A

A o
T m2

Do rr nr

rok

ne
rm

L

L

Lfo] 0x8 HIE

Jb =XSHR

Mgl A

O

Zototo 2 M, I8 31 oA AZ M| MEO AFE2E= F2|EHAE EFR (oic.sec.cred)O| role
ISl  HEHO=  AEEICH  OtO|HIEIE] QB M= credusage  Property

‘oicsec.cred.cert'2  EEMWAM  MZE[LD, role ASZ M= credusage

‘oic.sec.cred.rolecert' 2 MMM X E =Lt

Client-directed Certificate Transfer

Credential Management Service

Device

Property

The Cwnership Credential should be used to establish a secure connection.

mu

| 1 RETRIEVE /oic/sec/csr

2 RSP [{"csr":"<contents of CSR=", "encoding”:"<supported-encoding-type="}]

%]

"publicdata""<DER-encoded device and CA cerificate chain in baseB4="}]

UPDATE foic/secicred [{"credtype"™:8, "subject™ "deviceuuid”, "credusage”:"oic.sec.cred. cert”,

4 REP 2.04

Y

UPDATE /oic/secipstat [{..., "tm"="bx0010,0000", .. }]

6 RSP 2.04

A

Y

i 5

Credential Management Service

Device

a3 31 - Client X| & QASA HE
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1920

1921

1922

1923

1924

1925

1926

1927

1928

1929
1930
1931

1932

1933

1934

1935

1936

1937

9.3.6 CRL Provisioning
2ot AT R-_rL AWQ CMS (Ol: 3{2 £= AODEE)ZE H7| ASME

CMS = Device 2 CRL 2 ™ EsiCt,
otzgfol 215 A H| 7| 0|8+ Z Device Of| M CRL ZAlIQ| &Ql0| =IC}

. TR HHO

rE
oX

e Device 2F CA 7t9| 2t HA
e CIEAM 3

o Oi3dt= 71 712 #H& oy

dm
nE
ret
o
40
=2

CRL 2 AAMEO OCF HEHZIQS Z2E AUM2A 75T Device 2 MEE = ULt
X

o
Device = FOZ CMS O CRLE 8% &+ ULt

CRLE dAdtn dHSt= = F 7t 40| AL

e CMS 7t 2 Device 0 CRLE Y™ oz H™ESICE
Client X|2F 2 20| CHot CRL MEQ S EZ 18 32 0 ZA|THCY,

1. CMS 7t CRL Resource Property S Z{AistCt,

2. Device 7} CMS Off CRLO| MEE QHEIH, CMS 7t Device 2 7t& %29 CRL & ™ E$HCY.
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Client-directed CRL Transfer

Credential
Management
Service Device

The Ownership Credential should be used to establish a secure connection. L\]

| POST foic/sec/crl

[ terlid™ L |

| "update™”.", |

1 "cridata”; "DER-encoded CREL in baseB4"}] >

:-( RSP 2.04 !

| UPDATE Joic/sec/pstat [{..., "cm’="bx0010,0000", . J] |

:-{ RSP 204 !

Credential Device
Management
Service

1938 a3 32 - Client X|2¥ CRL HE
1939 Server X|gF T HOf Cist CRL MEol SEg 18 330 ZA|stC
1940 1. Device 7t CMS Ol CH3ll CRL Resource Property tupdate & ZASHC},
1941 2. CMS 7t K| E tupdate A|7H =0f AME CRL HEE QIASHH, Device 2 CRL 2 HEDHCL
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Server-directed CRL Transfer

Credential
Management
Device Service

The Ownership Credential should be used to establish a secure connection. L\]

! 1 GET /oic/sec/crl?tupdate="NULL" or UTCTIME

>
POST foicfsec/crl !

[ erlid™:"...", i
2 "tupdate™"...", |
"cridata™; "DER-encoded CREL in baseB4" I

3 RSP 2.04 '

o G S

UPDATE foic/secipstat [f..., "cm’="bx0010 0000", .. J] ||

'_( 5F5F 2.04 !
Device Credential
Management
Service
1942 g 33 — Server X| & CRL HE

1943
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1944

1945
1946

1947

1948

1949
1950
1951

1952

1953
1954
1955
1956
1957

1958

1959

1960
1961
1962
1963

1964

1965
1966
1967
1968
1969
1970

1971

1972
1973
1974

1975

10 Device S

Client 7| Server 22| X|otEl Resource O UM AL [, Server & Client & Q15 HCL WM A9
2H A0 Client = Server £ QZ3tC} Client = server 7F WA A X0 A AFEE £ Q=

—
StLE O| 9| role & THE =& UL}
10.1 CHHE 7] 32|HES AL S Device &

o150 CHE 7|E A2 M, Server Device & ServerKeyExchange MA|X|E ZFsn
psk_identity_hint € Server 2| Device ID 2 A7t Client & Subject ID 7t Server 2| Device
IDE AddE Ae|HMEZ 20 QU0 J2[HAE EfRO| pSK @ HAZ =helstct Q"X 2™ Client

| Lo—
unknown_psk_identity Ol2{ EE= 11 5| X Eot 022 SESHCL.

Client 7t A3t pSK A2|HMZ HHOHM, Client 2| Device ID 2 HHE psk_identity_hint £
Z&5tE= ClientkeyExchange HA|X[2 SETHCE Server & YX|3t= Subject ID 2 EtYES
Zotste 2SS 240 JAeX| &olsict OHX| 2™, Server = unknown_psk_identity &E+&
1 gl MHD o RER SEOCH YX|St= Subject ID 9F EtYE ZEdste A2(HEES X0
Ae AS &QSHH, Server = DTLS ZEREEEZEZ TIASHAM Client @ Server 7t A& Q1 premaster
secret 2 AFEBHCL

10.2 Raw H| CHE 7] 32|HE S A& Device AF

o150 raw H O 7|E AtEE M, Client 2 Server = Device 0Of HQIZE F2[EHEZEE O
At 37 7|1E€ ZEstct Zh Device & ME3E 374 717t #31 A A2|HE Q| PublicData
ZEot UX|st=X| Zolstn, AZ|HHEQl CHSst= Subject ID £ AFBSHAl I[O0f Device &
Aldsiot

10.3 Certificate & Al2%t Device 21F

o150 ABME A2 M, Client 2t Server & 2tZt MEIEl Q1T cipher suite 2| 2 EOE ESESEl
Je|HEo MEE ASAM MolS EESICE Zt Device £ I 0 Device O 2ls FO{El CIZ A
2+

Holg ATC Zr2to| 21F A M H2 ‘oic.sec.cred.trustca’ credusage & A& A /oic/sec/cred
7

Resource LHOIM S74 7|& &2 WIX|] HAFBEICL /oic/sec/cred O &2 AZ|EH A Resource =
ASM B2 ASS =5t AHEEICH £ 2o 2E ASA0 Oish = 7|12t X H 7| HEfE
2Ol ZIC},

Device £ of RFC 5280 2| Section 6 0| 7| &%l HAZ AT L12|FS [2t0f St E79,

o ZE Hl BTt JHH AS MO CHSH, Device = 7|2 M S&EX7F EXHstD SEX}F LIS CA
boolean O] TRUE 21X| =tQIotCt & SO StLt7t HZOIH ASM HAS HRESHOF Bhrt.
pathLenConstraint 2 =7} EXSIH, Device = O] AS ML} ST JHA QS M 7He| QS A

Z=7t pathLenConstraint O|5t2IX| =QIBtCt  £3|, pathLenConstraint 7} HO|H, O]
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1976

1977

1978

1979

1980
1981
1982

1983

1984
1985
1986
1987

1988
1989
1990
1991
1992
1993

1994

1995

1996

1997
1998

1999

2000

2001
2002

2003

2004
2005
2006

IS MO olsf FEH M S MBH LS = UL} pathLenConstraint HEZF EXfSHX]|
(@]

ot

B JHH B MO| CHSH, Device = 7| & A EXfSELD keyCertSign
X

e Device = Authority Key Identifier ZEXAIE AN &l ABME UK5HA e +
ALt Device = O] &&A7L QICtD M QABSME HEY = oo, iAo FH HEO
Of ASAMel LAX HEDN Lo 7tsT LA ABMe 37 7IE AMEBM AS5S

Al & 38fj OF BhLt.

o Mo FEH JHH ABMZI HMIEHe SHO| XS Extended Key Usage (EKU)E
ZSt=XE =Qlottt EKU EFEAE gle BT WM S M= ofbst SHe=zL
FBOHX| o, m2tM HHEEI0foF $HCE anyExtendedKeyUsage OID (2.5.29.37.0)2
ZEstE QBAME CHE f8% EKU E 210 Aozt AFES|of shCt.

EKU"E HSeHOF ohet A2l Ljof X

.|
M Aol MEEl= %E,oﬂ s 2% 729
01

§|-7t|-x|.§ E'é'l-'é‘l.:l_ 5” C}

=

o
She -?|3._F EKU 9I 2Pt 555 ZOioF SHEh EKU

= o
A AZME BE SHO| o) faoto
<

st o it |
ox o0z o o

=
=
ro
ol
x
o

O

o8 =2
== |

Jhu
=
H
rm
rn
o
O
rir

M 9.3.2.20f ZelECt

Device 7t =& Xt
Device £ 213 A
ASME FZHAM X2 E TIE|0

ot Ae2|E[Z EEE ZASiOF BHCL
Ct. O] ®EJ} FALSE O|H, Device &
FotCH Ol A2 AQ LHe] 2 E QB A0 %

O] =7t TRUE O|H
gnxp} o= 7-|x1a4

gEiC}

=
AL
ot
F ASM H7| HAHLIFZ2 O] AlgA el S ol #elo ZetsX| W=t

10.3.1 QIZME A% Role @A}

O AIMOof A M role 22|HEZ ATt server O CHSt client 2] role &0 CHo A H oL}

L o= A
[ o = O
SA A2[HE Bt S X -ASHA| B2, client = 2SAME AEA role s FHHME

server 7} @l
Qt=IC}.

AZSME &3t 2F0| 0|0{A, client & ALESIIA}L St= role YBAME AFESHA server 2| role

= = 5
resource & AUE2EM BtLt O[HO role & FEY + UL role AZ[HE2 ASAM
Az2|E0[ofoF oth, QABAM H QS ZEBBCE server = MM 103 of 7|&E Hiet Z0] ZZto
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2007
2008
2009
2010
2011
2012
2013

2014
2015

2016

2017

2018

2019
2020

2021

2022
2023

2024

2025
2026

2027

Az|HA KOS HBTICH LS Device 2SO AFEE BT K AS A2 7 7|l EE role
(BT 7HA) ABMe S0 7|t LX|sloF SiCh =k otLet, BT WM Q1B Q| FA LY YAHID
role 2EME ME LXgiof stot FHE role 2 2AB MO subjectAltName =&AL L
OIFYEICt subjectAltName EEE S0 tS 7HE = UA0{A, ¢ °._|§A‘|E client Off M &%
2209 roleg 2AFLT # ULt server = role 21Z MO EKU SHEXIZF 4F 1.3.6.1.4.1.44924.1.7
(MM 9321 EXZ)2 ZEHM ASMIt role & FIEH AFEE £ JeEXT oIt OE
34 = client Device 7t server O] L3l role 2 TSt YHE E0ECH
Asserting Certificate Role Credentials
Client Server

A secure connection must be established using a cerificate credential to authenticate the client E]

IUPDATE foic/sec/roles
[{IICI_EdidII:II n "Sub" n n III:IEdt:,IIpE B
"phdata™ " DEFE encnded ||:|Ie and CA ceﬂifcate chain in baseB4",

1 "roleid": " authnuty" "Optional Authority Identifier”, "role”; "16-byte octet string"}, :
Dwnls" n n :
) >
< 2 RSP 2.04 :
Client Server
A% 34 - QS M role A2|HMEE A2 role AL
8 34 H|2

1. 892 M3 LEtLlE "204 No Content" HE& 022 LIEtLHE 4xx & =T
St

b

server 7} Q1Z A A2[EHE S X|StX] X2 M "501 Not Implemented"E 2| H3|{OF $HC},

2. clientof ol = e
role 21ZMOl §& 7|7ZtS =ute = QICH MEZ2 CRL BEJI =255
= o

Lol ASME &M, ASM7t H7| £ BEREA2H role & X7

_I_

Fif

server = client Of 2|3t BIRHSH role O X FHS m[st7| s HO| OFLl 7|zt
SICH CIEAMO| & 7|7t2 0| 7|2 A%t
x

|
T A=F 5= A0| BtE

3. MY ZEUAM M= HolEHe A2 Ae|HEC FE0|Ct (oic.sec.cred, E 23
CIOIE Ol & credtype 8 (AIBME 7}E|9,:I o] =&t
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2 server Off ol MEHE 7|7t St RX|E == UL} O] 7|7+
E|™, Joic/sec/roles
S

= g
EM CMS 7t 0] 7|Z2t2 Eatyoz

ES)
5|1 PrivateData EE= ZXoHX| &=
oic.sec.cred X Qt ABSMO| FSELE ZEO CfshME AS A9 Zro| HBO AF%E.JEP.
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2028
2029

2030

2031

2032
2033
2034

2035

2036

O & =0, 22|HHE0| Period ZE7t HYE0 ULH™ server = ASA 9
MEIZ = e ASE FHIFGOF CL roleid HIO|E (authority, role)Of
OR&7HX 2 M EIC

4., QB ME 33 311t 20| ARLYECt (base64 2 DER QAL E QS A X Q).

5. Client = /oic/sec/roles resource & FSollA O|M0| FEME role 2 I
Ae|HA Yol HfEO| 2|HE|0{oF otCt HX| HZAEOf AFE Client 2 OO
LHSsle R ASA 7t g™ Hl B Y (F, [1)0] 2| E &[0 OF oL},

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved

|8 7its
CHol M =

=

E|of

97



2037

2038

2039

2040

2041
2042
2043

2044

2045

2046

2047

2048

2049
2050

2051

2052

2053
2054
2055

2056
2057
2058
2059
2060
2061

2062

2063

2064

2065

2066
2067

11 AR #2438 R 7|28

Client 2t Server 7tQ| HQt SAM2 HAIX] 7|2 d S FAMHE

=Y, ¥ X%, £ HAX HYOELH BsEt

=

|S5ts Ho HHLUES AHESiAM

111 DTLSE MESHMHA ES

Device & [RFC 634710 Hol& HOQt SAS ?I8t DTLS & XL TCP E AtESH= Device =
St OAIX] SA2 st 24 £&= M

[RFC 5246]0 Hol& Eot SAS 23 TLS v1.2 E X[ &
=

cipher suite 2| 252 M4 11.2 & §x517] Ht

—_

OCF Device = (D)TLS HZF 1.2 O|&& K| &30 S5tOH, BT 1.1 O|St= X|&ASHX| QEOFOF BhLt.

T HEIFHAE MM Q|0 = O FO| security A|2A 0= FOlZ|X| gt=Ct

11.1.1 |HIHAE MIYd 2|oj

Client 2t Server 79| FLIFHAE HA[X[O]| CHSHM = FZ 2| Device 7t &= QST Device

oIS 0l 2ot REMeh Abgt2 M4 10 & H=0H7| HEgtCf

Client 2t Server Zto| EQt JFLIFHAE HA[X|0= MM 11.2 Q| cipher suite & AL&%tCt &4
Device = MEHSE cipher suite O HolE HE HAIXIE =3t & 2AFst, F=41F Device
HAIXIE XNe|st7| Hoj| HAIX|E BEstn S22} 6fjof St

e %

11.2 Cipher Suite

A& S7tEl cipher suite & HAHEAEQ el E2tE = QUCE O MMM = Af3H O[™IL
sdHQ2 & F0 3{7tk[= cipher suite & LtE itf Ct2 29| RFC = OCF O|AM A E|= cipher
suite Of 23t =7t HEE { 2T}

[RFC 4279]: (D)TLS Ol M AN 23§ 9| (PSK)2| A& E2 T THC
[RFC 4492]: (D)TLS Ol M Ef@l =M 2= J7[HO| AR 2 173 SHC}
[RFC 5489]: Et® 3 Diffie-Hellman (ECDHE) S PSK & AtE3lE cipher suite 2 AIES

- Bt
[RFC 6655, 7251]: ECDHE 2F 274 AES-CCM 2 E cipher suite & T8 2tC

11.2.1 Device 275 3# O|HZ {8 Cipher Suite
11.2.1.1 Just Works 4| Cipher Suite

Just Works OTM 2 C}2 9| (D)TLS cipher suite & A2 4= QUCt
TLS_ECDH_ANON_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_ANON_WITH_AES_256_CBC_SHA?256
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2068
2069
2070
2071

2072

2073

2074
2075
2076
2077
2078
2079

2080

2081
2082
2083
2084
2085
2086
2087
2088
2089
2090
2091
2092

2093

2094

2095
2096
2097
2098
2099
2100
2101

2102

-—

Just Works OTM € X|¥dl= B E Device = Ct28 F3stL}
TLS_ECDH_ANON_WITH_AES_ 128 CBC_SHA256 (%} OxFFO0 AI&)

Just Works OTM 2 X|¥38l= B E Device = CI22 F3o||0f $tCt.
TLS_ECDH_ANON_WITH_AES_256_CBC_SHAZ256 (it OxFFO1 Af%)

11.2.1.2 Random PIN ¥4 Cipher Suite

-

Random PIN 7|2t OTM 2 C+Z9| (D)TLS cipher suite & ArE&% 4 QUL
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,

Random Pin 7|8t OTM 2 X|&St= 2 & Device & LSS F#oiTHO}

TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256
11.21.3 S M W4 Cipher suite

HZ=XF Q1B A 7|8 OTM 2 CF2 9| (D)TLS cipher suite & AF&E &= QUCH
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM

ChE2ol HEE ALE3iA
secp256r1 ([RFC4492] & xX)

HzZ=A 215 M 7|8 OTM & X| &3t B & Device = CF28 TS
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8

MzZ=X QIS M 7|8 OTM & X[ &|St= Device = L2 7R5HO0F SHC}.
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM

11.2.2 L™ 7|8 Cipher Suite

L2 2| cipher suite &= PSK & At&35t= (D)TLS &40 Cish ol =t
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,
TLS_PSK_WITH_AES_128_CCM_8, (* 8 OCTET /& Ef1 *)
TLS_PSK_WITH_AES_256_CCM_8,

TLS_PSK_WITH_AES_128_CCM, (* 16 OCTET 215 Ef1 *)
TLS_PSK_WITH_AES_256_CCM,
F: BE CCM 7|4t cipher suite = 215 S /8] HMAC-SHA-256 &= AH&3%HLCL.
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2103
2104
2105
2106
2107
2108
2109
2110
2111
2112
2113

2114

2115
2116
2117
2118
2119
2120
2121
2122
2123
2124
2125
2126
2127
2128
2129
2130

D E Device £ LSS T3 SIC}.

TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,

Device = Ct22 T+ OF SHCL.
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,
TLS_PSK_WITH_AES_128_CCM_8§,
TLS_PSK_WITH_AES_256_CCM_8§,
TLS_PSK_WITH_AES_128_CCM,
TLS_PSK_WITH_AES_256_CCM

11.2.3 H| O’ 32| & Cipher Suite

CtZ2l cipher suite = Hl tE 7] £ QS ME AFESt= (D)TLS 410 CHal 2l & T

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8,

TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,

TLS_ECDHE_ECDSA_WITH_AES_128_CCM,

TLS_ECDHE_ECDSA_WITH_AES_256_CCM
Cheol HEE AHESHY

secp256r1 (See [RFC4492])

H Y 32|HHE S X|}St= ZE Device = LSS #H SO}

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8

H O 22|H 4 S X|Sts 2 Device = Ch2E TadHOfF shot,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
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2131

2132

2133

2134

2135
2136
2137
2138

2139

2140

2141
2142

2143

2144
2145
2146

2147

2148

2149

2150

2151

2152

2153

2154

2155

2156

2157

2158

12 UM A H O

121 ACL 44 5! g

O MM2 Ctg To| AP0l =g o Folct.

122 ACL H7I U Al

Server = QEXIOA =EA|7|7] H0j| OfZ2[# 0[H Resource Of CHsH °”A1|* X1|01 Al ST
2ot IEZ Foff WNAE F4I5HH, Server LHO| Security Layer = S™ALE QABTHCL "FTH"2
22le Y5 E 2EA= QEX2| OFO|HE[E], role & S83t= ACL =2 DngO” Al-%EEI = AL
E=, FH ALEIFEE ABSHM ASE FAE ¥ = ALt

HOt TEZ Egf @FO0| £AIFMH AHO| QMXIO| FH QJUEIIE DAL AFRSt= ACL

QX E Resource 7F ACL 20| OjXE[X| fom AMMAT HFEECH (F: Security Virtual
Resource 09 WM AT ACL Resource o ZZH|XMIO| AMA S7tE= ER7t J}= Device
220 2#HE EMHE o7k ULCH)

2 MO ACL (5, /oic/sec/acl2)2 Resource reference 2| HiE S At23|A ACE2 WM A HEOQ|
HEELEl= Resource & O &StE= resource OfE Z12|EZ At8dt= Access Control Entries
(ACE2)9| HHE S =Zststct OjE 2 ACE2 "resource" Property 2 Zt (MM 13 #Zx)9t 2FE
seResource 2| H{nE &3l O|FO{ZICt Resource & L2t €2 F 7tX| YW= OjH E O}

1) host reference (href)
2) resource wildcard (wc).

12.2.1 Host Reference Oj &

ACE2 DA 24 Lfof| EXfSt= 42, Host Reference (href) Property 7t Resource Of & 0
AL ElCH

- href Property & EX{5I™ Resource B Fatsot IjA S & 7| sl AHE Z[0OF SHC},

12.2.2 Resource tYEFIE Of %

EXste 420, ALEIIE (we) EHS ALESIAM oic.sec.ace2.resource-ref 70| ZatEl
QA ETFIE opertyg AI23510 249| Resource £ Of A S| Of SHC},

AUAETFIE EHS AIEE O 2 M oic.sec.ace2.resource-ref T+X0| Z & E A JAEIFIE Property &
Ar&SH A =4=2| Resource £ Oi&E = UCH Ct3at 22 JALEFIE O1E AEZO| FOE T
2E¥Y 23

"+ RE YA Jt5 resource Off Of & EICt
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2159

2160

2161

2162

2163

2164

2165
2166

2167

2168
2169
2170
2171
2172
2173
2174
2175
2176
2177
2178
2179
2180
2181
2182
2183
2184
2185
2186
2187

2188

2189

2190

2191

2192
2193
2194

g4 2715 resource Of Of & =T},

rln

B
B2 E resource 0O Oj & =ICt,

H 18 - ACE2 1Y EFIE | AE™- M

HlD: A %W% resource = CF2 collection resource Off LIEFE &= QUX| Bt /res collection Ol &
LIEFLER] = HHHO|, 2 A 745 resource = /oic/wk/res Resource 0O LIEFSHCE

1223 CHE 7|& 0¥

ACE2 “resources” Property 7t &9 AEZE =ZotstH 2t HiE 240 Cisf =2 OR 7t
HEgL|ojof stCt, G2 S0, “resources” Property 2| X H® H{Y 247} ‘href="/allight'S
TSt “resources” Property | & HA| HIE 2 AT} ‘href="/a/led"E ZESIH F ‘href 7|Z 5
Of = StLtol| Of & k| = Resource 7t O§ & & Resource & 20| Z gk k|0fOF SHCt,

O 1: Resource OH&AZ 23 JSON
{

/IMatches Resources named "/x/doorl" or "/x/door2"

"resources":[

{
"href":"/x/doorl"
h
{
"href":"/x/door2"
b
]
}
Example 2 JSON for Resource matching
{

/I Matches all Resources
"resources":[

{

12.2.4 QAUEIFIEE AESH FH OfH

ACE M7} 2 EIIE AEY 22 X[ZE O M 2E QFAIE O Y ECE OCF server
OCF client & 215E & UKL ASSGEET @7 &= A2 OFL| Lt

of: &M A== OfdS 2T JSON

/Imatches all subjects that have authenticated and confidentiality protections in place.
"subject” : {

"conntype" : "auth-crypt"
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2195
2196
2197
2198
2199

2200

2201

2202

2203

2204

2205

2206

2207

2208
2209

2210

2211

2212

2213

2214
2215

2216

2217

2218
2219

2220

2221

}

/Imatches all subjects that have NOT authenticated and have NO confidentiality protections in place.
"subject" : {
"conntype" : "anon-clear"

}
12.2.5 Role 2 A%t FH| o H

ACE X7t role 2 X[FE[O| Y2 H, CHS 1

-

42 420 ™Kt o " =Lt
1. QFX7F oA 7] Jg|HE82 AFED I2|HAE resource 2 AZ|HAE T=9| roleid
Property LHO|l role O] Z=X§5} 7L},

2. XX ABME AFED HIb Ao 28Xt AAEA 37 7|2+ 2H role resource LHO
283} role QAEMIF XS M. role QIS MO AZ=LS MM 10.3.1 0 XOo|&lC}.

1226 ACL "7}

OCF Server = CI21} Z2 A|REAZ DjAS $8St= ACE2 OfA &1z

ol
mjo

N2
1o

rot

C}.

1. /oic/sec/sacl Resource 7} =Xt A‘I':”OI NI3™Mo=z 74"E|D4 Ol ACE2 20| 3
CHAOIAM 2Z ACE2 &59| & | 2
O|O|M =[ATHotH MBS AT

2. 2Z Joic/sec/acl2 Resource £ Xt219| ACE2 252 OjHOf| XS THLCL,

3. Ct2e BE 7|&0| BHFE|H HMATH SIHEICE

a. SHXI7t ACE2 "FH|" Property Of 2|sH Of & =IC},

b. 28 &l Resource 7t ACE2 "resource" Property Off 2[ai DH A Z|1 @ H &
Resource 7} 22 Server &0 =Xi$HCt

c. "period" Property M| 20| 2t E L},
d. "permission" Property X 20| M & &IC},

H|ZD: 549 ACE2 &=0| Resource 280 fAHEMH ZE OfjE ACE o S22 R2& {7t
HOo|stCt of& £0{, Perm1=CR---; Perm2=--UDN O|®, UNION (Perm1, Perm2)=CRUDN.

Server £ 72 5|7t& EUZ HMNXLE AlASHCL
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2222 13 K@l Resource
oic.r.acl2 oic.r.acl oic.r.amacl oic.r.sacl
Resource Resource Resource Resource
aclist2 aclist resources )sAiCIr:Sattzure
rowneruuid rowneruuid g
oic.r.doxm oic.r.pstat
Resource Resource
oxm dos
oxmsel Isop
sct fr:]
owned om
deviceuuid m
devowneruuid rowneruid
rowneruuid
oic.r.crl
Resource .
; oic.r.roles
oic.r.cred crlid
R ! Resource
—_hesource | thisupdate |
creds cridata rofes
rowneruuid
2223 2 35 - OCF B QF Resource
2224
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2225

2226
2227

oic.r.cred

creds
rowneruuid

Resource

pubdatatype
Property

encoding
data

—_————
creds
Property
credid :
subjectuuid privdatatype
roleid Property
credtype
credusage _| encoding
publicdata data
privatedata handle
optionaldata
period
cms
optdatatype
Property
—3 | €ncoding
data
revstat

aclist2
Property

oic.r.acl2
Resource

aclist2
rowneruuid

13 36 - /oic/sec/cred Resource ¥ Property

subject
Property

subject
resources
permission
validity
aceid

didtype
conntype
roletype

resource
Property

href
rt
if

wc

1% 37 - /oic/sec/acl2 Resource ¥ Property
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2228

2229

2230

2231

2232
2233

2234

resources
Property

oic.r.amacl
Resource

subject
resources —— |esources
permission
validity
aceid

13 38 - /oic/sec/amacl Resource ¥ Property

oic.r.sacl aclist2 resources
Resource Property Property
aclist2
signature subject href
resources AL
i permission if
validity wce
¥ aceid
signature
Property
sigtype
sigvalue

13 39 - /oic/sec/sacl Resource U Property

13.1 Device Owner Transfer Resource

/oic/sec/doxm Resource & Y &HO| X| A= Device OTM 2 ZESIC

Resource discovery Z2M A= O] A|ZMO| ZehE HOF Resource F2lo| Y2 XI &=

CRUDN X2 &3t}

/oic/sec/doxm Device OTMs oic.r.doxm oic.if.baseline Device 289Xt S|
O|H & X|&3t7|

2|3t Resource

H 19 - oic.r.doxm Resource 2|

OTM oxms oic.sec.doxmtype | Hj ¢ o R 223 oA
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OTM
Selection

oxmsel

oic.sec.doxmtype

UINT16

of

RESET

RFOTM

RFPRO

RFNOP

SRESET

RW

Server = (4) "oic.sec.oxm.self"&

2detet.

O 4z nx 9
> oox o2 o Q
oy o oo
[ T

T

e

k>

40

>

L

ra

=

rax

°

o
0
<
o
N
>
='=I=I
Ot

Supported
Credential
Types

sct

oic.sec.credtype

bitmask

of

Device
Ownership
Status

owned

Boolean

T|F

of

RESET

RFOTM

RFPRO

RFNOP

SRESET

Device
UuID

deviceuuid

oic.sec.didtype

of

RESET

RFOTM

RFPRO

RW

RW

s

o on
£ g9
oo | oo

2
ol
£
dlo

Server = RESET 22 HMatg
Ujopct ct2 2 Al random UUID &
Tt

HOFA[X O MMO| FHEL
Lt™ DOXS 7F dEish gfo 2
AAlSHCt of 2
PROPERTY_NOT_FOUND =
d4ls HmstH, DOXSs &

Server 7t M 33t= 4fE
ZorS 0| ALt
/doxm.owned=FALSE 2 AAlSt
NHME Z=3otct

sie el

dlo
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2235

2236

2237
2238
2239

RFNOP | R |gjet gie
SRESET| R |sjgtgle
Device devowneruuid | A £ 2 uuid off Server £ nil uuid {22 ML}
Owner Id RESET R
(0il: "00000000-0000-0000-0000-
000000000000")
Hot ARXE O MAMO| &1
RFOTM | RW ’T Tems
LI DOXS 7t 2t &gt
RFPRO R |sig g
RFENOP R |3 gle
SRESET| R &g gis
Resource rowneruuid | Ae 2 uuid off Server £ nil uuid {22 HYsICt
Owner Id RESET R
(0il: "00000000-0000-0000-0000-
000000000000")
2 [XFO|™ MAMO| d3He=
RFOTM | RW |Fd&™ DOXS = rowneruuid
Property & T3l Of $tCt,
RFPRO R |8 els
RFNOP R [siE Qs
DOXS (/doxm.devowneruuid
Property & 9l #X)= &%
QISE 2ot o] 2 EH
resource owner Property &
SRESET| Rw |Z5dtd, 2astH, A Lsof St}
Rowneruuid 7 &%t DOXS
device identifier & £ X3lX| Yo ™
Server = RESET Device &E{ £
oot
H 20 - /oic/sec/doxm Resource 2| Property
Property Property Value Value oA Device AME} MA BE M
Title Name Type Rule
Device ID uuid AEZ uuid o RW - uuid Zt

oMaol2

A
1o
Ot
k1
o Ml
HU My
4T r
m
_Y_
0'!‘
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=

StCE O] Property Ol &2
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2240

2241

2242
2243
2244
2245
2246
2247
2248
2249

2250

2251
2252

2253

2254

2255

2256

2257

2258

2259
2260
2261
2262

2263

2264
2265
2266
2267
2268
2269

2270

OTM 9| MEHO]| O|O{Af, oxmsel Property & AtE3iA &=l ¥E0| /doxm Resource Of & & =IC},

OTM 2 MZ=AF = 7|7 & ME017| #leh URI & EF SR & R 2 &L

<DoxmType> ::= <NSS>

<NSS> ::= <ldentifier> | {{<NID>"."} <NameSpaceQualifier> "."} <Method>
<NID> :: = <Vendor-or-Organization>

<ldentifier> ::= INTEGER

<NameSpaceQualifier> ::= String

<Method> ::= String

<Vendor-Organization> ::= String

OTM O] 3™ o =2 2=2E|H, owned Property 7t 1" (TRUE)Z HFECt 1 Zat,

o o
Device 2| &7 HZ F S5} TIC.>_F 0|29 A== AOfistA .

el
ol
ot
rr

Server = /oic/sec/doxm Resource 2| devowneruuid Property 7} non-nil UUID #4422 ZAHAIZ|™
X|&™ £ = 8 X|£H deviceuuid Property & == A|7{ Of $tC},

DOXS £ /oic/sec/doxm Resource 2| devowneruuid Property 20| non-nil-UUID {22 AMED
LI AL =l joic/sec/doxm Resource 2| deviceuuid Property & RETRIEVE St= Z40| £LC}.

Device MZXXt= Device identifier (deviceuuid)Z} XI-’—'T- O|ALL (A4l 27h H X[£HQl Aoz

(=72 Ol MH|20 ol5f A4 7ts - ak.a DOXS) EHEFSHCf

loic/sec/doxm Resource 2| deviceuuid Property 7t X|£ZXQ Zi0|H UPDATE 282
PROPERTY_NOT_FOUND O &2 AMjs}A E=lCt,

loic/sec/doxm Resource 2| deviceuuid Property 7F H| X|£ZXQl Zi0|H UPDATE f2%XO0|
dEH2R A1 device 7t RESET & W{7HX| DOXS of olsf XM & 2tol 7| &Lt RFOTM
Device &EfO A /oic/sec/doxm Resource 2| deviceuuid Property 2| UPDATE & A I{5IH device
HEl= RESET 22 H™3tE|11 Server & /oic/sec/doxm Resource 2| deviceuuid Property 2| #f2

nil-uuID (0l € 01, "00000000-0000-0000-0000-000000000000") 2 A 8| OF $HLC},

device 7t X[£H £= 8F X|£XQl Joic/sec/doxm Resource 2| deviceuuid Property & Z=X|0f
ZHA 90| device 7t RESET Device AEfZ HgtE MjOiCt Server O 2|3l /oic/sec/doxm
Resource 2| deviceuuid Property € &% Al random UUID 7t == EICt YAl deviceuuid f2
DOXS 7} ¢t oTM ZE 7MY W7HX| device HEN7F RESET &EfQl &2t X RFOTM device
MEf QI St AL EICE DOXS £ /oic/sec/doxm Resource 2| devowneruuid Property #t0O| non-nil-

UUID 2o 2 A e LM A=l /oic/sec/doxm Resource 2| deviceuuid Property & RETRIEVE
St= A0 ECt.
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2271
2272

2273

2274
2275
2276
2277

2278

2279

2280

2281
2282
2283

2284

2285

2286

2287

2288

2289

2290
2291
2292
2293
2294

2295

2296

2297

2298

2299
2300

2301

|

/oic/sec/doxm Resource 2| deviceuuid Property & X|Z A Ql Zf (5, OCF interface € &dff 44
= Qle) B U X|5HQ 7t (5, RFOTM Device & Ef 59 OCF interface & &3 DOXS 0| 2|5

/oic/sec/doxm Resource 2| deviceuuid Property 2 A4l 7ts8h 2 =& A|7{0F Lt

o
[

—_

Ol BhEE[X| Qf= YAl 242 DOXS 7t E2 OTM A& S #4512 devowneruuid Property £ non-nil
UuID gtz A4g mi7tX| Device Of 2lof ==&0{0f otCt 0|20 (RFPRO, RFNOP, %
SRESET Device & E{0f| A) /oic/sec/doxm Resource 2| deviceuuid Property = 21Z = 2 " X0 A
X&EHel Es g XSH g2 37080 st H| ASE FXO|A BEEX| e YAl U2
S 715 OF BHCt.

IZZO[HA| 2t3 D A0 25 O XpM|SH Abeb2 MM 13.12 & FESH7| Hi 2t

—

13.1.1 X|&H 89 8 X|&£H Device Identifier

Device M ZAt= device identifier 7t 714 E0| oo HFE = Us AAX 2HO AHAXE
ZEeitt. 292 OIH AYM= O|F XI£HHQ device identifier 2t $HCh DX o™ bt
X|&H 9l device identifier 2t $tCH. Ch21dF 22 Ul 7§9| device identifier 7t X|&%& e dHE
XN&HQl Aoz 7hFEICh:

1. /oic/sec/doxm 2| "deviceuuid" Property

2. /oic/d 2| "di" Property

3. Joic/d 2| "piid" Property

4. /oiclp 2| "pi" Property
13.1.2 Device Identifier & ¢Igt 2 D2{Atg
Deviceuuid = Device 2| 2240 ALEEICH 1 29| identifiers (di, piid, % pi)& =240
Z+HO|X| YCh 22Y MH|A (aka DOXS)E 22 YE= Device 7t AIEH £ H X&HH
identifier & AIESI=AE MEXHE YX| XY #+ UL HER/KI A2([%s XEH £ bt
X% HQl device identifier O Cigt M= =E 7tE = QUCH Device 7t X|£& E&= gt X|£H5HQ
deviceuuid €& Z=X= dAE A 22N & 5= ULCE
loic/sec/doxm Resource 2| "deviceuuid" Property 7} X|&H 0l Z40|H 2K & 50to| M Aot A|7]0f

o
AT UPDATE 2782 ATt =12 0fof CHol HESH of2f SE Ol s TICt

L HE S0t0|| deviceuuid 2| ZAAES A|ES}7| {3t HAEDSH A|7| = Device MEf7F RFOTM 0|1

/oic/sec/doxm Resource 2| "deviceuuid" Property 4£0| non-nil UUID %f2 7tE [ =X BHC,

/oic/sec/doxm Resource 2| "deviceuuid" Property 7} BF X[|£HQl ZO|H O|E BRZAL7| Qs
PDATE 2X0| d3g WXl E&

UPDATE 2%0| 42Xoz 3%l 50| Device = S
7

U
[==]
Device ME|7} RESET 2 MStE W7HX| Ht X| & ZF2 7| A s} of st}
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2302

2303

2304

2305

2306
2307

2308
2309

2310

2311

2312

“deviceuuid’0f| 2tot 71X QI S22 MM 13.12 £ &I 5}7| HE2HCE,

13.1.3 OCF ™9 OoT™M

Value Type Value Type URN EH U (ED) M
Name (M)
OCFJustWorks | oic.sec.doxm.jw 0

just-works &2 anonymous Diffie-Hellman 7| &2 ZZ2 EZ 0|
O|Edi A DOXS 7} A7t Device 2| A7 HE FHE &= UL E i
RN HM 2 FZ= DOXS 7t Device 2/ X2 QI EIL} just-works
22 Device to the DOXS 0| CHSH Device & 2155t1 OFXIHX| 2
Device 0| L3 DOXS € 21535t=0 At &l= S+ HI2
M HBLCL Device = DOXS 7} Device 2| 2338 F S35l =2 o1,
CHE DOXS Of 2|5t O|= 9| A/ & F5 A= HIfstA &t

H| 11

1 just-works W2 S S AR 34 T 40| EIC} [MEtA, O]
2 AM8E WME 22 222 MI3H7| fleh AP Ci&0|

stk

P}

39 0
U

o
-

OCFSharedPin | oic.sec.doxm.rdp 1 Device 7} TS @] X{E & E3) DOXS 2 MEtE|<= PIN
22 MMotct, Y LY Diffie-Hellman 7| 2ol Z2EZ
Ol PIN € 2 R3t=E F9otCt. DOXS of 9f

!
A Device Of device 28 HS T £ 9288

Jor» 41| @ oF

B o 4o >
ir g

OCFMfgCert oic.sec. 2
doxm.mfgcert

=
v]

x
0z -4 o
Ot

evice = Device 22 2 A|0] Diffie-Hellman. 1 2H0]|
=0 AH8 Z|= H| CHE 74l 7| E ESHM HAE = He =2

ZHESCE M =Xt Q5 M £ Platform 25} HE U O B0 Hot HE
Fag mesyof St

OCF Reserved <Reserved> 3 o ok

OCFSelf | oic.sec.oxm.self 4 HZXHS /doxm.oxmsel 242 (4)2 AH B} Server = RESET

Device & EfZ T2t Al0f O] gtE (4)2 2|4BiCt.

OCF Reserved <Reserved> 5~0xFEFF OCE AF2S 2|3} of 2t

Vendor-defined <Reserved> OXFFO0~0OxFFFF HZEX EX OTM AFR S Q|8 o2

Value Type
Name

H 22 - oic.sec.doxmtype Property 2| &

13.2 3A2|Hd Resource

/oic/sec/cred Resource & Client & A5t MH|AE X|Jot=0 ALEE= I 2|AEET ofL|2t

Client Off CH3lf Server & Q& 3st1 MHAE X|JSt=H AM8Ll&= A2|HEE EFotCt

OCF framework Ol M= ¥ At 37 7|, H THE 7|, 215N 52 Z&st= 2 I2|HHE B0
O1Z5 AEE HSE2SEMN Client E

5|8 EIC} credential Resource &= Subject UUID & AHESiA 215
|

AES D QIASH MH[AS X RIBHCL

—

"creds" Array Property & #2|5}7| 2|8t interface & M&3t7| 2|8, oic.r.cred Resource 49
RETRIEVE, UPDATE, ¥ DELETE &2 Chgat 20| O|R0{ZICt,
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2313

2314

2315

2316

2317

2318
2319

2320
2321
2322
2323

2324
2325

2326

2327

2328

2329

2330

1. RETRIEVE & 7| & Property (O: 712! 7| CIO|E)E MEfst= HS

I My

Resource ¥ S 2| ESHC}
2. UPDATE & Ct21t Z0| UPDATE X1 s HEE BN ZTE Property £
CHAISEA Lt Property Off 3=7h8HCt
a. UPDATE E®# 0| "creds" array Property & Z &5l H,
i. 71&29 "credid"?t €X|E= “credid"Z2 HIE creds = 7|E2| “creds"
I LHO| CHE38t= cred & b S| CHA SHCL.
i. "credid" 90| M3%E creds = 7|E9| "creds" HIEO| F=7I%|1, Server O
Ol 18]t (cred Resource O CH8H) "credid"7t MM E O A3 cred O
SHEHEICE interface O 28 ME FMAI7|1 FT =UHE 23A7|7] fl6h
MHM =l cred O] "credid"= X AFESHX| %=Lt
i. 71&=9 "credid"?t LX[SIX| %= "credid"'Z2 MEIE creds = HIE

"credid"E AFESHAM 7|E9| "creds" HiE 0| FItEICE

3. HOo| metolg 7t gl= DELETE = A "creds" Hi@2S AA|SHK|EE oic.r.cred Resource &
AR SER| QL.
4. StLt O &2 "credid" Q| L2tO|HE Z&= DELETE £ "creds" H{EEHEH HSste
credid & #= cred & AN|SHCH
1A URI Resource Resource Type ID Interface M o s AE
Type Title Crtr 2h
/oic/sec/cred Credentials |oic.r.cred baseline Device 1%, Z4Z 4l [|0|E | £ OF
CLE R RETIEEES
Z&35H= Resource
H 23 -oic.r.cred Resource 49|
Property Property Value Value A |Device AMEf| M A L=}
Title Name Type Rule
EE=E
Credentials |creds gié:.sec.cr HY of RESET R Server = M XX} 7| 24X oz MASIC},
RW MZHOl OTM 0| DOXS 0O 2|8}
RFOTM cen v
HYECL
RW ‘d&HQl 21F 20| CMS (/oic/sec/cred
Resource 2| rowneruuid Property £
RFPRO N N
Soll &Z)0f ofsf H7FEICt. vertical
resource Off CHEF AN A= FX|EICH
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2331

2332

2333

2334

2335

Property
Title

Property Value Value
Name Type Rule

TE
i

Device &FE| A& =)

RENOP H& ACE & %2 M vertical resource O
il A7

-

RW EOt NM0] M &1 Server 9 DOXS 7t
Q1 ZE|™ DOXS (/oic/sec/doxm
Resource 2| devowneruuid Property
SRESET = /oic/sec/doxm Resource 2|
rowneruuid Property & Sdf| &X)=
creds &=2| FZHS EItalof st
o

o=
creds 52 A4Mg 5

Resource
Owner ID

rowneruuid A

lul
o

uuid of RESET R Server = nil uuid 2! (0f1: "00000000-

0000-0000-0000-000000000000") 2 2
23ttt

RW 27X O|F M0 d3H ez YL M
RFOTM DOXS £ /oic/sec/cred Resource 2|
rowneruuid Property £ 7A3{OF StCt,

[e]3

RFPRO R i

ol
£Q
alo

[e]3

RFNOP R i

ol
£Q
alo

RW 4= oI5 E 2ok HMo| RHE|B DOXs
(/oic/sec/doxm Resource 9|
devowneruuid Property £
/oic/sec/doxm Resource 2|

SRESET rowneruuid Property £ Sdj| &X)=
resource owner Property £ 4551,
HQst™ Ailsof oot rowneruuid
Property 7t RE3% DOXS & XX
tO M Server = RESET Device & Ef 2
stsicy,

=

= Er

0E ot

rin

H 24 -oic.r.cred Resource 2| Property

o7t 4 Ag

o
i

N
rir
o

Device HMN 2=

O

H 3 35lE /oic/sec/cred Resource

/oic/sec/cred Resource £ ‘rowneruuid”’ Property L{O| FHE MH[AO O8] MM 8l =& 5

QUL

ACL B

Copyright

B /oic/sec/cred Resource &= CRUDN UM A ZEE X1ISt= BMAE O K SHSHOF oLt
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Property Property Value Value Z| A of yjA | Device Mo
Title Name Type Rule ALEY
= <
Credential credid UINT16 | 0 - 64K- o RW C}2 Resource 2EEo| 2# *xtx2
ID 1
Qe A2 32/d4 D.
Subject subjectuuid AEZ uuid o RW O] Az|HMd0| ML= Z=HZ Alws)y|
uulD
%/2t uuid.
Role ID roleid oic.sec.r - ofL| RW R EEEEE QJLE role
oletype N
Ajsict,
Credential credtype |oic.sec.cr| bitmask o RW o] Az|HA EtQS ESSHT}.
Type edtype
0 - AALO| AFE
1-CHE & 7|
2-01F 18 7|
4-H " MY 7|
8-S 2 H E ME 7|
16 — PIN =& HYHS
32-H OE &= 7|
Credential | credusage | oic.sec. | A2l | ofLje | RW Aa|dHAo AN Bl SiAHY|
Heage credusa 9/6H AL EICE O A0 I cred 7t
getype b
A8 E|=XIE Zt2| 2Tt
oic.sec.cred.trustca: Q1S A Az HH
oic.sec.cred.cert: OfO|EHIE[E| Q1 F A
oic.sec.cred.rolecert: role 215 A{
oic.sec.cred.mfgtrustca: M =X} 21E A
NERTE
oic.sec.cred.mfgcert: A=At Q15 A
Public Data | publicdata | oic.sec.p - ofL| RW 27 Iz e "My
ubdataty
pe 1:2: E|ZU, 371 SKDC %t
4,32 37 7| &
8: StLt O] 2| 21FZ M 2| M|
Private Data | privatedata | oic.sec.p - ofL| RESET |server= N =X} CIZEZ MXs|jof
rivdataty
pe oL},
‘dSH 2l OTM Z0] DOXS off 2|sf
RW | RFOTM |- ° N
2™ EC
QIZEl DOXS E= CMS 0of 2|8}
w RFPRO
2dErt
- | RFNOP |H4 B F0lE & + 8lrt
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2336

2337

2338

Property Property Value Value Z| A of yjA | Device Mo
Title Name Type Rule ALEY
= <
DOXS 7} RFPRO 22| F#}0|
w SRESET N
tsst=8 =3 5 ALt
Optional optionaldat | oic.sec.o - ofL| RW Az o7 A ME
Data a ptdatatyp
e 1,2, 4,32: H7| e He
8: 7 8§

Period period ~EY - oftje | RW RFC5545 0f 2|3l Fo|=l 7|2t S x|
Al 20| Period Al ZFTHO|Af S OfLITH
2HE S AH8SHA| B=rt

Credential crms oic.sec.cr HY ofL| RW Period Property 2 7%l 32|H& e

Refresh mtype ] N

Method oic.sec.crm Off CHot EFRY 2| 0f [t}

A2|Ed AN HH (crm)2 AFBSHM

BT

H 25 -oic.sec.cred Property 2| &7

Value Type Name

Value Type URN
(mandatory)

Trust Anchor

oic.sec.cred.trustca

Certificate

oic.sec.cred.cert

Role Certificate

oic.sec.cred.rolecert

Manufacturer Trust CA

oic.sec.cred.mfgtrustca

Manufacturer CA

oic.sec.cred.mfgcert

H 26: oic.sec.credusagetype Property 2| £
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2339

2340

2341

2342

Property Property Value Value | o gjA oA Mo
Title Name Type Rule
=
Encoding encoding 2EY - RW | OtL|2 |pubdata Off ZgtEl CIO|E{Q| QIR T HAIS X|Hdt=
format AEE
"oic.sec.encoding.jwt" - RFC7517 JSON & EZ2 (JWT)
JEE
"oic.sec.encoding.cwt" - RFC CBOR & E& (CWT)
JEE!
"oic.sec.encoding.base64" — Base64 2/
"oic.sec.encoding.uri” — URl &=x
"oic.sec.encoding.pem” -PEM QIR EE QIEM EE
Helof ot 913 E
"oic.sec.encoding.der” ~-DER-QIA L E QIFTN E=
Helof tieh 212
"oic.sec.encoding.raw” — Raw hex /2 & &l G| 0| Ef
Data data AER - RW | OfL|e [QI3ZE Zt,
H 27 -oic.sec.pubdatatype Property 2| &g
Property Property |Value Type| Value off | A S Mo
Title Name Rule
L=
Encoding | encoding | ~£3d - RW | o |privdata Of Zet=l GO|E{o] @R E HAIS X|HsHe
orma el
AER,
"oic.sec.encoding.jwt" - RFC7517 JSON & EZ&
(wT) elA g
"oic.sec.encoding.cwt" - RFC CBOR & E& (CWT)
JEE
"oic.sec.encoding.base64" — Base64 913 &
"oic.sec.encoding.uri" — URI &=
"oic.sec.encoding.handle” — H|O|E{ 7} HES
AEEHM BEE= MY ME A|L" Lo atECt
"oic.sec.encoding.raw” — Raw hex 2/ 3 /&l 0 0| Ef
Data data AEZ - RW ofL|e |olag gt
0| 3+2 RETRIEVE & % glofof strt,
Handle handle UINT16 - RW OtL|Q | 7| XM=& resource Of CiSH SHE

H 28 -oic.sec.privdatatype

Property 2| &4
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Property Property Value Value | ofyA Z| A Mo
Title Name Type Rule
IR
Revocation |revstat Boolean |T|F RW o H 7| A} Z20
status
True — 7| Z[AS
False — H| 7| E| X| % %S
Encoding encoding |AEZ - RW OfL|2 |optdata Of Z2HEl HIO|EQ| QIR E HAZ X|Hst&
format
A E 2|
—— o
"oic.sec.encoding.jwt" - RFC7517 JSON & EZ&
(IwT) 212 g
"oic.sec.encoding.cwt" - RFC CBOR & E&
(cwT) 212d
"oic.sec.encoding.base64" — Base64 /A&
"oic.sec.encoding.pem” —PEM QI Z E &l OIS A
EEI_ X‘” I_E —|—|0|' |_—'—o
"oic.sec.encoding.der" -DER QIR E &l Q1T A £
Melg 9t olay
"oic.sec.encoding.raw" — Raw hex &/ 3 & &l G| 0| E
Data data AEZ - RW ofL|e |olmg=E X
2343 H 29 -oic.sec.optdatatype Property 2| &4
Property Property Value Type Value of il A oA Mo
Title Name Rule
IR
Authority authority AEZ - R OtL|2 |role & MOo|3t 7|20l Al =X|5}X|
O A2|HAE LXKt role 2 FolTt
20|t EXYSH ASN.1
PrintableString 2 2 H¥ 758l 0F shC},
Role role AEY - R of role & A/ €3t7| 3 AR ASN.1
PrintableString 2 2 ®& 7}530f stC},
2344 H 30 -oic.sec.roletype Property 2|

2345 13.2.1 3A2|HHE Resource Q| Property

2346 13.2.1.1 Credential ID

2347 Credential ID (credid)= /oic/sec/cred Resource 2| creds Property Hi € L{o| AIEZ|0f CHst 22
2348 FZO|LC credid = SRM Of 2|3l 4 -dEICt credid Property creds Property 2| Hi€ 249| X0|&
2349  HESHA 57| S AL EICH
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2350

2351
2352

2353

2354

2355

2356
2357

2358

2359

2360

2361
2362
2363
2364
2365

2366

2367
2368

2369

2370

2371
2372

2373
2374
2375
2376
2377

2378

2379

2380

2381

13.2.1.2 FH UuID
The subjectuuid Property = 2¢ MMl 74, 215 A= SHO AT, E= 235 Azl 252
28l /oic/sec/cred Resource 2| creds Property Hi@9| HNEZ|7} AF2E|E Device & AYsiC

shall be used.

—_

Server AF41Q| deviceuuid Property 2F YX|St= subjectuuid Property &, O| Device 2 #&HE

creds Property 2| Hi g AEZ|E A HotC}

subjectuuid Property & &7 HIOIHE E=%t7| flsf O& 7|7t MA8El= 182 AEst=d
AHE EICE

13.2.1.3 Role ID

roleid Property = 3 2[El&0f| £04E role & AHBtC}.

13.2.1.4 Credential Type

credtype Property = credential type O 2t HEIXT} SH2tdE 5= Q&= 02 CHE Property dta
SiAsh=0l AHZEICt O|2{$ Property £ publicdata, privatedata, ™ optionaldata & Z&3tCt,
credtype Property gt ‘0° ("E¢t 2E I Ald A CIHZ 2ES 2l 01|°t5||:f. N& Hi=
Bt ‘0l F2|HHEel ZEH|XES &K UOIOF SHCE SRM 2 H|

ot AAF ZEE = dfiof BiCt.

13.2.1.5 Public Data

publicdata Property = 2|4 HAS SN F7IHQ HEAEE HN35ts BEE EZC}
OE =0, 215M E= CMS 2ERHO| 3F HOIH W0 =gE FEE =g = QUL Ol
Y E HOHE = &= QULL

13.2.1.6 Private Data

privatedata Property = Device QI5stn, OOl Hzm HAESAL 25 A= SEHZ

E
HSot=H AM8 L= HIE SEE Zotit

privatedata Property & SRM 2| Az| AFE ZA =2 IIH[X| @L0tof oLt SRM 2| 4IZ|
AFY ZAQ Fos 2O Q4 (SE) e ME H¥ oF (TEE)S AH8dt= Z0| ZCt 0|23t
20|, Private Data WHXE HSO[AHL EHb ME resource 02 FZO0[0{0OF 3hCH
privatedata ZAHXE=, & S0 22 MY ME Al2"N AEZE Of, HES AEHM BXE +

ULE.

l

13.2.1.7 Optional Data

optionaldata Property & ME{M o=z KNI EXT 7| 2|, &FY, = ds ZHzo| HoE
LRt HEE ZESICH O|E S0, credtype Property 7F QIS ME AEHSIH, 0= CFA 7|
o

A 3 A5 Q1B 0 AFEE Certificate Authority (CA) QIS ME ZoE 5= QUL
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2382 13.2.1.8 Period
2383 period Property = A2|HHEL F7 7|7tE2 AEoC F8 7|20 X|FHE[O JUX| Ge™, Ae(HH
2384 TH2 HOIZ|X| Y=Ct ER-AZ 7|52 FHT = H3tEl device = CMS ZE2E S| ZR-

2385 AlZF YEE FSTHCH

2386  13.2.1.9 AT HQ A e EfQl Ho|

2387  oic.sec.crm 2 CMS 7F #2ist= A Hd AL SR Z Footrt
Value Value Type URN AR 7} 3t L]
Type
Name 3e2[H4E EtY
Provisio oic.sec.crm.pro All CMS = TRt 712 A2 ||-A e X Ua 2 7 AISHCE Server = K&
ning N
Service resource 2| #2|E o Bt E 2| HH S AK|SHOF SIC Resource
Owner Property & Z2H|Xd MH|AE ZEBICL Server =
Joic/sec/cred.rowneruuid Resource S A2 Al O] A 2|EHAE Al HHS
XYt FIHE Q7] 2| MH|AE AlESICE
Pt:e_ q oic.sec.crm.psk (1] Server £ A 2|HA L= MO Diffie-Hellman 7| 29| ciphersuite 2+ 4 X}
share
Key PSK & AH83llAl DTLS HZE 7HAIR 22 M) ad-hoc 7| ZEA|E
elistCt, At DTLS MasterSecret 240 Al PSK 2 EICt. Server &
Mot 58 7|7t ettt Mg f2 7|2t 262 S 32| EHE o) CHsy
S5 7|22 WAIGHE Device 2 ML EICH Device = A8 2ES
2|HE 2 M O] AAlZ 2HoLZ0| AL HIf 8E2 2HEA2LEMN O]
WA BB Server = Joic/sec/cred.rowneruuid Resource S
AHESiAM O] A2|ElE AL 22 X|RSH= 7| 22| MH|AE AT}
Eﬁ\’l‘dom oic.sec.crm.rdp [16] Server = oic.sec.crm.psk 20| 0|0{ A ad-hoc 7| A4S F=HSHX| T
Y 2 x2S Soll ®24 Device M &|= random PIN g2 4 -Js}X|
=Lt #Xf PSK + PIN 2 3{A|Z|O] DTLS ciphersuite 2F 271 AtEE
M PSK'E "WMLt &, PSK’ = SHA256 (PSK, PIN). Server =
Joic/sec/cred.rowneruuid Resource £ AF23|A O] A2|HAE A gHS
K| @St 7| #e| MH|AE A
SKDC oic.sec.crm.skdc (1,2,4,32] Server = Device Off Cist E|Z 2 F5317| 2T @82 LaHiCt
Server = E|ZU0f| Cist SE0| & E HEE ALBSiA A2|HLE S
HAISICE Server = Joic/sec/cred.rowneruuid Resource S AF2 A O]
A28 AL S X Aste 7| 22| MH|AE AlEiCt
PKCS10 oic.sec.crm.pk10 | [8] Server = At QB ME FE57| 28 PKCS#10 QIS AM 28 HAIX|E
2SHSIC} Server £ /oic/sec/cred.rowneruuid Resource £ AFE38l A 0]
J2|HE AL g S X|Jste 7| B2 MH|AE AlEBCt
2388 H 30 -oic.sec.crmtype Property 2| 7} 9|

2389
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2390

2391

2392

2393

2394

2395
2396

2397
2398

2399
2400

2401
2402
2403

2404

2405

2406

2407

2408

2409

2410

13.2.1.1032|H4E 8

AZ|HM 8Z = Device Of CHa] FAZ|HMEE A0 o}

dgs LHEPHCE oA 7Hof 2ol

=3
oS =

rir

el ElC.

13.2.2

oic.sec.cred.trustca: O] 2B AME MM 103 Of MOzl HF Z0| 2AAFM MO HBS

=HOZ St= A2 HFHO|L}

oic.sec.cred.cert: O| credusage £ MM 10.3 0 o=l Htt Zt0| Device 7} 740 7|5

Aot 2ot M0 OtOHEIE| SO 7HQl 7[E AHEStE 2AS MO Chsl A& E L.

- L O

oic.sec.cred.rolecert: O| credusage & MM 10.3.1 O HO|E HQL 20| Device 7t 7§ ¢l
718 AR50 StLt 0|4 Q| role 2 FHSH=MH 7HQl 7| & A8t S Mol CHsl A& EICt.

oic.sec.cred.mfgtrustca: O] QUBAME MM 736 0O FoE HQE ZO0| Manufacturer
Certificate Based OTM & SX Q2 &2 St= 42| W7 0|Ct,

oic.sec.cred.mfgcert: O QEM= MM 736 Of FlE HF ZO0| Device 7t 742 7| &
283l Manufacturer Certificate Based OTM O A2 QIF0f 742 F|E Ar&3I=
QIS MO CHSH AHE EICH.

7] @4

13.2.2.1 A 7| HA

Od 7= O3t €2 gA S A=0
k] ot g4 adg
Length 16 OCTET Length Of [t 2= 8 H|E octet o] &=Z X|HStCt,
Key opaque OCTET octet 2| 16 HIO|E H{&. PSK 7| 502 Y HoZ ALEE|H
o
i 2 Length 7t ‘4 &I},
H 31-128 HE |H 7|
Hx o 4 g
Length 32 OCTET Length O [f2= 8 H|E octet Q] =& X| ™3},
Key opaque OCTET octet 2| 32 HIO|E H{E. PSK 7|50 YEoZ AEE|H
Hi & Length 7} A§2FEIC},
H 32 - 256 HE C|H 7|
13.2.2.2 H| tiH 7|
Hl: H CfE 7| & 42 Ol Fo| A|lLMoME AHES == SICH
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2411

2412

2413

2414

2415

2416

2417
2418

2419

2420

2421
2422

2423

2424

2425

2426

2427

2428

2429

2430

2431

2432

2433

2434
2435

2436

2437
2438

2439

—
w
4%
3 %)
w
re
ol
X
=

]
—

2t
N

2.4 H] k=1
7l X HEHD HA B2 O|H To| A|IMOIME AHEY 5= SICH

13.2.3 A2 HE 4L e AR
13.2.3.1.1 T2H| MY MH A

resource 2/AtE ZZH|HY AMHAE AYHSICEH Server 7 A2|EHE0| AAMS EQZ St Cf
g0l MEE|X| UL MIfsts HOE TESIH, Server = PtE MO 3

DTZHNYS 2Fstct 32|HE0| BEE|H Server & Resource S AHH|s|OF SHC}.

13.2.3.1.2AtH 38 7|

il

Of REE AMEA, $8X PSK = DTLS O|A Diffie-Hellman MM 7|& Fgst=0 AtEECH
TLS_PRF &= & (d4lE) Pk & HHEst= 7| R &= (key derivation function: KDF)E
AL ElCH

PSK = TLS_PRF(MasterSecret, Message, length);

.

e MasterSecret = 22| ciphersuite & StLIE A& DTLS HEMO|A=REH H7[=
MasterSecret %tO|Ct.
e Message & L& #4452 AZ0|CH
o RM - A4l &8 - =, "oicsec.crm.psk”
o Device ID_A = DTLS ClientHello & ® 3% Device ID 2| 2E& HHO|CL
o Device ID_B = DTLS ClientHello Bl A|X| 0] & &St Device O|C}.
e length = HIO|E EHR{S] MA|X| Z0|O|LC}.

Server 2t Client & & Ct PSK & AF&dli A /oic/sec/cred Resource 2| privatedata Property &
AL} Server 7t A2|HAE AUZ JHASHEH, A f2 7|2HE MEISIT) Server = (BT R 2
717t MEA #+8%E DTLS M-S &3l Client O Al &340, Server O L3 Ci-S5t= A2 HA
Resource & Adlg = QULCH

13.2.3.1.3 Random PIN

Of ZEE M8, HXf TR E|X| &2 PIN2 RFC2898 0| 2 PSK & MAYst=0 AHEECEH
PSK & A MH 7|8 Hdst7| 2Ist Diffie-Hellman e S0 ALEEICH MM 7|& PIN O A
PSK RE2 T2tSt=0H AHE & 0{OF SHEt.
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2440

2441

2442
2443

2444

2445

2446

2447

2448

2449

2450

2451

2452

2453
2454
2455

2456

2457

2458
2459
2460
2461
2462

2463

2464

2465

2466
2467

2468

2469
2470

2471

PIN 2 Server Off 2J3f %22 HGE0 Y 2 HES Sl Client 2 HEHEICL AHEE= O0B
W2 Ol AlYMO| HEHAN Z&e|X| G=Ct.

O|At k= B (pseudo-random function: PBKDF2)&= RFC2898 Of 2|sff HO|=ICt PIN 2 A}
59 7|18 Mdst=0 ArE= 38 ZUO0|CH PIN 95 AHM 38 7] (PPSK)= PSK & &3}
DTLS ciphersuite 2 H|& EIC}.

rlr r_>d

PPSK = PBKDF2(PRF, PIN, RM, Device ID, ¢, dkLen)
PBKDF2 &= ChZ1t Z#2 L2t E A=

- PRF - DTLS PRF & AM83%HCt,

- PIN - Devices 70| SR E L.

- RM - A4 &R - = "oic.sec.crm.rdp”

- Device ID - It Device 2| UUID.

-c- 1000 22 X7|3tE gt IR E, AHEY MjOtCH 574

- dkLen - =&l PSK 9| octet Tt |st= 20|,

Server 2t Client & & C} PPSK & A3l A /oic/sec/cred Resource 2| PrivateData Property
AABICE Server 7t A2|HAE AAMUZ JHAISHH, M fF2 7[HS MEISICE Server = MEISH R 2
7102 MEA & DTLS MM S &3l Client O Al H&35H0], Server O CHd CHSSt= A2/ WA

Resource & ZAlg £ QUCH

Mz

13.2.3.1.4 SKDC

DTLS AM0| /oic/sec/cred Resource 7} SKDC 7|2 A= CcMS o LX|St= rowneruuid
Property 2t 21 Client A2|HA& AE2|7} oic.sec.crm.skdc A2|HAE 2= A| HHZ X|stE=
Server O CHsll 7H=ICt E[Z21 28 HAIX|7F cMs 2 MEE|D 0/0f st SEHSZ E[Z KO
2|HECE Server = E|Z SH HWHZEO 23 tLiE|= /oic/sec/cred Resource & ZAASAHLE
oIA H AL

13.2.3.1.5 PKCS10

DTLS MM 0| oic.sec.crm.pk10 A2|HH 2= Al HHZ X|&St= CMS 2F LX|St+= rowneruuid
Property @2 Z+ Server O CHs 7HEEICH AH[A0 CHSH PKCS10 HAIQ] MA|X| 7 ™ H =Lt
AAE OIE Aol &l 20, CMS = Server Of CH3H °|KA‘|E HMESICE Server £ QB A ZEIEQ|

9|8} S| = /oic/sec/cred Resource S ZAAISEHLE Q1A EH ASISHT
13.2.3.2 Resource 28X}

Resource Owner Property & Device 22 Y &Z0| X[ AMH[AOQ] WAMATL =B [T O
Jz2|dd Z2HX'J0| YW= E SHCE O Device S/ &0 Ozt SH2E

Resource & Zt2|St= & QI7t=l 7 M E A BTt

32
=]
/

oic/sec/cred
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2472

2473

2474

2475

2476

2477

2478

2479
2480
2481
2482
2483

2484

2485

2486

13.3 USAM H7I 58

13.3.1 CRL Resource ™29|

Device 205Xt i@ 7|= cred Resource L{O| E&EC CRL 2 H7| 55& |FX|5H7] @8
MEA Holgl =9| crl Resource & AFE8IA FX| 9 AAEICH
I URI Resource Type |Resource Type ID| Interface 1 o oY s dE
Title ("I’t" Z‘I\-)
/oic/sec/crl CRLs urn:oic.r.crl baseline Device 1= A H 7|0 Ho}
Oist CRL 2 Z& et
Resource
H 33 -oic.r.crl Resource 2|
Property Title |Property Name| Value | Value off | A PN Mo
Type Rule
EE=E
CRL Id crlid UINT16 |0 - RW o CHE Resource 22 EO| #XE 2|3t CRLID
64K-1
This Update | thisupdate  |aeg |- RW— o 0|Z42 CRL O] A& AIZHS LIEFHICE (UTC)
CRL Data crldata 2EY |- RW ol CRL Z21tY LYo| CertificateList & ECHZ &
CRL HO|H.

H 34 —oic.r.crl Resource 2| Property

13.4 ACL Resource

Server Of

A
™

QUCH. H| 2ot

|8l

DAELR|E

QIC}. Resource 02| YA AE A=
QIS | 0fOF BtCf. &E==2| Client 0 A& 7t
CHOEE B8 AN A 7t

—

=RK

Of & = O Of SHL.

13.4.1 OCF ¥MA HOo| &

Backus-Naur Form (BNF) E7|H0| M2 ACL T+X:

2=

Resource

—

—

5t Resource &

ACL HExo

St D= Resource &

(ACL) BNF ®2| ACL +=

Ol & &| of OF

stct, AcL ™
loic/sec/acl2, /oic/sec/amacl, % /oic/sec/sacl 2| Ml 7tX| ACL Resource Type 2 AIE3I|A EH
Z=H (0ll: Client 9| deviceuuid)& ACL 32| H& H
QAAEIE FHE
AAEIE FHE

A8t e

~

rok g%

4 =2 m&* ro

AE3Bi A

<ACL> <ACE> {<ACE>}

<ACE> <Subjectld> <ResourceRef> <Permission> {<Validity>}
<Subjectld> <Deviceld> | <Wildcard> | <Roleld>

<Deviceld> <UuID>

<Roleld> <Character> | <RoleName><Character>

<RoleName>

| <Authority><Character>

<Authority>

<UUuID>
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2487

2488
2489

2490
2491

2492

2493

2494

2495

2496

2497
2498

2499

2500

2501

2502

2503

2504

2505

2506
2507

<ResourceRef> " (" <OIC_LINK> {'," {OIC_LINK>}")'

<Permission> (C' ") (R | ') (U] "-) (D" |'-") (N"|'-)
<Validity> <Period> {<Recurrence>}

<Wildcard > !

<URI> RFC3986 // OCF Core Specification defined

<UUID> RFC4122 // OCF Core Specification defined

<Period> RFC5545 7|t

<Recurrence> RFC5545 Ht=

<0OIC LINK> OCF Core Specification defined in JSON Schema
<Character> <Any UTF8 printable character, excluding NUL>

H 35 -OCF ACL 2| BNF ™9

<Deviceld> EZ2 QA7 QFXE <ACE> ZHMO| OEAIZ|7] @3l Aol OFO|HE|E|Z

<UUID>E Ar8d%te I2|HES 2 R0 5= A= 2|0[gtLy.

<RolelD> EZ2 QX7 FAE <ACE> ZHMo| OIEAZ|7] &) A2l role ZA

<Character>& %= role A2|HAE

mjo
F>
4o
els
I}
Ot
rr
X0
mo |
10
a
ot
inl

<Wildcard> E2 "= Q150 920 A g0| BE REXI <ACE> HMo| DjEEE HS
ofn|#tct.

<Subjectld>7} <ACE> 7EH0| DHEE™, <ACE> EMZ Resource Of ODHEA[Z|=0|
<ResourceRef>7} At EIC},

<OIC_LINK> EE2 T AEEl Resource 2| EXE EHolst=0 AHEEl= 4fS ZE L

<Permission> EZ22 <Subjectld>2} <ResourceRef> Oj& 0| gl DA ZotS WHsHX| &= o
<ACE> J ™0 ofsf £0{E #ots X[ EBHCY.

rH

82 CREATE (‘C’), RETRIEVE (‘R’), UPDATE (‘U’), DELETE (‘D’), NOTIFY (‘N’), S NIL (*-9)0f
S A H ol EI . NIL 2 S S 5t= HeH0| RO E[X| S 2|0|5t= #ot = X2 M| & Ct

rk

e

U 2= 72822 OF & UM L Hot: ROE|X] &S 2|0|gHtt.

o

ot

<Validity> EZ0| =XistH, 20 = <Permission>0] AlZt <Period>0f H$HEICE <Validity>&
D EOf et AMATZE MOE 2O 50 FAEE <Recurrence> IHEHSZ LEF O & 5= UL}

13.4.2 ACL Resource

ACL O & ‘acl'dt ‘acl2'Q] & 7tX| EFRIO] QUCE ‘acl’'2 EtY ‘ace’@| S 20|11, ‘acl2'= EtY ‘ace2'9l
2 20|Ct. Device = /acl Resource & TAESIX| %=Lt F: /acl Resource = 9 =gk 4l

Provisioning Tool S0l 2|8t AFE 0| CHSH ol &l Tt
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2508
2509

2510

2511

2512
2513

2514

2515

2516

2517
2518
2519

2520

2521

2522

2523
2524

2525
2526

2527
2528

2529

2530
2531
2532
2533

2534

2535
2536

2537

/oic/sec/acl2 Resource Of 2t El "aclist2" Property 2| HfE 249| #2[E &&= interface &
M3&3st7| 238l /oic/sec/acl2 Resource Off Ci$t RETRIEVE, UPDATE, ¥ DELETE S22 C21t
Z0| =Z |0 OF BtLC}:

m
rot
il

1. RETRIEVE & ®™ A Resource B3 S 2|H

2. UPDATE & C}21} #0| UPDATE @81t &) ©EE A Z&E Property O CHSH CHA|
= 7ttt

= T
a. UPDATE E#O0| array Property & Z g SIH,

i. 71Z=9 "aceid"?t LX|SlE "aceid"Z MBE ACE = 7|Z=9| "aces2" H{ES
CHE3l= ACE & 2™ 5| CHM| stCt.

ii. "aceid" 210|] MSE ACE £ 7|=9| "aces2" H{EO| F7tx|1, Server O 2|d|
193t (acl2 Resource Of I:HO) "aceid"7t MK A ACE Of ZYEICH
interface 2| Z™ S TMAI7|D AT =HS 2A3AI7|7] I8 X E ACE 9

"aceid"E= N AHESHX| Y=Lt

iii. 71E9| "aceid"?t YLX|SHX| U= "aceid"Z MSE ACE & MBE "aceid"E
AtEBIM 7|ZE9| "aces2" BIE 0| Z=7}+EICE.

3. 9| mzto|H 7t Q= DELETE = ™A "aces2" HIEES AtX|SHX| L oic.r.ace2 Resource =
APMISHA] =L
4. SiLt O| 49| "aceid" EO| L}2t0|EE Z= DELETE £ "aces2" HIEZEH C[fS3t= aceid E

o
ACE € AMAN|BHCL

A
rir

2= ACL Resource 7} oz RngfE-‘T'-E-I 2 X =l Resource Of CHsl T O]A 7HME S =
— 0| €& &0, /oic/sec/acl, /oic/sec/sacl, & /oic/sec/amacl 7} =X X 2= Resource 2t
O A | X| YO ™ ZZ ACL Resource 2 W77} 22 EICT

M| A OfL|X ACL O] 28 S TE3M, Server = AMS 0|2 E0t HZAS Jyetsict 1 Xk AMS £
AEE 2 S WlE 2 Xt AMS & AIZ8[OF SHC} Server & FH U 28 E Resource & ZH
ZUHCZE H3IstH AMS O CHslf EO|stCt Server Device ID = AMS 0] olsf =20t AA
HHEIAEZRH FHSEO EH =40 ZECH AMS EHMO0| BHFRE|M permission Property 7t
2| H =l ot

28 =l Resource 7t AL X| YO M Server & 02{E Z|HSICH @FAE A HE AMS AMH[A

=

=
1517] 2| Server Of E2|sliOF SHEL. Client & AMS 0 CH3H sacl (/oic/sec/sacl) Resource &
5[ OF SHCH CHE2 1t 22 52 TS EMN O|2{T RHE f¥S 7o = UL

s
o Y ox
ot

2

- [m=]
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2538 1. Client: AMS 0 CHs{f 20t HZAZ 7 EotCt

2539 2. Client: /oic/sec/acl2?deviceuuid="XXX...",resources="href"S RETRIEVE $ILC}.

2540 3. AMS: AMS Of o8} MHE /oic/sec/sacl Resource & T8, RETRIEVE & 00 CHst
2541 SEHCeZ 0| 2| st

2542 4. Client: /oic/sec/sacl [{ ...sacl... }]& UPDATE %tC}.

2543 5. Server: AMS AZ|HHEZ AMEOAM sacl MBS ZASBStL, F25H ACL Resource &
2544 A X|stCt,

2545 6. Client: 22| Resource UM A @HZ Y A|=BICt O I 2Z acl H7I0= A ACLO|
2546 ZSHEICE

rlo
rII

2547 Joic/sec/sacl Resource O ZEHEl ACL t=2 = Resource 282 TESIEE O 71 AlZHQ|

2548 MM AE E 05| OF SHLF,

IH URI Resource Type Resource Type Interface My o s AE
Title 15 (@i gl)
/oic/sec/acl ACL oic.r.acl baseline o A THE| R Hot
Resource
2549 H 36 —oic.r.acl Resource 42|
Pro_perty Property Value Type Value Z| A ol | A |Device AFEN Mo
Title Name Rule
H=
ACE List aclist oic.sec.ace - ol - ACL resource L} 2| Access Control
Entry =% O| Property = "aces",
oic.sec.acel resource 2| Hi €1t
"aces2", U oic.sec.ace2 Resource 9|
HiE S Zgtotrt.
R RESET |server = HZAH 7| 2M%o=

Yoot

RW | RFOTM HoTm 0] 4B3XMo2 ¥z d
DOXS Of 2f3f &7 &Lt

RW RFPRO | u4t& olz &l =0t MO e,
AMS (rowneruuid property S =3
EZx)7t aclist 52 AAsiC
vertical resource 0| 2| ¥ A=
=X &t

R RENOP |njxigj= ACE & %O H vertical

=2 X — =

resource 0| o] HA| AT} 5|8 =it
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Property
Title

Property
Name

Value Type

Value
Rule

TE
i

o 4 &

Device 4FEH

nx
(0]

RW

SRESET

HOt MMO| M El D Server 9
DOXS 7t 21 E &M, DOXS
(/oic/sec/doxm Resource 2|
devowneruuid Property £ Sdi
EX)E aclist WEZQ RFZEES
Eotste A0l £20 0|5 Hile £

AL,

Resource
Owner ID

rowneruuid

>
|m
o

uuid o

Server 7t A1 2[3t= MH|A HSAHE
Ex5t7| 218l resource owner
Property (rowneruuid)S A+23HC},
Server £ AMH[A N3X7F @ " &
TSI E QILE|RAE=XE

ct.

oY o
oM 1A
ot mjo

RESET

Server & nil uuid 2} (%]: "00000000-
0000-0000-0000-

000000000000") 2 2 A ™ SHC},

RW

RFOTM

LFA O MH0| 45Xz FYEH

DOXS = /acl.rowneruuid Property £
Tdsi{of ShCt.

RFPRO

2
onl
£
dlo

RENOP

A
HA

=CI)=I-
ol
mlo

RW

SRESET

4z QSE 2ot Mol PYEH
DOXS (referenced via /doxm
devowneruuid Property 2= /doxm
)h
resource owner property & A&l
25t st Aol Lt

rowneruuid Property & E3f| &

rowneruuid Property 7t &
DOXS & HZoIX| o™

RESET Device & Ef 2 T %9

ver =

=Xy
Se

HF3H

H 37 -oic.r.acl Resource 2| Property

Property Title Property Value Type Value Rule off | A S M
Name
IR
Resources resources oic.oic-link Hl RW o HOl Mo H2E =
0 £ 2|7 0| 42| Resource.
Permission permission | oic.sec.crud bitmask RW ol CRUDN Hgto| H{EOFA T
ntype o5
[ O
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2551

2552

2553

2554

Property Title Property Value Type Value Rule LIPUES oA Mo
Name
Ell=
Validity validity oic.sec.ace/ Hl RW ofL| 7|2t0p BHE O] EZo| H| Y. O
definitions/ti oo
me-interval Hi g ol 2} &+ =2 RFC5545
Period & AFE% 7[2tE
LIEtL = 2 E 3 % RFC5545
Recurrence € A% BtE
FH S LEE 2E2
i S =etotrt
Subject ID subjectuuid AEZ uuid, "*" RW o 0| ACE 7} ®M2%|= Device
LAY A A E
AlE357| 218t uuid
H 38 -oic.r.ace Property 2| &4
2% A& H ek H| 21
bx0000,0000 (0) No permissions Al g2
bx0000,0001 (1) CREATE

bx0000,0010 (2)

RETREIVE, OBSERVE,
DISCOVER

"R" 8|7} H{E & Read &7+t
Observe 8|7t & Ct

YLt

bx0000,0100 (4)

WRITE, UPDATE

bx0000,1000 (8)

DELETE

bx0001,0000 (16)

NOTIFY

OCF 1.0 0 A= "R"0|
Observe 57| & HHSIEE
"N" 37t H{EZ} A& Ol =
O AlrMO| O3 Toll M

Z Aottt

H 40 -oic.sec.crudntype Property 2| 7t 9

X URI Resource Type Resource Type Interface M oA I s A
Title ID (nrtu th)
/oic/sec/acl2 ACL2 oic.r.acl2 baseline o M A BE|R Ho}
Resource
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2555

2556

Property
Name

Value Type

e
4

Device
SHEf

A M~

(GRS

T

aclist2

oic.sec.ace2 9|
Hi &

Yes

aclist2 Property £ "oic.sec.ace2" Ef 2|
ACE B R EQ| HHO|C}. Server= 2
resource Off YN = HOIE HESH=0 O
=52 ALE%CL

RESET

Server = M ZX} 7|24 o2 MLt

RFOTM

RW

OTM O] 43X o2 3 E|M DOXS Of

RFPRO

RW

AT OIEE HOF MAMO| THEH. AMS
(rowneruuid property & &3l &X)7} aclist
S22 ASILE vertical resource 0 2

AL SR EICH

—T o

RFENOP

& |= ACE2 & ¥ 2™ vertical
resource 0| Q| WM AT} &=Lt

RESET

RW

HOF M0 2ME|D Server & DOXS 7t
QIZE| M, DOXS (/oic/sec/doxm

Resource 2| devowneruuid Property & Sdlf
X))z aclist WEZ| Q| RAHE HII5t=

0l Eo0 olg YN 4 YUtk

O =

rowneruui
d

uuid

Yes

resource owner Property (rowneruuid)=

Server 7t M 2|5t= MH|A Z2HIO|HE

&x357| 28 Server O 2|5l AHE EICH,

Server £ MH[A Z2HO|H 7} Q¥ &

HYS AU E ATHO| RO E[0 U=X|
5

RESET

Server £ nil uuid 2t 2 A7} OF L} (0f:
"00000000-0000-0000-0000-
000000000000")

RFOTM

RW

LF7A O™ MU0 582z 1 YEH

DOXS £ /oic/sec/acl2 Resource 2|

rowneruuid Property & 7 43l& Z 0| £Ct.

RFPRO

e g2,

RFNOP

e 812,

SRESET

RwW

=
2 ASZE 2ot MH0| FEE[H DOXS
(devowneruuid Property £+ /oic/sec/doxm
Resource 2| rowneruuid Property & &3l
& Z)E resource owner Property
AE5t, 25t AAsts 40| EL
rowneruuid Property 7t &% DOXS &
XK YO ™ Server £ RESET device
EHK| 2 M| of Bh},
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2557

2558

2559

2560
2561

2562

Property Value Type = A Mo
Name
subject oic.sec.roletype, o role, Device ID, & A4 EQ0| X[ M Client =
oic.sec.didtype, of Z=xo|c
oic.sec.conntype ACE = = '
resources oic.sec.ace2.resource-ref 2 ofl Hot HMOo| M BE|= ofZ2[7 0| M2 resource.
Hy &
permission oic.sec.crudntype.bitmask ol CRUDN Z3%to| H{EOIA T QI3 g
validity oic.sec.time-pattern 2| B & ot 7|Ztat gt=o| REO| Hi Y. O| HiE | Z &7 2
RFC5545 Period & A% 7|+ 2 LIEt = 2EE &
RFC5545 Recurrence & AFE S Bha 32 LIEIL =
AE EI HH@' o Esl-o_l-q-
aceid PSR ol Aceid = aclist2 Property 2| B &€ QI E 2|0 CHa|
nEvae sy
H 41 - oic.sec.ace2 data type ™|
Property Value Type PN M
Name
href uri oL 2 ACE 7} M & &|& resource & #ESH= URI.
we 2EE oL R QACSILE OfE HH
"+ - BE A JHs resource Off O & k| 0f OF SHCt,
nr - BE YA 275 resource Of 0§ & E|0fOF SHC}
" — B resource Of Of & Z|0f O StC},
H 42 - oic.sec.ace2.resource-ref data type 2|
Property Value Value Rule Mo
Name Type
conntype AEZ enum O| Property = ACE 7t 894 =& HAX| 23 EtQg ECf 2
[Fauth-crypt, | gyygic = sicy,
"anon-clear" ]
auth-crypt Client 7t 15 [0 HO|H M2 EE= HA|X|I7t 2ot 0 FAHO|
25&s 4% ACE 7t HEEICt
anon-clear Client 7 21 Z E|X]| %3'— CIOIE xHE E= HAIX[7t A= te|X| QfUAX|TH
fA440| B3k B2 ACE 7t HEEICH
H 43 - oic.sec.conntype Property 2| 2} 9|
27 ACL Resource & OCF ﬁE—'*' QAIAEA LHO|AM Resource UMA AH™O| CHs M

M3 stCt OCF framewor
Ol+= ACL resource Off Z&tEl 3’31% AHE
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2575
2576
2577
2578
2579

2580

2581
2582

2583

2584

2585

2586

2587

2588
2589

2590

2591

2592

ACL EM Lol M HHE Resource & HA = 22X Y 4 UACH MM Resource reference =
Resource & @A ESHE A4 Resource Server & A"E5= href Property L{2| device identifier £

PO 22 resource reference &= 2Z Resource Server 7f Resource & TAE TS O|0|SHLt,

Hl
>t um

dl resource reference 7t FO{X|H, BMAE A|HSt= Intermediary 7t Resource Server 0f 2
X292 211, Resource Server £ Intermediary 7} Resource HAA AlHEHoZ CfA

ot= 8 QI7IE|RA=XE HE L

o Mo A
ro

JH

Resource Server = UM A Al&HO| MEE|= Device 2 ACL Resource 0|9 &#XE = Of
Jd2{Lt, Server Resource 0|2 MM AZL OO0 FOjE HEfY ZAOo|2E HMNA HO HEE
WM A AlH 2E0| O] F EXO| oESHK|= Y=L

= ST

ol

o
o

do
Ok
=

22 ACL Resource = 0|2{%t Resource & QAEHAD QI £HEZE Q
MH|AE A”SICE O] = CH2 ACL Resource 0|9 H| JE o|=4

ACL Resource £ AF838A ACL Resource 02| UM A H ==
ACE =5 ACE2 &50| 28 AlZ
ACE =& ACE2 W9

HJIO
e
um

Sl ACE =5 ACE2 ¥52 &3 28238 A2 2L
2rle AlZtel A7 Aotk (o oY 1:00-2:00). 2K

N
]
rlo
re

X|™MEl resource 2| ACE = ACE2 2| resources Property 0|2 OjAl2 MM 122 o Ho|=lCt,
Ol& =0, otLto oA WA2 2% LHO| Resource URI 7t ACE £ ACE2 &5 2| resource
reference & StLIQL F2stA LX|St= A O|LCH

ChE & o= otLtot Oo[H 2F 0| ACE of o8 =t

1. 2ot MAMo| ZHE deviceuuid Property 7F ACE 2| “"subjectuuid"@t X|stn, 8F
Resource 7} ACE 2| resource Property & otLtet X|5t10, ACE 7t X R=& 3t FEfO|CH

2. ACE subjectuuid Property 7t QLEFIE " BEXE Zststd, 28 Resource 7t ACE 9
resources Property & StLteF LX|St, ACE 7t X F =2t 2HE{O| L.

3. 230l oy 7] A2|HES ALEE I,
22| CoAP HO|ZE HO| AEZO0| role & X[F3t1, O|= A} Eet Mu2l iy 7|
3e2|Hd fEEFEII'-,

2789| CoAP HO|2E FHO| AEHO0| role & X731, O|= 2} ok MM

oic.r.cred.creds.roleid Property 0| Z&tg| 2
2H resource 7t ACE 2| resources Property & otLtet X351,
ACE 7} AXf F=ot &EfO|LC}.

Cte & O{= otLt7r &0|H QX0 ACE2 2f Of & =ICt,
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2593
2594

2595

2596

2597
2598

2599

2600

2601

2602
2603

2604
2605

2606

2607
2608
2609
2610
2611

2612

2613

2614
2615

2616

2617

2618

2619
2620

2621

2622

1. ACE2 subject Property 7} oic.sec.didtype EFR 0|11, EQF HM 1 2t&H =l deviceuuid
Property @ 2X|3l= yuID 23S Zt1

ne

2% Resource 7l ACE2 oic.sec.ace2.resource-ref 2| resources Property & StLtQt L X5t
ACE2 7| X F=& 7t AEfO|LCE.

2. ACE2 subject Property 7} oic.sec.conntype EFRO|11, ¥ FgE A Etar LX|sH=
FUEIIE ¢S H1

2% resource 7} ACE2 oic.sec.ace2.resource-ref 2| resources Property & SfLtQF Y X|5t1,

ACE2 7t X 72 SEfO|CE

_>._

3. Client |_oo| |_ E-Elll:iIAE:‘% AI’%% [[H

l

role QB AMO| Z& =l roleid 4t & StLE7F ACE2 oic.sec.roletype 2| roleid Property 2t
LX|Sta, role ASM S7 7|7t AR Hot MMl Fdof AHEE AS Mol 7 7[F EX|5tn

8% resource 7t ACE2 oic.sec.ace2.resource-ref 2| resources Property 2| HIE @4 &
ShLteb LX[St0, ACE2 7F ®Xf F =S A EfO|Ct.

=

==

4. Client 91Z0| Q1= A AZ|HME AT [

2X9| CoAP H0|2E Ao AEQYO| role 2 X|H5tA, O|= role AF MO Z3HE role
ol +94840|1, role QB MO ZEE roleid 240] ACE2 oic.sec.roletype 2| roleid
Property @F 2X[5t1 role 215AM S74 7|7t 2AXf EQt MMl 0| AFEE IS ML SN
7|9t LX|5t1, 2K resource 7t ACE2 oic.sec.ace2.resource-ref 2| resources Property &
SLEQE LK OP_T'_,ACEZ 7 AN {2t AEfO|CE,
5. Client 2150 OiE 7| A2|HE S ALES Of,

Ot MMoj At A 7| I2|d A0 BAE roleid 2t & SkLE7H ACE2 oic.sec.roletype 2|
roleid Property 2 2 X[}, 28 resource 7} ACE2 oic.sec.ace2.resource-ref 2| resources
Property 2| Hi ¥ 24 & StLIQE L X[t ACE2 7t X R= %t &HEfO|CE.

6. Client 250 id 7| A2[HE2 AHEY O,
29| CoAP HO|2ZE HO| AEZO| role 2 X|HSID, Ol HA £t A M2
oic.r.cred.creds.roleid property Off Z&tE|31, 278 2| CoAP HO|2E EOo| AEZO0| ACE2
oic.sec.roletype 2| "roleid"2t X[St= role & X5, 27 resource 7+ ACE2
oic.sec.ace2.resource-ref O|"resource” & oLt} X Of , ACE2 7} 9 R= ot &FE{O|C}.
'‘IHH = ACE T Ol StLIt E S 58%te HTS ZEsSIH 2F0| SQlELCH OHX YUeH,
RHFO| ARETLC
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2623
2624

2625

2626

2627

2628

2629

2630

ACE 7} resource 02 ATtE FYAIHCZE AZRY = Us YWH2 ot 2HEE FHZ role 2
7}El Device 7t &Y% role 2 7HEl I SFLES| Device @F 27 CHE2 JHBtE ZE B2, 0|22 ME
C}E role 2 T 2H|X Y E|0{0F st}
13.5 Access Manager ACL Resource
IH™ URI Resource Type Title | Resource Type ID | Interface Mo oY I s AE
e &)
/oic/sec/amacl Managed ACL urn:oic.r.amacl baseline o | A TE|R Hot
Resource
H 44 -oic.r.amacl Resource H2|
Property Property |Value Type| Value of il A S M
Title Name Rule
=
Resources |resources oic.sec.ac || RW o 0] Z3AEQ| Resource Of Cigt 249 &3
e2.resour
ce-ref
H 45 -oic.r.amacl Resource 2| Property
136 AHE ACL Resource
I URI Resource |Resource Type ID| Interface Mo Y IS5 AE
Type Title Crt" 2
loic/sec/sacl |Signed ACL |oic.r.sacl baseline of j| A ZHE| 8 Resource ot
H 46 -oic.r.sacl Resource 2|
Property Title| Property Value Type Value Rule S off | A AFEQ M
Name
(G
ACE List aclist2 oic.sec.ace2 Hi o ACL Resource L{o|
Access Control Entries
RESET |server= M X=X CIZER
MYl OF BtCt,
RFOTM loTm o] ¥3xoz
Y| H DOXS of o|s
Myec
RFPRO | 45 oIz gl =0k 4 40|
TEEH AMS
(rowneruuid property £
ol #=X)= aclist
ANE2|S Ao St
vertical resources Of CH st
M A= SXIEC
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2631

2632

2633

2634
2635
2636
2637
2638

2639

e
b
2
=
I
0%
=2
nx
oR

Property Title| Property Value Type Value Rule
Name

RFENOP | aix|st= ACE £ &#oH
vertical resources Of CHst
BN ATt B8 EICY

SRESET | miot 4 M0| LAE D
Server 2t DOXS 7t
QI5E|H, DOXS
(/oic/sec/doxm
Resource 2|

devowneruuid Property £

El &Z)= aclist

AEZ|o RHHES

EItst 0 20 0
'.

al b

oF
Pl
i

0

0
not
4 1
30

Signature signature oic.sec.sigtype o ACL Resource 0|2 M3,

H 47 -oic.r.sacl Resource 2| Property

nx
(0]

Property Property Value Value cho| LIPUES = A
Title Name Type Rule me

Al
~

o2t
o

Signature sigtype AEZ - - RW o AR ®olEl MY
Type X Hsle AEE,
"oic.sec.sigtype.jws" —
RFC7515 JSON ¢ M3 (JWS)
2|

"oic.sec.sigtype.pk7" —
RFC2315 base64 QI3 & 2K
"oic.sec.sigtype.cws" — CBOR
A E gws K|

Signature sigvalue AEZ - - RW o OIACIEl MY
Value

H 50 -oic.sec.sigtype Property 2| %4

13.7 EZH| XY MEf| Resource

loic/sec/pstat Resource = Device Z2H|X'd HEE ERSCE Device ZEH|XJ2 Client X[ &
E= Server X|80|0{OF BiC} Client A& ZZH|/XY Y2 Client device Of 2|Z8HA Server
Resource 2| QIAEHADE QU AAlof 2ot T4, of, & &2 2Tt Server A& ZEHHEE
Server O o|ESAM 0| et Z2H[X IS AETCH Server X[ ZZ2H|[X 2 /oic/sec/doxm,
loic/sec/cred, X /oic/sec/acl2 Resource 2| rowneruuid Property 2| 70| S|E=8AM AEZ|SH=
DOXS, CMS, & AMS AMH[A2| device ID & ZtZ} AHotCh Eoh, AT X[ AH[AQF &0
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HZAS 7Hest7| 28l /oic/sec/cred Resource = ZR3H I2|EHAD &4 A (A O™ Al

2641 EEH|X L= 20| Lt

2640  HOF

IH™ URI Resource Type Title|Resource Type ID| Interface Mo oY IS s
(rt 2
loic/sec/pstat Provisioning Status |oic.r.pstat baseline Device ZT2H| X4 XM
SEf 228
Resource
2642 H 48 -oic.r.pstat Resource 2|
Property | Property Value Type Value S off | A Device Mo
Title Name Rule ALER
RE <
Device dos oic.sec.dostype |- ol RW Device & & AME|
Onboardi
ng State
Is Device |isop Boolean T|F ol Server = FALSE 2 M8} of
Operation o
al R RESET SHC}.
R RFOTM  |Server & FALSE 2 &% s}i0f stC}.
R RFPRO  |Server & FALSE 2 &%dfiof stCt.
R RFNOP  |Server & TRUE 2 47X sl{0f it
R SRESET |Server = FALSE 2 4 73|{0f it
Current |cm oic.sec.dpmtype |bitmask |gj R Server = 0000,0001 2
Mode o
Y3} oF ot
R OTMO| ¥3Ho= gtz gH
DOXS 0f 2|5 00xx,xx10 2 &2
A¥ &= A0| FLt
R oz0| 4EHom ¢rEl Fof
CMS, AMS, DOXS Of 2|3}
AFEr
R oz0| 4EHom ¢rEl Fof
CMS, AMS, DOXS Of 2|3}
HFEr
R Server £ XXXX,XX01 2
23} oF otCt.
Target tm oic.sec.dpmtype |bitmask |gj R Server = 0000,0010 2 2
Mode '
25l of oot
RW OTMO| 43 Moz etz gH
DOXS 0f 2ls &7 & Tt
RW P50 4BXoz AREH
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gl
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H M~
BE

Device
S El

29

CMS, AMS, DOXS 0f 2|3}
MY E=ict,

RW

ol50| y3XHo=z 2z M

CMS, AMS, DOXS Of 2|3l
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RW

LFEEH EF5=0 Ea Al
DOXS Of o|sf M7 ElCt,
Server & SRESET 2 H&t
A0l XXXX,XX00 S 2 M $CY,

L

Operation
al Mode
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oic.sec.pomtype

bitmask
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Server £ MZ=At 7| 2EFHC 2
Mg loF stet.
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OTMO| ¥E3XMo =2 2tz ™
DOXS Of 2|3l &7 =ICt.

RW

250 53Xz e

CMS, AMS, DOXS 0 2|3
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RW

250 53Xz e

CMS, AMS, DOXS 0 2|3
A=

RW
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Supporte
d Mode

oic.sec.pomtype

bitmask
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N Z2HMY ME[2~ 29
==

Device
UuID

deviceuuid

uuid

Ll

RW

[DEPRECATED] AHE{ 7}
ML= Device & Al E3}7|

2/t uuid.
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Owner ID

rowneruuid

uuid

ol

RESET

Server £ nil uuid 2t (0ll:
“00000000-0000-0000-0000-
000000000000") 2.2 A 3|of
aiCt,

RW

RFOTM

2(XO|H MOl d8Xe=z
T4 &M DOXS = rowneruuid
Property € #d%t= A0| Lt

RFPRO

o]
onl
£Q
dlo

H

RFNOP

o]

H

onl
£Q
mlo

RW

SRESET

DOXS (/oic/sec/doxm
Resource 2| devowneruuid
Property £ 8¢l #X)= 4=
Q15 E HOot MMo| 2™
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2643

2644
2645
2646
2647
2648

2649

2650
2651

Property | Property Value Type Value
Title Name Rule AFER

13}
4

of y|A | Device Mo

resource owner Property £
ABot, oM, HASH=
20| £Ct. Rowneruuid 7t &%
DOXS & HZ3IX| (o™
Server & RESET Device #Ei 2
Hgtsfjof shot

H 49 -oic.r.pstat Resource 2| Property

Z2H| XY AEf Resource /oic/sec/pstat £ Device 7} At7| A& ZZH|XMHS Y = UEE
St=0 AFZEICt Device = ARAMO| SX| 4 HEiRf Bt 1 SHE QX|THCt X HEit S &
HEfOf| XtO|7t A2 ™, Device £ /oic/sec/cred Resource 2| rowneruuid Property & & XA
HES Z2H| XY ME|AT EXYSH=X| THetsof $HCh Device & A =2 L4E0f YoH
Z2HXMYS QH|OF $BICL /oic/sec/pstat Resource 2| om Property = O|2{st Ao A

0| A E| = Device 2| S22 AL

A2l Ag Z2HNME2 HESIOA T Foj
Z

JoiE0l =l Y ZRHNE 7|&0e o[EdS
E| 2257|218l Device 7t O 2 At&8dE 41 7S

Property Title| Property | Value | Value Rule S oA BE | Device AEH M
Name Type

Device S UINT16 [enum o R RESET Device 7} Hard Reset AtEf 2 &|0f

Onboarding (0=RESET,

State 1=RFOTM, UL
2=RFPRO,
3=RFNOP, RwW RFOTM OTMO| 43Ho =2 R |H
4=SRESET

DOXS Ofl 2|3l RFPRO £

HFE .

RW RFPRO ol=Z0| MEZXMoZ ZE|H

oo
CMS, AMS, DOXS 0f 2|3}

HFE .

RW RFNOP 2150 3Kz HRE(H
CMS, AMS, DOXS 0f 2|3}

HFE .

RW SRESET  |oiz0| 43Xoz ¢zeu
CMS, AMS, DOXS 0f 2|3}

HFE .
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2652

2653

2654

2655

2656

2657

2658

2659

2660

2661

2662

2663

2664

2665

2666

2667

2668

2669

2670

2671

Property Title| Property | Value | Value Rule oA M| A BE | Device AE] Mo
Name Type
Pending state |p Boolea |T|F of R All States TRUE (1) —Device resource 0

n

oostIE HZE0| A= E
W7LR| s* ME}7F 2 R EICH
FALSE (0) — ‘s’ AFEj B ZO|
2t = g| ALk,

H 50 -oic.sec.dostype Property 2| &
2E Device AE{Of A,

7k
HA

o)

rir

e QIZEl Client = pstat.dos.s & 238}

= QUCh 3-8 &&= Device MEf M2t 17 28 off M| EICt,

2 AT Z M Device 2 Device MEfE HZAH

=

e pstat.dos.s & A4I5t7| HOf, Client= 411 Device &EfE {ot NEZ ZHZ UFRSIEF

Device & 743%ICt SVR Fol= WER ZHE UEStE £ SVR 7+ HE S =W &
oAtk AEZ| (Client EE= Server)E& Ho|stCt. Client & Client 7t B {OF st £HO|
748 2850 LIH pstat.dos.s § A4l = UMt d2|2 LM Server = ER7%H SVR
Zto| AAMS mEB|M Server 7t SHEtS{OF St BE HAS 43T pstat.dos.s S MEL
U2 2 A¥stot

e pstat.dos.p Property = 2= Client 0| CHdll 27| H-£0|C}.

e Server £ pstat.dos.s 2| ALl HXE A|ESH7| MO pstat.dos.p & TRUE 2 A785t1,

pstat.dos.s 2| HAO| & ZE|M FALSE £ CtA| A7 tCt,

e pstat.dos.p 7l TRUE & BFE|0 U= S0 = pstat.dos.s & A4I5H7| ¢

HHE=ICH
Device &}E{f7F RESET & [f,
o EE SVR AHXT} AN KD NZXA 7|24 U= 2| ECH
e 7|2 M =X} Device &Ei= RESET O|LC.
e Vertical resource & M=X 7|24 2| M EIC}

e Vertical resource 0|l MAZ 5= QiCt
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2672
2673

2674

2675

2676
2677

2678
2679

2680
2681

2682
2683

2684

2685

2686

2687

2688

2689

2690

2691

2692

2693

2694

2695
2696

2697

2698

2699
2700

e RESET O] d83X2Z XN2|k|®, /oic/sec/dostype Resource 2| s Property

MHsto2M SRM Ol RFOTM Q2 FgtElCt
Device &E{7F RFOTM & [}

e Vertical Resource O = MM AT o~ QIC}.

RFOTM 22

e OTMO| §3HXHo=2 &A= E[7] HO /oic/sec/doxm Resource 2| deviceuuid Property = Al M

13.1 2 1312 0f ol El B=EX| = YAl 222 HY K 0fOF SHLt,

e OTM O] d83Ho =2 £2FEE|7| MO /oic/sec/dostype Resource 2| s Property = 215 E X|

2 2FX0| s &7| ™&OICt.

e OTMO| ¥3X™o=Z 22 LM Joic/sec/dostype Resource 2| s Property =
CHof 917]-27|= gt

eI7tE 2 FAHo|

e HEZE Device OC = DOXS 7t Device &EfE RFPRO 29| MEto 2 QIL5H7| ¢35t 21T &=

M-S ddst=0 ArEE Lt

o ATEX @2 MUE 79 + Ble ER0= 27d O MuE T

Device &EiE RESET HEHZ CtA| @HSI= A0| ECL.

H O|™ MM, £ Random PIN OTM 2 6

°« X

DOXS ((£& 1 2| &{7tE client)y= RFOTM AEf SOt o ¥ 0| &

o
Pt
i
Pot
=
ot
]
7
fd
%
Py
<

O
=]
Molstn ZEE|M, RESET 22 HMetst= A 0| £} (/pstat.dos.s=RESET).

e DOXS £ /doxm Resource 2| devowneruuid Property & a non-nil UUID #t2 2 ZHAISHCE

B 4 Yk,

Device 2 Ef7t RESET & Ed| RFOTM 22 MatE ME X QIstD CtE device MEHHAM =

gl 5 gict.

e DOXS £ RFOTM HE{OIAM AT FI7IHQl T2H|XNY =S 7HE

=
2t2 £, DOXS & /doxm Resource 2| "owned" Property E “true”2 4 Al StCH

Device & Ef7F RFPRO & [f:

e Joic/sec/dostype Resource 2| s Property & H| QI7tEl QX Xtof CHal 17| ME0|1 QITtEl

YR Ciof &17]|-247|O|Ct,

e X|YE|l= Z% Easy Setup Resource € X 2/t Vertical Resource 0= YA AT == QIC}.

e OCF Server = vertical Resource & X MAMdE 4= QIC}.

o QI7tEl Client = RFNOP O A2 X 7|5S 2l3il 20 2t SVR S
UALE.
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2701 e QIJtEl Client& O A2 X Z2H| N JESX| ZH-SH7| Y SVROf| CHalf ALK HAS

2702 g = QUL

2703 e SVRE H43HO=2 ZZH|XYBIX| £5}H RESET S 29| AEj Mzto| @1Ql0] & £ QlCt
2704 0| £ =0, Device 7t O|0| SRESET 22 H S| AX| T A5 BHS A oM Hofe
2705 .

2706 e CQI7LEl Client = /pstat.dos.s=RFNOP 22 d7dotC}

2707 Device 2 Ef7} RFNOP & [j:

2708 e /pstat.dos.s Property = H| QI7vEl Q& X0 Cis 97| M0l Q7HE @ HX}oj Cisy
2709 Q17|-M7]0|Ct,

2710 e Vertical resource, SVR, ¥ core Resource = HAXN QI WM A X2|0f et BHAS
2711 QLY.

2712 e OI7}E|™M RFPRO 2 M3t 4= UL} Device 28 X2t SRESET = RESET 22 Mateh £
2713 QULF,

2714 Device &}Ef 7} SRESET & [I}:

2715 e Vertical Resource Ol & WM AT 5= UL} vertical Resource 2| £Z°d0| oA & X| 2t

2716 SRM 2 O|0f CHEt N A E= BEE A|ZSHA| b0

2717 e SVRO FZMYO| HFEIX| AX|T LE SVR Property Of| 2] WM A7 HRSICH O 7|0 &=
2718 /oic/sec/doxm Resource 2| devowneruuid Property, /oic/sec/cred Resource 2|

2719 “creds”:[{...,{"subjectuuid”:<devowneruuid>},...}] Property, % /oic/sec/pstat Resource 2|
2720 /oic/sec/dostype Resource 2| s Property 7 & =IC}

2721 e Device &2F7AE ARSI Q171517 2ot AIEMTteE £ ATl /cred R /doxm

2722 resource & M M3l A SRESET Off CH$t Device 27Xt MO E 7tsstA & = UL

2723 SRM 0| O|2{3t Resource & T/d35tX| RS RESET &EfE T StotrCt

2724 o QI7tE Client = SVR A&d BHE +ATICH 2 EX= RFPRO O Ao AH&5X QI

2725 Z2HXMES o AHE 7ISSHEF = RFNOP O A2 Ha&Ql 7|52 flIs 2o mtat
2726 SVR 2 ZE2H|XNIE 5= ULt

2727 e QI7LEl Device & At= /pstat Resource 2| dos.s Property & RFPRO = RFNOP #1222
2728 Ao 2 M RESET &EHE Metr|= A2 e = UL

2729 e SVR A9l ACLZ2 Fadt A2z FYTICt BN A Q7= Device 27 AL #Helof a2}

2730 £ O] =lC},

2731 e SRM & Client X|& &% REE FESHC} (Of: /pstat.om=CLIENT_DIRECTED).
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2732
2733
2734

2735

2736

2737

2738

2739

2740

ZZHAE 25 EtY2 Tt Device ZEH|ME REE LtYSt= 16 HE OFAF0|C} O]
EMOME 53 ¢S UESHA] @0 Z2HNE ZE9| AAEHAS HESHI| 2/
"{ProvisioningMode}"& A& 3HCt

Type Name Type URN Mo
Device urn:oic.sec.dpmtype

Provisioning Mode

Device Z2H|Xd ZE& CtY¥st TRH|MY REE 7|&
H|E H|EOFAZ0|C,

rir
=
o

H 51 -oic.sec.dpmtype Property 9|

i Device BE Mo
bx0000,0001 (1) Reset HZEX 2|8 E%2 7H5 817 8t Device 2|4 RE.
bx0000,0010 (2) Take Owner 283 0| §%52 75317 5H= Device HOE 2E.

bx0000,0100 (4)

e SE

bx0000,1000 (8) Security Device 5 0f AH|~ 9l TSl S2|H M0 IASASE JHs oA
Management L
Setrvices St MH|A Z2H|HY ZE,

bx0001,0000 (16) Provision urn:oic.sec.cms EFQIO| 2| MH[AZ AFR3HAM 4 Device
Credentials

2| Eo| AAHASHE JhEotH ot A2|HE Z2H|HE RE.

bx0010,0000 (32)

Provision ACLs

urn:oic.sec. ams Ef 2| 22| MH|AE ALE3H A Device ACL 2
QIABAGIE 7155 ot ACL ZE2H|XNE BE.

bx0100,0000 (64)

Initiate Software
Version Validation

QHEEERE ATEQO HE &9l (1)

YEE AZEQ O HE =2 (0)

r

bx1000,0000 (128)

Initiate Secure
Software Update

QEE/ERE Hot 2T EQO YHHOIE (1)
YEE HOt AT EQO HHOIE (0)

Hl

52 - oic.sec.dpmtype Property (5%l HIO|E)Q| gt HQ|

Zk
HA

Device 2 E

bx0000,0000 —
bx1111,1111

<Reserved>

LSl A8 S 2ldh ol

Z2H Y 55 2E EtY

H 53 - oic.sec.dpmtype Property (&%] HIO|E)Q| Zt X9

rlo

Chosst =

ZHXNE 5% RES E75t= 8 HE 023 0|C}

Type Name Type URN Mo
Device urn:oic.sec.pomtype Device Z2H| MY EX D= Qs T2H|HY St Q2
Provisioning

OperationMode

7|&3l= 8 HIE H|EDOtAZO|C}

H 54 - oic.sec.pomtype Property 82|

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 141




2741

2742

2743
2744
2745
2746

2747

2748

2749

2t S5 BE =L

bx0000,0001 (1) Server-directed ZEH MY 3 MU AT ME CFE Device O 9 X|3HC}, II|>E}A-|
utilizing multiple
provisioning Z2H| XN JE Device = 2f MH| A0 CfS S92 DTLS MM
services TAsfof $hCh BIE 0 7} FALSE & 1f O] =0 Exfgtct.
bx0000,0010 (2) Server-directed DE D2d| MY 2t MHA 3t Device LHOf| 9| X|8tCt,

s
utilizing a single _ Lo
provisioning service | [M2FA, Z2H| X 'JE Device = Z2H|X'd M| 20 2} 59|
72
Q=
Hdo| &

DTLS MME #M¢tX| ¢¥n StLEO| DTLS MM B 1o °JE+.
HIE 07 TRUE & [Ijf O] = i

bx0000,0100 (4) Client-directed Device 7} Device 2] T2 H| XY SXtoj| T8 T2H| XY MH|A
provisioning

MOl X|&TtCt H E 10| TRUE ¥ W O] ZZ4 0] EXYTtCE, O
HIE7} FALSE O| ™ O| Device = Z2H|X'd EHAE M OfsiCt,

bx0000,1000(8) —

LI=o 22 ol [e]3
bx1000,0000(128) <Reserved> t&ol AHE&= Il o

bx1111,11xx <Reserved> LIZ=o| AF2 S 9|3ff ofoF

=

H 55 - oic.sec.pomtype Property 2| 7t 29|

13.8 Certificate MH 2% Resource

/oic/sec/csr Resource = Device 7| &3dt= O}O|HE =)
Certification Request &@4l9| CfSste 742 7|E Afstn U
Device 7} PIZME X|QtH (F, /oic/sec/doxm Resource 2| sct Property 7} 0x8 H|E | X[0]

12 7t W), Device = /oic/sec/csr Resource & Z=Ct.

370 7|, ¥ RFC 2986 PKCS#10
= 3HE NSt Arg =Lt

X URI Resource Type | Resource Type ID | Interface M oI5 HE
Title wogn ZF
("rt" &)
/oic/sec/csr Cgrtifipate oic.r.csr baseline |csR resource = Device ] 274 |74
igning R - o
Request 7|0f CHst Certificate Signing
Request & Z & 5HC},

H 56 — oic.r.csr Resource 2

Property Title | Property Value LIPUES oA Mo
Name Type
=
_ Certificate csr AEZ R of |22 Y Property Of 2t QAL E M EE CSR S ZatgtC).
Signing Request
Encoding encoding | AEZ R o |csr Property Off Bl CjO|E{ Q| QIR T HAZ X|Hste
A E 2]
AEZ]
"oic.sec.encoding.pem” — PEM QI EE CIEM ME 2715
flet2ag
"oic.sec.encoding.der" — DER QI3 Y& Q1A ME 27 E
flet2ag

H 60 - oic.r.csr Resource 2| Property

>

Device £ AHEY S7l 71§ M5t O 54

mjo

s MEHoR M7 7| ME HHE & ULt
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2750
2751
2752

2753

2754
2755
2756
2757

2758

2759

2760
2761
2762

2763

2764
2765
2766
2767
2768
2769
2770

2771

2772
2773

2774

2775
2776
2777

2778

2779

2780

CSR O A, Subject Name 2] Common Name A& "uuid:X" YAQ| AEZS ZBISICE 0 7]A,
X £ RFC 4122 0ff o|slf Fo|&l HA9| Device 2| 2% E UUID O|Ct. Common N
Subject Name 2| 24+ 1 52| HO|HE Zad 4= QUC} Device 7t Common Name 24-0f 7}
HEE ZSAX & =, 3%, Z0F = MOSE2Z UUID BEL FHE3tC.

e 94 1 q¢5ﬂ

| 23
=

Device 7t AH8Y MF Z=ZHMYE 7] 42 #10 UX| X

. a
r=
4
N
0=
mjo
0z
0x
Of
rir
N
or
o

AOS ™, Device = O| resource 2| RETRIEVE ZIt2 7| ¥l MM E A& == UL} Device 7t 7|
Wol MMo|l Zast AZteE Qls) RETRIEVE 280 ZHA| SESHX| Rst= 42, Device &
"operation pending" 021 Z|E$ICt O|& Client | 4 Device 7t Ot% SE& =H|[7t Z/0 /UX|
AXTLHE0 SHY = UASS YHEL 0| LR, Client= Al 20| 2EE M A=}

13.9 Role Resource

role Resource &, MM 10.3.1 0 7|=& HQt Z0|, role PEME FHE role 2 ERSICH FHE
role 2 #HE S0 7], & role S A LHe| &7 7|& Z =Lt Server £ Client 2] 3747 0f 2t&A =l

_| -4
role EO| 2] AN AT 2O5}OF BHLL. roles Resource & (D)TLS Al AEfS| HES 2 HO[&= A0
Z L} role QSN HE L0 2= M 10.3.1 2 FXSH7| HHEtot,

role Resource & 0|0| MMHE|0 QUAX| L2OHH Client 22| EQ (D)TLS MM T A|0]| Server Of
ol A z|0fof SHC}. roles Resource £ /oic/res response O 20 A= L OIEDF - = A|7{0F $HC},
Server = %A%t (D)TLS MMO| ZXSt= SQ role Resource & §X|38OF StCt. Server = %[4S
S M7t QR E|AHLE (D)TLS MM0] B2 W7HX], = ZFO|= WE Z2=Z, role Resource L0
Zt QIS ME [X[SioF Bt AR A|”OMO 1SMO fFa 7(tE =57 gt MM 103 2
10.3.1 2] 27 ZHL2 Al MEEICH Server & role resource 2 HAHXE HI|XHo=Z HASHA
resource MAES ECNE ZAFESts FHMo| mat AHHXEZE Fe[sjof oCh & 50, RtEE
o

ISMLE 2 7|2t 2 HEO| Sl= Client 22 HQ| QS A7t Fe| ool 2 &= UALCH

210 AZst CHE, roles Resource = (D)TLS MM 2| 74 Al0 Server O Q|of AEHoZ MYEIC
THXMOSZ, roles Resource O CH$t RETRIEVE, UPDATE, % DELETE S2&t2 Ct33f Z0|
O|FO{ZTICH LIEEX| 2 &2 751 EYHO|N MY = QiCt

1. RETRIEVE 27& dX HZAEL0f 215 E Client o OO|HIE|E|Qt A E 2E O|MO FEE
role & 2|Hd|OF siCt EO| WetO|E{E = Retrieve £ X ®EX| &ECH “credid” ZO|
ot2t0|HE Z= RETRIEVE 2382 XJEX @, X AHZAEZY QFE Client 2
OfO|HE|E|2f 2t E 2= O[O FFE role O 2| HEILCE.

—

um

a) "roles" Property & Z3st= UPDATE S82 Ct31 Z0| H{Eo =

CHAISEAHLE O Of 2= 7| Of OF BhC.

=l Property &
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2781
2782

2783
2784
2785

2786

2787

2788

2789

2790
2791

2792

2793

2794
2795
2796
2797

2798

2799

2800
2801

a) "publicdata" &£ "optionaldata"7t "roles" B € o] 7| & A EZ|Qt Ct2H, s} &=

AEZ|= MER 133 "credid” 2t 22 "roles” array Ol 227} | 0 Of kLt

b) publlcdata"ﬂ "optionaldata"?t & Cf "roles” H{ & LHQ| 7| & A EE|Q LX[SHH, s Dot=
E2|lEe SYsA 7tFE|0fof StCt. Server £ 2.04 Changed S E 22 C§ S3}0{0f 5}
=l AEZ = B0 =7+ X| Q£0HOf BHC,

c) "credid" Property = UPDATE 2 E0|AM MEAMO|D, HQSIH Server Of 2[5 FA[E %= QALY
Server & "roles" H{ 2| 2 E AEZ|0f CHsH 73 "credid" af= &l OF SHCt
b) “credid” Z Q| HZI0|HE ZX| &= DELETE 22 x| AZADof 2SFE= Client 9

OFO|HIE|E|Of 8 E3l= /oic/sec/roles resource HIEZHE RE AER|S K 7|0 StC}.

2. “credid” Z°| L}2t0|HE %+ DELETE 282 dx AZAL|0 25 = Client 2| OFO|HE|E|O|

5l 23St /oic/seciroles resource Hi @ 2| 3l & t= “credid"@t Y XSt A EZ| O K| A3 OF SHCY.

I URI Resource Type |[Resource Type ID| Interface Mo o s AE
Title i 7Iv)
HA
/oic/sec/roles Roles oic.r.roles baseline |o| server Of CH3H O] F 0 Hot
FHEAH role 2
E 3 t= Resource
E 57 - oic.r.roles Resource 82
Property Property Value Type | Value | of A A Mo
Title Name Rule
RE
roles oic.sec.cred HY < RW ol 0| Server O CH&H O| & Off =EE|QUE role 2
Roles
28

H 58 - oic.r.roles Resource 2| Property

nl. IO

H|Z: oic.r.roles = oic.r.cred 2F oic.sec.cred schema & 39322, "subjectuuid"'= ZE
Property O|Ct. 2{L}, "subjectuuid"= role QNS MO|A ALEE|IX| A=Ch [M2tA, Device &
"subjectuuid” Property 7} /oic/sec/roles Resource O Ci$t UPDATE 2XF0| =Z&tz|of UoH™
"subjectuuid" Property & FAIE 3= UL},

13.10 Security Virtual Resources (SVR) W M A 2

SVR 2 Device o] 29t & Property & =& A[7IC}

2{ot SVR O CHet H| Q7F (AH) Client o] HMA 2% (RETRIEVE, UPDATE, DELETE &)2

Ol
S5t H ZEO|HAl £E= 20 2HE €2F & ULt
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2802
2803
2804

2805

2806

2807

2808

2809

2810
2811

2812

2813
2814

2815

2816

2817

2818
2819

2820

2821

2822

2823

2824

2825
2826
2827

2828

2829

2830

=2

£0{, Device onboarding State 7t RFOTM O|® oic.r.doxm Resource O CHst /9
o] 282 Qg Ea7t A28=2 OBT 0 2/3f Device 7t HHEO 2EIE £+ UCL
o=z ImI2lOo|HA| EZE 8, oicr.doxm Resource Of CHgH Ol QHXto] QX2

20l B R & 9uc

ol

mw o
>

nE Eoox
ikl

X

Ot
rir

13.11 SVR, Discoverability, % Endpoint
RE FTHE SVR 2 A JHs"SICH (OCF Core Al A, Policy Parameter MM 7.8.2.1.2 &=X).

BE PHE Y9UA JH53H SVR 2 Secure Endpoint (O: CoAPS)S &= A|ZICH (OCF Core AlZHA,
%}

Endpoint H 10 &

/oic/sec/doxm Resource = RFOTM O A Unsecure Endpoint (0: CoAP)E == A|ZICt (OCF Core
A2 A, Endpoint MEH 10 &xX).

13.12 Core ¥ SVRs Resources & 9|8t F7I Z20|HA| DB ALE

DR MEXE HHEHCRE FH HALIZCE AMEE = JLLE IZI0|HAIE fIT DA &
StLO|CE O]& ChS 1t &2 Resource X Property & X &t}

e 'di" ¥ "piid’' Property & E&35}= /oic/d Resource

e 'pi’ Property & Z&dt= /oic/p Resource

e ‘'deviceuuid’ Property & Z&dt= /oic/sec/doxm Resource
B E A8Xte Device o =3HO| Ot & M7t AHO| FX7L & = U= D[/ U0ICH O
o O u]

|I=E 7I7 JHHE ZEstE 2E Client Device 7t £% Platform % Device 2f & &l

TE 212 PHSIEH K8 AUXS AWHOE FSY & Y2 OFC,
Device | H2t0[B{A| HE S /3t M0 L2 22 § JHX|7t ULk,

1. 18 AMYXIE ZESt= Resource 0|2 A7 HMHAE XSt}

2
o
m
oo
o
in}

ACL H

rir

2. FHO ALY & UEE HEXO| X|HdS HMEtetr).

ZEO|HAl SAM2 &2 E0|=58 F 7HX 7|E€ S &1 RUH2 2 MEY = UL

1. Platform/Device MZAt= o YO i AEXS HMAE Hetst= 7|2 ACL
FH S X Goliof ot HERT H2|Xte Z2t0|HA| fl@S 20X = ASE Device Of

ST
Tl HBMAE SBSHEF ACL M E +=FHOF otrt.

2. Server = Device 7} RESET Device AEf2 MSIE|H OCF Interface £ Sof tt=E|X| Q4

rir

A Al identifier & =ZA|7{0f $tCt. AA| identifier = X|&X Y HF X[ X9l jdentifier b=

mjo

N
A
52
rir
n
|'II

R Z|X| &= AA| identifier =,
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2831

2832

2833
2834
2835

2836

2837

2838

2839

2840

2841

2842
2843
2844
2845
2846
2847
2848
2849

2850

2851
2852

2853

2854
2855
2856

2857

2858
2859
2860

2861

2862
2863

a. X| EL

I
Al
rII

b XX 2l identifier 2b= Z7H0|0{OF (5, @3 E[X| GOLOF) BHLY.

b. A O[OIX|, & W AFE O[O|X], &l S50 LHFS = =50l 2lof 4-d=0fof gLt

B X| | 1 X} St= 4l Device = DOXS A|Y Z=HIO|CE 25 2| A|Z0| AE &l identifier Of
sEd 27t ALk A4, SHXE 0] 2 FSHAM Device 2| =FO| ttet W7HX| Device 2|
FHO AFEE & UL

Olg{st Z=2to|HA| /IS siZ3st7| dl, Server £, /oic/sec/doxm Resource 2| devowneruuid
Property 7} nil-UUID € [, /oic/sec/doxm Resource 2| deviceuuid Property & S35l BHSE[X| &t &=
2 Al identifier & =& Al7{X /oic/res X /oic/sec/doxm Resource RETRIEVE 282 Q1 Z8|OF $tCt,
Server £ device &Ef7} RESET 22 T2tE [f /oic/sec/doxm Resource o] {22 HHEE(X| =
Al deviceuuid Property & <ZA|7{oF FtCt. O|FH A %*QEM-I /oic/sec/doxm 2| deviceuuid
Property 7t =2 2R Xt0| ZMM FHS =0 AEEX| REE 2 5+ UL

_|

RESET Al0| /oic/sec/doxm Resource 2| devowneruuid Property & nil-UUID 2 Z7|2}&|0f
RFOTM device & Ef &0 non-nil-uUUID #2422 A E WX |FX|E L device & /oic/sec/doxm
Resource 2| devowneruuid Property 7} nil-UUID 2 &¢t /oic/sec/doxm 3 /oic/res Resource Of
O3t RETRIEVE 280 /oic/sec/doxm Resource 2| HHE2E|X| b= AA| deviceuuid Property £
S=ol0F BtEf. OTM I8 S0 DOXS = /oic/sec/doxm Resource 2| devowneruuid Property
non-nil UUID g¢t2 2 ALAISIH, O] = Device 7t At410] X|& X £ B X|£ X 2l device identifier &
CEANI|E EBAH IS siCt. O3B 2, Device = /oic/sec/doxm Resource 2| devowneruuid
Property 7 non nil-UUID %2 &9 RETRIEVE Q80| Cigt SEH 22 /oic/sec/doxm Resource 2|

deviceuuid Property & &3l Of $tCt.

DOXS EE= AMS = @I

A |- A
N&H Ex g &

S =l Client 2t /oic/sec/doxm Resource 2| deviceuuid Property #t2 Sl
o
—

= 14 = £

| device identifier 2= U E Joic/sec/doxm Resource 02|

=
UM AE Motst= ACL ME T2HXMJdY + UL

Client £ HX QZE AZAS #4317 2l /oic/sec/cred Resource & AFE8iAM X|&H £ g
XAl identifier & SMdte QASEA %2 BN 2FS 2ot O|A2 YA Server 9
loic/sec/doxm Resource 2| deviceuuid Property #f2 Z & St= /oic/sec/cred Resource HEZ|E
ZE2HXME ge2M) O|F &= UL

/oic/d Resource 2| di Property = /oic/sec/doxm Resource 2| deviceuuid Property & BtE|OF
StCt. DOXS & Q& & cClient 2t /oic/d Resource 2| di Property & 5% = UEZ J/oic/d

resource 02| WNAE Kstst= ACL YHMES Z=ZH| N H3St= 20| Lt deviceuuid Property 2

=8 F7 240 2t A2 MH 13.1 5 H=5H7| B2t

RESET Device 2 Ei 2 T2t A|0f| Server = /oic/p Resource BH2 | X| = QA| piid Property 4t
=
=

[ K]
&=
L EAN7|= A0l ZC}. DOXS 7t devowneruuid Property non-nil-uUUID #t22 AN SHH
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2864
2865

2866

2867
2868
2869
2870

2871

2872

2873

2874

2875

2876

Server = /oic/p Property 2| piid Property & Sofl X[&HXQ 22 T ZAZ{0F L /oic/d
Resource Of CHet ACL H*2 /oic/p Resource 2| piid Property 7t QIS E|X| A2 QH XA
SMEl= $EF St= A0| Lt

RESET Device &EfE 2t A0 Server = BtSE[X| 2= ¥}A| pi Property 2f2 ==A|7{0F SHCH
Server =, 22 @ 0| devowneruuid Property £ non-nil-UUID 222 A7 g I, /oic/p Resource 2|
pi Property & Soll X&H L& 2t X[EHQl platform identifier 2t2 T ZA|Z{0F $tCL. Joic/p
Resource 0f CH3H ACL HX -2 pi Property 7 QIS E|X| A2 QXA S XEF St= AO|
Zrt.

Resource Property title Property Value type HNA BE Ex}
Type name
oic.wk.p Platform ID pi oic.types- Server 7} 2 A| random UUID &

schema.uui N N o
d MABCE (RISH O pi 8

EHO|MX| g=C) Server =

Al random UUID £

All TISHOF BHCH (F: YAl 22
States PNE=¥Sle]| pi g LjEXo=z
HO{MX| &=L}, Server =
Hot ARXE o[ M40
TAEH XA X[EE 0

wez g8ttt

oic.wk.p Protocol piid oic.types- RESET AMEE MSHE o)
Independent schema.uui All
Identifier d R Server 7t ¥ A| random UUID &
States

A-g3fiof ot

oic.wk.d Devige di oic.types-' B E device AENOI A /d.di 7}
Identifier schema.uui
d All states R /doxm.deviceuuid Off Z&=l 4t S
S Shot

H 59 - Core Resource Property A Ef
Ul 782l identifier 7t Z2tO[HA|Of| kS O|X|= A2 2 Of AZICH
e ‘di’2t ‘piid’ Property & Z25t=/oic/d Resource.

e ‘pi’ Property & EX 25t /oic/p Resource.

e ‘deviceuuid’ Property & Z &5l /oic/sec/doxm Resource.
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2877

2878

2879

2880

2881

2882

2883

2884

2885

2886

2887

2888

2889

2890

2891

2892

2893
2894
2895
2896
2897
2898
2899
2900

2901

2902

2903

Device o| Z2O|HA| 225 ISt M 7+X| FE0| ALt

O

ot identifier & Z&5t= Resource Off CH3t 87| WMAE Hotst= HHNA MO E

o
°
X E3%ICt O] A2 privacy Off 2IZ$t identifier 7t Device 2F @ O{ X|X| % =& STt

Ho| AHEE = =5 identifier X| &2 KM SHSICt O] 22 privacy Off RISt identifier 7t

3. identifier £ H| U2 B S3ICH 0|42 & 7tE Xpoj| BHefj 7t S 2 = QL2 o},

>\I

Ol 7|22 Z2to|HA| SAXO St =52 Motst=0 AF8e 5= UALE O E =

— —

. olgo| @MAY X4 e B KZHQl identifier 0O UHAES HBBE ACL ML
+YY 4+ AUtk

o 2ET NMz|of X|HX £ gt X|£HQl identifier A0 A identifier & AF&E = QULCH

-

e [IE Device 2 M&H7| Mo X|&HH 2 B X[ £ 2l identifier & Y=z atet = UL

o)

1. X|&HX = gt X|& X0l identifier F ©IH 2| Z40|0{0f (&, 23 L|X| Q0}Of) StC}
2. At™ O|OfX|, & HHR| AR O[O|X|, R S=0| M2 = =0 Qs 44 =|0foF BtCt
H: 0l R M==AY AT HAHLSS Sl BHFEICL.

13.12.1 Device Identifier & H S 6l= Z2}0|HA|

/oic/d Resource 2| "di" Property #f= /oic/sec/doxm Resource 2| "deviceuuid" Property #f=
HtFGoOF otCt. RESET Device &EfE2 T2 A0 Device & /oic/sec/doxm Resource <2
"deviceuuid" Property gt CHAO| M2 HHEE|X| &A= AA| identifier & AtE3t= Z0| £Ct. O
2f2 "devowneruuid" Property 7} nil UUID 42 Z= &Y% =&+ ZA0| ZCt Device £,
DOXS 7} "devowneruuid" Property & non-nil-UUID ¢t 2 At Y 20, /oic/sec/doxm
Resource 2| X[£XQl (& gt X|£ X Q) "deviceuuid" Property a4 T ZEA|7|= A0| EC}. YA
identifier = Device 2 Ei2| RESET S 29| MztotCt gt Ho| HIZ HC} O X5 BHASHX| &= 20|
ZCt.

"devowneruuid"2| non-nil UUID 22| Z4 A0 O] A:

e ‘“deviceuuid” H/E= “di” Property 242 E¥St= Resource Of Cigt CRUDN 8EZ

TYOHE B
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2904

2905

2906

2907

2908

2909

2910

2911

2912
2913
2914

2915

2916

2917
2918
2919
2920
2921
2922

2923

2924

2925

2926

2927

2928

2929

2930

2931

2932
2933

2934

o Device & 2ZE X0 CHsi SESIL “deviceuuid” (E+£ “di”) #40| HIZEZE

Hoz g mjot XpAo| X[E£HQl (E& B X|HHQl) “deviceuuid” (& “di”) Property

o Device £ QFEX €2 X g SEE Me BHEEX s A
“deviceuuid” (£= “di”) Property 22 At&3l= 0| £Ct,
e AMS &= F7IZ “deviceuuid” X “di” Property 7t 22384 370 &l X| X =Z Joic/sec/doxm

9! /oic/d resource O Cif st ACL MM = 2H| X ddt= Z40| £C}.

deviceuuid Property =% F7| 710] 2ot Abgt2 MM 13.1 & &X5H7| HE gt

H|Z: Client Device £ 222% BAM QM3 mgo=z M Xt X|£HQl (E& g X[£HQl)
identifier 7} 37 == A2 2o = ULt O|H2 Server 2| deviceuuid Property a2 Z&st=
Joic/sec/cred Resource HEZ|IE Z2H| XY &2 LA TILC} Client = Server Q] 20 HAS

XA 10| T dotet.
13.12.2 Protocol Independent Device Identifier & ES8h= ZZI0|HA|

RESET Device &Ei2 T2 A|0| Device & /oic/d Resource 2| "piid" Property 4t CHAIO| MEZ2
HEL[X] %= YAl identifier & AMESt= A0l FLCh HHEE[X] Yes YAl 20| EHEH
"devowneruuid" Property 7} nil UUID ¢t2 #= &¢ 0| &t= At8&3t= ZA0| ZC}. Device =,
DOXS 7t "devowneruuid" Property £ non-nil-UUID ¢S 2 HFstn L Z0f, XA X[&XQl
"piid" Property 2t2 AM838t= 0] £Ct Y A| identifier = Device &EfQ| RESET @ 29| ™ atotrct
St HO| HIZEELCE O XFFE HASHK| E= 0| L},

"devowneruuid"2| non-nil UUID 22| A A0f 0]0{ A{:

e  “piid” Property 2/2 Z&5}= Resource 0 CH3F CRUDN SE & 1 8st= E2:

o Device = UTE QX0 O SEStD “piid” ¢t0| HZ2 2 & 0 xp4l2f

o Device = 2FEX Y2 2FXO s S e HELX = LA “pid”
Property 2f= At&5t= 0| Lt

e AMS £ F7IZ Joic/p Resource 2| piid Property 7} 2 223tAH SHEX| XE=E /oic/d

Resource Of Ci$t ACL M Z Z2H|Xdst= 40| EC}
13.12.3 Platform Identifier & H &= Z2}0[HA|
RESET Device #EfZ 2 Al0| Device & /oic/p Resource 2| "pi" Property %t CHAO| MER

B2 g X| &= A identifier & AF23tE 20| £C}. O] 22 "devowneruuid" Property 7t nil UUID
o
=

Zte SO LEA|7|&= 0| £Ct. Device =, DOXS 7} "devowneruuid" Property € non-nil-
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2935
2936

2937

2938

2939

2940

2941

2942

2943

2944

2945

2946

2947
2948
2949

2950

2951
2952
2953
2954
2955
2956
2957
2958
2959
2960
2961
2962
2963
2964
2965
2966
2967

2968

2969

2970

2971

UUID gte 2 MEStL 20, XtAlQ| X|£H ol (E= Hh X
40| Ect. AdA| identifier = ° =)
HASIK| S =

—

20| FCf.
A Alofl o]0f A:

"devowneruuid"2| non-nil UUID 29|

SR

o Device & 23E &

o Device £ 2AZTEX U2
Property {2 AH&35t= 20| ZCt
e AMS £ F7tZ pi Property 7t 22 238AH W& X|

oz

S Z2H|M5tE A0 FCt

13.13 Easy Setup Resource Device State

e “pi” Property 22 Z&dt= Resource Of Ci$t CRUDN &2 +

X ol) "pi" Property 2f2 AtE3te
storct st Ho| HIZELCE o X3

[ —

o.
A%

0z

s

rir

CHell SEdtR “pi” 440 HIZ2 H=a I Xp4o

A== Joic/p Resource Of CH$t ACL

0| MM2 OCF Core Specification Extension Wi-Fi Easy Setup 0 H2|=l 283 0|M & 23t Easy
Setup 2 AFE3tE= New Device 0|2t M-8 EICH CHE HAo2 HEQJA of HZSt=, 5 DOXS R
AMS 7} non-Easy Setup Device O ¥ Z3SI=0| Soft AP & AM23IX| 2= New Device O = Easy
setup O] @& O|X|X| =Lt
RFOTM

- DOXS connected to Device via

Soft AP

- DOXS on-boards the Device

-/EasySetupResURI Resource

inaccessible

RESET REPRO
- Soft AP Initialized - AMS connected to Device via Soft
-/EasySetupResURI AP
Resource inaccessible - AMS configure ACE2 to allow only
Mediator to configure
RENOP /EasySetupResURI

- Soft AP is disabled when New
Device connects with the regular
network.

-Discovery & UPDATE of
/EasySetupResURI Resources

-Discovery & UPDATE of
/EasySetupResURI Resources
-SoftAP and AMS disconnected

O3 40: 40|t Device HEN0A Soft AP W Easy Setup Resource 2| Of

Device 7} RFOTM Device MEN2 M2tE|H, Soft AP =

s 2 9lc),
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2972
2973

2974

2975

2976

2977

2978

2979

2980

2981

2982

2983

2984

2985

2986

2987

2988

2989

2990

2991

2992

2993

2994

2995

2996

NEOIA 101M %7
HES Jltste He

—

| 1
X| 42 MEfO| device 2| 7|2 SELE St= A2 E¢

r

atA, 2o+ k& AI7]7] QI8 Easy Setup & 9% Soft AP O = RIHX| 7 ZZ0| ULt

e Time availability of Easy Setup Soft AP 2| Al 7ts A|Zt2 X[ABStE A0l 20,

Device 2| 3% £} A|o] MHO 2O RESET &, A MW M £& & L= ALRX}I7} Easy

1

-
Setup 2 ?I¢t Soft AP & 7HAIS £ 30 =& Z=1}SHA| G OFOF BHLY,

. HEH R

om
A

S EE 3 B9 Aol MHo=29| 2|[Al Z0| New Device 7t Easy Setup
Enroliment 2| &t 2 & A|=5t0] HifstH, MY F7|7t R B 28 E£&= 7HE 229 3%
5t Ao dEeEo| Z|MERH 3 A7 O|LHOf| Ydste 42, A F7| Ao 30 & =0
XtE2Z Easy Setup Soft AP & LCHA| A= d27F QULCH (AHEXZE 3E E3F AlQ
Mo zol 2[4l gl0] XX Easy Setup Soft AP & AR S W=, AFEXIIL =522 FXE

HAlShE BRS €0 s Aol AtFstez ™R 7] 27H0[2tEH 0| ChA| Z 227t Bitt)

e Device £ M3HOZ SESX U1 H HE HE £ ZIH FG A9 dFYoZ9
S MO ZHEE 3 AlZE 20= £ CHE ST ZE3 A9 MFSZ9| zZ|AMo| ZLESIALE
At A7 2™ Easy Setup Soft AP & HAIR M{7HX| Easy Setup 2 2+ Soft AP & LCHA|

AX| @= Aol ECt.

e Easy Setup Soft AP = Mediator 7t New Device 2 S}0{ 2 Enroller 0 FZSI=ZE X|A|Z

I} 77} X] RENOP S0 A7 AFER )

ot

ct.

M
30

QX %

e New Device 7t 45X 2 Z Enroller Of ¥ Z %™ Easy Setup Soft AP = Sl A| £| 0 OF SHC}.

e New Device 7} HE3XOZ Enroller Off HZ&|1 L™, Device 7} 3% £} A9 ¥ o=

2| M E| AL AFXH7F AF Easy Setup Soft AP £ ZHAISHX| @& 3F Easy Setup

rot

Enroliment & $/$+ Easy Setup Soft AP £ CHA| 74 X| Z0}Of SHCF,
e Just Works OTM 2 Easy Setup 2 X| ¥5t= Device 0O CHSH A7 | X[ 4OtOF BHLY,

o Soft AP = 2t & 2tTSOF BtLt (G| S =01, open AP & = EAI7|X| 2OLOF BHLY).
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2997

2998

2999

3000

3001

3002

3003
3004
3005

3006

3007

3008

3009
3010
3011

3012

3013
3014
3015

3016

3017
3018
3019

3020

3021

3022

e Soft AP Mediator Off 2|3 AZS 2ot A= & X|AOF 5tH, == 8 0|A 64 ALO|2]
ASCIlI 2o 7ts EX0[0jOF oirt A= 2t AE[H, Ifj7|Y SO AME &= A2,

Mediator device Ol Al AFEX}7F U3 o= UL},

e Soft AP = 29| Device Of CHsll 3 & Y= E ALESHX| % AO| £EC}. Y= = SAXIL
Device Et®, 2 & X ZX}, EE= Device 2| ==&l interface £ Sofl &M 7tstt HEE S

(e]3

=
[=] =

PRl Z3t=& device OFCt 23] 17E 4 UL

OF

=
T

fot
i

—

Enrollee = Enrollee E Enroller Off HZ35t=0 A A Mediator Of 2|t ZIHH QI MEAS 2|dH
WPA2 20tS X|sof $HCF (5, WPA2 in the “swat” Property of the /example/WiFiConfResURI
Resource 2| “swat” Property 0 WPA2 € LIZd|{0F SHCH). Mediator & Enrollee & Enroller 0f
AAS=0 ALESH7| fI8 Enroller Off CHS AHE 7ts o £ 4| Hotg MEHSH= 240 ECt

—

Enrollee & SVR 0]2|2| Soft AP X Wi-Fi Easy Setup O 2 2%t Resource Of CHsll O interface =
(& 50, & MH, C/H 1 ZE | Vertical Resource §) =EA|7|X| %S 5= UL},

lexample/EasySetupResURI Resource & RFOTM EE+& SRESET ME{OA EAM JH538HX| &=
Z40| L} DOXS E AL88iA 293 O|F EA7t 22 &1 LIH, Device 7t RFPRO Device 4 Ef 2
M2tz Jexample/EasySetupResURI 7t BHM J+S3SHA 2 = QUL DOXS £ Mediator Device Of

SAEE 5 At

OTM CoAPS MM2 A3 O|™ % X7| Easy Setup ZZ2H|XMHS % Soft APE Est HZES
2|8l Mediator O 2|3 AIRE 2= QIC} SoftAP L= M3 HEYI AZES RFPRO AMEf O A
Joic/sec/acl2 Resource ZE2H|XMYES 2|5 AMS O 28] AFRE 4= QLI CoAPS MM Q= 4

A2 ot= Security A|Z A0 Ho|&|0f UL

RFPRO AENOAM, AMS = LCt29| Resource 7t UPDATE &= RETRIEVE M A 712t &7H
Mediator Device O 2ISfMBt LM 7153t E ACE2 € Z+= Device 40| ACL2 Resource &
T+4st= A0| £t

o /example/EasySetupResURI
o /example/WifiConfResURI

e /example/DevConfResURI

3023Easy Setup Resource Of CH3 RETRIEVE =+ UPDATE YN A S 2 0{5l= ACE2

3024
3025
3026

{
"subject": { "uuid": "<insert-UUID-of-Mediator>" },

"resources": [

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 152



3027 { "href": "/example/EasySetupResURI" },

3028 { "href": "/lexample/WiFiConfResURI" },

3029 { "href": "/fexample/DevConfResURI" },

3030 1,

3031 "permission”: 6 // RETRIEVE (2) or UPDATE and RETRIEVE(6)
3032 }

3033 ACE2 = Easy Setup EAt 20 CtA| +4E == QUC}. 0|2 T ACE2 = Mediator 7} 0| = Resource Of
3034 O3 RETRIEVE/UPDATE S%& =d3l7| Mol 2X|5t= 20| Lt

3035 RFPRO &= RFNOP 4 E{0| A, Mediator = /EasySetupResURI Resource & &3t 0| =
3036 Resource & UPDATE St 0| ZCt. AMS = RFNOP Device & Ef0f| Al /EasySetupResURI
3037  resource & UPDATE & = QULCt.

3038
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3039

3040

3041

3042

3043

3044

3045
3046
3047
3048
3049

3050

3051

3052

3053

3054

3055

3056

3057

3058
3059
3060

3061

3062

3063

3064
3065
3066

flot 2oF nEAE S

AFE Device Lo M3 stA2 CHYst £HRAE X0t B 7|52 AILSHH =Hsta{H,
oj2fst ftdaa 2t2to] ot 2 SEE XHC=Z HE|0f ot O & S0, AES = 3tE +dSH=
CPU 2o FY0| CtE ZEM22t SEHHCEZ SHSIHet: HH ATz 7|2 Y= LH
Q2L QtHSIX| Qo™ AES E St MY =HF0| HHSICtn o o~ QICH AW 2gol o4A=R
=2= Chgst XA2 ofefo LrFstct E2oF M3 SZ(secure execution environment:
SEE)2A 9| AtAS ZHFe{H, S8t SEE A7) oM XtA S ZEF OF oLt

AZEQN Hob 47 (O S0, OWASP O 2l CHROIX|=)= EOF AE9| O] 2F AL
e ARUEZE sttels dR0|22 0 AgMol MY ZHE T
ANEMAME 2ZEL O] A 27 5= 72X Platform X| @S CHEL.

=
2ZEQY YIAO|=E 02 S & AUACL

Al

1ol LI & 2420 245 B2

x

B0 2Lt

-

1411 Hot X%

2ot g2 wgstALL 7| 2E HolH ("2 HO[H (Sensitive Data))& AM&ote =2|H YES
oot J2iet HolHE olof sHEEX= AT OE L& H OE 742 7], ASA HOIH,
HERI HM2 A2HE, = AKX JHQ BEE ZEottt. Fe25 & HO0IH (Critical
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3067

3068

3069
3070
3071

3072

3073

3074

3075
3076

3077

3078
3079
3080

3081

3082
3083
3084

3085

0 7.

Sensitive Data)e FZMD
S X| s OoF L},

a 7|2 dE = O RAISHOF ot= HHE, Sensitive Data = FEEES

C

loT Device M4HXEZL QIZLE|X| 42 Device, A&, £ 74Q0]

?18 Sensitive Data Of HMADHX| Rot=E EES H=E HIY As 4HH oo &
.|

OfL|2}, Sensitive Data & 215 X 230 5F ALEEEE, Q=HO|ALL UHQl HAO CHK
FEAES FAXIHOF BHLf.
Sensitive Data 2| &% ¢l 3 5& Of2fof Lt EotCt
ol & AXMY HS 788 B
Owner PSK (Symmetric Keys) o o
Service provisioning keys o o
Asymmetric Private Keys o o
Certificate Data and Signed o 2o
Hashes
Public Keys o 209
Access credentials (e.g. SSID, o o
passwords, etc.)
ECDH/ECDH Dynamic Shared Key o o
Root CA Public Keys o 2o
Device and Platform IDs of 209

H 60 - Sensitive Data 0f

SOF KIS Sl MY HI wHe Y SHHOXY, SYHR tCYolet ATEY S
ZEoHs YOl AFSEILY,

14.1.1.1 SIES|O] EQF M &

StERIol Hob ME2 ofE S H oty 7He 7, HML 32Hd, 8 e ZEe Z2 critical

o
Sensitive Data 2| XM &0 At8st= 40| ECt CHEE2| E2 StEQO EQF ME2 Bt X 7|t¢+9|
HlZ|gtd M 22| ("NVRAM"ES E&3l1, Critical Sensitive Data 0|2 QI7IE|X| QLS WiA

(
XS] et CHMS EZESHO}
SEEQO 7|Hto| HOF A2 NVRAM LHO| Sensitive Data = X &gt

7] #ootLzt 2218 /Ees
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b. MD5
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d. RSA 1024
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/oic/sec/pstat.tm Property {2 AZ EQ|0] M =l J{A| (Initiate Software Version Validation)
HES MF2 (MM 137 o & 52 &%) 2ZEQOf #A &0l Z2MAE JHAIStE 278
LIEHHCE O] ZZ M A0 2|5 Device = MEY = U= 220 T £2ZEQO (HRYO, 2 HHH|,

Device E2I0|H{, HEYZ At 5 TEHE HAZSS0 ATEY O AA TENAE A|ZS QT
A=K metstCh (o2 &=x). HBHE 7HE Client Of 2|3l /oic/sec/pstat.tm 2| Initiate Software
Version Validation HHEZ} 1 (TRUE)E H7dE|®, Device 7| /oic/sec/pstat.cm 2| Initiate Software
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15 Appendix A: M2 K| 0] of

15.1 OCF ACL Resource 0

Server = BEE ZAEZE Resource 7t AMAE 2= Client O ot WMAE QIJISH A2
gtolgt QI QULCH /oic/sec/acl2 Resource 7t Resource @AE A0 A HYX| |0 Resource
28 M7t ¢tHstn 2882 MEECH O 0= Server Of CHoH UM HH oS A5

%38l /oic/sec/acl2 Resource 7t {EH & = JA=XE EQELY

"aclist2": [
{
// Subject with ID ...01 should access two named Resources with access mode “CRUDN" (Create,
Retrieve, Update, Delete and Notify)
"subject™: {"uuid": "XXXX-...-XX01"},
"resources": [
{"href":"/oic/sh/light/1"},
{"href":"/oic/sh/temp/0"}
1,
"permission™: 31, // 31 dec = 0b0001 1111 which maps to ---N DURC
"validity": [
// The period starting at 18:00:00 UTC, on January 1, 2015 and
// ending at 07:00:00 UTC on January 2, 2015
"period": ["20150101T180000Z/201501027070000Z"],
// Repeats the {period} every week until the last day of Jan. 2015.
"recurrence": ["RRULE:FREQ=WEEKLY;UNTIL=20150131T070000Z"]
17
"aceid": 1
}
1,
// An ACL provisioning and management service should be identified as
// the resource owner

"rowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADC1"
}

15.2 AMS O

AMS = UM FHuo|l 2| HFHE o AHEE/0{oF SHX| 2, X|HE Resource 7t HMAE
UHOFCH Server 7F AMS 0|2 HZ S 7t 242 QF3HCH O] ol& O 582 Ed5H7| s ofEA
/oic/sec/amacl Resource 7} T+ E|0{0f S=X|& E O FLC},
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3334 {

3335 "resources": [

3336 // If the {Subject} wants to access the /oic/sh/light/1 Resource at host1 and an Amacl was
3337 // supplied then use the {4} sacl validation credential to enforce access.

3338 {"href": /oic/sh/light/1},

3339 // If the {Subject} wants to access the /oma/3 Resource at host2 and an AM sacl was

3340 // supplied then use the {4 sacl validation credential to enforce access.

3341 {"href": "/oma/3"},

3342 // If the {Subject} wants to access any local Resource and an Amacl was supplied then
3343  use

3344 // the {1} sacl validation credential to enforce access.

3345 {"wc": "*"}]

3346}

3347

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 165



3348

3349
3350
3351
3352
3353

3354

3355
3356

3357

3358
3359
3360

3361

3362

3363

16 Appendix B: &% 27 HOt = =20t

loT vertical ¥ Device 2| 7| 50| # LStX| %2 S 12{5tH, ZE |OT OfE2|AHO|M S MH[A0
St FF HEEEE THE EQt ADY Q@F A2 OCF O 7 E UHFAZ|X| ¥ooZ JtHH
ADE (AEY), HE, & SxEol 2ot Z20tA0| FO|X|0foF SHCh AME=XC| CHYE HEfAE
CtE7| ¢ T2t 2 @7 A Z AP HolE £ o, d2ist 27 A BES= J&st

M e 730 EFEE0|EE, LR ZE2 2% 0| EAQ #Helo =gt X|

RN NER HY EE A
of L

t.

I_
>4

S

Device &&7F IETF RFC 7228 (T7&E LE HESIE Terminology) HHEO [ME= OCF
AEMol LtHX[t St ot =m0l =5 A0 3 22 Hototth X2 M S
ZtZbol|l CHSE OCF 7|& 7|1&2 IETF 20t A 1oT & AIFO| o HgstA & Ao|Ch

1

=2 002 resource 2| S22 Z2 22 12{5tH, S22 0 Device & EQ 7|50] ALt
StE (Of: AFERS| 7t84d) QRO oESHAM Eot T8 FASte HA 2 = Us EQ 7SS
He AoE FHY = AUCE O|H2 A 00 SEE7Zt Y= A2 Mg = ULCE

Platform S22 SEE And gy
0 ofL| @ i els
1 of X
2 o n}

E 61- OCF Hot =2

7l HZ: 0l 2M0M 22t 22 Platform R0 2 ZZ2MAM £ 1 8o 2F 7IES
| -
=)

=
(5, CPU &=, HE2|, 4T A2l 7tsd2 DEEX| HUC

Copyright Open Connectivity Foundation, Inc. © 2016-2018. All rights Reserved 166




	1 적용범위
	2 인용표준
	3 용어, 정의, 기호와 약어
	3.1 용어와 정의
	3.2 약어
	3.3 규약

	4 문서 규약 및 구성
	4.1 표기법
	4.2 Data type
	4.3 문서 구조

	5 보안 개요
	5.1 액세스 제어
	5.1.1 ACL 아키텍처
	5.1.1.1 로컬 ACL의 사용
	5.1.1.2 AMS의 사용

	5.1.2 액세스 제어 범위 레벨

	5.2 온보딩 개요
	5.2.1 온보딩 단계
	5.2.2 Device 소유자 설정
	5.2.3 통상적인 동작을 위한 프로비저닝

	5.3 프로비저닝
	5.3.1 그 밖의 서비스의 프로비저닝
	5.3.2 정상 작동을 위한 크리덴셜 프로비저닝
	5.3.3 Role 할당 및 정상 작동을 위한 프로비저닝
	5.3.4 ACL 프로비저닝

	5.4 Secure Resource Manager (SRM)
	5.5 크리덴셜 개요

	6 Discovery 프로세스를 위한 보안
	6.1 Discovery를 위한 보안 고려사항

	7 보안 프로비저닝
	7.1 Device 아이덴티티
	7.1.1 UAID를 갖는 Device용 Device 아이덴티티
	7.1.1.1 UAID의 검증


	7.2 Device 소유권
	7.3 Device 소유권 이전 방법
	7.3.1 OTM 구현 요구 사항
	7.3.2 SharedKey 크리덴셜 산출
	7.3.3 인증서 크리덴셜 생성
	7.3.4 Just-Works OTM
	7.3.4.1 보안 고려사항

	7.3.5 Random PIN 기반 OTM
	7.3.5.1 Random PIN 소유권 이전 시퀀스
	7.3.5.2 보안 고려사항

	7.3.6 제조자 인증서 기반 OTM
	7.3.6.1 인증서 프로파일
	7.3.6.2 인증서 소유권 이전 시퀀스 보안 고려사항
	7.3.6.3 제조자 인증서 기반 OTM 시퀀스
	7.3.6.4 보안 고려사항

	7.3.7 제조자 특정 OTM
	7.3.7.1 제조자 특정 소유권 이전 시퀀스 예
	7.3.7.2  보안 고려사항

	7.3.8 소유자 크리덴셜 설정
	7.3.9 소유권 이전 방법 선택 시의 보안 고려사항

	7.4 프로비저닝
	7.4.1 프로비저닝 절차
	7.4.1.1 Client 지향 프로비저닝
	7.4.1.2 Server 지향 프로비저닝
	7.4.1.3 복수의 지원 서비스를 사용하는 Server 지향 프로비저닝



	8 Device 온보딩 상태 정의
	8.1 Device 온보딩 리셋 상태 정의
	8.2 Device Ready-for-OTM 상태 정의
	8.3 Device Ready-for-Provisioning 상태 정의
	8.4 Device Ready-for-Normal-Operation 상태 정의
	8.5 Device Soft Reset State 정의

	9 보안 크리덴셜 관리
	9.1 크리덴셜 생명 주기
	9.1.1 생성
	9.1.2 삭제
	9.1.3 갱신
	9.1.4 폐기

	9.2 크리덴셜 타입
	9.2.1 쌍 대칭 키 크리덴셜
	9.2.2 그룹 대칭 키 크리덴셜
	9.2.3 비 대칭 인증 키 크리덴셜
	9.2.3.1  비 대칭 인증 키 크리덴셜의 외부 생성

	9.2.4 비 대칭 키 암호 키 크리덴셜
	9.2.5 인증서 크리덴셜
	9.2.6 비밀번호 크리덴셜

	9.3 Certificate 기반 키 관리
	9.3.1 개요
	9.3.2 인증서 형식
	9.3.2.1 Certificate 프로파일 및 필드
	9.3.2.2 지원되는 인증서 확장자
	9.3.2.3 인증, 크리덴셜, 및 무결성을 위한 Cipher Suite
	9.3.2.4 인증서의 인코딩

	9.3.3 CRL 형식
	9.3.3.1 CRL 프로파일 및 필드
	9.3.3.2 CRL의 인코딩

	9.3.4 Resource Model
	9.3.5 인증서 프로비저닝
	9.3.6 CRL Provisioning


	10 Device 인증
	10.1 대칭 키 크리덴셜을 사용한 Device 인증
	10.2 Raw 비 대칭 키 크리덴셜을 사용한 Device 인증
	10.3 Certificate를 사용한 Device 인증
	10.3.1 인증서를 사용한 Role 행사


	11 메시지 무결성 및 기밀성
	11.1 DTLS를 사용한 세션 보호
	11.1.1 유니캐스트 세션 의미

	11.2 Cipher Suite
	11.2.1 Device 소유권 이전을 위한 Cipher Suite
	11.2.1.1 Just Works 방식 Cipher Suite
	11.2.1.2 Random PIN 방식 Cipher Suite
	11.2.1.3 인증서 방식 Cipher suite

	11.2.2 대칭 키용 Cipher Suite
	11.2.3 비 대칭 크리덴셜용 Cipher Suite


	12 액세스 제어
	12.1 ACL 생성 및 관리
	12.2 ACL 평가 및 시행
	12.2.1 Host Reference 매칭
	12.2.2 Resource 와일드카드 매칭
	12.2.3 다중 기준 매칭
	12.2.4 와일드카드를 사용한 주체 매칭
	12.2.5 Role을 사용한 주체 매칭
	12.2.6 ACL 평가


	13 보안 Resource
	13.1 Device Owner Transfer Resource
	13.1.1 지속적 및 반 지속적 Device Identifier
	13.1.2 Device Identifier를 위한 온보딩 고려사항
	13.1.3 OCF 정의 OTM

	13.2 크리덴셜 Resource
	13.2.1 크리덴셜 Resource의 Property
	13.2.1.1 Credential ID
	13.2.1.2 주체 UUID
	13.2.1.3 Role ID
	13.2.1.4 Credential Type
	13.2.1.5 Public Data
	13.2.1.6 Private Data
	13.2.1.7 Optional Data
	13.2.1.8 Period
	13.2.1.9 크리덴셜 갱신 방법 타입 정의
	13.2.1.10 크리덴셜 용도
	 oic.sec.cred.trustca: 이 인증서는 섹션 10.3에 정의된 바와 같이 인증서 체인 검증을 목적으로 하는 신뢰 앵커이다.
	 oic.sec.cred.cert: 이 credusage는 섹션 10.3에 정의된 바와 같이 Device가 개인 키를 소유하고 보안 섹션에서 아이덴티티 인증에 개인 키를 사용하는 인증서에 대해 사용된다.
	 oic.sec.cred.rolecert: 이 credusage는 섹션 10.3.1에 정의된 바와 같이 Device가 개인 키를 소유하고 하나 이상의 role을 주장하는데 개인 키를 사용하는 인증서에 대해 사용된다.
	 oic.sec.cred.mfgtrustca: 이 인증서는 섹션 7.3.6에 정의된 바와 같이 Manufacturer Certificate Based OTM를 목적으로 하는 신뢰 앵커이다.
	 oic.sec.cred.mfgcert: 이 인증서는 섹션 7.3.6에 정의된 바와 같이 Device가 개인 키를 소유하고 Manufacturer Certificate Based OTM에서의 인증에 개인 키를 사용하는 인증서에 대해 사용된다.

	13.2.2 키 형식
	13.2.2.1 대칭 키 형식
	13.2.2.2 비 대칭 키
	13.2.2.3 인증서와 비 대칭 키
	13.2.2.4 비밀번호

	13.2.3 크리덴셜 갱신 방법 상세
	13.2.3.1.1 프로비저닝 서비스
	13.2.3.1.2 사전 공유 키
	13.2.3.1.3 Random PIN
	13.2.3.1.4 SKDC
	13.2.3.1.5 PKCS10
	13.2.3.2 Resource 소유자


	13.3 인증서 폐기 목록
	13.3.1 CRL Resource 정의

	13.4 ACL Resource
	13.4.1 OCF 액세스 제어 목록 (ACL) BNF 정의 ACL 구조
	13.4.2 ACL Resource

	13.5 Access Manager ACL Resource
	13.6 서명된 ACL Resource
	13.7 프로비저닝 상태 Resource
	13.8 Certificate 서명 요청 Resource
	13.9 Role Resource
	13.10 Security Virtual Resources (SVR) 및 액세스 정책
	13.11 SVR, Discoverability, 및 Endpoint
	13.12 Core 및 SVRs Resources를 위한 추가 프라이버시 고려사항
	13.12.1 Device Identifier를 보호하는 프라이버시
	13.12.2 Protocol Independent Device Identifier를 보호하는 프라이버시
	13.12.3 Platform Identifier를 보호하는 프라이버시

	13.13 Easy Setup Resource Device State

	14 보안 강화 가이드라인/실행 환경 보안
	14.1 실행 환경 요소
	14.1.1 보안 저장
	14.1.1.1 하드웨어 보안 저장
	14.1.1.2 소프트웨어 저장
	14.1.1.3 추가 보안 가이드라인 및 가장 좋은 실무

	14.1.2 보안 실행 엔진
	14.1.3 신뢰할 수 있는 입력/출력 경로
	14.1.4 보안 클럭
	14.1.5 공인된 알고리즘
	14.1.6 하드웨어 조작 방지

	14.2 보안 부팅
	14.2.1 소프트웨어 모듈 인증 개념
	14.2.2 보안 부팅 프로세스
	14.2.3 견고성 요구 사항
	14.2.3.1 다음 단계


	14.3 인증
	14.4 소프트웨어 업데이트
	14.4.1 개요
	14.4.2 현재의 차이 파악
	14.4.3 소프트웨어 버전 확인
	14.4.4 소프트웨어 업데이트
	14.4.5 권고 사용

	14.5 Non-OCF Endpoint 상호 운용성
	14.6 15.7 보안 레벨

	15 Appendix A: 액세스 제어 예
	15.1 OCF ACL Resource 예
	15.2 AMS 예

	16  Appendix B: 실행 환경 보안 프로파일
	OCF-Security.pdf
	1  Scope
	2 Normative references
	3 Terms, definitions, symbols and abbreviations
	3.1 Terms and definitions
	3.2 Symbols and abbreviations
	3.3 Conventions

	4 Document conventions and organization
	4.1 Notation
	4.2 Data types
	4.3 Document structure

	5 Operational Scenarios
	5.1 “Deep translation” vs. “on-the-fly”
	5.2 Use of introspection
	5.3 Stability and loss of data

	6 OCF Bridge Device
	6.1 Resource Discovery
	6.2 General Requirements
	6.3 Security
	6.3.1 Blocking communication of Bridged Devices with the OCF ecosystem


	7 AllJoyn Translation
	7.1 Requirements Specific to an AllJoyn Translator
	7.1.1 Exposing AllJoyn producer devices to OCF Clients
	7.1.1.1 Exposing an AllJoyn producer application as a Virtual OCF Server

	7.1.2 Exposing OCF resources to AllJoyn consumer applications
	7.1.2.1 Exposing an OCF server as a Virtual AllJoyn Producer


	7.2 On-the-Fly Translation from D-Bus and OCF payloads
	7.2.1 Translation without aid of introspection
	7.2.1.1 Booleans
	7.2.1.2 Numeric types
	7.2.1.3 Text strings
	7.2.1.4 Byte arrays
	7.2.1.5 D-Bus Variants
	7.2.1.6 D-Bus Object Paths and Signatures
	7.2.1.7 D-Bus Structures
	7.2.1.8 Arrays
	7.2.1.9 Dictionaries / Objects
	7.2.1.10 Non-translatable types
	7.2.1.11 Examples

	7.2.2 Translation with aid of introspection
	7.2.2.1 Translation of the introspection itself
	7.2.2.2 Variability of introspection data
	7.2.2.3 Numeric types
	7.2.2.4 Text string and byte arrays
	7.2.2.5 D-Bus Variants
	7.2.2.6 D-Bus Object Paths and Signatures
	7.2.2.7 D-Bus Structures
	7.2.2.8 Arrays and Dictionaries
	7.2.2.9 Other JSON format attribute values
	7.2.2.10 Examples



	8 Device Type Definitions
	9 Resource Type definitions
	9.1 List of resource types
	9.2 Secure Mode
	9.2.1 Introduction
	9.2.2 Example URI Path
	9.2.3 Resource Type
	9.2.4 RAML Definition
	9.2.5 Swagger2.0 Definition
	9.2.6 Property Definition
	9.2.7 CRUDN behaviour

	9.3 AllJoyn Object
	9.3.1 Introduction
	9.3.2 Example URI Path
	9.3.3 Resource Type
	9.3.4 RAML Definition
	9.3.5 Swagger2.0 Definition
	9.3.6 CRUDN behaviour






