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1 SAC007, Domain Name Hijacking Report* 

http://www.icann.org/announcements/hijacking-report-12jul05.pdf 
2 SAC011, Problems caused by non-renewal of a domain name associated with a DNS name server*

http://www.icann.org/committees/security/renewal-nameserver-07jul06.pdf 
3 SAC010, Renewal Considerations for Domain Name Registrants*http://www.icann.org/committees/security/renewal-advisory-

29jun06.pdf 
4 SAC028, Advisory on Registrar Impersonation Phishing Attacks«2008 % 5 ' 26 )±* 

http://www.icann.org/committees/security/sac028.pdf 
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5 ¦P en.wikipedia.org/wiki/Comcast ; Comcast t. 
6 Comcast.net Domain Hijacked at Network Solutions*http://www.domainnamenews.com/featured/comcastnet-domain-hijacked-

at-network-solutions/1619 
7 How was Comcast.net hacked?*http://blogs.zdnet.com/security/?p=1224 
8 Comcast.net name hijacked*http://www.internetidentity.com/2008/June-2008.html 
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9  Comcast account access issue – clarification* 

 http://blog.networksolutions.com/2008/comcast-account-access-issue-clarification/ 

10 Comcast Hijackers Say They Warned the Company First*http://blog.wired.com/27bstroke6/2008/05/comcast-
hijacke.html 

11 Potty-mouthed hackers steal comcast.net keys, go for a spin* 
 http://www.theregister.co.uk/2008/05/29/comcast_domain_hijacked/ 

12 FIServ*http://en.wikipedia.org/wiki/Fiserv 
13 DNS attack hijacks payment website*http://www.techworld.com/security/news/index.cfm?newsid=107959 

14 Network Solutions phishing attack preceded CheckFree domain takeover*
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9122722 

15 http://www.internetidentity.com/2008/Nov-Dec-2008-FIN.html#cf   
16 Digging Deeper into the CheckFree attack*

http://voices.washingtonpost.com/securityfix/2008/12/digging_deeper_into_the_checkf.html 
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17 ICANN Response to Recent Security Threats*http://www.icann.org/en/announcements/announcement-03jul08-en.htm$

18 Turkish criminal hackers hijack ICANN sites*http://news.cnet.com/8301-10789_3-9980713-57.html$
19 Photobucket*http://en.wikipedia.org/wiki/Photobucket$

20 Photobucket's DNS records hijacked by Turkish hacking group*http://blogs.zdnet.com/security/?p=1285$
21 Popular porn site attacked by prudes*http://www.securecomputing.net.au/News/102818,popular-porn-site-hacked-by-

prudes.aspx$
22 Turkish Hackers Take Out Top Porn Site*

http://www.darkreading.com/security/perimeter/showArticle.jhtml;jsessionid=FV31FLACFRJQYQSNDLPSKH0CJUNN2JVN?ar
ticleID=208803672&subSection=Security$
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23 SAC023, Is the WHOIS Service a Source for email Addresses for Spammers? 

http://www.icann.org/en/committees/security/sac023.pdf 
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25 SAC007*Domain Name Hijacking Report«2005 % 7 ' 12 )±* 

http://www.icann.org/announcements/hijacking-report-12jul05.pdf 
26 SAC011*Problems caused by the non-renewal of a domain name associated with a DNS Name Server«2006 % 7 ' 7 )±*

http://www.icann.org/en/committees/security/renewal-nameserver-07jul06.pdf 
27 SAC010: Renewal Considerations for Domain Name Registrants«2006 % 6 ' 29 )±*

http://www.icann.org/committees/security/renewal-advisory-29jun06.pdf 
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28 APWG ÈÉAÝä©JK«2008 %�å%±* 

 http://www.antiphishing.org/reports/apwg_report_H2_2008.pdf 
29 Global Phishing Survey:Trends and Domain Name Use in 2H2008* 

 http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey2H2008.pdf 
30 VeriSign Registry-Registrar Two-Factor Authentication Service*http://www.icann.org/en/registries/rsep/ 

 
2009 % 8 ' 19 )$ � 14 �S� 22 � 
 



 

Éï�>ÇíÓÇ?Éï�>¡�éæ]¬*íÓJM�4;¿}2Ú£¾)¸?SSSAC 
¥¦/012¶v�íÓî^Ú£¾)V6�¾)/qS¬de/q�êëãI (NIST) –
12Ú£¾)/q]31

 

mF��]¡�¶·jkIUrùÓüïìnÙ{D¡¢åæÚ£ÂT£¤;±>]¶·j

kI»§�£¤��j8U{D£¤Çs'£öwxrù;û�æwØ�±]ÕÖ{�¶·

jkèIs'8ùæÂj¿Ïù°/¤�]Þù7�wxrù<xy8U{çj¿Ïù]_�

�¼Ïù/¤]U¾)½��SÞùUã ¿´¸âxyX��B[Ïùèi;/¤]U<

=-.�+, DNS iü:8;V>�÷ §^¦|;mFjÎIFG{D;äL�ÊWS
_`ÐÑ/012¶�PS8U;12ü}!Sõ�Ô§{Ü;Þù��§^@A>?] 

 

¬Ô�å-;+£�Î]{æú¡{å-/0øù;+£�,S8ù�úû\øI�[øù

�/0;±¡-ú¡ÊÔ,Î;+£�,]aÇ���1íù4;BÉ¹º;/0øù+£

G}ujéG};!¯<Àê*{æ�Ð¨§^jéS�ø���-±ëfÐ¨Õ�;Òå

<Àê*]Êé'({�§^G};<Àê�¨ø<Àê;!¯¶O*�Ô�\SÞù9 

�\Ê|sÝ ¶OSOxy¯��å<Àê;Üì]_`ÐÑ/012¶íÓ!9'XÍ

Æ;<=>?;Þù��¹º;+£G}À¬S����{^PS8U;�ÒS×÷Þù
�ÎÂ�a�Ü��Xÿa�45� DNS o²45~àÝ92�-.AB5] 

 

Òå`Ê¡j;a�Ü]�DEGâSU-/0�x�k=qo;a�Ü45u{%¡é;

vw]���DEGâS��åxs;a�Ü¥�DE?@Uæ9UÑ®<v(¡Öæ]§

z��hí?@HvHÏêcú¡-.±¡�9öÏ»Õî>9î>;ÞùU�ïd-.;

¿À]SSAC ¥¦KL+,-.34?@Hv:8;/0æíÓJ�>?]§�>?OCë
s!/0æ²�a�45;/012¶��*jI]¬S/012¶��s'�Bña�

Ü45«MÕu78;74V}S¬123%fg±;z{rÇ�Éw!PS8U;12

�Ò]/0æ�/012¶��78a�Üz{;�Ü¥¶¢Û;�,G}]¬S¡�D

E�ÒKLo<:¡Ú!/0æ;a�Ü��AB-.9\:¡êëa�Ü��Xÿ DNS 
iü«§Ã:u�¬âëS<_OÄUÕÖG}±]/012¶��7W6§�>?BÕÖ

>?«¬¼`}o²9Òn%æ7ÿ½�±òiU{pGÐÑ/0æ8U§�>?] 

 

Xÿ7ÿ9o²]¡�DE7WÎDs'��D�wÝ Ò̄Vo²;vw½�G+,012�

91);Xÿ]ÒVo²|Í*DE�©ª¯!;+dÒn*úû\ÊÒ:u��{V«qx

yu�¿Vj<±Ï¯éIv�úû9©ªúû]¡�DE�Ò¡vw8UZ�/012¶s

'��Òåð¶;a�Ü�sÝ¯Bñ;12]§zS§�DE��6Ö`?@98;§^v

w½�b-4�a�Ü;Xÿ~-.AB9  DNS iüJ]�Ôb¡§�vw½�;DEG

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

____________________ 
 
31 http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf 

$

 
2009 % 8 ' 19 )$ � 15 �S� 22 � 
 



 

âS/012¶�����8;12�W=�ÞùÇ?§�vw½�]¬SUk�/0<S

/012¶;Xÿo²12IBñÞùu�l!B[-¡¢a;�åa�Ü�¼z{;a�

æ]Xÿo²O×÷Þù8UUÞWXÿ DNS iü<xy7ÿÂ�a�ÜS9\s'UÏ¯
¤VÞW;Xÿ¸â7W1h9123%j<7ÿêëa�æ�²�a�æ]É?SXÿo²

O�����Jpr9:jr;-.AB]¬SWíÓ�Pü*ð»D!�åa�Ü;�

|Hvñ¨*[DES[DEpò�6a�45»[HvXÿ!Ö;çû\]~[Hvu®

Dóôfñ¨DESZSÖ�ÒIöÏ7W-.AB¯d-.±¡�]UXÿo²V>�S6

Is'ÕÖa�æo²-.ABS[Hv;ABHÏ8IðD,] 

 

Òn%æ7ÿ/012¶7í98123%BÞùa$] SAC028}©ª/012¶;ÈÉ
úû���4o^íö;74¹OS¨©* 

 
• -.gh7ÿÀ 
• -.hËo²À 
• /0ÞWo²À 
• �-a�æ45� DNS 45;XÿÀ  
• WHOIS dÈqor�õÀ 
• 7ÿ-.Wï9/uÀ�µ 
• ¢ÔT12�T�Ò;ãu�YK 

 

���Òån%æ'ðÉ¹ö%;8ï�CÞùFGÒVñ;éæ]¬SÞù�ÒKL�

�ä!©ª/012¶;ÈÉúû;¼½¹*Þù;�ån%æ�ÒI)�ÈÉ123%;

÷�Ssw{|n%æè�ÒIÂTØ§uøª;123%Ç�õ/012¶�ÖDE�;

ÕÖa�æ]¹ºfS~[/012¶W�Òån%æ'ð-.gh7ÿSè���Øa

�ÔÞùÄ)9PQq¡À/0Ä�;Pü]¬S~gh7ÿ;z{n%æ|UùÕø

Ç�Õ<ìb¡ñn123%SZSgh�ÒIÄ�]UÒn%æV>�S~ÕÖn%æ

n4*gh7ÿSø����Øa§^/0Ä�;Pü]/012¶v��íÓ ¡��¶

·jkã�ÕÞùÂT�Õrù012�f+£±98;V6]/012¶��£öj<9

8y�;a�45�Xÿ�;a�45'ð7ÿ9o²ö%S§zSLóÉXÿui6�¼

;Ou_úr;SvLó[ö%;'ðuUXÿ(�¸âOu(�¸�SQ��Á|ö%4

2|o.;f;�Òr] 

 

��¢F74��Ò^�2V6]/012¶��7W1h~�«~3Ä9Æ;12�9'

¦|<=>?;Þù�2Æs;7ÿSqÊu�A��Ô123%BÞùÝ¯74]É¹1

2I�úû\(xÝ¯012�;-.AB]KL}û�r�ghÕÅÕÆs;-.;Þù

�ÒIüº§^<=>?«Ç�§^>?U|í;AÝ�b¡û��ñ\]±]89uës

ABÅÕÆs;-.;ÞùSUhÁ¿À]éæ¸�SvI²!æ�AB}¼)�±FG;

bÑu���Ô;] 

 

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

 
2009 % 8 ' 19 )$ � 16 �S� 22 � 
 



 

ÐÑÞùìB]÷ÒÆODEýlôõÔ6`ab� ~@A�b$²�?¨Ø&]�S

�NOHB�v¨�½¯j²12]j²12��¶  (MSP) ��ãÝÞùB��¶¸ì;
iw¢�]7Wíö£¤P±  (FAQ) 97Wb$þÿ9�Þ¨ä²ÿ!"Ç�S MSP �
�K÷Þù�¡�f78Ö`��;12]w!J�>?;®>?S/012¶���

��ÐÑ/0æ* 
 

• !-øù»DÒåa�Ü 
 

• UHvýÌ²�½��¨øa�45Ü²��ÒS�o<U#,ñÑHv;µÈ<S
B[Hv¡¢a;±¡/0-;a�Ü45vI�¸Xÿ] 
 

• ÍÎÏ¯¿´Xÿòó] 
 

• Dï¾)a�æ] 
 

• >ÝÌ�-./0] 
 

• !±¡;/0a�ÜhiÓÔ/0-.¸?;-;123%fg]«��/0æ�Ò
KL¯¥Òå-/0øùS�Éw!¦|;<=>?]±  
 

• 6£öAB-.;AÝT!@A %«BñÇpñ±] 
 

• �-/0a�æ123%øù�ÕÖB2.;hT98Êj;-]¬S! example.info 
;a�Ühi example.net ;123%fg] 

 
• ¯¥X®øù*¬Sdomainadmincontact@example.com~$

domainregistrantcontact@example.biz � domaintechnicalcontact@example.net]«/õ*
U98X®øù<SÍÖ¥¦DïBñÉ¹øù�o<ÊI�ÔDE?@æH~²�

9ªlVñ;4Ýq�9/0æH�[X®øù;Ì�]±   

 
• !{åX®øù»DÒå7ÿn%æ]98§^ü};3%$%�Ça}f&}f'
ð�Æs;/012¶ö%S»qÁÆn4ö%�µ<æ�ö%;�Òr] 

 

KÿÞù]/012¶Ù'n*PÖ`��;@A>?Søù*PÖ`��;ÕÖ×Ør1

2{z]¬S~/012¶Dï6Õªw¼Cð¶@AúûjkúûÇ�7WúûS§

^P(�ÒI÷p§,;/õ]9\S ICANN �/012¶��ai»Dð¶@Aúûj
kÇB[úûjk)hÎD{�@A>?;ij]/012¶��PSWúûjk�Õªw
Ý¯úû]7Wúû;/012¶I¯�)ëÕ7i@A/q;�^ü};4û/z9§

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

 
2009 % 8 ' 19 )$ � 17 �S� 22 � 
 



 

«S»q§ØPÚ;¨©] SSL )Z*'jkv��¹º;Ç�] 32,33 SSAC Íð48+
æ�U/012¶�5íÒÖS}ÉSç¥+¯B@Aúû���Ô¶VSdÈ@A/qs

'�Ô12��¶SQå¡Æs;õQ]34

 

Xâ SSAC JK��Ø;>?]÷Ò/012¶l1Ç?*  SAC007}-.MNJK�� 
5.2 £}/012¶��cd;-.<=3,��Ã²;@h9A@>?]a�Xâ�Tn
¥¦;>?$-�* 

1. !�å/0-.«qÊu�å-/0øù±98{åz{;  EPP authInfo =´Ü]
¡�/012¶�j{/0æN¡;±¡-98j{å  EPP authInfo =´Ü]§^
{6I¡Àúû\:ë¯d{å=´SÞù/0;±¡-.WIárL.] 

2. îå/012¶¸ì¥¶�{;-.CD/² Óü]÷Ò/012¶lPÝCD-
.]/012¶xy����P¬-.CD;®hqº�;V6S��Ê0<f12

GP1W¾);-./0æ;i6ABW'] 

3. Z[ÕÖ�È/0æ�xqor;V6]íÓ XÌ3f�27ÿ9ÿ47ÿ;ü}

«¬981hw!123%;4V>±S�5ã/0æµ<XTÕ45�BC/

0:8] 

4. »/0æ~/012¶�=u¶nÙÙ6a�Ü45Ç��Criã�]Ù76op
-. %;îV] 35 ÎDUL6BÙ6a�æd�a�;Pü�îV{ÀjõÇ?
;8¾9f½�«Ù6>?±] 

5. íÓ�ÿò±¡/0B2½��;Ú£¾)�2�;>?] 

6. <=�ð8G!_`�©ª�µ�d-.��VW;/0æ45]/²Pþ�S/0
æÚ£¾)½��98;û�45¥ÙT!j¿45]íÓ6É¹45B48+9Õ

Ö¶·45j5��Scd¡j9¡º;>?Ý�<=] 

7. |Í�=u¶u�;��x<Ès';úû] 

8. o<=u¶�P/012¶«�  ICANN±;�x<Ès'Çã9=u¶XÖf;<
§�s'] 

9. Ù�7:);~VWñ´;V}!/0æ��¡¢/012¶��;-CD�-.<
=>?;45] 

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

____________________ 
 
32 Thawte Site Seal*https://www.thawte.com/ssl-digital-certificates/trusted-site-seal/index.html?click=site-seal-tile 
33 VeriSign Secured Seal®*http://www.verisign.com/ssl/secured-seal/ 
34 PCI @A/qGHI*https://www.pcisecuritystandards.org/ 
35 wWì´ SAC 038, Registrar Abuse Contacts*http://www.icann.org/committees/security/sac038.pdf 

 
2009 % 8 ' 19 )$ � 18 �S� 22 � 
 



 

+, DNS iü4534:8 

012�f+£-/0øù;.;¸{u�ÎDE;-.PÁ12]úû\3ÿ./-.1

2�;-.9 IP fgS9¸»�úû\ªw;��SÉ��ííuÕ¸âl1� ;Ç�
j]U�-.úû�U¸�Súû\I6[-.; DNS 12��Û-M%j²UlðÖ`
�Î;Ç�jJ]úû\; DNS 12�IPÁ[-;.cÇ6ÕÆD�4ýõ9ý�b�
«øùLJK�µ  SAC007 �èµ;  Comcast~ICANN~Panix � Hush 74 %�Z
z±]¡�úû\ÇÊIýõþÿ DNS iü45Squ98l�Î;-/0øù6ÕPº
;-.12��|4yLi6ª¯; -.12�×��]§z��U  double flux ü}; 
fast flux úû�><Ö`Pº;-.12� 36SO�+,ð=>]§.^êëQ��bÕÈ

É~ÂÃ3%~_`9GHúû;Ng<ì] 

 

JMèµ;>?riKLD,012�f98Þù;-.øùýõþÿ9??�| DNS i
ü45;/012¶]�TuS�/012¶w!�812��9�/0æÏ¯;�×>?

��!+d DNS iüúû��Æs;<=w8* 

 
• s'� DNS ;iüXÿÝ¯Ò}2Ú£¾)] 

 
• s'98123%«�ÒO¨©7W123%¸?;ÕÖUV±�Òåa�æo²X
ÿ](Note:âñèµ;Ò3¾)V6UÉæv�Òr8]± 
 

• UÏ¯Xÿ<�Òåa�æ'ð7ÿ] 
 

• Ì� DNS ÚíXÿ9:8] 

É?S/012¶Ù<7Wíö£¤P±~!"���GÐÑÞù�ÇÌ� DNS iüAÝ
«Xÿ��|±]/012¶OÙÐÑÞù¾ )Õ-?;.cPÁ4*./  IP fg]É
?S/012¶OÙ5ãÞù<È±¡-;  DNS iü@A�xSÇÙ��Þù²Â!É4
5�|<ìB�de).;ÛÜ] 

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

____________________ 
 
36 SAC 025 Fast Flux Hosting and DNS*http://www.icann.org/committees/security/sac025.pdf 

 
2009 % 8 ' 19 )$ � 19 �S� 22 � 
 



 

ðñòó  
°ÈLJK�èµ; %�¡¢Z[SSSAC {Ø�×®ðñòó] 

 

ðñòó (1) /012¶¸ìU-.øù;@A���+KúûÒ nVñÄUÙÚ]÷Ò
-/0æºIb¡ef;45G½¾/012¶ÒUÒÆ�YJ��Õ-øùCdúû�+
, DNS iü34ýõþÿ] 
  

ðñòó (2) m²÷Ò/012¶Q���Ò78ù!>s12� #;-./012Ss
v¡�d/012¶�}¹Þ²��DE!å¡YZ\]n~ä!,D¸;;-.N¡æ�
�@A12«7íw!��¹Þ�é<=12;{@h±SSSAC »Ø}B2U{q�/Æ
@A�;/012��¶�E�¸��S@hy}uÞùU8U/012¶<��@A>?
;½¾UÞùEò�Ç0FÈÆs;|ü] 

 
ðñòó (3) /012¶��XÒf�ÞùG�¢ÔÖ`;@A>?;45S�ÞùÒf
{ØÿP;Eò]PS6Õªw¼Cð¶@AúûjkúûÇ§¨G�7WÉ¹úû;ò
~S��Þù°È@Aë'~äL�ÕÖ¦|�Ò«¬ Web � DNS j²±XÖf8U
/012¶] 

 
ðñòó (4) �Ôøùwx<98;Ú£¾)V6S/0 12¶«�/0æ±WÔ4û¤
}2Ú£¾)V6]§^Ú£¾)V6lðî^ü};éIv�úû~ánúû�ÕÖêë
{q�~�qHfIJW¢] 

 
ðñòó (5) úû\U� -/0øù¸�W6Kmº»  DNS iü]�Ô DNS ;h¾
}�rS89/012¶l1op DNS iü45ÇnÏ$¬�ñ\]Sðþÿ; DNS i
ü45±FG;\]OIbg{V<ì]ýõþÿ9Ê|o; DNS 45IU�å`ab;
Êj|ü�NgÄU{V<ìSÉ<ì5ÔBð3ÿ;  DNS ýÌ�x¡¢a; TTL Ü±
=�;A@Ng<ì]úû\v÷IUí!É3ÿ TTL] 

 
ðñòó (6) 7íS�å8ùU/0øùíùb �7WÚ£¾)9\wx¸�S[8ù
«9©ª\±WI¯�AL$�,Ç�3ÿa�45�  DNS iü45]��812;ü}
!Þù��¢Û;+£�Î�ÒS�Tu��,Î�åa�ÜÒfÏ¯;�w¹O«Xÿa
�45� DNS iü45�2�AB-.±;�ÒS§z����9��-.µÕ¡¢a;
-.PÁ123456789:8;¿À] 
 

ðñòó (7) /012��¶XÒf��01û Ç;123%G'ðB@A¡¢;ö%
«¬SXÿ7ÿ±SqMN123%;�;u�¡<)�µ123%;@Ar]úû\U
7Wl�Î;/0øù3ÿ-; DNS iü¸�SííI7WD,'ð123%GOj§^
7PV6]×÷Þù8U¾8a�V}9âä7ÿ129¸¨ø�^ü};n4o²S§z
����9��-.µÕ¡¢a;-.PÁ123456789:8;¿À] 

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

 
2009 % 8 ' 19 )$ � 20 �S� 22 � 
 



 

¥¦ 

SAC007 ��/012¶��*å�;¥¦À�Tu 

 

¥¦ SAC007-(8)*/012¶ÙÁÍ/0æ�-.MN� /0æ©ª�_`5�¼;õ
ÂSÍð/0æës<N/045;qor]/012¶OÙKÿ/0æ/012¶CD�
Ò;�8r�8QÇÐÑ/0æ98[�Ò]/012 ¶ÙÝ{3Kÿ/0æ2�jÎ$
(EPP authInfo)$;8QSÇÙÎD¥¦>?��/0æ<=Ö`;-S¨©�ÇÌ�-.R
ßSµ<~qofk=a�æ45�Ú£¾)45] 

 

°È_`�mn %;hÁ~¡¢;Z[�_`;ðñòóSSSAC �Ø��¥¦* 

 

¥¦ (1) _`ÐÑ/012¶!KL9ës+,Õ-. /0123456789:8;

Þù��XÍÆ;<=>?]L JK�×�;{�>?�w!�812¤ð9tu��

CÞù]  

 

¥¦ (2) /012¶Ù<â®Ö`.â!/0æ��; íö£¤P±���Ç�S9¸¨
ø@AõÂVñ;?³]/012¶Ù'n�ÞùÒfXVWf+£BÖ`��;-/0ø

ù<=12¡¢;45S�ÞùU8U/012¶<�U<=>?Vñ{ØÿP;Eò] 

 

¥¦ (3) /012¶ÙíÓPS@S�ÕªwÝ¯ð¶ @Aúû;ÛÜ±USÉ@Aúû
�w!Õ@AmÑðñ;{@h] 

 

¥¦ (4) ICANN �/012¶ÙíÓ��£¤*°È/012¶;TW@S¡ým;�H
VUÐFD;@A/qÏ¯@AúûSu�ÒfÒÖÿò/012�µu�¡éÔ/0æ]

ICANN �ìÐ SSL )Z*'jk!7i[jk;@A/q;b�ªl¶*'4û/z9
|V§«;V}S7W{ï4û@A/zÇ�SG§ØPS�ÔÇDeÉï@Aúû¬q;

/012¶;¨©] 

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

 
2009 % 8 ' 19 )$ � 21 �S� 22 � 
 



 

ÀW 

U SSAC Z[É£¤;W��S��äH!XY�3hLJK¥Ø*!";<ìSUÉL
GHIZÀ�[\;Wõ* 

 
Jaap Akkerhuis 
KC Claffy 
Steve Crocker 
Patrik Fältström 
Duncan Hart 
Jeremy Hitchcock 
Rodney Joffe 
Warren Kumari 
Danny McPherson 
Dave Piscitello 
Dan Simon 
John Schnizlein 
Bruce Tonkin 
Rick Wesson 
Richard Wilhelm 
 

7éêë 
 

�����¨ø SSAC äH;åæçè�7éêë*
http://www.icann.org/en/committees/security/biographies.htm] 

 

ô�õö 
 

GHI�b¡äH�'¾LJKNô�õö] 

 
 

 
LMNOPQMRLSTUVWXYZ;[\]^_`ab.cBdefghijk (ICANN) lmno<Op;qorSsQtu 
ICANN ; v w t x S L M N ; Q M y p u z { | } ~ � � ; R L ] � � � U � � � � � � 4 Q M y p *
<http://www.icann.org/committees/security/sac040.pdf>. 

 
2009 % 8 ' 19 )$ � 22 �S� 22 � 
 

http://www.icann.org/en/committees/security/biographies.htm

	 本报告的动机 
	针对域名注册帐户的攻击
	Comcast（2008 年 5 月）
	CheckFree（2008 年 12 月）
	ICANN、Photobucket、Photobucket（2008 年 6 月）
	DomainZ（2009 年 4 月）

	这些事件有何启示？
	客户对注册保护措施不够熟悉   
	注册服务商有各自不同的目标市场和服务模式
	谁需要防止域帐户和 DNS 劫持的保护措施？

	防止域帐户和 DNS 劫持的措施
	保护对域资产的访问
	防止 DNS 配置信息遭到滥用
	此外，注册服务商应当通过常见问题解答、培训和教育来鼓励客户始终监控 DNS 配置活动（更改和添加）。注册服务商还应鼓励客户验证其域内的名称解析到了目标 IP 地址。此外，注册服务商还应督促客户保留所有域的 DNS 配置历史记录，并应帮助客户认识为此信息添加时间戳和数字签名的价值。


	 调查结论 
	 建议
	 致谢

