ICANN BOARD SUBMISSION NO. 2022.11.16.1a

TITLE: Recommendation on Board Committee
Appointment

PROPOSED ACTIONS: For Board Consideration and Approval
EXECUTIVE SUMMARY:

The Board Governance Committee (BGC) is responsible for recommending
membership to Board committees and has recommended Maarten Botterman be
appointed to the Organizational Effectiveness Committee (OEC). The Chair of OEC

agrees with the recommendation.

BOARD GOVERNANCE COMMITTEE RECOMMENDATION:

The BGC recommends that the Board appoint Maarten Botterman to the

Organizational Effectiveness Committee.

PROPOSED RESOLUTION:

Whereas, the Board Governance Committee has recommended that the Board
appoint Maarten Botterman to the Organizational Effectiveness Committee (OEC) and

the Chair of the OEC agrees with the recommendation.

Resolved (2022.11.16.XX), the Board appoints Maarten Botterman to the
Organizational Effectiveness Committee.

PROPOSED RATIONALE:
Article 7, Section 7.2 and Article 14 of the ICANN Bylaws call for the Board to appoint

the Board Chair, Board Vice Chair, and chairmanship and membership of each Board
Committee. Maarten Botterman brings valuable skills and experience to the
Organizational Effectiveness Committee. Maarten has been a member of the Board
since 2016, during which time he served as the Board Chair from 2019 to 2022.

The appointment of the Board Committee membership is consistent with ICANN’s
Mission and is in the public interest as it is important to ensure that the Board and its
Committees have the properly skilled expertise to carry forth ICANN’s Mission,
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Commitments and Core Values. This decision will have no direct fiscal impact on the

organization and no impact on the security, stability, or resiliency of the domain name
system.

This is an Organizational Administrative Function that does not require public

comment.
Submitted By: Amy A. Stathos
Position: Deputy General Counsel
Date Noted: 10 November 2022
Email: amy.stathos@icann.org


mailto:amy.stathos@icann.org
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ICANN BOARD SUBMISSION No. 2022.11.16.2a

TITLE: Review Implementation Prioritization SFICR
Request
PROPOSED ACTION: For Board Consideration and Approval

EXECUTIVE SUMMARY:

The Board is being asked to approve the use of the Supplemental Fund for
Implementation of Community Recommendations (SFICR) for implementation of

prioritized Board approved reviews.

Per the ICANN Investment Policy (ICANN Investment Policy), the SFICR should be

used to fund projects and initiatives that were specifically approved to be funded in the

annual planning and budget process. The funding of these projects by the SFICR
occurs, as approved by the Board, when the size, complexity, and length of the project

create a challenge to be solely funded by annual funding.

The Board is being asked to authorize ICANN organization to utilize US$5,800,000
from the SFICR to fund one-time efforts for prioritized review implementations. Specific
and Organizational Reviews are required by the ICANN Bylaws and are critical to
maintaining a healthy multistakeholder model. In February 2022, ICANN org’s Planning
team developed a planning prioritization framework to help the ICANN ecosystem
prioritize its work within the planning cycle in a manner that is transparent, inclusive,
and efficient. A pilot with community members was held in Q2 2022 to focus on
recommendations eligible for prioritization. Forty-five recommendations were identified
and rated on priority and feasibility to operationalize. ICANN org has identified thirty
recommendations that can be implemented in the next year with incremental funding

outside of the annual plan and operating budget.

ICANN ORGANZATION AND BOARD FINANCE COMMITTEE (BFC)
RECOMMENDATIONS:

Both ICANN organization and the BFC recommend that the Board approves the use of

the SFICR to fund the one-time implementation efforts for prioritized reviews.

PROPOSED RESOLUTION:

Whereas, the Supplemental Fund for Implementation of Community


https://www.icann.org/resources/pages/investment-policy-2022-07-15-en
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Recommendations (SFICR) allows ICANN to segregate resources in support of
increasing the capacity of the organization to address activities and projects not

currently included in the current budget.

Whereas, ICANN organization has a requirement by the ICANN Bylaws to implement

Board approved recommendations in a transparent and timely manner.

Whereas, the current effort for the one-time implementation of community prioritized

reviews is incremental to ICANN org’s annual budget and operating plan.

Resolved (2022-11-16-xx), the Board approves the use of US$5,800,000 from the

SFICR to fund implementation of community prioritized reviews.

PROPOSED RATIONALE:

ICANN org conducted a cross functional assessment of resources required to
complete implementation of prioritized reviews. 15 functions across the organization
were identified as having roles in the implementation of reviews and require staff and
external resources to complete. The one-time effort of implementation will cost
US$5,800,000 and take approximately one year to complete. The funding for this effort
is being requested through the SFICR since it requires additional effort and resources
above and beyond the annual plan and budget. The SFICR was established to support
increasing the capacity of the organization to address activities and projects not
currently included in the organization’s historical expenses or current budget. All
ongoing efforts to maintain service levels and review requirements, after initial

implementation, will be incorporated into ICANN org’s annual plan and budget.

This action is consistent with ICANN’s mission and is in the public interest as it is
important to ensure that Specific and Organization Reviews are implemented
according to ICANN’s Bylaws and that a healthy multistakeholder model is supported.
Furthermore, the SFICR was created to fund projects, as approved by the Board, when
the size, complexity, and length of the projects create a challenge to be solely funded
by recurring funding. The SFICR will fund projects based on the public interest of the
community that would otherwise go unbudgeted.

This action will not have a negative financial impact on ICANN, as funding has already

been accounted for with the establishment of the SFICR. In addition, this action is
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intended to have a positive impact on the security, stability, or resiliency of the domain
name system.

This is an Organizational Administrative Function that does not require public

comment.
Submitted by: Xavier Calvez
Position: SVP Planning and CFO
Date Noted: XX November 2022
Email: xaver.calvez@icann.org
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DRAFT: 06 October 2022

ICANN BOARD SUBMISSION No. 2022.11.16.2b

TITLE: Transfers to Reserve Fund

PROPOSED ACTION: For Board Consideration and Approval

EXECUTIVE SUMMARY:

The Board is being asked to approve a transfer to the Reserve Fund from the

Operating Fund.

Per the ICANN Investment Policy (ICANN Investment Policy), the Operating Fund is

set at a target level necessary to fund a minimum of three months expected operating
expenses. Then, the Reserve Fund must be at or above its target level, equivalent to
one year of budgeted operating expenses, to ensure financial sustainability and

resilience to unforeseen events.

ICANN ORGANZATION AND BOARD FINANCE COMMITTEE (BFC)
RECOMMENDATION
Both ICANN organization and the BFC recommend that the Board approve:

e The transfer of US$19,000,000 from the Operating Fund to the Reserve Fund

PROPOSED RESOLUTION:
Whereas, the Operating Fund includes the funds used for ICANN's day-to-day
operations and must contain enough funds to cover a minimum of three months of

ICANN organization’s operating expenses.

Whereas, periodically, excess funds in the Operating Fund may be transferred to the
Reserve Fund to ensure its balance is at or above the minimum target level, as

determined and approved by the Board.

Whereas, ICANN organization has determined that the balance of the Operating Fund
as of 30 June 2022, based on unaudited Financial Statements, contained excess

funds.

Whereas, both ICANN organization and the Board Finance Committee have
recommended that the Board approve a US$19,000,000 transfer to the Reserve Fund
from the Operating Fund.
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Resolved (2022-11-16-xx), the Board approves the transfer of US$19,000,000 from the
Operating Fund to the Reserve Fund.

PROPOSED RATIONALE:

As part of ICANN’s Investment Policy, the Operating Fund should be at a level of funds
to cover a minimum of three months of ICANN organization’s operating expenses, and
that any amount determined to be in excess may be transferred to the Reserve Fund
to ensure its balance is at or above the minimum target level, as determined and

approved by the Board.

ICANN organization has evaluated the balance of the Operating Fund as of 30 June
2022 on the basis of its unaudited Financial Statements and has determined that
excess funds of US$19,000,000 should be transferred to the Reserve Fund.

This action is consistent with ICANN’s mission and is in the public interest as it is
important to ensure stability of ICANN organization in the way of a robust Reserve

Fund in case use of a Reserve Fund becomes necessary.

This action will not have a financial impact on ICANN, and will not have an impact on

the security, stability, or resiliency of the domain name system.

This is an Organizational Administrative function that does not require public comment.

Submitted by: Xavier Calvez

Position: SVP, Planning and CFO
Date Noted: 20 October 2022

Email: xaver.calvez@icann.org
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ICANN BOARD PAPER NO. 2022.11.16.2c

TITLE: FY24 Strategic Outlook Trends Report
PROPOSED ACTION: For Board Consideration and Approval

EXECUTIVE SUMMARY:

Tracking new and shifting trends affecting ICANN and the Internet is a critical first

step in ICANN’s strategic planning process. The Board, through the Board Strategic
Planning Committee, oversees the annual strategic outlook trends process to identify
relevant trends and events that inform ICANN’s strategic planning efforts and the

annual review of the Strategic Plan.

This year, ICANN org convened 13 strategic outlook trends identification sessions with
261 participants from the community, Board and the organization, resulting in 1,016
data points collected. ICANN org analyzed the trends. The Board received and
reviewed ICANN Org’s trend analysis, including assessment of the trends, risks,
opportunities, and potential impacts on ICANN. The Board Strategic Planning

Committee reviewed extensively the trend analysis prior to providing it to the Board.

A description of the Strategic Outlook process and methods used to conduct the

analysis, the results of those analyses, and appendices with more details on the trend
inputs received have been documented in the ICANN Strategic Outlook: FY24 Trend
Report document attached to this paper for reference. The process and methods used

were shared with the community during a webinar held on 08 September 2022.

The synthesis of this analysis is a set of proposed priority trends, related impacts, and
associated strategic and/or tactical recommendations, summarized in the ICANN
Strategic Outlook FY24 Trend Report attached.

It should be noted that the trends analysis is based on the data collected from sessions
conducted in February through April 2022 and is collected based on participants’
perceptions and opinions at a point in time. Therefore, any updates and new topics
subsequently discussed among the org, Board and Community since that time will be

incorporated into the next annual Strategic Outlook Program starting in early 2023.


https://75.schedule.icann.org/meetings/Xpdx5Lmo5b8CZsC2F

On the basis of the analysis of the data collected from the trends sessions, some
ongoing activities will continue to be emphasized and reflected in the Operating Plan,
but the Strategic Plan for fiscal years 2021 to 2025 does not need to be updated at this
point. The Board is now being asked to consider these recommendations and to confirm
that the current ICANN Strategic Plan for Fiscal Years 2021-2025 should remain

unchanged.

Though the recommendation is for the Strategic Plan to remain unchanged, the items
highlighted and reflected in the Trend Report are still of urgency within ICANN, and
both the Board and the org are working diligently to address them from both strategic
and operational lenses. Where appropriate, the ongoing efforts to address the trends are
highlighted within the Trend Report.

As next steps, ICANN org will take into consideration the recommendations listed in
the ICANN Strategic Outlook FY?24 Trend Report attached when drafting the ICANN
Five-year Operating Plan for Fiscal Years 2024 to 2028. Findings on trends and their
impacts on ICANN, as well as opportunities they represent and resulting proposed
planned activities, will be documented in the next ICANN Operating Plan that will be
posted for Public Comment in December of this year. Finally, the proposed FY?24
trends will serve as reference for the next iteration of the strategic outlook program,

which will start early 2023.

[PROPOSED] BOARD STRATEGIC PLANNING COMMITTEE
RECOMMENDATION:

The Board has an obligation to ensure that the adopted Strategic Plan for Fiscal Years
2021-2025 continues to meet ICANN’s needs. The Board Strategic Planning
Committee, as supported by the ICANN organization, recommends keeping the ICANN
Strategic Plan for fiscal years 2021 to 2025 unchanged, with no restatement of the
Strategic Plan needed at this time. This recommendation is formed on the basis of the
work accomplished by the Board Strategic Planning Committee as supported by
ICANN org, and after careful consideration of the analysis of the inputs received from

the strategic outlook trends identification sessions in February through April 2022 .



PROPOSED RESOLUTION:

Whereas, following community, Board and ICANN organization inputs received
between February and April 2022 on key trends anticipated to impact ICANN in the
coming years, the Board reviewed ICANN org’s analysis of those trend data, and

concluded that the Strategic Plan for Fiscal Years 2021-2025, does not need to change.

Whereas, the Board, through the Strategic Planning Committee, oversees the annual
strategic outlook program to identify relevant trends and events that inform ICANN’s
strategic and operational planning efforts. This committee, supported by the ICANN
organization, reviewed the results of the trend data and the related opportunities, risks,
and impacts on ICANN. The ICANN Strategic Outlook FY?24 Trend Report
documented this work with a set of proposed priority trends, related impacts, and

associated strategic and/or tactical recommendations for full-Board consideration.

Whereas, members of the ICANN Board and ICANN organization held a webinar with
the community on 08 September 2022 to present the strategic outlook program update,

including the process and methods used to conduct the analysis.

Resolved (2022.11.16.xx), the Board affirms that the ICANN Strategic Plan for Fiscal
Years 2021 to 2025, as approved on 23 June 2019 shall remain in force and unchanged,

with no restatement of the Strategic Plan needed at this time.

PROPOSED RATIONALE:

On 23 June 2019, the Board adopted the ICANN Strategic Plan for Fiscal Years 2021 to
2025 and directed that as part of the ongoing annual planning cycle with the
community, new trends or shifts in existing trends be factored into the annual iteration
of ICANN’s plans as appropriate. These efforts are conducted through the strategic

outlook program.

The Strategic Outlook program is conducted annually to ensure ICANN has a
consistent way to: identify and track trends; prepare for opportunities; mitigate or avoid

challenges; and inform strategic and operational planning.


https://www.icann.org/resources/board-material/resolutions-2019-06-23-en#2.a

It is a joint effort between the ICANN organization, the community, and the ICANN
Board to engage on emerging or evolving trends that affect ICANN. Trends indicate
general directions in which things are developing or changing, that have or could have
an impact on ICANN, its mission, its operations, or its ecosystem. Trends can be
internal or external, organization-specific, community-related, or go beyond ICANN’s

ecosystem as ICANN does not operate in a vacuum.

ICANN org finds the exercise to be beneficial to help surface opportunities and
challenges that lay ahead, review the adopted Strategic Plan, inform the annual

operating planning.

Between February and April 2022, ICANN org convened 13 strategic outlook trends
identification sessions with 261 participants from the community, Board and the
organization, resulting in 1,016 data points collected. Community sessions outputs have

been published on the Strategic Planning page of the icann.org website.

Between May and October 2022, the Board Strategic Planning Committee, as supported
by ICANN org, reviewed the analysis of the trend session data inputs received, which
included trends, risks, opportunities, and potential impacts on ICANN. The details of
this analysis and associated recommendations have been documented in the ICANN

Strategic Outlook FY24 Trends Report document attached to this paper for reference.

On the basis of the analysis of the data collected in these trends identification sessions,
the Board Strategic Planning Committee recommends keeping the ICANN Strategic
Plan for Fiscal Years 2021 to 2025 unchanged, with no restatement of the Strategic

Plan needed at this time.

Though the recommendation is for the Strategic Plan to remain unchanged, the items
highlighted and reflected in the Trend Report are still of urgency within ICANN, and
both the Board and the org are working diligently to address them from both strategic
and operational lenses. Where appropriate, the ongoing efforts to address the trends are
highlighted within the Trend Report.

This resolution is not expected to have a fiscal impact on ICANN, though the changes
anticipated to ICANN’s Operating Plan might have an impact once approved. This

action is expected to have a positive impact on the security, stability and resiliency of



the domain name system (DNS) as it continues to support ICANN’s strategic work in

this area.

This resolution serves ICANN's mission in ensuring a secure and stable operation of the
Internet's unique identifier systems. The ICANN Strategic Plan for Fiscal Years 2021-
2025 builds upon ICANN’s mission so that it may continue to effectively fulfill its aims

and meet new and continuously evolving challenges and opportunities.

This resolution is in the public interest as the Strategic Plan guides ICANN's activities
and informs ICANN's operating plans and budgets to fulfill its mission in fiscal years
2021 through 2025. The Strategic Plan serves the public interest by articulating the path
towards a new vision to be a champion of the single, open, and globally interoperable
Internet. The Strategic Plan complies with ICANN's commitments and is guided by

ICANN's core values.

This is an Organizational Administrative Function that has been subject to community

consultation as noted above and is not requiring further public comment.

REFERENCE MATERIALS:

e |ICANN Strategic Outlook FY24 Trends Report
e FY?24 Strategic Outlook Trends Report Appendix C - FY24 Trend Impact

Assessment

Signature Block:
Submitted by: Matthew Shears

Position: Member of the ICANN Board, Chair of the Board
Strategic Planning Board Committee

Date Noted: 16 Nov 2022

Email: matthew.shears@board.icann.org
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ICANN BOARD PAPER NO. [To be assigned by the Secretary]

TITLE: Second Security, Stability, and Resiliency (SSR2) Review Team Pending
Recommendations
PROPOSED ACTION: For Board resolution

EXECUTIVE SUMMARY:

This proposed action is in furtherance of resolution 2021.07.21.13 to place 34
recommendations issued by the second review of the Security, Stability and Resiliency

of the Domain Name System (SSR2) in “pending” status.

The Board is being asked to take action on 21 of the 31 remaining, pending
recommendations. At their meeting on 6 September 2022 and 26 October 2022, the
SSR2 Board Caucus Group? reviewed the ICANN organization (ICANN org) feasibility
assessment that includes Board requested clarification from SSR2 Implementation
Shepherds? and advised its Sponsoring Committee, the Organizational Effectiveness

Committee (OEC), of the proposed Board actions.

The OEC agrees with the SSR2 Board Caucus Group’s proposed way forward and
recommends the Board to approve nine and reject 12 recommendations. As additional
time is required to continue addressing the 10 remaining pending recommendations, the

OEC will continue to provide regular updates on progress toward Board action.

1 As stated in the Operating Standards for Specific Reviews (Section 3.7), The Board monitors the
progress of Specific Reviews via the OEC for all procedural issues and via the Board Caucus Group for
any substantive matters.

2 As stated in the Operating Standards for Specific Reviews (Section 4.5), Implementation Shepherds are
former review team members who volunteered to be a resource to provide the Board with clarifications
as needed on the intent behind recommendations, the SSR2 Review Team’s rationale, facts leading to the
SSR2 Review Team’s conclusions, its envisioned timeline, and/or the SSR2 Review Team’s
consideration of what successful measures of implementation could look like.



https://www.icann.org/resources/board-material/resolutions-2021-07-22-en#2.a
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ORGANIZATIONAL EFFECTIVENESS COMMITTEE (OEC)
RECOMMENDATION:

The Board Organizational Effectiveness Committee (OEC) recommends the Board to
take action on 21 of the 31 pending® SSR2 recommendations, more specifically to
approve nine and reject 12 recommendations, as documented in the Scorecard - SSR2
Pending Recommendations - Board Action 16 November 2022 (hereafter referred to as
“November 2022 Scorecard”).

PROPOSED RESOLUTION:

Whereas, on 22 July 2021, the Board took action on each of the 63 recommendations

issued within the Second Security, Stability, and Resiliency (SSR2) Review Team Final

Report dated 25 January 2021 (“SSR2 Review Team Final Report™), as specified within

the Scorecard titled "Final SSR2 Review Team Recommendations — Board Action"

(hereafter referred to as “July 2021 Scorecard”), and provided rationale for each

recommendation.

Whereas, on 22 July 2021, the Board resolved to place 34 recommendations into one of
the three “pending” statuses, committed to take further action on these
recommendations subsequent to the completion of steps as identified in the July 2021
Scorecard, and directed ICANN org to provide periodic updates on progress toward
gathering relevant information, starting within six months from the 22 July 2021 Board

action.

Whereas, the Board took action on three pending recommendations on 1 May 2022 as

specified within the "Scorecard: SSR2 Pending Recommendations-Board Action 1 May
2022" (hereafter referred to as “May 2022 Scorecard”).

3 As noted in the Rationale for ICANN Board Resolutions 2021.07.22.11 - 2021.07.22.13, the Board
placed recommendations into the “pending” category to seek clarity or further information to enable the
Board to decide whether to approve or reject a given recommendation. In the detailed rationale for each
recommendation, the Board set out the specific reasons for its decision to place the recommendation into
the pending category.
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Whereas, the Board Organizational Effectiveness Committee (OEC), through the SSR2
Board Caucus Group, considered the assessment produced by ICANN org, including
clarifications received from SSR2 Implementation Shepherds on 16 March 2022 and 20
June 2022.

Whereas, the OEC made a recommendation to the ICANN Board to approve nine, and

reject 12 recommendations.

Resolved (2022.xx.xx.xx), the Board approves SSR2 Review Team Final Report
Recommendations 3.2, 3.3,5.3,7.1,7.2,7.3, 7.5, 11.1, 24.1, rejects Recommendations
3.1,43,6.1,6.2,7.4,16.2, 16.3, 18.1, 18.2, 18.3, 20.1, 20.2, as specified within the
November 2022 Scorecard , and directs ICANN's President and CEOQ, or his
designee(s), to take all actions as documented within the November 2022 Scorecard.

Resolved (2022.xx.xx.xxX), the Board notes that additional time is required to continue
addressing the 10 remaining pending recommendations in the SSR2 Review Team
Final Report, and directs ICANN org to continue to provide regular updates as work

progresses.

Why is the Board addressing the issue?

The Security, Stability, and Resiliency (SSR) Review is one of the four Specific
Reviews anchored in Article 4, Section 4.6 of the ICANN Bylaws. Specific Reviews
are conducted by community-led review teams, which assess ICANN's performance in
fulfilling its commitments. Reviews are critical to maintaining an effective
multistakeholder model and helping ICANN achieve its mission, as detailed in Article 1
of the Bylaws. Reviews also contribute to ensuring that ICANN serves the public
interest. The SSR2 Review is the second iteration of the SSR Review and relates to key
elements of ICANN’s Strategic Plan. As stated in the Bylaws, the Review focuses on
the assessment of:

e ‘“security, operational stability and resiliency matters, both physical and
network, relating to the coordination of the Internet’s system of unique
identifiers;

e conformance with appropriate security contingency planning framework for the

Internet’s system of unique identifiers;


https://mm.icann.org/pipermail/ssr2-implementation-shepherds/attachments/20220316/06d74bc8/SSR2-Impl-Shepherd-Answers-Group-2.txt
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e maintaining clear and globally interoperable security processes for those

portions of the Internet’s system of unique identifiers that ICANN coordinates”.

The SSR2 Review also assesses the extent to which ICANN has successfully
implemented its security efforts, as well as their robustness and effectiveness to deal
with actual and potential challenges and threats to the security, stability and resiliency
of the DNS, consistent with ICANN’s mission.

In its action on 22 July 2021, the Board placed 34 recommendations from the SSR2
Review Team Final Report into one of the three pending statuses: pending, likely to be
approved once further information is gathered to enable approval; pending, holding to
seek clarity or further information; pending, likely to be rejected unless additional
information shows implementation is feasible. The Board committed to take further
action on these recommendations subsequent to the completion of steps as identified in
the July 2021 Scorecard. On 1 May 2022, the Board took action to address three of the

34 recommendations. With clarifications received from the SSR2 Implementation

Shepherds and the org’s associated feasibility assessment, 21 additional pending

recommendations are now ready for Board consideration.

What is the proposal being considered?

The proposal is in furtherance of resolution 2021.07.21.13, which placed SSR2 34
recommendations in pending status. As directed by the Board in its 22 July 2021 action,
ICANN org produced an assessment that gathered relevant information, including
clarification received from the SSR2 Implementation Shepherds, to inform subsequent

Board consideration.

Today, the Board takes action on 21 pending recommendations and notes that
additional time is required to continue addressing the 10 remaining, pending
recommendations. ICANN org will continue to provide regular updates to the Board on

progress toward addressing open items.

Recommendations that the Board approves as fully implemented.
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In consideration of the assessment, the Board approves Recommendations 3.2, 3.3, 7.1,
7.2,7.3,11.1, 24.1 as fully implemented, as stated in the November 2022 Scorecard.
For each of these, the Board directs ICANN org to produce implementation

documentation to assist the subsequent SSR review team with its assessment work.

Recommendations 3.2 suggests that budget items related to the performance of SSR
functions be linked to ICANN Strategic Plan goals and objectives, while
Recommendation 3.3 calls for transparency and opportunity to comment on SSR
budgeting. Recognizing the existing transparency and public comment framework
around the organization’s planning and budgeting cycle, the Board notes
Recommendations 3.2 and 3.3 as fully implemented and encourages ICANN org to
continue enhancing its periodic communication on SSR activities as part of its work

and operations. See November 2022 Scorecard for more information.

Recommendations 7.1, 7.2, 7.3 pertain to Business Continuity (BC) and Disaster
Recovery (DR) plans. ICANN org follows the Contingency Planning Guide for Federal
Information Systems (NIST SP 800-34 Rev 1) which is a more integrated approach
with, and given, ICANN org’s existing plans and processes. The Board notes the SSR2
Implementation Shepherds’ confirmation that “the NIST Cybersecurity Framework [...]
is a reasonable alternative [...].” Consequently, the Board approves Recommendations

7.1, 7.2, 7.3 as fully implemented, as detailed in the November 2022 Scorecard.

Recommendation 11.1 pertains to the access to Centralized Zone Data Service (CZDS)
data. Based on clarification received from the SSR2 Implementation Shepherds and
data provided by ICANN org in the assessment (volume of complaints), the Board
believes that the ongoing and completed work to date, conducted to address SAC097,
meets the requirements of Recommendation 11.1 See November 2022 Scorecard for

more information.

Recommendation 24.1 asks ICANN org to perform end-to-end testing of the full

Emergency Back-end Registry Operator (EBERO) and to publish the results.

Based on clarification received from the SSR2 Implementation Shepherds, the Board

notes that testing is not intended to be conducted on currently active TLDs. In ICANN



org agreements with the EBERO service providers, there is a provision which allows
for EBERO readiness exercises to be conducted annually. The Board believes that the
existing agreements, including provisions for readiness exercises, as well as past tests,
meet the requirements and success measures of this recommendation. As detailed in the
November 2022 Scorecard the Board approves Recommendation 24.1 and notes it as

fully implemented.

Recommendations the Board approves subject to prioritization.

The Board approves Recommendations 5.3 and 7.5 subject to prioritization, risk

assessment and mitigation, as well as costing and implementation considerations.

Recommendation 5.3 recommends ICANN org to “require external parties providing
services to ICANN org to be compliant with relevant security standards, and to
document their due diligence regarding vendors and service providers.” ICANN org’s
Engineering & Information Technology (E&IT) function already requires all
appropriate vendors and service providers to have a risk assessment performed and
documented to meet ICANN org’s needs as instructed by industry-standard practices.
The Board notes that to complete this recommendation, ICANN org, when
renegotiating its one-year based contracts with external service-provider parties, would
need to include a clause on compliance with relevant security standards. The Board
approves Recommendation 5.3, as noted in the November 2022 Scorecard, subject to
prioritization, risk assessment and mitigation, costing and implementation

considerations.

Recommendation 7.5 calls for publishing a summary of overall BC and DR plans to
improve transparency, and taking steps to verify compliance with these plans. The
Board directs org to publish current appropriate summary information of the established
Contingency and Continuity Plan (CCOP) and the Disaster Recovery (DR) Plan which
covers all ICANN systems, and which are tested annually by ICANN org. As detailed
in the November 2022 Scorecard, the Board approves Recommendation 7.5 subject to
prioritization, risk assessment and mitigation, costing and implementation

considerations.


https://www.icann.org/en/system/files/files/cira-ebero-15aug19-en.pdf

Recommendations that the Board rejects because they cannot be approved in full.

The Board notes that, while some portions of the recommendation could be feasible,
and in some cases, work is already underway, there are limitations imposed by other
portions of the same recommendation that impact feasibility. While the Board agrees in
principle with the intent of many of these recommendations, the Board does not have
the option of selectively approving some parts and rejecting other parts of a single,
indivisible community recommendation and must act on a recommendation as written
and not as interpreted by ICANN org or the Board. Actions with which the Board
agrees in principle would not be tracked as part of the implementation of SSR2

recommendations.

The detailed rationale for each recommendation sets out the specific reasons for the

Board’s rejection.

The Board rejects Recommendations 20.1 and 20.2 as documented in the November

2022 Scorecard. While the Board agrees with some elements of 20.1 and 20.2 (such as
procedures and activities for future key rollovers), the Board does not have the option

of selectively approving some parts and rejecting other parts of a single, indivisible

community recommendation.

Recommendation 20.1 calls for ICANN org to establish a formal procedure, supported
by a formal process modeling tool and language, to specify the details of future key
rollovers. The recommendation suggests a novel model that cannot be implemented
with existing resources and expertise. The Board notes that ICANN org had proposed
an alternative process that would still contain evaluation checkpoints. The SSR2
Implementation Shepherds pointed to research done in the medical field, noting that it
could be replicated in the DNSSEC Root Key management, without providing evidence
of this approach having been researched or used in fields with direct applicability to the
org’s processes. The Board does not recommend developing such a complex and
specific model based on speculative outcomes that were not researched in the DNSSEC

Root Key Management and, as a result, rejects Recommendation 20.1.



The Board notes that rejecting Recommendation 20.1 impacts the feasibility of
Recommendation 20.2 that calls for ICANN org to create a group of stakeholders
involving relevant personnel (from ICANN org or the community) to periodically run

table-top exercises that follow the Root Key Signing Key (KSK) rollover process.

The Board notes that FY24 IANA Operating Plan & Budget identified the next key

rollover as one of its operating priorities.

Recommendations that the Board rejects

The Board rejects Recommendations 3.1, 4.3, 6.1, 6.2, 7.4, 16.2, 16.3, 18.1, 18.2, 18.3,
as documented in the November 2022 Scorecard.

Recommendations 3.1 pertains to responsibilities of the C-Suite position. As the
implementation of Recommendation 3.1 relies on Recommendation 2 that the Board

rejected in July 2021, Recommendation 3.1 cannot be approved.

Recommendation 4.3 calls for ICANN org to appoint a person in charge of security
risk management that will report to the C-Suite Position.
The Board notes that org has a Risk Management department as well as a Risk

Management Framework which creates a holistic view of the most significant risks to

the organization’s mission, unifies risk management activities across the organization
and provides assurance to Executive Management and the Board that the organization is
operating safely in support of ICANN's mission. Additionally, ICANN org has a Board
adopted Risk Appetite Statement which articulates the level of risk which ICANN org

is willing to take and retain on a broad level to fulfill its mission. The Board also notes
that the Committee of Sponsoring Organisations (COSO) framework applied by org for

risk management activities is appropriate for [CANN’s needs.

As the recommendation feasibility depends on Recommendation 2, the Board rejects

Recommendation 4.3.

Recommendations 6.1 and 6.2 pertain to promotion of voluntary adoption of SSR best
practices and objectives for vulnerability disclosures by the contracted parties, and to

the implementation of coordinated vulnerability disclosure reporting.


https://www.icann.org/en/public-comment/proceeding/draft-iana-and-pti-fy24-operating-plan-and-budgets-15-09-2022
https://www.icann.org/en/system/files/files/icann-org-risk-management-framework-overview-18oct22-en.pdf
https://www.icann.org/en/system/files/files/icann-org-risk-management-framework-overview-18oct22-en.pdf
https://www.icann.org/en/system/files/files/summary-risk-appetite-statement-22dec20-en.pdf

While supporting the continued efforts of all parties to adopt Best Common Practices
(BCPs) and encouraging ICANN org to promote initiatives that support and encourage
voluntary adherence to current BCPs, the Board notes that parts of both
recommendations call for changes to contracted party agreements which would be a
matter of policy or a result of voluntary negotiations between ICANN org and

contracted parties.

Therefore, for the aforementioned considerations the Board rejects Recommendations
6.1 and 6.2.

Recommendation 7.4 calls for ICANN org to establish a new site for Disaster
Recovery (DR) for all the systems owned by or under the ICANN org purview with the
goal of replacing either the Los Angeles or Culpeper sites or adding a permanent third

site.

The Board notes that the SSR2 Implementation Shepherds clarified that the scope of
Recommendation 7.4 was strictly the key management facilities for the DNSSEC Root
KSK, and that the main objective was to provide diversity of the jurisdiction of the
facilities. The Board cannot justify the cost of building and maintaining an additional
key management facility, knowing the level of required effort and constraints, as the
possible benefit seems to be based on a perception that new non-U.S. physical
construction would enhance diversity and address disaster recovery scenarios in a

meaningful way.

Therefore, for the aforementioned considerations the Board rejects Recommendation
7.4.

Recommendation 16.2 relates to the creation of specialized groups within the contract
compliance function that understand privacy requirements and principles and that can
facilitate law enforcement needs under the Registration Directory Service (RDS)
framework. Recommendation 16.3 calls for ICANN org to conduct periodic audits on

registrar privacy policies.



The Board notes that ICANN org’s Contractual Compliance already has subject matter
experts in multiple areas, including those enumerated by the recommendation, who

contribute to policy development when requested by the ICANN community.

The SSR2 Implementation Shepherds’ feedback indicates that these specialized groups
should require registrars to publish their privacy policies and procedures, and track
them. ICANN org agreements with registries and registrars do not specifically require
registrars to have “privacy policies.” The Board finds that this part of Recommendation
16.2 would be a matter of policy or a result of voluntary negotiations between ICANN
org and contracted parties, and not something ICANN org or Board can unilaterally
impose. With respect to Recommendation 16.3, ICANN org’s Contractual Compliance
cannot carry out any audit on or enforce compliance with something that is not an

ICANN contractual requirement.

Therefore, for the aforementioned considerations the Board rejects Recommendations
16.2 and 16.3.

Recommendations 18.1, 18.2 and 18.3 call for ICANN org to track developments in
the peer-reviewed research community and to publish a report for the ICANN
community summarizing implications of publications that are relevant to ICANN org or
contracted party behavior, and including recommendations for actions and additional

studies.

The Board acknowledges that ICANN org is already taking appropriate measures to
ensure that any emerging or evolving technology within ICANN’s scope is evaluated
appropriately and followed up on as needed. The Board supports the idea of continuing
to follow such emerging or evolving technologies and invites the community to raise
awareness of any such technology or protocol that they feel ICANN org should pay

particular interest.

The Board notes that there are organizations and research communities that already

perform many of the actions as described in the recommendations. The Board

10



determined that the benefits do not outweigh the costs for ICANN org to act as a proxy

to the work of those organizations and communities.

Finally, the Board wishes to highlight that the recommendations, as written, call for
unbound work which is deemed as a critical element for their implementation. The list
of places to monitor for these conceptual papers is exhaustive and beyond the list of the
examples in the recommendation. ICANN org focuses its work on protocols and
technologies that are implementable, have a potential impact on the ICANN ecosystem,

and are within the narrow scope of the ICANN mission.

Therefore, for the aforementioned considerations the Board rejects Recommendations
18.1,18.2 and 18.3.

Which stakeholders or others were consulted?

The SSR2 Final Report was published for public comment and the Board received
feedback as part of that process. See Public Comment on Final Report. Additionally,
ICANN org consulted the SSR2 Implementation Shepherds through its dedicated

mailing-list. See workspace for more information.

What significant materials did the Board review?
In addition to clarification provided by the SSR2 Implementation Shepherds, the Board
considered various significant materials and documents, including the July 2021

Scorecard, the Staff Report of Public Comment Proceeding on Second Security,

Stability, and Resiliency (SSR2) Review Team Final Report, the July 2021 assessment

ICANN org Assessment, and November 2022 ICANN org assessment.

Are there positive or negative community impacts?
Taking action on 21 SSR2 pending recommendations will contribute to further address

the outcome of the SSR2 Specific Review.

Are there fiscal impacts or ramifications on ICANN (strategic plan, operating

plan, budget); the community; and/or the public?

11


https://itp.cdn.icann.org/en/files/specific-reviews/report-comments-ssr2-final-report-10may21-en.pdf
https://community.icann.org/display/SSR/SSR2+Implementation+Shepherds
https://mm.icann.org/pipermail/ssr2-implementation-shepherds/2022-January/thread.html
https://www.icann.org/en/system/files/files/ssr2-scorecard-22jul21-en.pdf
https://www.icann.org/en/system/files/files/ssr2-scorecard-22jul21-en.pdf
https://itp.cdn.icann.org/en/files/specific-reviews/report-comments-ssr2-final-report-10may21-en.pdf
https://itp.cdn.icann.org/en/files/specific-reviews/report-comments-ssr2-final-report-10may21-en.pdf
https://docs.google.com/document/d/16IiCl6K0xwUiiBWUh-Y221Brw-ts2KISXoGd-4VuBVg/edit

For the recommendations the Board approves that require action, their implementation
will be subject to prioritization, risk assessment and mitigation, costing and

implementation considerations.

Are there any security, stability or resiliency issues relating to the DNS?
By nature of the SSR Review, implementation of any recommendation may impact how
ICANN meets its security, stability, and resiliency commitments. The Board considered

this potential impact as part of its deliberations.

Is this decision in the public interest and within ICANN’s mission?

This action is in the public interest as it is a fulfillment of ICANN Bylaw, as articulated
in Section 4.6. It is also within ICANN's mission and mandate. ICANN reviews are an
important and essential part of how ICANN upholds its commitments.

Approved recommendations are consistent with ICANN's mission, serve the public

interest, and fall within the Board's remit.

Is this either a defined policy process within ICANN’s Supporting Organizations
or ICANN’s Organizational Administrative Function decision requiring public
comment or not requiring public comment?

None required.

Signature Block:

Submitted by: Xavier Calvez

Position: Senior Vice
President, Planning & Chief
Financial Officer

Date Noted: 16 November
2022
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Email:

xavier.calvez@icann.org
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Draft: 17 October 2022

ICANN BOARD SUBMISSION No. 2022.11.16.2e

TITLE: February 2023 ICANN Org All-Hands Hotel Contracting
PROPOSED ACTION: For Board Consideration and Approval
EXECUTIVE SUMMARY:

The Board is being asked to authorize ICANN organization to take all steps necessary to
complete contracting for theconfidential Negotiation Information jn L0os Angeles, California for the first ever
ICANN Org All-Hands meeting 6-9 February 2023. While it is the President and CEQO'’s
responsibility to identify and plan for this ICANN all-hands event, per the ICANN Contracting

and Disbursement policy the Board must approve any expenditures that will exceed

US$500,000, as this will. The Reference Materials for this paper summarizes the goals and

requirements for the ICANN Org All-Hands meeting in February 2023, and outline the facility

and other related costs.

ICANN ORGANIZATION RECOMMENDATION:

ICANN organization recommends that the Board authorize the President and CEO, or his
Confidential Negotiation
Information

hotel contract for the February 2023 ICANN Org All-Hands meeting in Los Angeles,

Confidential Negotiation Information

designee(s), to facilitate all necessary contracting and disbursement for the

California in an amount not to exceed

BOARD FINANCE COMMITTEE (BFC) RECOMMENDATION:

The BFC recommends that the Board authorize the President and CEO, or his designee(s),
to take all actions necessary to enter into contracts, and make expense disbursements
pursuant to those contracts, for theconfidential Negotiation Information jn Los Angeles, California where

ICANN will hold the ICANN Org All-Hands meeting, in an amount not to exceed
Confidential Negotiation Information

PROPOSED RESOLUTION:
Whereas, ICANN org intends to hold its first full org ICANN Org All-Hands meeting in 2023 in

Los Angeles, California.

Whereas, ICANN organization has completed a thorough review of the venue and hotel and

finds thecermenanesorain momation jy | 05 Angeles, California to be suitable.


https://www.icann.org/resources/pages/contracting-disbursement-policy-2015-08-25-en
https://www.icann.org/resources/pages/contracting-disbursement-policy-2015-08-25-en
https://docs.google.com/document/d/1s-JlMaQeFC2J0-Ewd66vLqxsAB7LoPRz-u8p6J9vjCA/edit?usp=sharing

Draft: 17 October 2022

Whereas, both ICANN organization and the Board Finance Committee have recommended
that the Board authorize the President and CEOQ, or his designee(s), to enter into and make
disbursement in furtherance of contracts for the Cenfidential Negotiation Information for the February 2023

ICANN All-Hands meeting in Los Angeles, California.

Resolved (2022.11.16.xx), the Board authorizes the President and CEO, or his designee(s),
to facilitate all necessary contracting and disbursements for the Confidential Negotiation Information jn LOS
Angeles, California, where ICANN Org will hold the ICANN Org All-Hands meeting in an

Confidential Negotiation Information
amount not to exceed

Resolved (2022.11.16.xx), specific items within this resolution shall remain confidential for
negotiation purposes pursuant to Article 3, section 3.5(b) of the ICANN Bylaws until the

President and CEO determines that the confidential information may be released.

PROPOSED RATIONALE:

In late February 2020, ICANN organization closed its office doors due to the COVID-19
pandemic. During this time, the org practiced extreme caution and diligence in observing

protocols designed to keep ICANN Staff, Board, and Community safe.

Now, almost three years later, ICANN org continues to follow best practices while carefully
returning to normal operations. As part of this forward momentum and under the direction of
the President and CEO, ICANN org plans to hold the first ICANN Org All-Hands meeting in
Los Angeles, California, from 6 to 9 February 2023.

Throughout the fiscal year, all functional teams have budgeted to meet in order to discuss
upcoming projects, priorities and key deliverables. In the past, these functional meetings
have taken place separately, and although beneficial to maintain staff engagement and
understanding of priorities, this meeting is intended to combine these separate meetings and
budget, into one for FY23.

The ICANN Org All-Hands meeting will allow for line managers to be set up for success
through inspiration, expectation-setting and education the first two days of the event. The
final two days will gather all functions of ICANN org to; (i) meet new team members hired
during the pandemic; (ii) take part in priority setting activities; (iii) participate in teambuilding
and leadership exercises; (iv) explore and collaborate on new opportunities; and (v) review

the strategic and operating plans for the coming year.



Draft: 17 October 2022

The Board Finance Committee (BFC) has carried out its standard due diligence in reviewing
the proposed spend and has recommended that the Board approve. As part of this
diligence, the BFC has reviewed the financial risks associated with the proposed spend and
the information provided by the org on the measures in place to mitigate those risks. The

BFC has found these financial risks and the mitigation in place reasonable and acceptable.

The Board reviewed the organization’s briefing for hosting the 2023 ICANN Org All-Hands
meeting in Los Angeles, California, and approved the related costs for the facilities selected

for that meeting.

There will be a financial impact to ICANN in hosting this event and providing travel as
necessary. However, this fiscal impact can be covered within the existing FY23 approved

budget with no to very minimal disruption to the daily operations of ICANN org.

This event supports ICANN's mission as a gathering point to bring the org together to align
for the work ahead, have discussions around the org’s key objectives and priorities to
support the org’s mission. This is critical with the key initiatives being prioritized for the
coming year(s), to ensure staff engagement and understanding of these priorities,
additionally understanding the impacts on the importance of these for the public interest and

continuing to fulfill ICANN's mission of a secure and stable internet.

This action will have no impact on the security or the stability of the Domain Name System.

This is an Organizational Administrative function that does not require public comment.

Submitted by: Nick Tomasso

Position: VP, Global Meeting Operations
Date Noted: 17 October 2022

Email: nick.tomasso@icann.org



mailto:Nick.Tomasso@icann.org

REFERENCE MATERIALS TO BOARD SUBMISSION No. 2022-11-12-2e
TITLE: February 2023 ICANN Org All Hands Hotel Contracting
DETAILED ANALYSIS:

1. Background:

In late February 2020, the ICANN organization closed its office doors due to the COVID-
19 pandemic. During this time, the Org practiced extreme caution and diligence in
observing protocols designed to keep ICANN Staff, Board, and Community safe.

Now, almost three years later, we continue to follow best practices while carefully
returning to normal operations. As part of this forward momentum and under the
direction of the President and CEO, ICANN Org plans to hold the first ICANN All-Hands
meeting in Los Angeles, California, from 6 to 9 February 2023.

Throughout the fiscal year, all functional teams have budgeted to meet in order to
discuss upcoming projects, priorities and key deliverables. In the past, these all-hands
meetings have taken place separately and although beneficial to maintain staff
engagement and understanding of priorities, this meeting is intended to combine those
separate meetings and budgets, into one for FY23.

The ICANN Org All-Hands will allow for line managers to be setup for success through
inspiration, expectation-setting and education the first two days of the event, then
gathering all functions of ICANN Org the final two days to meet new team members
hired during the pandemic, take part in priority setting activities, teambuilding and
leadership exercises, explore and collaborate on new opportunities, and review the
strategic and operating plans for the coming year.

2. Considerations:

- ICANN Org evaluated several venue options for the 2023 All hands meeting, and
ultimately determined that the creransemeniomaion j | 05 Angeles, California was the most
cost effective venue.

- The dates of 6-9 February were determined to be the ideal dates based on the
available resources and surrounding events. These dates avoid conflicts for
ICANN76 and ICANN77 planning, as well as the 2023 January Board Workshop and
other notable events and priorities in early 2023.

- Itis not common for the many teams that work hard to ensure ICANN public
meetings and events run smoothly and efficiently to actively participate in an All-
Hands meeting as a participant and a member of the ICANN org staff. This event will
allow this to happen and allow the President & CEO to deliver key messages in
person.



3. Discussion of Issues:

Meeting Rooms:; The et iomain: W35 @gsy-t0-navigate event space ideally
located on the lobby level, allowing for staff to focus on the program with minimal
distractions.

Hotel: The crenaneainiemaion jg offering the meeting space free of charge. ICANN’s
event will be the primary tenant in the comenanegiaion momaion: takjing the majority of the
available event space and % of the hotel rooms on peak nights.

Food & Beverage: Unlike ICANN public meetings, breakfast, lunch and dinner will
need to be provided for all staff. Conficential Negotiation Information g surrounding area is ideally
located with food options within walking distance for team dinners on selected
evenings.

Air Travel: Air access to Los Angeles is excellent for the 75+ international staff, with
direct flights from most major world cities and easy transfers from other large cities
around the world arriving at Los Angeles International Airport (LAX).

Ground Transportation: The 240+ local area staff can drive or carpool to the meeting
venue, or for those 70+ staff that need to fly domestically, can easily get to LAX. Taxi
fare from LAX tQConfidential Negotiation Information g approximately US$32

Safety & Security: A risk assessment by ICANN security has not identified any areas
of concern for Los Angeles that would require other than standard security measures
and health mitigations provided for an ICANN Meeting.

ICANN Org recommends that the Board approve the President & CEO to hold the first Org All-
Hands meeting in Los Angeles, California, from 6 to 9 February 2023.
Confidential Negotiation Information



Confidential Negotiation Information

ICANN Org recommends that the Board approve the expenditure (including contracting and
disbursements) for the contracts with Confidential Negotiation Information

Submitted by: Nick Tomasso

Position: VP, Global Meeting Operations
Date Noted: 13 October 2022

Email: nick.tomasso@icann.org
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