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BEC totals: 
https://www.tripwire.com/state-of-
security/security-data-protection/bec-
scams-cost-victims-26b-over-a-three-
year-period-finds-fbi/
Phishing -> data breach: 
https://info.phishlabs.com/blog/phishing-
number-1-data-breaches-lessons-verizon
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SPF – http://www.open-spf.org
DKIM – http://dkim.org
DMARC – https://dmarg.org
ARC – http://arc-spec.org
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ARC is being developed by the IETF 
DMARC working group
See 
https://datatracker.ietf.org/wg/dmarc/

Usage Guide: 
https://datatracker.ietf.org/doc/draft-ietf-
dmarc-arc-usage/

More information at http://arc-spec.org
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ARC being developed by the IETF DMARC 
working group
See 
https://datatracker.ietf.org/wg/dmarc/
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Microsoft announcement: 
https://www.microsoft.com/en-
us/microsoft-
365/roadmap?filters=Launched&searchte
rms=57057

Microsoft logo image obtained from 
Wikimedia
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ARC Discussion list: 
http://lists.dmarc.org/mailman/listinfo/ar
c-discuss

IETF lists can be found at 
https://www.ietf.org/how/lists
ietf@ietf.org list: 
https://www.ietf.org/mailman/listinfo/ietf
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https://tools.ietf.org/html/rfc8616
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PSD draft:  
https://datatracker.ietf.org/doc/draft-ietf-
dmarc-psd/
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Shorter DKIM keys should be easier for 
small domains to publish in DNS without 
errors – see issues with 2,048 bit keys 
being too long for some DNS 
software/services.
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Google announcement: 
https://www.blog.google/technology/ai/c
omputing-takes-quantum-leap-forward/
The Verge article on same: 
https://www.theverge.com/2019/10/23/20
928294/google-quantum-supremacy-
sycamore-computer-qubit-milestone
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Note that JIPDEC, Yahoo Japan, and 
GMX.de / 1&1 have been doing this for 
some time
https://www.entrustdatacard.com/about/
newsroom/press-releases/2019/verified-
mark-certificates
https://www.infosecurity-
magazine.com/news/verified-mark-
certificate-issued/
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~194,000 in August 2017, ~75% increase
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This graph shows 4.4MM active DMARC 
records as of 9/30/2019
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Current ending figure is 1.37MM active 
DMARC records
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Provided to a colleague for a session at 
M3AAWG 44 in San Francisco, February 
2019
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2019 Q4 data – 3.8MM data records 
representing 96MM DNS responses
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Example – NetEase has a “v=DMARC1; 
p=none” policy published for 126.com 
and 163.com, not clear why
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Only 62,000 ending same quarter in 2016
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~75% increase from August 2017
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