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How spam got started
How it went to professional criminals
Why spam won’t stop (it isn’t just spam)
Email auth and messaging
Recent developments
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1996: 22%, 50 Bn messages; 1999: 18%, 290 
Bn; 2002: 27%, 1.5 Tn
Source: Computerworld, Nov 11, 2002; page 
33; 
https://books.google.com/books?id=3dKY-
OZNNuYC&printsec=frontcover#v=onepage
&q=As%20unwanted%20e-mail&f=false
Spam study: 
https://web.archive.org/web/2000081522
4755/http://www.chooseyourmail.com:80
/INTRO.HTML
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Graph source: http://theforecaster-
interactive.com/wp-
content/uploads/2015/06/infographic_en
glish2_nasdaq_composite-1280x720.png
Spam Wars: 
https://www.technologyreview.com/s/40
1981/spam-wars/
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Source, crimeware image:
www.javiermarques.es
Source, botnet image: 
https://www.usenix.org/legacy/event/hotbots
07/tech/full_papers/wang/wang_html/
Botnets:
https://www.informationweek.com/beware-
the-bots/d/d-id/1047696
$7,000 per day: 
https://www.sitepoint.com/spam-roi-profit-
on-1-in-125m-response-rate/
$700,000 per year: 
https://admin.fee.org/files/doclib/westley110
3.pdf
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NYState study: 
https://www.computer.org/cms/Compute
r.org/ComputingNow/pdfs/IEEESecurityPr
ivacy-SpearPhishing-Jan-Feb2014.pdf
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https://www.cnet.com/news/postini-
googles-take-on-e-mail-security/
http://www.slate.com/articles/technolog
y/future_tense/2014/11/spam_nation_me
et_the_russian_cybercrooks_behind_the
_digital_threats_in_your.html
https://www.networkworld.com/article/2
273143/network-security/after-mccolo-
takedown--spam-surges-again.html
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Source: 
https://www.usenix.org/legacy/event/hot
bots07/tech/full_papers/wang/wang_htm
l/
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Source: A paper presented at the 2013 
International Human Factors and 
Ergonomics Society Annual Meeting about 
phishing emails.
https://www.welivesecurity.com/2013/07/
25/overconfident-introverted-study-
reveals-personality-traits-of-perfect-
phishing-victims/
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2013 phishing figure: https://www.phishingusertraining.com/the-
cost-of-phishing/
2015-2016 data breach: 
http://breachlevelindex.com/assets/Breach-Level-Index-Report-
2016-Gemalto.pdf
2016 phish figures: https://blog.barkly.com/phishing-statistics-
2016
2017 phish cost figure: https://www.rsa.com/en-us/blog/2016-
12/2017-global-fraud-cybercrime-forecast
APWG 2016Q1 report: 
http://docs.apwg.org/reports/apwg_trends_report_q4_2016.pdf
Ransomware stats: http://invenioit.com/security/ransomware-
statistics-2016/
400% ransomware: https://www.scmagazine.com/ransomware-
attacks-will-double-in-2017-study/article/634560/
Ransomware damage costs: 
https://cybersecurityventures.com/ransomware-damage-report-
2017-5-billion/
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Agari: https://www.agari.com/customer-
protect/ on 2017/09/06
ReturnPath: 
https://blog.returnpath.com/return-path-
launches-beta-new-email-threat-
intelligence/ as of 2016/07/07
Valimail: 
https://blog.valimail.com/senator-why-
are-fed-agencies-so-vulnerable-to-email-
fraud published 2017/07/18
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Don’t repeat slide. Only thing to say: 
“LinkedIn and BofA were both part of the 
original DMARC project. And LinkedIn 
supported DMARC.org as a non-profit, so 
it was natural to transition to a full-time 
position that allows me to continue 
working on DMARC.org”
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