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Director’s Message

The 27th meeting of the Internet Engineering Task Force was held in Amsterdam..,
The Netherlands, July 12-16, 1993. The meeting was co-hosted by SURFnet and.
RARE, and our thanks and appreciation go out to Erik Huizer and to all the others
that helped with the terminal room and the social event.

This was the first time an IETF meeting has been held outside of North America.
The meeting was well attended with almost 500 attendees during the week, a little
over the original estimates of 450 attendees made one year ago during the Cambridge
meeting.

The ratio of non-US attendees was, as expected, significantly higher than at the,, past
few meetings which have ranged from between 8% and 11%. For this meeting, 46%
of the attendees were from outside the United States. The top five non-US cou~atries
were, in terms of the number of individuals attending:

The Netherlands
United Kingdom
Germany
Sweden
France

55 attendees
30 attendees
25 attendees
15 attendees
14 attendees

The number of first time attendees remained close to the 200 mark. There were 187
first time attendees at the Amsterdam meeting. About 110 people showed up ~or
the Newcomers’ Orientation on Sunday afternoon. Interestingly enough, the ratio of
first- time attendees remained the same. Approximately 37% of the attendees were
at their very first IETF meeting.

This is very exciting and encouraging. There might be a tendency to consider Ams-
terdam a "special" meeting (and indeed it was special) wit:h respect to numbers and
ratios, especially comparing it to previous meetings. The total attendance was less
than the normal 600, but not by much. While there were not 200 first timers, there
were 187. Instead of 150 attendees at the Newcomers’ Orientation, there were 110.
But we did have almost 500 attendees, and the percentage of :first timers was the same
as at previous meetings. All things considered, this was just another IETF meeting.
I am looking forward to other IETF meetings held outside North America.

From the multicast perspective, things keep growing and growing, and it has become
impossible to guess how many people are listening in during the IETF mee, tings.
There were more than 400 hosts on the receiving end of the IETF multicast effort,



up from approximately 330 host at the Columbus meeting. The number of countries
"listening in" rose to 16 for the meeting in Amsterdam: Austria, Australia, Canada,
Switzerland, Czechoslovakia, Denmark, Estonia, Finland, Fralace, Japan, Korea, The
Netherlands, Norway, Sweden, the U:nited Kingdom, and the United States. This
technology is expanding the number of virtual attendees at these meetings, and it’s
not limited to the technical presentations and plenaries. The broadcas~ system is on
wheels, and it is not uncommon to see the multicast volunteers (from the host group)
wheeling a cart from meeting to meet!Lng!

The Future of IETF Meetings

What will IETF meetings be like in 1995 and 1.996? Anything ].ike 1993? Certainly the
planning has got to change, the logistic details will definitely change, and our meeting
model may need to be modified. Will the terminal room requirements change as well
as expand? What effect will multicasting have on our attendance levels? Where will
we be meeting? What will the host be required to do? Will we even have a host?

It seems there are more and more groups being formed, all o~[ whom meet at various
times. It is almost impossible to avoid all conflicts when scheduling IETF meetings,
and this is even more challenging as we attempt to avoid holidays.

The number of people attending IETF meetings continues to ~’,tay well over 600. Gone
forever are the days of meeting on college campuses with easy to provide terminal
rooms. In fact, gone are the days when the IETF could %ake over" a hotel. We’ve
grown so much that we are now at the small conference size for groups, and often
have to share the facilities with other groups meeting at the same time. Previous
IETF meeting sites may no longer be :possible considering the size and levels of effort.

Remember the terminal room in Atlanta? That was when we had 350 attendees.
Now think of the terminal rooms we’ve been used to since we hit the 600+ attendee
mark. Now, think instead of the volunteer work provided by the local host group;
imagine what you would need to do to set up a terminal room? Be honest.., which
features or capabilities might you be tempted to not provide?

Can we begin scheduling further and further into the future? Can we find semi-
stable periods that we will always meet? How much do IE’I~F meetings depend on
the host? How can we reduce the workload for hosts while maintaining the excellent
connectivity and variety of workstations we have come to expect?

This is what the Secretariat will be working on over the next few months.., how
we might be operating in the future, what the requirements will be, and what steps
must be taken now to be in a position, to accommodate those requirements when they
become current.



Future Meetings

The November IETF meeting will be in Houston, Texas the first week of Novem-
ber (November 1-5, 1993). This meeting is being hosted, by SESQUINET and Rice
University.

The first IETF meeting in 1994 will be held in Seattle, Washington the last week of
¯ March (March 28 - April 1, 1994). This meeting is being hosted by NorthWestNet.

It appears that the summer IETF meeting will be held in Toronto, Ontario, Canada.
As I write this, a contract has not been signed, though negotiations are underway.

Note that information on future IETF meetings can be always be found in the file
/ietf/0mtg-sites.txt which is located on the IETF shadow directories.

Stephen J. Coya
Executive Director, IETF’



IETF Progress Report

The IESG and IETF have been very active since the Columbus, Ohio IETF meeting
last March; 60 Internet-Drafts, 22 Protocol Actions, and over 30 RFCs.

Between the IETF meetings in Columbus, Ohio and Amsterdam, The Netherlands,
there were seventeen new working groups created:

o

2.
3.
4.
5.
6.
7.
8.
9.

i0.
Ii.
12.
13.
14.
15.
16.
17.

Character MIB (CHARMIB)
DECnet Phase IV MIB (DECNETIV)
RIP Version II (RIPV2)
Internet Protocol Security Protocol (IPSEC)
Authorization and Access Control (AAC)
TP/IX (TPIX)
Modem Management (MODEMMGT)
Frame Relay Service MIB (FRNETMIB)
Mail and Directory Management (MADMAN)
Interactive Mail Access Protocol (IMAP)
ATM MIB (ATOMMIB)
Telnet TN3270 Enhancements (TN3270E)
SNA DLC Services MIB (SNADLC)
Interfaces MIB (IFMIB)
SNA NAU Services MIB (SNANAU)
Multiparty Multimedia Session Control (MMUSIC)
Inter-Domain Multicast Routing (IDMR)

and seven working groups were concluded:

1. Internet Accounting (ACCT)
2. Office Document Architecture (ODA)
3. X.25 Management Information Base (X25MIB)
4. SNMP Security (SNMPSEC)
5. SNMP Version 2 (SNMPV2)
6. NOC-Tool Catalogue Revisions (NOCTOOL2)
7. Distributed File Systems (DFS)

Additionally, there were 34 RFCs published since the Columbus IETF meeting in
March, 1993:

RFC Status Title

RFC1441 PS Introduction to version 2 of the Internet-standard Network
Management Framework



RFC1442

RFC1443

RFC1444

RFC1445

RFC1446

RFC1447

RFC1448

RFC1449

RFCI450

RFCI451
RFC1452

RFC1453

RFC1454
RFC1455
RFC1456

RFC1457
RFC1458
RFC1459
RFC1460
RFC1461
RFC1462
RFC1463

RFC1464

RFC1465

RFC1466

PS

PS

PS

PS

PS

PS

PS

PS

PS

PS
PS

I
E
I

E
I
E
DS
PS
I
I

E

E

Structure of Management Information for version 2 of the
Simple Network Management Protocol (SNMPv2)
Textual Conventions for version 2 of the Simple Network
Management Protocol (SNMPv2)
Conformance Statements for version 2 of the Simple Network
Management Protocol (SNMPv2)
Administrative Model for version 2 of the Simple Network
Management Protocol (SNMPv2)
Security Protocols for version 2 of the Simple Network
Management Protocol (SNMPv2)
Party MIB for version 2 of the Simple Network Management
Protocol (SNMPv2)
Protocol Operations for version 2 of the Simple Network
Management Protocol (SNMPv2)
Transport Mappings for version 2 of the Simple Network
Management Protocol (SNMPv2)
Management Information Base for version 2 of the Simple
Network Management Protocol (SNMPv2)
Manager to Manager Management Information Base
Coexistence between version 1 and version 2 of the
Internet-standard Network Management Framework
A Comment on Packet Video Remote Conferencing and the
Transport/Network Layers
Comparison of Proposals for Next Version of IP
Physical Link Security Type of Service
Conventions for Encoding the Vietnamese Language VISCIh
Vietnamese Standard Code for Information Interchange VIQR:
Vietnamese Quoted-Readable Specification
Security Label Framework for the ][nternet
Requirements for Multicast Protocols
Internet Relay Chat Protocol
Post Office Protocol- Version 3
SNMP MIB extension for MultiProtocol Interconnect, over X.25
FYI on "What is the Internet?"
FYI on Introducing the Internet-A Short Bibliography of
Introductory Internetworking Readings for the Network Novice
Using the Domain Name System ~Ib Store Arbitrary String
Attributes
Routing coordination for X.400 MHS services within a multi
protocol / multi network environment Table Format V3 for
static routing
Guidelines for Management of IP Address Space



RFC1468
RFC1469
RFCI471

RFC1472

RFC1473

RFC1474

RFC1475
RFC1476

I
PS
PS

PS

PS

PS

Japanese Character Encoding for Internet Messages
IP Multicast over Token-Ring Local Area Networks
The Definitions of Managed Objects,’, for the ]:,ink Control
Protocol of the Point-to-Point Protc, col
The Definitions of Managed Objects,’, for the Security
Protocols of the Point-to-Point Protocol
The Definitions of Managed Object,,~ for the IP Network
Control Protocol of the Point-to-Point Protocol
The Definitions of Managed Object,,~ for the Bridge Network
Control Protocol of the Point-to-Point Protocol
TP/IX: The Next Internet
RAP: Internet Route Access Protocol



Final Agenda of the Twenty-Seventh
IETF

(12-16 July 1993)
MONDAY, 12 July 1993

0800-0900

0900-0930

0930-1200

Breaks

1330-1530

IETF Registration and Continental Breakfast

Introductions

Technical Presentations

¯ "The IETF from a European Perspective" (Erik Huizer/SURFnet)
¯ "Advances on ONC" (Chuck McManis/Sunsoft)
¯ "Setting up a Routing Registry in Europe" (Daniel Kar-

renberg/RIPE)

Coffee available throughout morning.

Afternoon Sessions I

APP

INT

INT

MGT

RTG

RTG

OPS

SEC

USV

OSI Directory Services WG (osids)
(Steve Kille/ISODE)

IP over ATM WG (atm) (Mark Laubach/Hewlett.-Packard)

Network Address Translators BOF (nat)
(Kjeld Botch Egevang/Cray Communications)

Interfaces MIB WG (ifmib) (Ted Srunner/Bellcore)

Border Gateway Protocol WG (bgp) (Yakov Rekl~Lter/][BM)*

OSI IDRP for IP over IP WG (ipidrp) (Sue Hares/Merit)*

Operational Statistics WG (opstat) (Phill Gross/ANS
and Bernhard Stockman/SUNET)

Security Area Advisory Group (saag) (Steve Crocker/TIS)

Uniform Resource Identifiers WG (uri) (Alan Emtage/Bunyip
and Jim Fullton/UNC)

1530-1600 Break (Refreshments provided)



1600-1745 Monday, 12 July 1993 - Afternoon Sessions II

APP

INT

INT

MGT

MGT

SEC

USV

OSI Directory Services WG (osids)
(Steve Kille/ISODE)

IP over Large Public Data Networks WG (iplpdn)
(George Clapp/Ameritech)

Simple I:nternet Protocol WG (sip)
(Steve Deering/Xerox PARC and Bob Hinden/Sun)

Interfaces MIB WG (iifmib) (Ted Brunner/Bellcore)

Uninterruptible Power Supply WG (upsmib)
(J eft Case / U Term)

Common Authentication Technology WG (cat)
(John Linn/GZA)

Uniform Resource Identifiers W(.~r (uri) (Alan Emtage/Bunyip
and Jim Fullton/UNC)

* BGP and IPIDPR will be meeting in joint session.



TUESDAY, 13 July 1993

0830-0900 Continental Breakfast

0900-1200 Morning Sessions

APP

INT

MGT

SAP

SEC

TSV

USV

USV

TELNET WG (telnet)
(Steve Alexander/Lachman Technology)

P. Internet Protocol WG (pip) (Paul Francis/Bellcore)

Network Management Area: Open Meeting (nmarea)
(Marshall Rose/DBC)

Network Database Working Group (netdata) IDaisy
Rose/IBM)

Internet Protocol Security Protocol WG (ipsec)
(A1 Hoover/ANS and Paul Lambert/Motorola)

Multiparty Multimedia Session Control WG (m~msic)
(Eve Schooler/ISI and Abel Weinrib/Bellcore)

Integrated Directory Services WG (ids) (Tim Howes/UMich
and Chris Weider/Merit)

User Services WG (uswg) (Joyce K. Reynolds/ISI)

Breaks Coffee available throughout morning.

1330-1530 Afternoon Sessions I

APP

INT

INT

MGT

RTG

SAP

SEC

USV

Interactive Mail Access Protocol WG (imap)
(Terry Gray/VWash)

IP over ATM WG (arm) (Bob Hinden/Sun)

P. Internet Protocol WG (pip) (Paul Francis/Bellcore)

Modem Management WG (modemmgt) (Mark Lewis/Telebit)

RIP Version II WG (ripv2) (Gary Malkin/Xylo,gics)

MHS-DS WG (mhsds) (Kevin Jordan/CDC 
Harald Alvestrand/SINTEF DELAB)

Common Authentication Technology WG (cat)
(John Linn/GZA)

WHOIS and Network Information Lookup
Service WG (wnils)(Joan Gargano/VCDavis)

1530-1600 Break (Refreshments provided)
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1600-1800 Tuesday 13 July 1993 - Afternoon Sessions II

INT

INT

INT

MGT

RTG

RTG

RTG

SAP

TSV

USV

USV

IP over :Large Public Data Networks WG (iplpdn)
(George Clapp/Ameritech) 

Point-to-Point Protocol Extensions WG (pppext)
(Fred Saker/ACC) 

TCP/UDP over CLNP-addressed Networks WG (tuba)
(Peter Ford/LANL a~td Mark Knopper/Merit)

ATM MIB WG (atommib) (Kaj Tesink/Bellcore)

Border Gateway Protocol WG (bgp) (Yakov Rekhter/IBM)*

Inter-Domain Multicast Routing WG (idmr)
(Tony Ballardie/UCL)

OSI IDRP for IP over IP WG (ipidrp) (Sue Hares/Merit)*

MHS-DS WG (mhsds) (Kevin Jordan/CDC 
Harald Alvestrand/SINTEF DELAB)

TCP Multiplexing BOP (tmux)(James Barnes/Xylogics)

Integration of Internet Information Resources WG (iiir)
(Chris Weider/Merit)

User Documents WG (userdoc2) (Ellen Hoffman/UMich
and Lenore Jackson/NASA)

1930-2200 Evening Sessions

APP

GEN

INT

INT

MGT

MGT

Networking Multimedia Applications BOP (multiapp)
(Chris Adie/Edinburgh University)

IAB Open Meeting.

ST2 BOP (st2) (Luca Delgrossi/IBM 
Steve DeJarnett/IBM)

TP/}X WG (tpix) (Vladimir Sukonnik/Process Soft-
ware)

ATM MIB WG (atommib) (Kaj Tesink/Bellcore)

Mail and Directory Management WG (madman)
(Steve Kille/ISODE)

* IPLPDN and PPPEXT will be meeting in joint session..
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WEDNESDAY, 14 July 1993

0830-0900 Continental Breakfast

0900-1200 Morning Sessions

APP

INT

INT

INT

MGT

MGT

RTG

SAP

Breaks

1330-1530

TSV

USV

X.400 Operations WG (x400ops) (All Hansen/Sintef
and
Tony Genovese/LLNL)

IP over Large Public Data Networks WG (iplpdn)
(George Clapp/Ameritech)*

Point-to-Point Protocol Extensions WG (pppext)
(Fred Baker/ACC) 

TP/IX WG (tpix) (Vladimir Sukonnik/Process Soft-.
ware)

SNA NAU Serivces MIB WG (snanau)
(Zbigniew Kielczewski/Eigon Technology and
Deirdre Kostick/Bellcore)

Token Ring Remote Monitoring WG (trmon)
(Mike Erlinger/Harvey Mudd College)

Source Demand Routing Protocol WG (sdr)
(Deborah Estrin/USC and Tony Li/cisco)

NFS and ONC IETF Standards Effort BOF (onc)
(Chuck McManis/SunSoft and
Dave Crocker/Silicon Graphics)

Multiparty Multimedia Session Control WG (mmusic)
(Eve Schooler/ISI and Abel Weinrib/Bellcore)

Uniform Resource Identifiers WG (uri) (Alan Emtage/Bunyip
and Jim Fullton/UNC)

Coffee available throughout morning.

Afternoon Sessions I

APP X.400 Operations WG (x400ops) (All Hansen/Sinte, 
and
Tony Genovese/LLNL)

INT Extensions to OSI for use in the Internet
BOF (osiextnd) (Dave Katz/cisco)

INT IP over ATM WG (atm) (Bob Hinden/Sun)

SAP Domain Name System WG (dns)
(Rob Austein/Epilogue Technology)
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1330-1530

1530-1600

1600-1800

1930-2200

Wednesday, 14 July 1993 - Afternoon Sessions I (cont’d.)

SAP

SEC

USV

Service Location Protocol WG (svrlec)
(John Veizades/FTP Software a:nd
Scott Kaplan/FTP Software)

Privacy-Enhanced Electronic Mail WG (pem)
(Steve Kent/BBN)

Networked Information Retrieva,1 WG (nir)
(Jill Foster/UNewcastle-Upon-Tyne and George Brett/MCNC)

Break (Refreshments provided.)

Afternoon Sessions II

APP

APP

MGT

RTG

RTG

SAP

SEC

TSV

usv

Internet Mercantile Protocols BOF (imp)
(Taso Devetzis/Bellcore)

UCS Character Set BOF (ucs)
(Borka Jerman-Blazic/Jozef Stefan Institute)

Frame Relay Service MIB WG (frnetmib)
(James "Watt/Newbridge Networks)

Inter-Domain Multicast Routing WG (idmr)
(Tony Ballardie/UCL)

IP Routing for Wireless/Mobile Hosts WG (mobileip)
(Steve Deering/Xerox PARC)

MHS-DS Tutorial (mhsds) (Kevin Jordan/CDC and
Harald Alvestrand/SINTEF DELAB)

Authorization and Access Control WG (aac)
(Cliff Neuman/ISI)

TCP Large Windows WG (tcplw)
(Dave Borman/Cray Research)

Network Information Services Infrastructure WG (nisi)
(April Marine/SRI and Pat Smith/Merit)

Evening Sessions

INT

INT

IPng Decision Process BOF (ipdecide)
(Brian Carpenter/CERN and Tim Dixon/RARE)

Point-to-Point Protocol Extensions WG (pppext)
(Fred Baker/ACC)
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1930-2200 Wednesday, 14 July 1993 - Evening Sessions (cont’d.)

OPS

USV

Generic Internet Service Specification BOF (giss)
(Tony Bates/RIPE and Daniel Karrenberg/RIPE)

Integration of Internet Information Resources WG (iiir)
(Chris Welder/Merit)

* IPLPDN and PPPEXT will be meeting in joint session.
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THURSDAY, 15 July 1993

0830-0900 Continental Breakfast

0900-0930 Technical Presentations

"Electronic Cash: Theory Towaxds Application"
(David Chaum/DigiCash)

0930-1200 Morning Sessions

APP

INT

MGT

OPS

RTG

RTG

SAP

SEC

USV

X.400 Operations WG (x400ops) (Alf Hansen/Sintef
and
Tony Genovese/LLNL)

Point-to-Point Protocol Extensions WG (pppext)
(Fred. Baker/ACC)

FDDI MIB (fddimib) (Jeff" Case/UTenn)

BGP Deployment and Application WG (bgpdepl)
(Jessica Yu/Merit)

IP Routing for Wireless/Mobile :Hosts WG (mobileip)
(Steve Deering/Xerox PARC)

ISIS for IP Internets WG (isis) (Chris Gunner/DEC)

Minimal OSI U:pper-Layers WG (thinosi) (Peter Fur-
hiss/Consultant)

Network Access Server Requirements WG (nasreq)
(Jim Barnes/Xylogics)

Network Training Materials WG (trainmat)
(Ellen Hoffman/Merit and
Jill Foster/UNewcastle-Upon-Tyne)

Breaks Coffee available throughout the morning.

1330-1530 Afternoon Sessions I

INT

INT

MGT

Simple ][nternet Protocol WG (sip)
(Steve Deering/Xerox PARC and Bob Hinden/Sun)

TCP/UDP over CLNP-addressed Networks WG (tuba)
(Peter Ford/LANL and Mark Knopper/Merit) 

IFIP Electronic Mail Management BOP (emailmgt)
(Maria Dimou/CERN)
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1330-1530 Thursday, 15 July 1993 - Afternoon Sessions I (cont’d.)

MGT

OPS

OPS

SAP

SEC

USV

Frame Relay Service MIB WG (frnetmib)
(James Watt/Newbridge Networks)

Network OSI Operations WG (noop) (Sue Hares/Merit
and
Cathy Wittbrodt/BARRnet)*

Operational Area Directorate (orad)
Scott Bradner/Harvard)

Structured Text Interchange ~brmat BOF (stif)
(Dave Crocker/Silicon Graphics)

Security Area Advisory Group (saag) (Steve Crocker/TIS)

Internet School Networking WG (isn) (Jennifer Sell-
ers/NASA)

1530-1600

1600-1700

Break (Refreshments provided)

Technical Presentations

1700-1930

"JVTOS for Workstations"
(Bernhard P lattner/Institut fuer Technische)
"Service Location" (John Veizades/FTP Software and
Scott Kaplan/FTP Software)

Open Plenary and IESG

* TUBA and NOOP will be meeting in joint session.
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FRIDAY, 16 July 1993

0830-0900 Continental Breakfast

0900-1200 Technical Presentations

"An Experirnent in Remote Printing" (Marshall Rose/DBC)
"IPng Presentations"
"Final Remarks" (P:hill Gross/ANS and Erik Huizer/SVRFnet)

Key to Abbreviations

APP Applications
GEN General Interest
INT Internet

MGT Network Management
OPS Operational Requirements
RTG Routing
SAP Services Applications
SEC Security
TSV Transport
USV User Services

Erik Huizer/SURFnet and John Klensin/UNU

Stev Knowles/FTP Software ar.Ld
Dave Piscitello/Bellco.re
Marshall Rose/DBC
Scott Bractn.er /Harvarcl
Bob ttinden/Sun
Dave Crocker/Silicon Graphics
Steve Crocker/TIS
Allison Mankin/NRL
Joyce K. Reynolds/ISI



Chapter 1

IETF Overview

The Internet Engineering Task Force (IETF) is the protocol engineering, developmenl~, and
standardization arm of the Internet Architecture Board (IAB). The IETF began in January
1986 as a forum for technical coordination by contractors for the then US Defense Advanced
Projects Agency (DARPA), working on the ARPANET, US Defense Data Network (DDN),
and the Internet core gateway system. Since that time, the IETF has grown into a large
open international community of network designers, operators, vendors, and researchers
concerned with the evolution of the Internet protocol architecture and the smooth operation
of the Internet.

The IETF mission includes:

1. Identifying and proposing solutions to pressing operational and technical problems in
the Internet;

2. Specifying the development (or usage) of protocols and the near-term architect’are 
solve such technical problems for the Internet;

3. Facilitating technology transfer from the Internet Research Task Force (II~TF) to the
wider Internet community; and

4. Providing a forum for the exchange of relevant information within the Internet com-
munity between vendors, users, researchers, agency contractors, and network man-
agers.

Technical activity on any specific topic in the IETF is addressed within working groups.
All working groups are organized roughly by function into ten technical areas. Each is led
by one or more area director who has primary responsibility :[’or that one area of IETt~
activity. Together with the Chair of the IETF, these technical directors (plus, the Director
for Standards Procedures) compose the Internet Engineering Steering Group (IESG).

17
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The current areas and directors, which compose the IESG are:

IETF and IESG Chair
Applications

Internet

IP: Next Generation

Network Management
Operational Requirements
Routing
Security
Service Applic;~tions
Transport
User Services
Standards Management

Phill Gross/ANS
Erik Huizer/SURFnet
John Klensin/UNU
Stev Knowles/FTP Software
Dave Piscitello/Be, llcore
Scott Bradner/Harvard
Allison Mankin/NRL
Marshall Rose/DBC
Scott Bradner/H~Jrvard
].~,obert Hinden/Sun
Steve Crocker/TIS
]Dave Crocker/SGI
Allison Mankin/NRL
,]oyce K. Reynolds/ISI
A. Lyman Chapin/BBN

The IETF has a Secretariat, headquartered at the Corporation for National Research Ini-
tiatives in Reston, Virginia, with the following staff:

IETF Executive Director
IESG Secretary
IETF Meeting Coordinator
IETF Meeting Registrar
IETF Internet-Drafts Administrator
IETF Administrative Support

Steve Coya
John Stewart
l~[egan Davies Walnut
Debra Legare
Cynthia,, Cla,rk
Lois Keiper

The working groups conduct business during plenary meetings of the IETF, during meetings
outside of the IETF, and via electronic mail on mailing lists established for each group.
The IETF holds 4.5 day meetings three times a year. These plenary sessior~s are composed
of working group sessions, technical presentations, network statas reports, working group
reporting, and an open IESG meeting. A Proceeding’~ of each IETF plenary is published,
which includes reports from each area, ee~ch working group, and. each Technical Presentation.
The Proceedings incl~Ae a summary of all current standardization activities.

Meeting reports, charters (which include the working group ma~ling lists), and general
information on current IETF activities are available on-line for anonymous FTP from several
Internet hosts including ds.internic.net.



Mailing Lists

Much of the daily work of theIETF is conducted on electronic mailing lists. There are
mailing lists for each of the working groups, as well as an IETF general discussion list and.
an IETF announcement list. Mail on the working group mailing lists is expected to be
technically relevant to the working groups supported by that list.

To join a mailing list, send a request to the associated request list. All. internet mail-
ing lists laave a companion "-request" list. Send requests to join a list to <listna:me>-
request @ <listhost >.

Information and logistics about upcoming meetings of the IETF are distributed on the ][ETF
announcement mailing list. For general inquiries about the IETF, requests should be sent
to iet~-±r~fo~cnr~..res’con.va.us. An archive of mail sent to the IETF list is available for
anonymous ~’TP from tire directory/ie~cf-~aail-archiv~/±e"cf on cnri .r~’con. va., us.
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1.1 Future IETF Meeting Sites

Fall 1993

Houston, Texas
SESQUINET and Rice University
Host: Bill Manning
November 1-5, 1993
Status: CONFIRMED

Spring 1994

Seattle, Washington
NorthWestNet
Host: Dan Jordt
March 28 - April 1, 1994
Status: CONFIRMED

Summer 1994

Toronto, Ontario, Canada
University of Toronto
Host: Warren Jackson
Jttly 25-29, 1994
Status: TENTATIVE
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1.2 On Line IETF Information

The Internet Engineering Task Force maintains up-to-date, on-line information on all of its
activities. This information is available via FTP and e-mail. Procedures for retrieving the
information are described below.

The IETF Directory

Below is a list of the files available in the IETF directory and a short synopsis of what each
file contains.

Files prefixed with a 0 contain information about upcoming meetings. Files prefixed with a
1 contain general information about the IETF. Working group charters and minutes are in
sub-directories under the working group acronym, l~etrieve and view the lwg-summary.txt
file for a list of working groups and their acronyms.

FILE NAME

0tao.txt

0mtg-agenda.txt

0mtg-at-a-glance.txt

0mtg-rsvp.txt

0mtg-sites.txt

lid-guidelines.txt

lietf-description.txt

lwg-summary.txt

This file contains "A Guide for New .Attendees of the Internet
Engineering Task Force", RFC 1391.

The current agenda for the upcoming ][ETF meeting, containing
scheduled working group meetings, technical presentations and
network status reports.

The announcement for the upcoming IETF meeting, contain-
ing specific inibrmation on the date/location of the meeting,
hotel/airline arrangements, meeting site accommodations and
meeting costs.

A standardized RSVP form to notify the Secretariat of your plans
to attend the upcoming IETF meeting.

Current and future meeting dates and sites for IETF meetings.

Instructions for authors of Internet-Drafts.

A short description of the IETF, the I~,SG and how to partici-
pate.

A listing of all current working groups, the working group Chairs
and their e-mail addresses, working group mailing list ~ddresses,
and where applicable, documentation produced. This file also
contains the standard acronym for the working groups by w:hich
the IETF and Internet-Drafts directories are keyed.
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lwg-charters.txt A single file containing an abbreviated version of all the current
working group, charters.

Working groups have individual directories dedicated to their particular ;~.ctivities. The
directories contain the charters and meeting minutes for the group.

Minutes of Birds-of-a-Feather (BOF) sessions and area summarlies of "the IETF meetings
are grouped into directories by meeting. The directory names ~re of the form YYmmm
(e.g., 92mar for the reports of the March 1992 meeting). These directories do not include
the minutes of the working group meetings.

When using FTP, the "cd" and "dir" commands will permit you to review what working
group files are available and the specific naming scheme to use for a successful anonymous
ftp request.

The Internet-Drafts Directory
The Internet-Drafts directory has been installed to make available, for review and com-
ment, draft documents that may eventually be submitted to the IESG and/or the RFC
Editor to be considered for publication as RFCs. These documents are indexed in the file
lid-abstracts.txt in the Internet-Drafts directory. Comments are welcome and should be
addressed to the responsible person(s) whose n~me and e-mail address are listed on the first
page of the respective draft.

FILE NAME

lid-abstracts.txt

lid-index.txt

This file lists the current Internet-Drafts and their pathnames.

This file cont~ns an abbreviated listing of Internet-Drafts. This
contains only the document title, the filename and the posting
date.

For more information on writing and installing an Internet-Draft, see the file lid-guidelines
in the ietf directory, "Guidelines to Authors of Internet-Drafts,Y

The IESG Directory

The IESG directory contains the minutes of IESG meetings and regularly updates status
report on protocols in the standards ~;rack.
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FILE NAME

iprotoco1_actions.txt

lold_standards.txt

This file contains a list of protocols currently under con-
sideration by the IESG.

This file contains a list of Proposed and Draft Standards
eligible for advancement.

The minutes are contained in files named with the pattern:

iesg.YY-MM-DD
e.g.,

iesg.92-11-10

for the minutes of the meeting held on November 10, 1992.

FTP Access
IETF Information is available by anonymous FTP from several sites.

East Coast (US)Address: ds.internic.net (198.49.45.10)

West Coast (US) Address: ftp.nisc.sri.com (192.33.33.22)

Europe Address: nic.nordu.net (192.36.148.17)

Pacific 1Tim Address: munnari.oz.au (128.250.1.21)

The Internet-Drafts on this machine are stored in Unix compressed form (.Z).

To retrieve this information via FTP, establish an anonymous FT:P connection~ then login
with username "anonymous". Use your e-mail address as the p~ssword. When logged in,
change to the directory of your choice with one of the following commands:

cd ietf
cd internet-drafts

Individual files can then be retrieved using the GET command:

get lwg-summary.txt
get 822ext/822ext-charter.txt
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E-mail Access
Internet-Drafts are available by mail server from ds.internic.net. To retrie’~e a file, mail
request:

To: mailserv@ds.internic.net
Subject: Anything you want

In the body, put a command of the forra:

FILE/internet-drafts/lid-abstracts.txt
FILE/JettY/lwg-summary.txt
FILE/ietf/822ext / 822ext-minutes- 9 ljul..txt
PATH jdoe@somedomain.edu

where PATH lists the e-mail address where the respo~se should be sent.
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1.3 Guidelines to AuChors of Internet-Drafts

The Internet-Drafts directories are available to provide authors with the ability to distribute
and solicit comments on documents they may submit as a Reque~,;t for Comments (RFC).
Submissions to the directories should be sent to in’cerne’c--dra~:.~cn.ri .res’con. va.us.

Internet-Drafts are not an archival document series. These documents should not be ,cited
or quoted from in any formal document. Unrevised documents placed in the Internet-Drafts
directories have a maximum life of six months. After that time, they must be submitted to
the IESG or the I~FC Editor, or they will be deleted. After a document becomes an RFC,
it will be replaced in the Internet-Drafts directories with an announcement to that effect
for an additional six months.

Internet-Drafts are generally in the format of an RFC, although it is expected that the
documents may be "rough" drafts. This format is specified fully in RFC 1111. In brief, an
Internet-Draft shall be submitted in ASCII text, limited to 72 characters per line and 58
lines per page followed by a formfeed character. Overstriking to achieve underlining ~s not
acceptable.

PostScript is acceptable, but only when submitted with a matching ASCII version (even if
figures must be deleted). PostScript should be formatted for use on 8.5xll inch paper. If
A4 paper is used, an image area less than 10 inches high should be used to avoid pri~ting
extra pages when printed on 8.5xll paper.

There are differences between the RFC and Internet-Draft format;. The Internet-Drafts are
NOT RFCs and are NOT a numbered document series. The string "INTERNET-DRAFT"
should appear in the upper left hand corner of the first page. The document should I~OT
refer to itself as an RFC or a draft ttFC.

The Internet-Draft should neither state nor imply that it is a Proposed Standard. To do so
conflicts with the role of the RFC Editor and the IESG. The title of. the document should, not
infer a status. Avoid the use of the terms Standard, Proposed, ]:)raft, Experimental, His-
torical, Required, ttecommended, Elective, or Restricted in the title of the Internet-D:caft.
All Internet-Drafts should include a section containing the followi~g verbatim statement:

This document is an Internet-Draft. Internet-Drafts are working documents of
the Internet Engineering Task Force (IETF), its areas, and its working groups.
Note that other groups may also distribute working documents as Internet-
Drafts.
Internet-Drafts are draft documents valid for a may3mum of six months. Internet-
Drafts may be updated, replaced, or obsoleted by other docuraents at any time.
It is not appropriate to use Internet-Drafts as reference material or to cite them
other than as a "working draft" or ~’work in progress."

To learn the current status of any Internet-Draft, please check the lid-abstracts.txt
listing contained in the Internet-Drafts Shadow Directories on ds.internic.net,
nic.nordu.net, ftp.nisc.sri.com, or munnari.oz.au.
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The document should have an abstract section, containing a two-to-three paragraph de-
scription suitable for referencing, archiving, and announcing the document.. This abstract
will be used in the lid.-abstracts.txt index and in the announcement of the Internet-Draft.
The abstract should follow the "Status of this Memo" section°

All Internet-Drafts should contain the full filename (beginning with draft-- and including
the version number) in the text of the document. The filename information should, at 
minimum, appear on the first page (pos,,;ibly with the title).

For those authors submitting updates to existing Internet-.Draf~s, the choice of the file
name is easily determined (increase the version by 1). For new documents, send a message
to internet-draf’cs©cnri.res’~on.va.us with the document title, if it is a product of a
working group (and the name of the group), and an abstract. The filename to be assigned
will be included in a response. Simply add the filename text to the document (ASCII AND
PostScript versions) and submit the Internet-Draft.

A document expiration date must appear on the first and last page of the Internet-Draft.
The expiration date is always six months following the submission of the document as
an Internet-Draft. Authors can calculate the six month period by adding five days to
the date when the final version is completed. This should be more than enough to cover
the time needed to send the document or notification of the document’s availability to
in~erne~-draf~s@cnri, reston, va. us.

If the Internet-Draft is lengthy, please include, on the second page, a table of contents to
make the document easier to reference.
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2.1 Applications Area

Director(s):

¯ Erik Huizer: erik.huizer@surfnet.nl
¯ John Klensin: klensin@infoods.unu.edu

Area Summary reported by Erik Huizer/SURFnet

The Applications Area currently contains the following working groups:

¯ Interactive Mail Access Protocol (IMAP)
¯ Internet Message Extensions (822EXT)
¯ MIME-MHS Interworking (MIMEMHS)
¯ Network News Transport Protocol (NNTP)
¯ OSI Directory Services (OSIDS)
¯ TELNET (TELNET)
¯ Telnet TN8270 Enhancements (TN8270E)
¯ X.400 Operations (X400OPS)

The 822EXT and MIMEMHS Working Groups have finished their work and did not meet in
Amsterdam. The NNTP and TN3270E Working Groups also did not meet in Amsterdam.

Three BOFs under the Applications Area were held in Amste:rdetm:

¯ Internet Mercantile Protocols (IMP)
¯ Networking Multimedia Applications (MULTIAPP)
¯ UCS Character Set BOF (UCS)

Internet Mercantile Protocols BOF (IMP)

The IMP BOF was convened to assess community interest in Internet-based commerce and
to explore some concrete ideas on how that might be realized using existing technology.

The session was comprised of two presentations followed by general discussion. Taso De-
vetzis presented some principles on which protocols for Internet commerce might be b.~.sed,
followed by a detailed example of how such principles might be realized using existing In-
ternet technology (e.g., PEM, MIME). Mitra presented a brief overview of ~ system being
developed by Pandora Systems to support its commercial offerings over the Internet.
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From the discussion emerged three issues relating to the requirements for Internet commerce:

1. A protocol that admits bilateral transactions may afford less incentive to aspiring
third-party mediators than does a framework that requires all transactions to be
mediated.

2. An acceptable protocol must support ’:real-time," inte:racti~e use.

3. An acceptable protocol must be compatible with existing I:aternet applications (e.g.,
Gopher).

Brief discussion led to general agreement on the second and th!ird points.. Neither point
was regarded as necessarily inconsistent with the proposed l.ever~oging of ~[IME and PEM
technology. Time did not permit full discussion of the first poi~t above. Erik Huizer, an
Applications Area Director, concluded the meeting by saying that interest in this topic
was clearly sufficient to merit further work but that further definition of the task would be
valuable before chartering a working group. To this end, specific topics for e-mail discussion
were identified.

Networking Multimedia Applications BOF (MULTIAPP)

Chris Adie introduced himself as the leader of the RARE Multimedia Information Services
Task Force and described the scope of the BOF, namely covering networked access to
multimedia resources from both the users’ and providers’ points of view. Chris then gave
a short presentation of the probable application categories, the :requirements, the existing
systems and standards and the aims he saw for the BOF. Aims of the BOF were: to identify
issues involved in providing access to raultimedia data; to :identify ways to make progress
in addressing these issues; and to agree how to interact with existing groups working in the
area. A list of issues was then solicited from the floor. The discussion arising from this
was wide ranging, and it took some time before suitable areas tbr IETF involvement were
agreed upon. The discussion eventually settled on three items: e~ttempting some pilot work
in mounting (at least) one multimedia application across the network; working up a draft
charter for a proposed IETF working group; l.ooking at ways of linking existing or emerging
standards (RTP, HTML+ were cited as candidates) to define a multimedia access protocol
(loosely described as ’Multimedia X’). All of these, particularly the last, required some
study of prior art (SunSoft, DEC, Apple, Microsoft and Bellcore were cited) and liaison
with other groups.

UCS Character Set BOF (UCS)

The UCS BOF discussed the commo~ basis for making possible in Internet protocols the
interoperable use of characters beyond, the US-ASCII repertoire. The following issues were
discussed:
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¯ Alternatives to 10646 BMP for Asian ideographic character sets.
¯ More internationalized coding alternatives.
¯ Byte-order for languages that do not run left-to-right, and how to represent the:re.
¯ Possible feedback and liaison processes from IETF to ISO/IEC ~ITC1/SC2 and re-

quests for inclusion of special sets of characters as part of 10646.

The BOF identifyed several items to be worked out within the IETF working procedures.
Among many of them the most urgent seems to be the following:

¯ A document defining the necessary meta-protocol or process which will deal with the
items required for the internationalization of the networked services. The doculnent
will provide guidance to other protocols dealing with these items over the InterrLet.

¯ A document which will specify the byte-ordering of data streams coded with UCS
to be used in the Internet. Recommendation regarding the particular encoding (e.g.,
UTF-2 or some variation) to be used in Internet protocols.

A document identifying the languages and the characters required for coding text
written in natural language (a sort of "guidelines for services" such as NIR based on
usage of plain text written in languages different from English).

A document defining a tool for coded character sets conversion to be. provided within
some services such as e-mail (i.e. conversion of character set codes that are outside
of the supported character repertoire of the receiver).

Interactive Mail Access Protocol Working Group (IMAP)

Twenty people participated. For several it was their first exposure to IMAP, so a few minutes
were spent summarizing what IMAP is, how it compares/relates to other alternatives, and
what the working group is chartered to do. The working group charter and notes from. the
Columbus BOF were reviewed and questions were answered. The status of the protocol
specification and known IMAP implementations was reviewed. (An Internet-Draft is being
composed that integrates and updates RFC 1176 and the imap2bis extensions.) Exis.ting
practice on the use of IMAP for news, archive, and document access--in addition to mail--
was covered. Discussion on possible IMAP extensions followed. Finally, the next wor:king
group meeting, to be held in Seattle on August 30 and 31, was announced.

OSI Directory Services (OSIDS)

¯ Document progress was discussed. The User Friendly Naming document is still wait-
ing for ttFC Editor action. "DSA Metrics" is finished and will be submitted to the
RFC Editor as an Informational document.
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¯ Editorial updates will be made to RFC 1278, ’"A String ]!~ncoding of Presentation
Address."

¯ InterNIC progress on formalising X.500 deploylnent on the Internet was presented
and discussed.

¯ There is new work on representing IP informatio~ in the DIT. This work will hopefully
lead to a set of RFCs later this year, including an update to RFC 1274.

¯ A document on representation of bibliogr~phic information in the DIT is progressing.
It is expected to be an Experimental RFC later this year.

¯ RFC 1384, "Naming Guidelines :[’or Directory Pilots," wil.][ be updated, based on a
draft document by the RAI~E NAP Working Group.

¯ With the InterNIC taking the lead, a new schema management group was formed
that will look after m~intaining the directory schema for the Internet.

TELNET (TELNET)

The primary topic of discussion was the environment option. Originally, a proposal was
made to re-issue RFC 1408 with the YAR and VALUE definitions corrected to m~tch the
BSD implementation. Additionally, a document was produced that explained heuristics
that could be used to handle impleme~.tations that did not agree.

The attendees briefly discussed the proposed revisions to the charter. The general consensus
is that the group does not want to remain a clearing-house for TELNET documents. The
charter will be revised to only cover the authentication work that is going on.

The group reviewed a proposal for a "Telnet Transfer of Control" option. The group feels
that there are some security issues with the document. Various people will forward their
comments directly to the author. At this time the group does not wish to formally work on
this specification.

Finally, the group briefly discussed Dave Borman’s new option that merged authentication
and encryption. The initial feedback is favorable, but Dave needs to complete an initial
implementation using Kerberos IV.

X.400 Operations (X400OPS)

¯ The session included liaison reports from: MHSDS (Lo:agbud Project status), the
RAkE MHS Working Grou.p, EMA/EEMA, ~nd Cosine MHS (coordination service
update).
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¯ It was recommended that a new workir~g group be formed to handle the topic of file
transfer over e-mail.

¯ The PI~MD Requirements document is being held up because some technical work is
needed on the postmaster document which is a required component of this document.
It has been determined that with the publishing of the PRMD Requirements RFC
that the main objectives of this working group will have been met. With this in
mind, it is believed that this working group can close down. The group would like
this accomplished before the Houston IETF.

¯ It was proposed that a working group be formed to work on deployment of X.400
within the Internet.

¯ It was proposed that a new working group be formed to work on the C=US and
A=IMX issues.

¯ A charter was presented for a working group that would be formed to work on ADMD
interconnections to the Internet.

¯ Status reports were given on GO-MHS support and the RA]~,E X400 88 pilot.
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CURRENT MEETING REPORT

Reported by Taso Devetzis/Bellcore

Minutes of the Internet Mercantile Pro’tocols BOF (IMP)

Introduction

The IMP BOF session was convened to assess community interest in Internet-based com-
merce and to explore some concrete ideas on how that might be realized using existing
technology. The session comprised two presentation,,; together with some general discus-
sion. Taso Devetzis presented some principles on which protocols for Internet commerce
might be based followed by an illustrative example of how such principles raight be realized
using existing Internet technology (e.g., PEM, ]~¢IIME). Mitra presented some informal ideas
on what a system for Internet commerce might look like.

Kick-Off Presentation

The session began with the circulation of the attendance roster and other administrativa.
The following agenda was accepted without much discussion:

¯ Introductory talk
- The vision
- Bits, bytes, and examples

¯ Questions and discussion
¯ Future directions

Taso began with an introductory presentation. He identified the goal as enabling commerce
over the Internet--focusing on "commercial consummation" rather than on "commercial
foreplay." He also attempted to focus discussion by identifying goals ~hat, however worthy,
are not the most immediate problems for enabling Internet co~mmerce. Among these non-
goals are:

¯ The "electronic cash" problem
¯ Automation of today’s billing and collection processes
¯ The directory services problem
¯ The resource identification and discovery problem
¯ Replication of the entire EDI suite
¯ Reforming society and altering the human condition

Taso identified the motivations for pursuing this work end cited a number of unilateral
efforts as evidence of growing interest, and suggested that this technology should be driven
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by the needs of Internet users rather than by any of a number of other vested interests’.. He
identified the other benefits to the community that this effort could provide:

¯ Convenience to Internet users
¯ Easier vendor access to broader markets
¯ Internet commerce will help fund Internet infrastructure
¯ Promotes Internet growth
¯ Provides incentive for fully automated procurement and its benefits
¯ Reduces paperwork and bureaucracy

The discussion then turned to the principles on which an overall approach might be based.
The emphasis was on policy-free mechanisms and the use of already-standardized Internet
technology and infrastructure.

¯ Allow for bilateral transactions ("Look ma, no trusted third party!")
¯ Universal deployment not required
¯ Simple mechanism
¯ Leverage existing Internet technology

- Support for multimedia via MIME
- Security enhancements via PEM
- No new or exotic technology is necessary!

¯ Provide a core mechanism to enable commerce
¯ Decouples transport accounting from higher-layer services

Taso emphasized the importance of support for bilateral transactions. Bilateral transactions
are the simplest case. They represent a mechanism by which com:merce is conducted over
the Internet today, and new standards in. this area should seek to enhance these existing
capabilities rather than to restrict them in the service of a particul~r commercial agenda. To
preclude or deprecate support for bilateral transactions is technologically to compel people
to accept mediation services for all of their business--even where such mediation may be
neither economically warranted nor socially acceptable.

Support for bilateral transactions is not only important as a social principle, but it afS~rds
practical advantages as well. Because it represents the mode in which Internet commerce can
be conducted today, it serves as a simple reference paradigm by whic:h seemingly complicated
legal or social concerns may be placed in proper perspective. Because bilateral transactions
represent the mode in which Internet commerce can be conducted today, they may :{)lay
a significant role in "bootstrapping" deployment--that is, enabling commerce even before
total acceptance and deployment of the relevant infrastructures.

An approach that mechanically decouples commercial transactions from transport service
accounting not only simplifies the latter but may also admit cost recovery for transport
services in ways that enjoy increased social appeal. The dynamics of the user’s interaction
with the postal service is completely decoupled from the interaction between the transacting
parties. In mail-order transactions, costs for the postal service are recovered in a v~riety of
ways that can be matched to the parties’ accounting overhead and market strategies.
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Example Mechanisms

To illustrate these ideas, a possible solution approach that i:; consistent with the high-level
goals was sketched out.

The illustrative mechanisms exploited MIME ~.nd PF, M technology to provide for secure
documentation of agreements among Internet users to exchange goods and services. This
mechanism supports both a bilateral tra.nsaction model, and a transaction model in which
third-party mediators are desirable. Detailed examples of how the mechanism would work
in both of these cases were presented.

Basic protocol dynamics were sketched[. A message containing an "offer" to make some
exchange is sent from one party to the other. Should the latter party agree, that party
responds with a message that "accepts" the tendered offer. This accepta~.ce message doc-
uments the agreement in a potentially laon-repudiable way.

The goods and services being represented in the protocol can be either negotiable or non-
negotiable. In this context, negotiable denotes an object of abstract value rather than a
concrete object or service. For example, when you hold a negoti:~ble interest in a company,
you may not lay claim to a particular desk or paper clip, but you have an abstract claim
upon the assets of the company as a whole. Similarly, a dollar ~s an abstract claim upon
the assets of the US Treasury. A non-negotiable good is a concrete object or service, like a
bushel of apples or a haircut.

As an example of the simplest case, two mutually-trusting users can consummate the ex-
change of a tee-shirt in return for a negotiable value of ten guilders. In this case, one party
sends an offer message to the other stating a willingness to exchange a specified tee-shirt
(described using MIME and/or EDI conventions) for a negotiable obligation in the amount
of ten guilders on the part of the other party (essentiMly, a personal "IOU" from the latter
paxty). The offer message contains a:a expiration date after which the offer is no longer
valid. If the second party accepts the offer, then that par~y responds with an acceptance
message, and the transaction is concluded.

A more complicated example (in which the parties do not trust each other) was also pre-
sented. In this case, the transaction is mediated by one or more third parties who are
trusted by both principals. This example illustrates a number of distinct functional roles
that can be realized by various commercial enterprises:

¯ Consumers - exchange negotiables for goods or services
¯ Merchants - vice-versa
¯ Co-operatives - provide anonymity
¯ Banks - certify negotiables (like certifying a check)
¯ Notaries- certify dates (to validate contract acceptances)

In this more complicated case, one principal may not be willing to accept as payment what
is essentially a personal "IOU" from the other. Thus, as part of the offer message, the
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former specifies that the negotiable instrument must be certified by some trusted finan-
cial organization (e.g., Citibank). The policy by which Citibank might certify the user’s
payment could be related to his current bank balance, some pre-arranged credit li~Le, or
simply the cut of his/her jib. It is not a matter for protocol standardization. Because
this "check certification" function (and also the notarization function) are themselves :mod-
elled as transactions, not only is there an established way for certifiers and notaries to get
paid for their service, but also the complexity of the overall protocol is reduced. (A rainor
"bootstrapping" issue does arise: presumably, a certifier may :require a customer to have at
least some "hard" funds on account, if only to be assured of payment for the certification
service.)

Once a transaction is completed, a user may ask his bank (certifier) to credit his account
with any new income he derived from the transaction. The user may send the transaction
acceptance message to his bank, and the bank will inspect the transaction to determine
what additional credit (if any) it will confer upon the user as a result of the transaction.
Again, the policy by which credit is assigned is specific to the institution and not a matter
of protocol standardization. Because transactions are numbered, a bank can employ ikirly
simple strategies to counter efforts to "cash-in" a single transaction multiple times (see
Dukach and Sollins, among others). With appropriate protocol design, this tracking of
transactions need only occur locally between a user and his ba:ak--thereby providing a
solution that is not only relatively low in cost but eminently scalable to large numbe.rs of
participants.

One functional role not illustrated in the examples is the "Cooperative." This function is
one of obscuring the identity of a party to a transaction by acting ;~s a proxy for some large
number of parties. This straightforward strategy can (when desirable) afford an accep~able
level of privacy to any transaction at lower cost and complexity than electronic cash systems.

The presentation also included detailed examples of message formats and semantics not
included in these minutes.

Observations and Discussion

One participant raised the question of how multi-party transactions might be modelled by
bilateral protocol exchanges. There was a brief discussion of this question in which various
examples of multi-party transactions were posed and analyzed. One view that was expressed
was that, in real life, sometimes what seem to be multi-party transactions (e.g., buying 
house) are really collections of bilateral transactions that just happen to be concluded at
the same meeting (the closing). Another view that was expressed is that it should always
be possible to decompose any prima facie multi-party transaction into multiple bila~eral
agreements, each of which is explicitly conditioned on the others..
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Karen Sollins commented that mail queueing mechanisms might i:mpose unacceptable per-
formance constraints on interactive browse-and-buy applications. Devetzis explained that,
although e-mail message formats were being used, this approach implied no necessary de-
pendency on time-shifted e-mail delivery mechanisms: the same message formats, could be
used in both interactive and non-interactive modes.

When the certification procedure was discussed, one of those p:cesent obserwed that a denial
of service attack was possible unless the certifice~tion failure message is authenticated. This
form of attack was not deemed to be very troubling, but it is also not much trouble to
counter.

Rob Shirey commented that the presentation at times used the term ’~privacy" where the
term "confidentiality" might be more appropriate. Rob also com~..~ented that a list of what
services were being provided (and which were ~.ot) would also be useful. Sach a list would
need to be matched against the perceived requirements.

Second Presentation

Mitra gave the second presentation. He described some informal ideas on what a system
for Internet commerce might look like. He contrasted the strategy he described with the
strategy currently in use by a prototype server. He invited session participants to contact
this server on host "path.net" at port 8001. The described strategy had five components:

1. Information Provider - the party who actually produces some information for distri-
bution.

2. Information Retailer - the party who makes informatiion available for sale to Internet
users. The Internet system operated by a retailer is someti.mes called a "gateway."

3. Host Operator - the party that operates a host system that is used by Internet users
for Internet commerce.

4. User - the party who buys stuff from an Information Retai.ler using a system provided
by a Host Operator.

5. Authentication Server - the party who authorizes charges made by an Information
Retailer against the account of a Host Operator.

Mitra explained that, in his model, Host Operators and Retailers are authenticated by IP
address. Via traditional, out-of-band channels, the Authentication Server bills the Host
Operator who in turn bills the attached User for purchased goods.

Mitra identified three trust relationships that are present !in hi~ system: Host to Authenti-
cation Server, Gateway to Authentication Server, a~d User to Host.
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Phill Gross asked about the way in which such a system could scale to a large number of
users. Mitra suggested that a hierarchy of such servers could address the scaling problem,
and he cited the use of a single server for Visa credit card authorizations.

Some Issues

Mitra also identified three points for discussion by the group that he felt were especia/ly
important:

1. Bilateralism: because a great many transactions will occur between parties that do
not trust each other, a protocol that supports only bilateral transactions between
trusting parties is not adequate.

2. An acceptable protocol must support "real-time," interactive use.

3. An acceptable protocol must be compatible with existing Internet applications (e.g.,
Gopher).

Brief discussion led to general agreement on the second and third points. Neither point
was regarded as inconsistent with the proposed leveraging of MIM:E and PEM technology.
Although time did not permit full discussion of the first point above, it is not clear that
it represented a point of actual disagreement as much as a particular way of expre,,~sing
generally shared beliefs.

Conclusion

]~rik Huizer~ II~TF Area Director for Applic~tions~ concluded the meeting by saying th~
interest in this topic was clearly sufficient to merit further work but that further defin!ition
of the task would be valuable before chartering a working group. To this end, specific topics
for e-mail discussion were identified. If these topics lead to clearly identifiable work items,
a follow-on BOF session, for discussing these work items in view of the possible creation of
a WG, will be considered by the area director.

Action Items

1. David Ginsburg of Alcatel SEL volunteered to compile and post via the mailing list
a survey of existing experiences in conducting commerce over the Internet.

2. Taso Devetzis took the uction of adding the names of the BOF ~t~endees to, the
mailing list (imp-interest@thumper.bellcore.com).
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,
Devetzis took the action item of continuing discussion over e-mail in order to identify
work items for the group in addition to those areas of study that would not be
appropriate for the IETF.

,
Devetzis took the action item of organizing a second BOF session at the next IETF
meeting in order to crystalize intervening e-mail discussio:..a into agreed work items
and a framework for continued work,

5. All present took the action item of contributing descriptions of current mechanisms
for Internet commerce as Internet Drafts,
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CURRENT MEETING REPORT

Reported by Sam Wilson/The Uni.versi’ty of Edinburgh

Networking Multimedia Applications BOF (l%4[ULTIAPP)

Chris Adie introduced himself as the leader of the RARE M.ultimedia Information Services
Task Force and described the scope of the M.ULTIAPP BOF, namely covering networked
access to multimedia (MM) resources f~om both the user’s and provider’s points of view.
In particular it was not intended to cover M.M conferencing, which was being addressed
elsewhere. Three developments suggested the need for work in tl~is area:

¯ Users were using MM authoring tools (e.g. Guide, Toolbook) to produce MM appli-
cations;

¯ Existing client/server tools such ~s Gopher, WAIS ~nd WWW are being extended to
cope with MM; and

Various MM-related network tools and projects have emerged: MICE (in the confer-
encing field), RTP (Real Time Protocol), ST2 and multicast (though multicast 
currently being used largely in the conferencing area: person-to-person rather than
machine-to-person).

Chris then gave a short presentation covering the probable application categories, the re-
quirements, the existing systems and standards and the aims he saw for the BOF. The
slides from his presentation follow these min.utes. A couple of points of interest to go with
the slides:

1. Chris is the editor of RARE Technical Report 5 "A Survey of Distributed Multime-
dia: Research, Standards and Products"’ available o~a paper and in various forms for
anonymous FTP on ftp.ed.~c.uk in the directory pub/mmsurvey; and

2. Many projects seem to use SGML in one form or another.

A list of relevant issues that might be suitable areas of work ’was then solicited from the
floor. The discussion arising from t:his was wide ranging and it took some time before
suitable areas for IETF involvement was agreed upon. The list eventua/ly comprised:

¯ Responsiveness
¯ Reliability
¯ Isochronism
¯ Reverse Control Flow
¯ Hypermedia Linking
¯ Presentation
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Editor’s Note: A list of discussion topics and points made is available via FTP or mail server
from the remote directories as/ietf/93jul/multiapp-minutes-93jul.txt. Refer to Section 1.2
of the proceedings for retrieval instructions.

At this point Tim Berners-Lee was invited to give a short description of HTML and HTML-+-,
the description languages underlying WWW, and compared it particularly to HyTime. Tim
was less than encouraging about HTMLq- as a contender for a generalised MM presentation
language or interchange format, but Chris Adie was more hopeful.

At this point the group seemed to be inclining towards the view that there was nothing
obvious that the IETF could be doing except perhaps to encourage a pilot project to mount
a MM application across a network. Discussion re-focussed on the description of interchange
formats and ~Multimedia X.’ Carsten Bormann of Technische Universitaet Berlin revitalised
the meeting by suggesting the following ’taxonomy’ for the problem:

Remote Access to MM Applications

Needs MM analogue of X Window System (note that RTP provides some of the
necessary functionality but higher level integration is needed along with some kind of
session control).

Global Hyperlinking

- V~~/V~tL
- searching
- "location address" (this is a HyTime term)

MM Document/Application Interchange Format

This is already being tackled by, for example, HyTime, MHEG, and HyperODA..

The major urea of work here is in the "MM X" area, though there is some work needed
in interchange formats. It was decided that some members of the group (which members
seemed to be decided informally later) should:

1. Take one or more existing applications;
2. Try to mount them for access across a network;
3. Decide whether it is currently possible to achieve this; and
4. Come back to the IETF within a year or so to see if there was any standardisation

effort that should be followed up or whether the existing tools and techniques were
sufficient.

Looking further ~t the X analogy brought Carsten to the overhead projector again to
describe the possible structure of "MM X" (or perhaps just "M" a Multimedia X analogue.
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"monomedium X"

Events
Drawing requests
Windows

Window manager(s)

TCP

"MultiMedia X"

Video and a~tdio clips

QoS manager, Time manager,
Schedale manager, etc.

RTP

Between the two layers in "MM X" would be specifications for synchronisation and playout.
Some people (SunSoft, DEC, others that people vaguely recalled but couldn’t name) are
~re~dy working in this ~rea.

Discussion followed on the details of what work should be done~ how the tasks should be
limited (need achievable goals), and how to liaise with other groups. The meeting eventually
settled on the following items:

Attempting some pilot work in mounting (at least) one MM application across the
network;

¯ Working up a draft charter for a proposed IETF working group~

¯ Looking at ways of linking existiing or emerging standards (P~TP, HTML+, etc.) 
define a MM access protocol somewhat ~nalogous to X; and

¯ Study of prior art and liaison with other groups (SunSoft, DEC, Apple, Microsoft,
Bellcore and various other groups and consortia).

Minute-Taker’s Disclaimer: In the tradition of BOFs, the discussion in this one was varied
and wide ranging. Trying to make coherent minutes that reflect the feel of the meeting is
a tricky task and has no doubt been influenced by what the minute-taker happened to be
concentrating on (or’ not) at any particular moment. I therefore take full responsibility for
any errors of fact, substance or emphasis, whilst denying any liability in that regard!
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CURRENT MEETING REI~OR.T

Reported by David Crocker/Silicon Graphics

Minutes of the Structured Text Interchange Format BOF (STIF)

STIF is a proposal for a syntax to permit text-based specification of labeled and hierachically-
structured data. It tries to serve the dual goal of information interchange .and easy human
specification. Personal Contact Inforraation (PCI) J.s a related specification which uses
STIF for encoding business-card (Rolodex) descriptions. The Amsterdam BOF was held 
discuss IETF interest in pursuing such work. Two Internet-Drafts have been posted. The
BOF consisted mostly of discussion about the nature of STIF and PCI, with some useful
technical comments offered by the audience, as well as the beginnings of a debate about the
alternatives.

There is clear interest in this realm of work. The Application Area Directors have ex-
pressed interest in pursuing only one out of several alternatives, and discussions about the
alternatives have begun.
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CURRENT MEETING REPORT

Reported by Borka Jerman-Blazic/’Jozef Stefan Inst~itute

Minutes of the UCS Character Set BOF (UCS)

Introduction

A brief introductory tutorial was given by Bork~. Jerman-Blazic. She described some of the
problems which appear on the network due to the lack of support ~’or the national character
sets used for inputting, outputting, processing and displaying the text written in languages
used all over the world. She stressed the need for proper maintenance of the character
integrity over the network. The requirement for processi.~ag and interchanging different
character sets correctly is especially relevant for some Internet services dealing with names
of persons or organizations.

Presentation of the Problems

Peter Svanberg gave a short overview of the level of support for non-ASCII character sets
in different Internet protocols. Some of the protocols were identified as hostile to 8-bit
characters. Among them are: DNS, SMTP, FTP, NNTP, WAIS, MIME Text/Enhanced,
NFS, AFS, Whois, URN, Gopher, etc. The more recently developed l~rotocols such ~s
MIME part 1 and part 2 as well as some currently on-going projects such as Whois÷÷,
as mentioned by Simon Spero, support 16-bit coding and the repertoires provided by such
coding. He also mentioned, that several IETF groups developing new l~:rotocols/services
consider the importance of the proper suppor:~ of the character sets to be a problem. The
level of support for extended character sets in some protocols used on the Internet isincluded
in the Annex below.

The next speaker was Masataka Ohta. He presented h~s view regarding the idea that
the International Universal Coding system be recommended for use over the Internet. He
identifyed five properties which are required, to be present in the recommended coding
system:

1. Identity for encoding and decoding, which he understands as unique mapping between
particular graphic character and its code (bit combination);

2. Causality, understood as independence of a processed coded character from the other
incoming characters in the datz~ stream;

3. Finite state recognition, state dependence of the code required for presentation/display
of multi-octet coded data;
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4. Finite resynchronizability, which means that the state of automation can be deter-
mined uniquely by reading a fixed, finite number of octets; and

5. Equality, requirement that a character coded with a different coding system can
always be recognized as the same character.

Masataka looked for the required properties in ISO 10646 and found out that full ISO 119646
(UCS4) satisfies none of the required properties. He also pointed, out that ISO 10646 :level
1 satisfies all of the required properties for the European languages.

He proposed an extension to the existing UCS code system consisting of five additional bits
which will enable the deficiency of the UCS coding system to be overcome. The discussion
showed that the proposed solution is not in the general stream of the development of the
standard character set codes and their applications in the coInpt, ting systems. One of the
possible solutions to the problems identified by Masataka co111d, be the use of the whole
model of UCS, i.e., the four envisaged octets which define the cell and row position for a
character in the Multilingual Basic Plane of ISO 10646 additional planes and groups. There
was a proposal that the required five additional bits be coded as a, private plane in the UCS
scheme. John Klensin noted that such an approach could clash with the reassignment of
such a plane in the standardization process of ISO $TC1/SC2. In the discussion the problem
of the handling of bidirectional text was also identified. Masataka said that one of the five
additional bits in his scheme is intended to be used for indication of bidirectional text..

Harald Alvestrand pointed out that what is happening now is a ,,~ort of transition period
between 8-bit coding and 16-bit coding provided with UCS. Another parallel stream for
support of different national character sets is "character switchi~g" which is enabled by
use of the code extension technique of ISO 2022. It was obvious that this scheme is not of
practical use for the Internet except for special cases, i.e, the Japanese e-mail solution..

Conclusions

The attendees then discussed possible work items which will result if the IESG approves
the formation of a working group. The chair identified several documents which deal with
character set problems such as: RFC 1345, "Character Mnemonics ~ Character Sets," the
Internet-Draft, "X.400 use of extended character sets," and the Internet-Draft, "Characters
and character sets for various languages." John Klensin pointed out that special precautions
have to be taken in the recommendation of UTF-2 as a data interchange method .over
the Internet in connection with the possible assignments of additional coding planes by
~ITC1/SC2. He also recommended the use of a mailing list already working within IETF,
ie~:f-charse~s©innosof~, com. The mailing list of the RARE working group on character
sets could be added to that mailing list. Other items were discussed and proposed by the
BOF attendees. It was decided that the IESG will be asked to consider the possibility of
setting up a working group to produce the following:
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A document defining how UCS cem be used in ~ uniform way in Internet protocols,
especially taking into consideration the UTF-2 encoding of UCS. The document will
provide guidance to other protocols which have to dee~l with these items over the
Internet.

A document identifying the languages and the characters required for coding text
written in a particular natural language (a sort of guideline for services dealing with
multilinguality such as NIR service based on the usage of plain text).

A document defining a tool for coded character set conversion to be provided within
some services such as e-mail user ~gent including fall-back representation of incoming
characters that are outside the supported character repertoire of the receiver.

¯ A proposal for extending the ma~,~datory issues which have to be covered in the RFC
standardization, process to include character set consideration and support.
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Annex

The level of support for extended character sets in some Internet Standard protocols.

CharSet
Support Protocol

SMTP
RFC822
DNS
FTP
Telnet
NNTP
Finger
POP3
IMAP2
NFS
AFS
MIME Text/Enhanced
MIME Text/simplemail
STIF
Gopher
WAIS
Prospero
HTML
Whois
17RL
URN
IJRM

CharSet
Support "Next Generation" Protocol

ESMTP
MIME part 1 + part 2

IMAP2~."

Gopher +

Whois ++

Legend:

1 - hostile against 8-bit characters
2 - no support for different character sets
3 - some support for different character sets
4 - well thought-out support for different character sets
5 - uniform treatment of all characters
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2.1.1

Charter

Interactive Mail Access Protocol (IMAP)

Chair(s):
Terry Gray, gray©cac. ~ashing~on. edu

Mailing Lists:
General Discussion: imap©cac.~ashington, edu
To Subscribe: imap-request~cac~ashing~on, edu
Archive: ~cp. cac. washington, edu: ~/imap/imap_archive

Description of Working Group:

The Interactive Mail Access Protocol (IMAP) Working Group is chartered 
refine and extend the current IMAP2 protocol as a candidate standard for a
client-server Internet email protocol to manipulate remote mailboxes as if they
were local. An explicit objective is to retain compatibility with the growing
installed base of IMAP2-compliant software. It is expected that the resulting
specification will replace both RFC 1176 and the more recent (as yet unplub-
lished) IMAP2bis extensions document.

The IMAP Working Group will also investigate how to provide for "discon-
nected operation" capabilities similar to the DMSP protocol (RFC 1056, with
Informational Status) with a goal of making it possible for IMAP to replace
DMSP.

An email access protocol provides a uniform, operating system-independent way
of manipulating message data (email or bulletin board) on a remote message
store (repository). Mail user agents implementing such a protocol can provide
individuals with a consistent view of the message store, regardless of what type
of computer they are using, and regardless of where they are connected in the
network. Multiple concurrent sessions accessing a single remote mailbox, and
single sessions accessing multiple remote mailboxes are bot:h possible with this
approach.

This differs from POP3 (RFC 1225) in that POP is a store-and-forward trans-
port protocol that allows an MUA to retrieve pending mail from a mail drop
(where it is then usually deleted automatically), whereas IMAP is focused 
remote mailbox manipulation rather than transport. IMAP differs from various
vendor-specific remote access approaches in that IMAP is an open protocol de-
signed to scale well and accommodate diverse types of client operating systems.

Security-related tasks include how to incorporate secure authentication mech-
anisms when establishing a session, and possible interactions with Privacy En-
hanced Mail.

It is expected that most of the work of this group will be conducted via email.
A goal is to integrate and update 1~FCl176 ~nd the existing IMAP2bis draft,
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then submit the result as an Internet-Draft well befi.~re the November IETF
meeting, which would then focus on detailed review of the text in preparation
for submission as a Proposed Standard before the end of 1993.

Goals and Milestones:

Done

Aug 1993

Nov 1993

Nov 1993

Dec 1993

Post an Internet Draft of the revised IMAP 2 protocol.

Hold an Interim Working Meeting at UW or CMU.

Hold a Working Group meeting to review the IMAP document.

Hold a Working Group meeting at the November IETF meeting.

Submit the IMAP protocol to the IESG for consideration as ~, Proposed Stan-
dard.

Internet-Drafts:

"INTERACTIVE MAIL ACCESS PROTOCOL - VERSION 2bis", 08/16/1993,
M. Crispin <draft-ietf-imap-imap2bis-00otxt>
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CURRENT MEETING REPORT

Reported by Terry Gray/University of Washington

Minutes of the Interactive Mail Access Protocol Working Group (IMAP)

Agenda

¯ Introductions
¯ IMAP overview
¯ Comments on the charter
¯ Status of implementations
¯ Status of protocol specification
¯ Comments on Columbus BOF notes
¯ Additional IMAP change requests
¯ Seattle meeting

References: /imap/imap* on ftp.cac.washington.edu

Summary

There were 20 people in attendance. For several, it was their first exposure to IMAP, so
a few minutes was spent summarizing what IMAP is, how it compares/relates to other
alternatives, and what the working group is chartered to do. The working group charter
and notes from the Columbus BOF were reviewed and questions were answered. The
status of the protocol specification and known IMAP implemente~tions was reviewed. (An
Internet-Draft is being composed that integrates and updates RFC 1176 and the imap2bis
extensions.) Existing practice on the use of IMAP for news, ~rchiv% e~nd document e~ccess
(in addition to mail) was covered. Discussion on possible IMAP extensions followed. Fim~,lly,
the next working group meeting (in Seattle, August 30-31) was aanounced.

Discussion Points

Editor’s Note: A list of discussion points is available via FTP or mail server from the remote
directories as/ietf/imap/imap-minutes-93juI.txt. Refer to Section 1.2 of the proceeding~,~ for
retrieval instructions.

Action Items

Terry Gray needs to maintain (or cause to be maintained) an IMA]? enhancement/request
list, sorted into the following categories:
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Protocol bug fixes
Upward compatible extensions

- high priority
- lower priority

Non-upward compatible changes

- high priority
- lower priority

Bad, or not clearly good, ideas

A subset of that list must then be defined as the target for the immediate standardization
effort, with other ideas being deferred for future consideration. G-iven the desire to preserve
compatibility with the installed base, ~md move ahead pro:raptly in getting a base IMAP
standard defined, extensions will be necessarily limited, to those deemed to h~~ve an extremely
high priority.

Mark Crispin needs to integrate R, FC 1176 text with IMAP2BIS text and. submit it as an
Iaternet-Draft no later than August 15th.

IMAP implementors/interested parties are er,~couraged to come to the next meeting in
Seattle, August 30-31.

Attendees

Matti Aarnio
Chris Adie
James Allard
Luc Boulianne
J. Nevil Brownlee
A1 Costanzo
Maria Dimou-Zacharova
Christoph Graf
Terry Gray
Jari Hamalainen
Xander Jansen
Scott Kapl~n
Jim Knowles
Keith Moore
Mel Pleasant
Robert l~eschly
Kenneth R,ossen
David Sitman
Peter Svanberg
Gregory Vaudreuil

mea@nic, nordu, net
C. J. Adie@edinburgh o ac. uk
j allard,@microsoft, com
lucb©cs, mcgilli, ca
nevi1@ccul, aukuni, ac. nz
al@akc, com
dimou@dxcern, cern. ch
graf@switch, ch
gray©cac, washington, edu
j ah©rctre, nokia, corn
xander, j ans en©surfnet, nl
sco~t@~co, ftp. com
j knowles@binky, arc. nasa. gov
moore~cs, uZk. edu
pleas~nt@hardees, rutgers, edu
reschly~brl .mil
kenr@shl, com
a79vm.tau, ac. il
psv©na,da, kth. se
gvaudre©cnri, reston, va. us
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2.1.2

Charter

Internet Message Extensions (822EXT)

Chair(s):
Gregory Vaudreuil, gvaudre©cnr±, reston, va. us

Mailing Lists:
Genera/Discussion: ±e~f-822©d±macs. tuggers, edu
To Subscribe: ie~f-822-reques~©dimacs.ru~gers, edu
Archive: ie~f. cnri. reston, va. us : "/i e~f-mail- archiw~/822ext/*

Description of Working Group:

This working group was chartered to extend the RFC 822 message format to
facilitate multi-media mail and alternate character sets. I~FCs 1341 and RFC
1342 document the Multi-Media Extensions for Internet M~il. "

The working group will work to progress MIME to Draft Standard status and
provide a forum for the review of standards track content-type specifications
and the review of character set extensions to MIME.

Goals and Milestones:

Done

Done

Done

Done

Done

Done

Done

Done

Done

Done

Review the Charter, and refine the Group’s focus. Decide whether this is a
worthwhile effort.

Discuss, debate, and choose a framework for the solution. Assign writing as-
signments, and identify issues to be resolved.

Review exiting writing, resolve outstanding issues, ide:ati~Cy new work, and work
toward a complete document.

Post a first Internet-Draft.

l~eview and finalize the draft document.

Submit the document as a Proposed Standard.

Post an Internet-Draft for the use of Japanese Characters for Internet M~,il.

Post a revised version of the MIME document as an Internet-Draft.

Submit the revised MIME document to the IESG for consideration as a Draft
Standard.

Submit the Japanese Character set specification as an Informational document.
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Internet-Drafts:

"MIME (Multipurpose Internet Mail Extensions) Part One: Mechanisms for
Specifying and Describing the Format of Internet Message Bodies", 02/08/1993,
N. Borenstein, N. Freed <draft-ietf-822ext-mime2-04.txt, .ps>

"MIME (Multipurpose Internet Mail Extensions) Part Two: Messo~ge Header
Extensions for Non-ASCII Text", 03/22/1993, K. Moore; <draft-ietf-822ext-
mime-part2-01.txt>

"The text/enriched MIME Content-type", 03/23/1993, hi. Borenstein <draft-
ietf- 822ext-text-enriched- 02.~xt, .ps >

"The Content.-MD5 Header", 04/05/1993, M. Rose. <draft-ietf-822ex~-md5-
02.txt>

Request For Comments:

RFC 1341

RFC 1342

RFC 1437

RFC 1468

"MIME (Multipurpose Internet Mail Extensi¢~ns): Mechanis:ms for Specifying
and Describing the Format of Internet Message Bodies"

"Representation of Non-ASCII Text in Internet Message Headers"

"The Extension of MIME Content-Types to a New Medium"

":Iapanese Character Encoding for Internet Messages"
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2.1.3

Charter

MIME-MHS Interworking (MIMEMH$)

Chair(s):
Steve Thompson, sjt©ga~:eway, ssw. corn

Mailing Lists:
Genera] Discussion: m±me-mhs©surfnel: .nl
To Subscribe: m±me-mhs-request©surfnet.nl
Archive:

Description of Working Group:

MIME, (Multipurpose Internet Mail Extensions) is currently a Draft-Standard.
MIME redefines the format of message bodies to allow multi-part textual and
non-textual message bodies to be represented and exchanged without loss of
information. With the introduction of MIME as a Draft Standard it is now
possible to define mappings between I~FC 822 content-types and X.400 body
parts. The MIME-MHS Interworking Working Group is chartered to develop
these mappings, providing an emphasis on both interworking between Internet
and MHS mail environments and also on tunneling through these environments.
These mappings will be made in the context of an RFC 1148bis environment.

Goals and Milestones:

Done

Done

Done

Post an Internet-Draft describing MIME-MHS Interworking.

Post an Internet-Draft describing the "core" set of Registered conversions for
bodyparts.

Submit a completed document to the IESG describing MIME-MHS Interwork-
ing as a Proposed Standard.

Done Submit the "core" bodyparts document to the IESG as a Proposed Stands,.rd.

Request For Comments:

RFC 1494

RFC 1495

RFC 1496

"Equivalences between 1988 X.400 and I~FC-822 Message Bodies"

"Mapping between X.400 and RFC-822 Message Bodies"

"Rules for downgrading messages from X.400/88 to X.400/84 when MIME
content-types are present in the messages"
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2.1.4

Charter

Network News Transport Protocol (.NNTP)

Chair(s):
Eliot Lear, lear~sgi, corn

Mailing Lists:
General Discussion: ±etf-nntp©turbo.b±o.net
To Subscribe: ietf-nntp-reques~©turbo.bio, net
Archive:

Description of Working Group:

This group will study and review the issues involved with netnews transport
over the Internet. Originally released as an RFC in February of 1986, NNTP is
one of the most widely implemented elective protocol. As of this writing, the
protocol has just passed its fifth birthday, and has not beer.t updated once.

Over the years several enhancements have been suggested., and several have
even been widely implemented. The intent of this working group will be to en-
code the more popular and plausible enhancements into an Internet standards-
track protocol. Included in the initial list of changes to be considered are the
following:

(1) User level and site designated authentication methods;

(2) Binary transfer capability;

(3) Minimization of line turnaround; and

(4) Stronger article selection capability.

It is expected that public domain software will be released concurrently with
an RFC, demonstrating the protocol enhancements.

Goals and Milestones:

Done

Done

Define scope of work.

Submit Internet-Draft for review and comment.

Done

Done

Possibly meet at USENIX for further comment.

Meet at IETF for further comment.

Aug 1991 Submit Internet-Draft to IESG.
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2.1.5

Charter

OSI Directory Services (OSIDS)

Chair(s):
Steve Kille, S.Kille©isode. corn

Mailing Lists:
General Discussion: ietf-osi-ds©cs.ucl, ac.uk
To Subscribe: ietf-os i-ds-requesz©cs, ucl. ac. uk
Archive:

Description of Working Group:

The OSI-DS group works on issues relating to building an. OSI Directory Service
using X.500 and its deployment on the Internet. Whilst this group is not di-
rectly concerned with piloting, the focus is practical, and technical work needed
as a pre-requisite to deployment of an open Directory will be considered.

Goals and Milestones:

Ongoing

Ongoing

Done

Done

Maintain a Schema for the OSI Directory on the Internet.

Liaisons should be established as appropriate. In particular: RARE WG3,
NIST, CCITT/ISO IEC, North American Directory Forum.

Definition of a Technical Framework for Provision of a :Directory Infrastructure
on the Internet, using X.500. This task may later be broken into subtasks. A
series of RFCs will be produced.

Study the relationship of the OSI Directory to the Domain Name Service.

Internet-Drafts:

"DSA Metrics", 09/23/1992, P. Barker, R. Hedberg <draft-ictf-osids-dsa-metrics-
01.txt>

"Representing IP Information in the X.500 Directory", 09/02/1993, T. Jo-
hannsen, G. Mansfield, M. Kosters < draft-ietf-osids-ipinfo-x500- dir- 00.txt, .ps >

"Charting Networks in the Directory", 09/02/1993, G. Mansfield, T. Johannsen,
M. Knopper <draft-ietf-osids-chart-network-dir-00.txt, .ps >
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Request For Comments:

RFC 1275

RFC 1276

RFC 1277

RFC 1278

RFC 1279

RFC 1384

RFC 1430

RFC 1431

RFC 1484

RFC 1485

RFC 1487

RFC 1488

"Replication Requirement.,; to protrude a~ Internet Directory using X.500"

"Replication and Distributed Operations extensions to provide an Internet
Directory using X.500"

"Encoding Network Addresses to Support Operation O~er Non-OSI Lower
Layers"

"A String Encoding of Presentation Address"

"X.500 and Domains"

"Naming Guidelines for Directory Pilots"

"A Strategic Plan for Deploying e,.n Internet X.500 Directory Service"

"DUA Metrics"

"Using the OSI Directory to achieve User Friendly Naming (OSI-DS 24 (vl.2))"

"A String Representation of Distinguished Names (OSI-DS 23 (v5))"

"X.500 Lightweight Directory Access Protocol"

"The X.500 String Representation of Standard Attribute Sy~taxes"
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CURRENT MEETING REPORT

Reported by Thomas Lenggenhager/SWITCH

Minutes of the OSI Directory Services Working Group (OSIDS)

OSIDS met jointly with RARE WG-NAP.

Introduction

The agenda and the minutes of the Columbus meeting (March 1993) were reviewed and
approved without comment.

Liaison Reports

Editor’s Note: Liaison reports are available via FTP or mail server from the remote di-
rectories as/ietf/osids/osids-minutes-93jul.txt. Refer to Section 1.2 of the proceedings for
retrieval instructions.

Progression of Documents to Standard Status (Erik Huizer)

¯ LDAP was delayed due to comments on the lists. Tim Howes has fixed the document
and submitted it directly to the RFC Editor.

¯ DN and UFN are on the top of the I~FC Editor’s list of documents to publish.

¯ DSA-Metrics was not on the agenda, but was sent to the list already some time
ago. The document was revised by Paul Barker and Roland Hedberg based on the
experience with the Siemens’ DSA at SURFnet. Paul Barker will publish DSA-
Metrics as an Informational RFC.

¯ Steve Kille will make editorial changes to RFC 1278.

Schema Group/RFC 1274 Update

Sri Sataluri will take over the Schema group which will propose and implement a mechanism
on how to maintain RFC 1274. Further volunteers are Tim Howes, Ken Rossen and Russ
Wright; there were no European volunteers.
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Presentation of InterNIC Activity (Sri Sataluri)

The Directory Services part of InterNIC (contracted to AT&T) offers services on ds.internic.net.

¯ Directory of Directories
¯ Directory Services (information about users, institutions, organizations and resources)

X.500 for White Pages: a position paper is available on ds.internic.net as /pub/internic-
info/x500 .position .paper.

¯ Public DUA (with login name x500)
¯ LDAP server
¯ E-mail access via mailserv©ds, internic.ne~;
¯ WAIS server (people.src)
¯ Gopher access is planned

Organizations can have up to 50 entries at no charge by using the template available on
ds.internic.net as/pub/internic-info/org.xS00.ibrm.

OSI-DS-41: Guidelines for Directory Structure/RFC 1384 Update
(Thomas Lenggenhager)

This draft document comes out of the I~ARE WG-NAP Task Force for Data Management.
It tries to summarize all information an organization need,,; when it wants to use X.500 as
a White Pages service.

¯ How to structure an organizational DIT
¯ Naming of entries
¯ Attribute syntaxes, use of T.61
¯ Languages (no support in the standard at all)
¯ How to use selected attribute types for a White Pages service

Privacy and data protection will be covered in a separate RFC by Erik Huizer (RARE WG-
NAP TF-Legal and IDS). It was agreed, that this kind of infi)rm~ion shall be integrated into
an update of RFC 1384. Paul Barker., Steve Kille and Thomas Lenggenhager will update
RFC 1384.

OSI-DS-40: X.500-based File Archive, Searching (Paul Barker)

¯ It is something like Archie but based on X.500.
¯ The update since the last meeting dropped many special syntaxes.
¯ A publically accessible interface will be available within 2 weeks.
¯ A software package to be available within 3-4 weeks.
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Steve Kille will add this topic to the workplan to be progressed as ~n Experime.ntal
RFC some time in the future.

Index DSAs (Paul Barker)

He presented his ideas on specialized DSAs which replicate just the part of the data the
DSA administrator is interested in. For the rest of the information, the DN of the entry is
available. This is useful for Yellow Page services like finding all biologists in a country, all
file archives, or all organizations in the world.

This method would allow subtree searching also near the top without excessive ’costs’. It
is just another view to the same data. This would require the DUAs to ’know’ where these
special DSAs are.

An alternative approach is to have a web of aliases, then query a special part of the :DIT
instead of special DSAs.

Currently 3 special DSAs are implemented:

People in all UK computer departments
All British librarians
All companies worldwide

OSI-DS-38: Representing IP information in the DIT (Thomas Johannsen)

There have been some attempts to introduce IP information into the DIT. This solution
has been generalized and will now get implemented for IP. Thomas Johannsen will submit
OSI-DS-37 and 38 for publication as Experimental RFCs by September of 1993.

Network Information in the Directory: Deployment Strategy

(Thomas Johannsen)

¯ No migration plans
¯ If the X.500 solution is useful, it will be used
¯ Timescale is needed before it can be progressed
¯ Special DUAs are needed for network and system managers
¯ The White Pages tree shall be used instead of special trees
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Representing the DNS in the Di~rectory/Revising RFC 1279
(Thomas Johannsen)

Changes:

¯ More administrative and technical aspects
¯ Distinction of DNS record types
¯ Linking DNS ~-~ Network info ancl DNS ~-÷ White Pages

Steve Kille will add an update of I~FC 1279 to the workplan, and Thomas Johannsen will
publish the OID tables.

Multiple Service Providers and Distributed[ Entries (Paul-Andre Pays)

¯ There are only questions, no solutions :yet. One real life object may have several
sources of information, either with more or less complete ~mformation each, or with
only a few attributes.

¯ Multiple service providers: proposals by NADF (naming links) and Bellcore (reference
link with context and DN).

¯ Distributed entries: attributes held in different databases for one real world object
(e.g. phone number in a PABX).

¯ There were some doubts whether the NADF solution will scale--this has to be shown
first. Could collective attributes solve the problem?

¯ The RARE WG-NAP will prepare a document to state the problem, and OSI-DS will
follow up on it.

Next Meeting

OSIDS plans to meet at the Houston IETF in. November, towards the end of the week.

Attendees
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Robert Cooney
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2.1.6

Charter

TELNET (TELNET)

Chair(s):
Steve Alexander, stevea©lachman, corn

Mailing Lists:
General Discussion: ~;elnet-ie’cf©cray. corn
To Subscribe: ~:elnet-ietf-request©cray. com
Archive:

Description of Working Group:

The TELNET Working Group will examine RFC 854, "Telnet Protocol Spec-
ification," in light of the last six years of technical advancements, and will
determine if it is still accurate with how the TELNET protocol is being used
today. This group will also look at all the TELNET options.~ and decide which
are still germane to current day implementations of the TELNET protocol.

(1) Re-issue RFC 854 to reflect current knowledge and usage of the TELNET
protocol.

(2) Create RFCs for new TELNET options to clarify or fill in any missing
voids in the current option set. Specifically: Environment variable passing,
Authentication, Encryption, and Compression.

(3) Act as a cleating’house for all proposed RFCs that deal with the TELNET
protocol.

Goals and Milestones:

Done

Done

Done

Mar 1991

Write an environment option.

Post an Internet-Draft describing the authentication option.

Post an Internet-Draft describing the encryption option.

ttewrite ttFC 854.

Done

Jul 1993

Submit the authentication option to the IESG as an Experimental Protocol.

Submit the encryption option to the IESG as an Experimental Protocol.

Internet-Drafts:

"Telnet Authentication and Encryption Option", 04/01/1990, Dave Borman
< draft-ietf-t elnet-encryption-02.txt >
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"Telnet Environment Option", {)4/05/1993, S. Alex~nder <draft-ietf-telnet-
envmnt-option-01.txt>

"Telnet Environment Option Interopere~bility Issues", 04/08/1993, D. Borman
< draft-ietf-t elnet-int eroperability.- 00 .txt >

"TELNET Transfer Control Option", 06/22/1993, S. I)enton <draft-ietf-telnet-
t ransfer-option-00.txt >

Request For Comments:

RFC 1116

RFC 1184

RFC 1372

RFC 1408

RFC 1409

RFC 1411

RFC 1412

RFC 1416

"Telnet Linemode option"

"Telnet Linemode Option"

"Telnet Remote Flow Control Option"

"Telnet Environment Optiion"

"Telnet Authentication Option"

"Telnet Authentication: Kerberos Version 4"

"Telnet Authentication : SPX"

"Telnet Authentication Option"
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CURRENT MEETING REPORT

Reported by Steve Alexander/Lachman Technology

Minutes of the TELNET Working Group (TELNET)

¯ Proposed Agenda

¯ Charter
¯ Authentication Option
¯ Transfer of Control Proposal

Summary

The agenda was augmented with a presentation from John Klensin, one of the Area Directors
for the Applications Area. John discussed the IESG’s views on the environment option
controversy.

This shifted the primary focus of the meeting to the environment option. In Columbus, the
group had proposed to re-issue RFC 1408 with the VAR and VALUE definitions corrected
to match the BSD implementation. Additionally, a document was produced that explained
heuristics that could be used to handle implementations that did not agree.

Upon further reflection it was decided that since the heuristics were not 100% deterministic
that it would be better to re-issue I~FC 1408 using a different option value. In this way,
two systems implementing the new option could determine that heuristics were not needed.
Most working group members felt that in the long run this would be cleaner. The:re is
a further advantage in that an earlier change requested by the IESG (USEI~VAR) means
that systems using the current option values and the BSD definitions don’t work with
implementations deployed prior to the introduction of USEKVAR.

This issue will be re-discussed on the mailing list in order to reach the widest possible
audience.

The group briefly discussed the proposed revisions to the charter. The general consensus
is that we don’t want to remain as a clearing-house for TELNET documents. The charter
will be revised to only cover the authentication work that is going on.

The group reviewed a proposal for a "TELNET Transfer of Control" option. The group
feels that there are some security issues with the document. Various people will forward
their comments directly to the author. At this time the group does not wish to formally
work on this specification.
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Finally, the group briefly discussed Dave Borman’s new option that merged authentication
and encryption. The initial feedback is t’&vorable, but the group is waiting to see the results
of an initial implementation using Kerberos IV.

Attendees

Steve Alexander
Jim Barnes
Julian Bates
David Borman
Peter Cameron
Sun-Kwan Kimn
John Klensin
Kent Malave
Marjo Mercado
Greg Minshall
Clifford Neuman
Sam Sjogren
Theodore Ts’o
Gordon Young

s%evea©lachman, com
barnes©xylogics, co~,
bates@xylogics, com
dab@cray, com
cameron@xylint, co. uk
sunkimn@hp, corn
K1 ens in@ infoods. UnUo edu
kenZ©bach, aust in o ibm. com
marj o©cup, hp ,, com
minshalZL©wc, novell ,, com
bcn@isio edu
sj ogren@~gv, com
tyt s o~mit, edu
young@xylo~ics, com
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2.1.7

Charter

Telnet TN3270 Enhancements (TN3270E)

Chair(s):
l~obert Moskowitz, 3858921~mc±ma±l. corn

Mailing Lists:
General Discussion: tn3270e©list .nih.gov
To Subscribe: l±stserv©list.n±h.gov
In Body: sub tn3270e <first_name> <last_name>

Archive: listserv©list.nih.gov

Description of Working Group:

The TN3270 Enhancements Working Group will document the current practices
that provide limited support for 3270 devices over TELNF, T and will develop
a specification that allows the 3270 family of devices, including printers, to
function properly over TCP via TELNET. Topics such as aut:hentication, which
are being addressed by other working groups, are recognized as important to
TN3270, but are beyond the scope of this effort.

The specification will draw on work already done by the Internet community
for supporting 3270 devices through TELNET. It will be based on appropriate
portions of IBM’s published documentation on 3270 display and printer data
streams and LU function management. Finally, it will make use of existing
TELNET facilities where possible.

The working group will produce: an Informational I~FC documenting current
TN3270 terminal practices, an Experimental RFC describing an interim
proach to printing and LU name selection (this will address the work that is
already under way and implementations of this partial solution that are already
in place), and a standards-track RFC specifying the TELNET protocols that
support a fully functional 3270 display and printing environment. This I~FC
will supersede I~FC 1041 and the Experimental RFC describing the interim
approach to printing and LU name selection.

Goals and Milestones:

Done

Done

Submit an Internet-Draft documenting current TN3270 terminal emulation
practices.

Post an Internet-Draft describing the Interim approach to printing and LU
name selection.

May 1993 Submit the interim printing and LU name selection document to the IESG for
consideration as an Experimental Protocol.
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May1993

May1993

Sep 1993

Post as an Internet-Draft e, protocol to support a fully functio:aal 3270 display
and printing enviro:ament over TELNET.

Sumbit the document describing current TN2370 terminal practices to the
IESG for consideration as e~n Informational Protocol.

Submit the TN3270 TELNET specification to the IESG for consideration as a
Proposed Staadard.

Internet-Drafts:

"TN3270 Enha,~acements", 07/26/1993, B. Kelly <draft-ietf-tn3270e-enhancements-
01.txt>

"TN3270 Extensions for LUname and Printer Selection", 07/28/1993~ C. Graves
< draft-let f-tn3270e-luname-print-00 .txt >

"TN3270 Current Practices", 08/18/1993~ J. Pe~aner <:draft-.ietf-tn3270e-current-
pract-00.txt >
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2.1.8

Charter

X.400 Operations (X400OPS)

Chair(s):
Alf H ansen, All. Hans en©delab, s int el. no
Tony Genovese~ genovese©es.net

Mailing Lists:
General Discussion: iet:f-osi-x400ops~cs.wisc, edu
To Subscribe: ie~f-osi-x400ops-reques~5@cs.wisc, edu
Archive:

Description of Working Group:

X.400 management domains are being deployed today on the Internet. There
is a need for coordination of the various efforts to insure that they can interop-
erate and collectively provide an Internet-wide X.400 message transfer service
connected to the existing Internet mail service. The overall goal of this group
is to insure interoperability between Internet X.400 management domains and
the existing Internet mail service. The specific task of this group is to produce
a document that specifies the requirements and conventions of operational In-
ternet PRMDs.

Goals and Milestones:

Done

Done

Done

Initial meeting, produce internal outline.

Working draft, circulate to interested people.

Internet-Dr~ft z~vail~ble.

Dec 1991 Document ready for publication.

Internet-Drafts:

"Operational Requirements for X.400 Management Domains in the GO-MHS
Community", 03/11/1992, I~obert Hagens, All Hansen <draft-ietf-x400ops-
mgtdomains-ops-05.txt >

"Postmaster Convention for X.400 Operations", 11/23/1992, C. A. Cargille
<draft-ietf-x400ops-postmaster-02.txt >

"Assertion of C=US; A=IMX", 12/11/1992, E. Stefferud <draft-ietf-x400ops-
admd-02.txt>

"Using the Internet DNS to maintain X.400 MHS Routing Informations", 02/01/1!)93,
C. Allocchio, A. Bonito, B. Cole <draft-ietf-x400ops-dnsx400rout-02.txt>



84 CHAPTER 2. AREA AND WORKING GROUP REPORTS

"Evaluation of ADMDs and Integration aspects with respect to the R~D mes-
saging community", 02/25/1993;, J. Romaguera, P. Klarenberg <:draft-ietf-
x400ops-evaluation-admd-00 otXt :>

"Mail based file distribution Part 1: Dialog between two nodes", 07/06/1993,
M. Kaittola <draft-ietf-x400ops-tbl-dist-partl-01.txt:>

"Mail based file distribution Part 2: Over-all structure", 07/06/1993, M. Kait-
tola < draft-ietf-x400ops-tbl-dist-part2-01.txt >

Request For Comments:

RFC 1405

RFC 1465

RFC 1502

"Mapping between X.400(1984/1988) az~d Mail-11 (DECnet mail)"

"Routing coordination for X.400 MHS services within a multi, protocol / multi
network environment Table Format V3 for static ro~.ting"

"X.400 Use of Extended Character Sets"
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CURRENT MEETING REPORT

Reported by Jim Romaguera/NetConsult AG

Minutes of the X.400 Operations Working Group (X400OPS)

The following is an outline of items that were covered during the X400OPS sessions that
took place at the 27th IETF:

1. Introduction

¯ Agenda Approval
¯ Minutes Approval

2. Action Items

3. Liaison Reports

¯ MttSDS
¯ RARE WG-MSG
¯ EMA/EEMA
¯ COSINE MHS

4. Document Review

5. DNS (Claudio Allocchio)

6. E-mail File Distribution (Marko Kaotia)

7. X400 OP~ Charter

8. Aconet and ADA ADMD (Christian Panigil)

9. A=IMX

10. ADMD Interconnection BOF

11. TF88 (Erik Huizer)

12. Support of GO-MHS/Mail Based Server (Erik Huizer)

13. Gateway to LANs
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Editor’s Note: More detailed itemizations for each of these topics are available via FTP or
mail server from the remote directories as/ietf/x400ops/x400ops-minutes.-93jul.txt. Refer
to Section 1.2 of the proceedings for retrieval instructions.

Attendees
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Director(s):

¯ Stev Knowles: stev@ftp.com
¯ Dave Piscitello: dave@mail.bellcore.com

Area Summary reported by Stev Knowles/FTP Software and Dave Piscitello/Bellcore

Working groups in the Internet Area are actively involved in the development of Internet
standards for:

IP and multi-protocol operation over emerging wide area technologies (ATM, SMDS,
Frame Relay) and point-to-point technologies (including narrowband ISDN).

¯ Development of a "next generation" IP; i.e., a replacement protocol and address-
ing/routing architecture for IPv4.

¯ Miscellaneous (Network Address Translation, Stream Technology 2).

The following BOFs and working groups in the Internet Area met during the Amsterdam
IETF:

¯ Extensions to OSI for use in the Internet BOF (OSIEXTND)
¯ Internet Stream Protocol V2 BOF (ST2)
¯ IPng Decision Process BOF (IPDECIDE)
¯ Network Address Translators BOF (NAT)
¯ IP Over Asynchronous Transfer Mode Working Group (ATM)
¯ IP Over Large Public Data Networks Working Group (IPLPDN)
¯ P. Internet Protocol Working Group (PIP)
¯ Point-to-Point Protocol Extensions Working Group (PPPEXT)
¯ Simple Internet Protocol Working Group (SIP)
¯ TCP/UDP Over CLNP-Addressed Networks Working Group (TUBA)
¯ TP/IX Working Group (TPIX)

The IPLPDN and PPPEXT Working Groups met individually ~s well ~s jointly.

Internet Stream Protocol V2 BOF (ST2)

The ST2 BOF resulted in two decisions. The first was that a working group should be
formed to update the existing ST-II specification (RFC 1190). ]:’he main motivation was
to correct errors in the specification and to m~ke it easier to implement ST-II in a manner
which is likely to be interoperable with other ST-II implementations. The second decision
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was that there was no clear direction on future standards tr~ck status ~}or ST-II. A mailing
list will be started in the next week to discuss ~ proposed charter.

IPng Decision Process BOF (IPDECIDE)

About 200 people attended, plus about 100 MBONE auditors., Discussion focussed on
the decision process for IPng rather than on technical criteria or the proposals. A clear
consensus did not emerge, but constant themes in the discussion, included these:

1. Vendors and operators look to the IETF to reach a dear decision.
2. It would be bad to offer the market an ambiguous decision.
3. The market will resist any IPng that does not just look like a new release of IP.
4. It is unclear how to prove that any proposal truly scales to a billion nodes.
5. Timescales for IPv4 address depIetion and for IPng deployment are not well under-

stood.
6. The IESG needs to figure out how to pursue the decision process and avoid wasted

effort on competing proposals.

Network Address Translators BOF (NAT)

Kjeld Borch Egevang’s NAT implementation is described in the NAT Internet-Draft. The
scheme in that draft is not dynamic in that the addresses used for translation are statically
assigned to single hosts for long periods of time. It is possib].e, however, to re-assign them to
other hosts. Another aspect of the scheme described is tha*: the addresses on the backbone
side of the translator must be globally unique. It was pointed out that other NAT schemes
do not have these characteristics (for instance, one proposed by Van :lacobson).

It was generally felt that it would be useful to the lIP community to have more knowledge
of the pitfalls of NAT. This is particularly true because anybody can install a NAT box
independent of anybody else, and in the absence of any NAT standard.

IP Over Asynchronous Transfer Mode Working Group (ATM)

The first session began with an announcement by Bob Hinden that Mark Laubach will be the
new ATM chair. An agenda was presented and agreed upon for the three days. Steve Willis
presented and led a review of recent ATM Forum activities. Their User Network Interface
(UNI) Specification Version 3.0 docu:ment should be ratified in August. Juha Heinanen
presented an overview of the European ATM pilot project. ~oel Halpern presented the
topic of "routing IP over the switched virtuaI cloud." He volunteered to write a proposal.
Consensus is that ATM will host the proposal but actual work will be ~oved to another
working group that will deal with routing over large public networks. A general discussion
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was held to collect comments on Ran Atkinson’s MTU ’draft document. Ran was not
present at this meeting. In the last half hour was spent on Mark Laubach’s Classical[ IP
and ARP Over ATM draft and discussion and consensus building continued over the next
two meetings.

The second session opened with a discussion of the time-table of working group activities
over the next half year. In order to fast-track this document, technical review and final
consensus on the draft will be collected via email.

Unfortunately, discussion of the classical draft and related issues took up most of the time
of the working group. On the last day, ,luha was given twenty minutes to lead the discussion
of his NBMA draft. Clearly this was not enough time as muc:h discussion was generated.
Juha is getting together with Joel Halpern to work on the issues raised in the discussion.

IP Over Large Public Data Networks Working Group (IPLPDN)

IPLPDN met individually and with the PPPEXT Working Group and reached the following
decisions:

¯ A request will be made to advance RFC 1356, "Multiprotocol over X.25" from Pro-
posed to Draft Standard.

The default encapsulation for circuit switched services will be PPP.

¯ Concensus was reached for the PPP over X.25, ISDN, and Frame Relay documents.
They will be updated in the coming weeks.

¯ Progress was made on the definition of multilink transfer.

The IPLPDN group met for the last time, but the mailing list will remain for unfinished
business. Remaining topics will go to ATM, PPPEXT, and newly" createdworking grolaps.

P. Internet Protocol Working Group (PIP)

A specification overview was presented at the meeting. The specification of forwarding has
remained unchanged for the past three months. The DNS architecture to support PIP has
been revised. The PIP identifier structure has been revised. IDRP routing support for
PIP has revisions in progress. The host operations specifications has been revised. The
PIP Control Message Protocol is new, and is currently incomplete. The PIP transition
specification is new. Missing from the specification is a MIB definition. Routing still
requires further definition.
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Point-to-Point Protocol Extensions Wbrking Group (PPPEXT)

¯ RFC 1171 should be Historical. When updated, the current PPP LCP draft should
go to Draft Standard.

¯ The HDLC Framing draft is a direct extraction, from the older PPP LCP document,
and is ready for elevation to Draft Stand,urd.

¯ The PPP LCP Extensions draf’t is recommended for consideration as a Proposed
Standard.

¯ The PPP requirements document will be reorganized and :posted as an Informational
RFC.

¯ A separate breakout meeting was held for PP]? Compression, and the slides from the
two presentations by Dave R.and and Dave Langley are included with the minutes.
They contain a lot of information.

Point-to-Point Protocol Extensions Working Group (PPPEXT) and
IP Over Large Public Data Networks Working Group (IPL:PDN)

¯ The question was seriously discussed whether a default way to send IP over circuit
switched services such as ISDN B channel is needed, lit was observed that the. question
is malformed; a default way to send IP over a V.35 or V.11 interface, for example, is
not needed. A. way to speak to a peer system at the data, link laye:r, which might be
a Frame Relay or X.25 switch, or a peer host or router is needed.

¯ Various discussion were held about configuring multi-link PPP groups. Discussions
were also held~ about adding, removing., and controlling seperate lines in a multilink
group.

¯ An applicability statement for PPP over Frame Relay is needed.

¯ An applicability statement for PPP over X.25 in view of RFCs 877 and 1356 is needed.

¯ Bill Simpson !presented his paper on PPP over ISDN. PPP’ must have the same default
MRU (and any other defaults) on ISDN as in. other environments. Keith Sklower will
publish his IPLPDN document, "Determination of Encapsulation of Multi-Protocol
Datagrams in Circuit Switched Environment," and Bill indicated that he would like
to copy some of the technical m~terial :from them into this document. It was decided
that he would reference Keiths document.
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Keith and Bill will merge their documents. The resulting document should be separate
from the PPP over foo documents, as it is desired to be placed on the standards tr,~ck,
and the PPP over foo documents may not be placed on that track.

Simple Internet Protocol Working Group (SIP)

The group reviewed recent work on system discovery, auto configuration, SIP RIP and SIP
DNS. Translation issues raised by Ross Callon were also reviewed. Gary Malkin presented
comments received from Garci~ Luna Aceves (J J) on SIP KIP. Bill Simpson led the dis-
cussion on the system discovery draft. Bob Gilligan presented a set of "preliminary ideas"
that he proposed to the ma~ling list on auto configuration.

TCP/UDP Over CLNP-Addressed Networks Working Group (TUBA),

Marcel Wiget (Switch) reported on the RARE CLNS Pilot. Applications tested included:
X.400, X.500, FTAM, DECnet, VT, TUBA, OSI Ping, traceroute, etc. Current activ~.ties
include a task force for CLNS routing coordination. A spirited discussion was held on the
use of IS-IS for routing the global CLNS network.

TP/IX Working Group Working Group (TPIX)

The TP/IX Working Group conducted its first meeting. There were two sessions. Two new
Internet-Drafts were presented in the first session, "Initial AD Assignment Plan" and "Tran-
sit Policy Routing in TP/IX." In the second session, the TCP large window performance
options and a new experimental TCP record marking option, both documented in the new
TCP options drai’t, were discussed. All items on the ~gend~ were covered by the worklr~g

group. The status of TP/IX and I~AP protocols was reported, and a lot of questions were
answered concerning the transition from IPv4 to TP/IX.
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CURRENT MEETING REPORT

Reported by Mark Knopper/Merit Network

Minutes of the Extensions to OSI :for use in the Internet BOP (OSIEXTND)

The group’s discussion was based on information presentation by Dave K~tz.

Editor’s Note: The text of Dave Katz’s presentation slides is available via FTP or mail
server from the remote directories as/~etf/93jul/osiextnd-minutes-93jul.txt. Refer to Sec-
tion 1.2 of the proceedings for retrieval instructions.

The group agreed that a letter should, be written to ISO, based on the :presentation and
discussion, stating that the IETF has sufficient expertise to contribute to these areas. Dave
Katz and Dave Piscitello will draft a document.

This work spans about six IETF working groups.

BGP and IPIDRP Working Groups are meeting jointly (IDRP is BG]?5). IDI~P for Sir 
being considered.

Phill Gross expressed concern over the apparent danger of having different IETF and ISO
standards for protocols. IS O has more precedence for accepting standards from other groups
without change. IETF tends to change or rewrite protocols before acceptance. Peter Furniss
said that the Internet-Draft process will be appreciated by ISO.

Mark Knopper has created a discussion list, osiextnd@merit.edu. Those interested in
being added to the list should send a request to os:iax’cnd-reT~es’c©meri~’c, edu.

Phill Gross suggested to identify work that could be done by existing IETF working groups,
as well as that which could be done by this group if it is to become a working group.

CLNP over Large Public Data Networks (LPDN) is an area which needs consideration.
Much of the work is done. ES-IS and IS-IS protocols over LPDNs needs further work.
Note that as of this IETF, the IPLP:DN Working Group has ended their work. Perhaps
CLNPLPDN could be handled as a BOF with identified base documents.

The consensus of the BOF attendees was that a working group should be formed from these
ideas, and relationships should be pursued with ISO. Dave Piscitello and Dave Katz have
drafted a letter and will send it to the IESG, ]lAB, and ISO (through Jack Houldsworth).

Editor’s Note: A copy of the letter to the IESG and IAB is available via FTP or mail server
from the remote directories as/ietf/93jul/osiextnd-minutes-93juI.txt. Refer to Section 1.2
of the proceedings for retrieval instructions.
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CURRENT MEETING REPORT

l~eported by Steve DeJarnett/IBM

Minutes of the Internet Stream Protocol V2 BOF (ST2)

The ST2 BOF met during the 1930-2200 session, opposite the :Networking Multimedia
Applications BOF (MULTIAPP) and the Open IAB Meeting (among others). The overlap
with MULTIAPP in particular, and the multiple reschedulings of the BOF, may have limited
the attendance, but in spite of those problems there were still 27 attendees.

Presentations and Discussion

The BOF started with presentations on existing ST-II implement~tions. Frank Hoffmann
presented a description of the IBM ST-II implementation in the Heidelberg Transport Sys-
tem (HeiTS). Lou Berger presented information on BBN’s work with ST-II in their ’]?/20
router which is used in the backbone of the AI~PA Defense Simulation Internet (DSI). Lou
also spoke briefly about other work BBN was doing with ST-H. Luca Delgrossi discussed
work going on in the BEI~KOM project in Germany, which has chosen ST-II as their network
layer protocol for use in a multimedia teleservices pilot.

After the presentations, discussion about interest in a working group to revise and c][arify
the ST specification was started. There was a great deal of discussion during the BOF
about the problems that are known with ST-II as currently specified, (e.g., the lack of 
formal definition of ST-II states and the problems associated with efficiently supporting
very large numbers of destinations in a single connection). Additional discussion focused
around whether standardization of ST was warranted at this time, given work in other a:reas
(e.g., resource reservation); no clear consensus was reached.

During the presentations on the various implementations, questions were raised w]~ich
mostly dealt with implementation details. Those details have been left out of this sum-
mary except as they relate to the proposed mission of the working group.

Results

In the end, consensus was achieved on having a working group whose purpose was to clarify
the current ST protocol in order to correct errors in the specification, and to make it easier
to implement ST-II in a manner which is likely to be interoperable with other ST-II imple-
mentations. The future of that protocol, whether continuing as an Experimental Protocol
or moving forward as a Proposed Standard is still open for discu~ssion. That discussion
should be held at a later date when the results of the working group are demonstrable..
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CURRENT MEETING REPORT

Reported by Brian Carpenter/CERN and Tim Dixon/RARE with additional
text from Phill Gross/ANS

Minutes of the IPng Decision Process BOF (IPDECIDE)

The IPng Decision Process BOF was intended to help re-focus attention on the very impor-
tant topic of making a decision between the candidates for IPng. The BOF focused on the
issues of who should take the lead in making the recommendation, to the community and
what criteria should be used to reach the recommendation. The discussion ranged widely,
but some key points emerged:

Vendors and operators look to the IETF to reach a clear decision.

. It would be bad to offer the market an ambiguous decision.

The market will resist any IPng that does not just look like a new release of IP.
Co-existence, and ease and cost of transition, should be key decision criteria.

. It is unclear how to prove that any proposal truly scales to a billion nodes.

Timescales for IPv4 address depletion and for IPng deployment are not well under-
stood.

The IESG needs to figure out how to pursue the decision process and avoid wasted
effort on competing proposals. Making a reasonable well-founded decision earlier was
preferred over taking longer to decide and allowing major deployment of competing
proposals.

In the end, the BOF led very productively to a follow-up discussion in the Thursday after-
noon open plenary. During the open plenary, a proposal that the IESG should take the lead
responsibility for recommending an IPng choice to the IETF community met with strong
consensus. This proposal included a series of steps that the IESG should take, with strong
community involvment, toward a recommendation.

We now give a more detailed review of the BOF discussion, in the interest of recording the
wide range of opinions expressed.

Meeting Goals

The purpose of the BOF was to focus on the decision process for IPng rather than. on
technical criteria, the proposals themselves, or on the working group process.
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Attendance

About 200 people attended, plus about 100 MBONI?J auditors. Members of the audience
represented the IETF’s typical wide communiity of service providers, equipment vendors
and engineers.

The Need for a Decision

The view was frequently expressed that a decision was needed. Vendors and operators
looked to the IETF to reach a clear decisiom The I]?ng issue had been widely publicized
for some time and the expectation clearly was that it was t:b.e responsibility of the IETF to
decide. Operators simply reacted to the demands of their customers: the IETF must set
the technical standards. The IETF was doing a disservice to the com:munity by appearing
to be indecisive.

The alternative of "letting the market decide" (whatever that may mean) was criticised 
several grounds:

¯ There are infrastructural issues, like DNS, which go hand--in-hand with the choice of
a protocol and which cannot reasonably be expected to deal with 4 protocols.

¯ There are already enough other choices (both proprietary and otherwise) in the mar-
ketplace.

¯ The decision was too complicated for a rational market-led solution.

The fact that the Internet is doubling in size about every 11 months means that the cost
of transition to IPng (in terms of equipment and manpower) is also increasing. The longer
it takes to reach a decision, the more costly the process of transition and the more difficult
it is to undertake.

There were some minority views expressed, i~cluding:

¯ The decision will inevitably be controlled by the pricing :policy of vendors.

¯ Router vendors are already supporting multiple network-layer protocols; in principle
it would not be significantly more difficult to support several IPng solutions at the
same time.

Should there be a decision to recommend one proposal, or simply to eliminate some of the
candidates? Concern was expressed about the feasibility of conducting reasonably-sized
trials of more than one selected protocol and of the confl~sing signals this would send the
market: IETF decisions now have an enorm~us potential economic impact on suppliers of
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equipment and services. It was also likely that uncertainty would lead to customers holding
back on their purchases of networking equipment until the situation was clearer.

A straw poll showed a clear majority view that there should be a decision for one solution.

The Time Scale for a Decision

The best guesstimates for the remaining lifetime of the IPv4 address space put the figure
at around five to seven years, assuming CIDR is widely deployed. A margin of potential
error in these figures is to be expectedmone suggestion was theft they could be out by a
factor of four in either direction. However, the address space is only five doublings away
from exhaustion.

It was strongly recommended that more work be done on investigating the feasible remaining
lifetime of IPv4.

It is also difficult to estimate the time taken to implement, test and then deploy any chosen
solution: it was not clear who was best placed to do this. The ordering of the decisions might
also have a different priority for customers and vendors than for the IETF. For example,
it might be necessary to have a decision about DNS changes early in order to deploy the
infrastructure necessary to support IPng in advance of the availability of the IPng protocol
itself. The IETF work was not proceeding in this order.

The Evaluation Process

Concern was expressed that the evaluation criteri~ which had so f~.r been discussed were too
general to support a defensible choice on the grounds of technical adequacy. The cri~eria
had emerged in p~rallel with the protocol designs, and he~d so far not gelled enough to
eliminate any candidate. There were also potential legal difficulties if the IETF appeared
to be eliminating proposals on arbitrary grounds.

It was stated frequently and forcibly that the transition costs should be a significant f~ctor
in the selection criteria. Concerns were expressed by several service providers that the
developers had little appreciation of the real-world networking complexities that trans![tion
would force people to cope with. If the cost of transition outweighed the pain of other
solutions (application gateways or address translators) customers would not deploy IPng.

It was suggested a couple of times that the working groups should be invited to evaluate
each others’ proposals in order to investigate their weaknesses, or t:hat the proposals should
be vetted by disinterested parties. It was suggested that the proposals were too simila:r for
any reasonable choice to be m~de on the grounds of technical strength. However there was
no consensus on these points.
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Although one of the goals of IPng had been to use the inevitable transition required by
address exhaustion and routing problems to incorporate new lentares, there were a number
of concerns about bundling too much additional complexity into an. already difficult problem.
It wasn’t even clear that the technology yet existed to handle some of the new features
that had been touted for IPng. IPng should appear simply like a new release of IPv4;
although this would not necessarily bring new features., peop]Le would still tr,~nsition through.
enlightened self-interestwto avoid disconnection from the global Internet in the future.
There was no consensus about how to resolve this dilemma, since both smooth transition
and multimedia support are musts.

Various parties were identified as needing to assist in the evaluation process:

Operators, who need to understand depl.~yment costs and scenarios,
Vendors, who understand the implementation consequences.

The Decision Process

There is an IETF process for making a decision on protocol standards: working groups can
be given deadlines to submit papers to the IESG which then decides which to progress as
standards. It was suggested that this process has only broken down ~n that the deadlines
had not been applied.

Other suggestions included:

Urging coalitions between the different working groups.

Forming an "IPng" working group either to make recommendatio~as or to draw to-
gether the different proposals.

Asking the IESG or even the IAB to drive the decision process.

On the basis of a straw poll, there was strong; consensus that the decision should be made
on technical grounds alone (subject to reason~.ble costs of implementa,tio~t, deployment and
transition).

It was repeatedly stated that an obvious requirement was that the proposed solution should
work. There were at least two components to this: ]nteroperability and scaling. This would
be difficult to establish without large-scale piloting. There was no co~.~sensus on who might
reasonably be expected to participate in such an exercise.
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The following day, at the Thursday open plenary session, a proposal that the IESG should
take the responsibility of recommending an IPng choice to the IE~i~F met with strong con-
sensus. This proposal included a series of steps that the IESG should ~ake to develop a
progressive decision with community involvement.
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IPng Decision Process

Go~ of BOF:

Consensus on decision proc~se~;

for nex~ generation IP

We will NOT discuss

technical criteria

details and merits of proposals

.CIDR

We WILL

Who decides?
~s there a. decision l~int?
Wifi the market de~ide?

* Evaluation procedures (analysis, bake-off, ..)
* Do we attempt 1~o combine strong points?

How to get mulliple implementations for bake-
offs if the, market is to decide?
How to get a core of pilot operators?

Open UP’[he di~t~,~on to Internet users?
OVAN an~I LA~ network operators as well as
end users)
How do we me~.~ market approval?

I m I | Ill I

I. I I

* What timescale is realistic for the decision pro,.
cess?
If Internet runs out of addresses in year N,

-when (year N-x) should the decision 
made?

- when (year N-y) should the software be ready
for fidd test?

- what is the latest ’time (N-z) to start rite tran-
sition?

¯ Does NSF solicitation affect timescale?
¯ Can we avoid an irrational choice?

¯ Does decision process need financial or man-
power support?
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CURRENT MEETING REPORT

Reported by Paul Francis/Bellcore

Minutes of the Network Address Translators BOF (NAT)

Purpose

The purpose of the meeting was to:

¯ Describe Kjeld Egevang’s implementation of a simple NAT box.
¯ Determine what benefits might come from NAT.
¯ Determine what problems exist with NAT.
¯ Determine how we might use Kjeld’s implementation to learn more about NAT.

Kjeld’s Implementation

Kjeld’s NAT implementation is described in the NAT Internet-Draft. The scheme in that
document is not dynamic in that the addresses used for translation are statically assigned
to single hosts for long periods of time. It is possible, however, to re-assign them to other
hosts. Another aspect of the scheme described is that the addresses on the backbone side
of the translator must be globally unique. It was pointed out that other NAT schemes do
not have these characteristics (for instance, one proposed by Van Jacobson).

NAT Benefits

Some of the potential benefits of NAT discussed during the meeting were:

1. Make number administration of IP addresses generally easier by limiting that admin-
istration to border touters and DNS, particularly the renumbering of IP domains.

2. Using NAT to aid in address re-use by allowing a small number of hosts inside
domain, which have re-used addresses, to be able to talk outside through NAT.

3. Learn more about address translation in general so that we can better do translation
for IPng (or, so that we can decide not to try translation for IPng).

There was some opinion that benefit 2 could much better be accomplished by simply giving
the hosts that can talk outside multiple addresses: a re-used one :for intra-domain use :~nd
a globally unique one for inter-domain use. There was some opinion that application level
gateways might be a better approach in general.



108 CHAPTER 2. AREA AND WORKING GROUP REPORTS’

NAT Problems

A number of NAT problems were discussed, cL~ome were already known and described in.
Kjeld’s talk. For instance, it is necessary for the router to have to dig into application
headers to modify carriage of IP addresses. In. the case of FTP, this req~,Lires that packet
lengths be changed, and that sequence :numbers in all subsequent TCP packets be changed.
This is a heavy processing burden on routers, and requires router state, with the resulting
scaling and reliability problems.

Any encryption of higher layer protocols that rely on IP ."reformation, such as TCP and
FTP, will break with NAT. This also breaks Kerberos authentication. Any application that
depends on carriage of an IP address that NAT does not account for will break with NAT.
There does not exist a complete list of what e~pplications those are, but iit is clear that a
number of things do work with NAT, such as telnet and mail.

It was mentioned that RFC 1006 applications break with NAT, but it is not clear why and
the reasons were not discussed.

Conclusion

It was generally felt that it would be useful to the IP community to have more knowledge
of the pitfalls of NAT. This is particularly true because anybody can install a NAT box
independent of anybody else, and in the absence of any NAT standard.

Paul Francis was given an action item to find the list of applications that work over NAT that
was generated when he experimented with NAT a couple of years ago. It was decided that
there should be experimentation with NAT, with a goal of producing a document describing
completely the characteristics of NAT. Kjeld was given the action, item of coordinating these
experiments. Nobody felt a need to follow up this BOF near-term with another meeting. It
might be useful to meet once again after results are obtained, but this was left open until
that time.

Attendees
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2.2.1

Charter

Dynamic Host Configuration (DHC)

Chair(s):
l~alph Droms, droms@bucknell, edu

Mailing Lists:
General Discussion: host- conf©sol.bucknell, edu
To Subscribe: host-conf-reques~©sol.bucknell, edu
Archive: sol. bucknell, edu: "/dhcwg

Description of Working Group:

The purpose of this working group is to investigate network configuration and
reconfiguration management, and determine those configuration functions that
can be automated, such as Internet address assignment, gateway discovery and
resource location, and those which cannot be automated (i.eo, those that must
be managed by network administrators).

Goals and Milestones:

Done Write a BOOTP extensions document.

Done

Done

Done

Done

Identify (in the spirit of the Gateway l~equirements and Host l~equirements
I~FCs) the information required for hosts and gateways to: exchange packets
with other hosts, obtain packet routing information, access the Domain Name
System, and access other local and remote services.

Summarize those mechanisms already in place for managing the information
identified by objective 1.

Suggest new mechanisms to manage the information identified by objective 1.

Having established what information and mechanisms are required for host op-
eration, examine specific scenarios of dynamic host configuration and reconfigu-
ration, and show how those scenarios can be resolved using existing or proposed
management mechanisms.

Internet-Drafts:

"Clarifications and Extensions for the Bootstrap Protocol", 05/03/1991, Walt
Wimer <draft-ietf-dhc-bootp-02.txt >

"Dynamic Host Configuration Protocol", 07/09/1991, I~. Droms <draft-ietf-
dhc-prot ocol- 07.txt >
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"DHCP Options and BOOTP Vendor Extensions", 06/30/1992, S. Alexander,
1~. Droms < dr~Lft-ietf- dhc-options-04.txt :>

"Interoper~tion Between DHCP and BOOTP", 06/30/1992, R. I)roms <draft-
ietf-dhc-between-bootp-03.txt >
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2.2.2

Charter

IP Over AppleTalk (APPLEIP)

Chair(s):
John Veizades, veizades~wco.fzp, com

Mailing Lists:
General Discussion: apple-ip¢apple.com
To Subscribe: apple-ip-request~apple.com
Archive:

Description of Working Group:

The IP Over AppleTalk Working Group is chartered to facilitate the connection
of Apple Macintoshes to IP internets and to address the issues of distributing
AppleTalk services in an IP internet.

Goals and Milestones:

Done Post an Internet-Draft the current set of protocols used to connect Macintoshes
to IP internets.

Done Submit the AppleTalk MIB to the IESG for consideration as a Proposed Stan-
dard°

Internet-Drafts:

"AppleTalk Management Information Base II’, 12/21/1992, S. Waldbusser, K.
Frisa < draft-ietf-appleip-mib2-01.txt >

"KIP AppleTalk/IP Gateway Functionality", 07/06/1993, P. Budne <draft-
ietf-appleip-kip-gateway-00.txt, .ps>

Request For Comments:

RFC 1243 "AppleTalk Management Information Base"
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2.2.3

Charter

IP Over Asynchronous Transfer Mode (ATM)

Chair(s):
Mark Laubach, laubach~hpl.hp, tom

Mailing Lists:
General Discussion: atmasun, corn
To Subscribe: arm-request©sun.tom
Archive: Send message to a~m-request©sun.com

Description of Working Group:

The IP Over Asynchronous Transfer Mode Working Group will focus on the
issues involved in running internetworking protocols over Asynchronous Trans-
fer Mode (ATM) networks. The final goal for the working group is to produce
standards for the TCP/IP protocol suite and recommendations which could be
used by other internetworking protocol standards (e.g., ISO~ CLNP and IEEE
802.2 Bridging).

The working group will initially develop experimental protocols for encapsu-
lation, multicasting, addressing, address resolution, call set up, and network
management to allow the operation of internetwork protocols over an ATM
network. The working group may later submit these protocols for standardiza-
tion.

The working group will not develop physical layer standards for ATM. These
are well covered in other standards groups and do not need to be addressed in
this group.

The working group will develop models of ATM internetworking architectures.
This will be used to guide the development of specific IP over ATM protocols.

The working group will also develop and maintain a list of technical unknowns
that relate to internetworking over ATM. These will be used to direct future
work of the working group or be submitted to other standards or research
groups as appropriate.

The working group will coordinate its work with other relevant standards bod-
ies (e.g., ANSI T1S1.5) to insure that it does not duplicate their work and that
its work meshes well with other activities in this area. The working group will
select among ATM protocol options (e.g., selection of an adaptation layer) and
make recommendations to the ATM standards bodies rega,rding the require-
ments for internetworking over ATM where the current ATM standards do not
meet the needs of internetworking.
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Goals and Milestones:

Done

Done

Done

Mar 1993

3ul 1993

First Meeting. Establish detailed goals and milestones for Working Group.

Post an Internet-Draft for a mechanism for IP over ATM. (Multi-Protocol In-
terconnect over ATM AAL5)

Submit the Multi-Protocol Interconnect over ATM AAL5 to the IESG as a
Proposed Standard.

Post Internet-Draft for "Internet Requirements for ATM Signaling."

Submit "Internet Requirements tbr ATM Signaling" to the IF, SG for consider-
ation as an Informational Document.

Internet-Drafts:

"Partial Address Resolution in ATM Networks", 03/03/1993, S. Subramaniam
< draft-ietf- at m- address- resolve- 00.txt >

"IP over ATM : architecture, address translation, and call contrd[", 03/22/1993,
F. Liaw < draft-ietf-atm-address.-translation- 00.txt >

"Default IP MTU for use over ATM AAL5 Services"., 06/]_1/1993, R. Atkinson
<draft-ietf-atm-mtu-01.txt >

"Classical IP and ARP over ATM", 06/14/1993, M. Laubach <:draft-ietf-atm-
classic-ip-02.txt>

Request For Comments:

I~FC 1483 "Multiprotocol Encapsulation over ATM Adaptation Layer 5"
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CURRENT MEETING REPORT

Reported by Mark Laubach/Hewlett-Packard

Minutes of the IP Over Asynchronous Transfer Mode Working Group (AT~VI)

Monday

The first session opened with a formal announcement by Robert tiinden that he has stepped
down as the ATM Working Group chair and that Mark Laubach has assumed the respon-
sibility.

The agenda was presented and approved.

A review of recent ATM Forum activities was presented by Steve Willis. He reported that
the User Network Interface (UNI) Specification Version 3.0 document is expected to 
ratified in August.

An overview of the European ATM pilot project was presented by ~luha Heinanen.

The topic of "routing IP over the switched virtual cloud" was presented by Joel Halpern,
and he volunteered to write a proposal. Consensus is that the ATM Working Group will
host the proposal, but actual work will be moved to another group that deals with routing
over large public networks.

A general discussion was held to collect comments on Randall. Atkinson’s Internet-Draft,
"Default IP MTU for use over ATM AAL5 Services." The author was not in attendance.

The l~st order of business w~s discussion of Mark L~ub~ch’s "Classical IP and AR, F over
ATM" Internet-Draft (henceforth called "Classical"). Discussion and consensus building
continued over the next two meetings.

Tuesday

The second session opened with discussion of a timetable of ATM activities for the rest of
1993.

Both the Bellcore and Naval Research Laboratory (NRL) reference signaling codes "will
become available in late August or early September. Both implementations will be ATM
Forum UNI 3.0 compliant, with the exception of point-to-multipoint.

An IP over UNI 3.0 document is expected to be completed and haxe implementation expe-
rience by the November IETF meeting.
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The rest of the session was spent on discussion, of Classical. During the discussion, the In-
ternet Area Director, Stev Knowles, made it perfectly clear that Classical was not complete
until ARP and IP multicast were fully addressed. (The position that area directors may
delay an Internet-Draft from being submitted into the standards process was supported by
the IAB in an open meeting later that evening.) Document review continued with a re-
newed sense of focus.. LLC/SNAP was adopted by consensus as the default (the minimum
required that implementors must support) IP encapsulation method. The IP MTU default
size of 9180 octets was also adopted by consensus.

Wednesday

The last session opened with congratulations to Juh.a Hein~~nen for the publication of RFC
1483, "Multiprotocol Encapsulation over ATM: Adaptation Layer 5."

Work then continued on Classical with the discussion of PVC support..4, section on PVC
support was generated for the document by an ad hoc team, and the text was approved by
the group. An edited version of the text will be included in the documen];.

Further discussion on Classical took place following a presentation by Mark Laubach on
a solution for ARP using an APR server. The group eventually reached consensus on the
solution. Mark also presented solutions for the treatment of IP broadcast and IP multicast
in ATM. These were also approved.

Having reached consensus on all issues, discussion on Classical was closed. Mark will pro-
duce a rewrite within the next two weeks.

Juha Heinanen led a discussion on his "NBMA Address Resolution Protocol (NBMA ARP)"
Internet-Draft. Much discussion was generated on this topic, but unfortunately not enough
time was available to conclude all issues. Juha will meet with others in the working group
to resolve outstanding issues.

Editor’s Note: Detailed summaries of discussions and consensus decisions by the working
group are available via FTP or mail server from the remote directories as fietf/atm/atm-
minutes-93jul.txt. Refer to Section 1.2 of the proceedings for retrieval instructions.

Attendees
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2.2.4

Charter

IP Over Large Public Data Networks (IPLPDN)

Chair(s):
George Clapp, clapp©ameris, center, il. ameritech, com

Mailing Lists:
General Discussion: iplpdn@cnri, reston, va. us
To Subscribe: iplpdn-request©cnri .reston. va. us
Archive: ietf. cnri. reston, va. us : - / i etf-mail- archive/iplpdn/*

Description of Working Group:

The IP over Large Public Data Networks Working Group wiill specify the oper-
ation of the TCP/IP protocol suite over Public Data Networks (PDNs) such 
SMDS, ISDN, X.25 PDNs, and Frame Relay. The working group will develop
and define algorithms for the resolution of IP addresses and for the routing of
IP datagrams over large, potentially global, public data networks.

The IP over SMDS Working Group has defined the operation of the Internet
protocols when SMDS is used to support relatively small virtual private net-
works, or Logical IP Subnets (LISs). Issues arising from public and global
connectivity were delegated to the IPLPDN Working Group.

The IPLPDN Working Group will also continue the work of the Private Data
Network Routing Working Group (PDNROUT) on X.25 PDNs. This work will
be extended to include call management and the use of the ISDN B channels
for the transport of IP datagrams.

Address resolution and routing over Frame Relay .will also be discussed.

Goals and Milestones:

TBD

TBD

Done

Address resolution of Internet addresses to SMDS E.164 addresses, to IS:DN
E.164 addresses, to X.121 addresses, and to Frame Relay Data Link Connection
Identifiers (DLCIs). The algorithm(s) may be defined in either a single or 
multiple documents.

Routing of IP datagrams across very large public data networks such as SMDS
and Frame Relay.

Establish priorities and dates of completion for documents.

Internet-Drafts:

"Determination of Encapsulation of Multi-protocol Datagrams in Circuit-switched
Environments", 02/17/1993, K. Sklower < draft-ietf-iplpdn-mul~i-isdn-02.txt >
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"Parameter Negotiation for the Multiprotocol Interconnect", 02/17/1993, K.
Sklower, C. Frost <draft-ietf-iplpdn-para-negotiation.-02.txt>

"Management Information Base for Frame Relay DTEs", 03/24/1993, C. Brown,
F. Baker, C. Carvalho <draft-iethiplpdn-frmib--dte-00.txt>

"A Multilink Protocol for Synchroniz!ing the Transmission of Multi-protocol
Datagrams.", 07/08/1993, K. Sklower <draft-ietf-iplpdn-s!imple-multi-01.txt>

Request For Comments:

RFC 1293

RFC 1294

ttFC 1315

RFC 1356

RFC 1433

RFC 1490

"Inverse Address Resolution Protocol"

"Multiprotocol Interconnect over Frame Relay"

"Management Information Base :for Frame Relay DTEs"

"Multiprotocol Interconnect on. X.25 and ISDN in the Packet Mode"

"Directed ARF"

"Multiprotocol Interconnect over Frame Relay"
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CURRENT MEETING REPORT

Minutes of the IP Over Large Public Data Networks Wor:king Group (IPLPDN)

Report not submitted. Please refer to the Internet Area Report fol: a summary. The minutes
of the joint PPPEXT/IPLPDN session follow the PPPEXT minutes. The attendee: list
below is from the joint session.
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2.2.5

Charter

P. Internet Protocol (PIP)

Chair(s):
Paul Francis, Francis©~humper.bellcore. com

Mailing Lists:
General Discussion: pip@thumper.bellcore, corn
To Subscribe: pip-request@thumper.bellcore, corn
Archive: thumper, bellcore, com: "/pub/tsuchiya/pip-~xchive

Description of Working Group:

The PIP Working Group is chartered to develop anIPng proposal using the
basic ideas of PIP as described in the PIP overview.

PIP is designed on one hand to be very general, being able to handle many
routing/addressing/flow paradigms, but on the other hand to allow for rela-
tively fast forwarding. PIP has the potential to allow for better evolution of
the Internet. In particular, it is hoped that we will be able to advance rout-
ing, addressing, and flow techniques without necessarily having to change hosts
(once hosts are running PIP).

While the PIP overview demonstrates a number of powerful mechanisms, much
work remains to be done to bring PIP to a full specification. This work in-
cludes, but is not limited to, specifying the header format; specifying ~ basic
set of error messages (PCMP messages); specifying the PIP forwarding rules;
specifying host interface messages (particularly the directory service query re-
sponse); specifying rules for host PIP header construction; specifying modifica-
tions to existing protocols for use with PIP (BGF-4~ OSFF, AI~F~ D1NS, etc.);
specifying PIP MTU discovery techniques; and specifying a transition strategy
for PIP.

Over the near-term, the goal of the PIP Working Group will be to produce
these specifications and supporting documentation. Over the long-term, up
to the point where PIP is definitively rejected as IPng, it is expected that
the PIP Working Group will oversee implementations and testing of the PIP
specifications.

Except to the extent that the PIP Working Group modifies existing protocols
for operation with PIP, and to the extent that the PIP Working Group must
be aware of routing/addressing/flow architectures to really make PIP general,
the PIP Working Group will not work on routing/addresing/:~iow architectures.

Goals and Milestones:

Done l~eview and approval of the Charter for the PIP Working Group.
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Done

Oct 1992

Done

Done

Post as an Internet-Draft a description of the PIP Packet Format and Forward-
ing Engine, the PIP Control Message Protocol (PCMP), the PIP Host Interface
Message Protocol, and the PIP MTU Discovery Protocol.

Post as an Internet-Draft a description of the modifications to BGP-4 for PIP,
the Modifications to OSPF for PIP, and the modifications to ARP for PIP.

Presentation and review of the PIP specification by the IESG. If acceptable,
the first Working Group meeting will be held.

Post as an Internet-Draft the modifications to DNS for PIP, the Address as-
signment in PIP, and the PIP transition strategy.

Internet-Drafts:

"Pip Header Processing", 10/30/1992, P. Francis <draft-ietf-pip-processing-
02.txt>

’~Pip Identifiers", 11/03/1992, P. Francis <draft-ietf-pip-identifiers-02.txt>

"Use of DNS with Pip", 01/29/1993, P. Francis, S. Thomson <draft-ietf-pip-
dns-01.txt>

"Pip Near-term Architecture", 02/22/1993, P. Francis <draft-ietf-pip-architecture-
01.txt>

"The Multi-Level Path Vector Routing Scheme", 04/08/1993, B. Rajagopalan,
P. Francis <draft-ietf-pip-vector-00.txt>

"Pip Address Conventions", 06/11/1993, P. Francis <draft-ietf-pip-address-
conv-00.txt>

"Pip Host Operation", 06/11/1993, P. Francis <draft-ietf-pip-host-operation-
00.txt>

"PCMP: Pip Control Message Protocol", 06/11/1993, P.. Francis <draft-ietf-
pip-cont rol-msg-00.txt >

"IP Independent Transition (IPIT) for Pip", 07/06/1993, P. Francis <draft-
ietf-pip-ipit-transition-00.txt >
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CURRENT MEETING REPORT

Reported by Geoff Huston/Australian Academic and Research Network

Minutes of the P. Internet Protocol Working Group (PIP)

Overview

A specification overview was presented to the attendees. The specification of forwarding has
remained unchanged for the past 3 months. The DNS architecture to support PIP has been
revised. The PIP identifier structure has been revised. IDRP routing support for PIP’ has
revisions in progress. The host operations specifications has been revised. The PIP Control
Message Protocol is new, and is currently incomplete. The PIP transition specification
is new. Missing from the specification is a MIB definition. Routing still requires further
definition.

PIP Progress

PIP DNS

The use of the DNS as a support tool for PIP transition is still under review. The
major new area of support functionality required is that of timestamped queries, as
described in the PIP DNS specification. In addition, the use of the DNS in PIP
transition is described in the PIP transition specification.

PIP IDS

The hierarchical structure of PIP identifiers has been weakened, and a fiat ID s’~ruc-
ture is considered sufficient while allowing simple integration of auto-configuration
mechanisms. The ID structure is that of a 2-byte identifier prefix and a 6-byte static
host identifier. It was noted that there were questionable returns for a richer identifier
structuring. It was noted that within the current specification of PIP there was no
visible requirement for reverse lookups based on PIP IDs to discover PIP addresses,
on the basis that PIP IDs and PIP addresses are intended to be passed together.
Further structuring of the PIP host identifiers was left as an open issue.

PIP Routing

Routing is based on a multilevel path vector, coupled with IDRP as the routing
framework. The basic algorithms for PIP routing are essentially complete, but any-
cast, tunnelling and Quality of Service attributes have yet to be implemented. IDRP
is used as a mechanism to support neighbour reachability and sequencing.
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¯ PIP Transition

Evaluation of transition arrangements using IP.AE and an IP Independent Transition
structure have been undertaken. The meeting focussed on this topic in further detail.

¯ PIP Host Operations

The host will be required to perform a Choice of multiple PIP addresses, within the
context of two hosts performing an address choice which allows optimal end-to-end
reachability. The host operations include heuristics for host address selection and the
use of PCMP messages in order to instruct the host to select an alternative address.

¯ PCMP

Currently PCMP has support for "packet not delivered" with 12 reasons. Other
PCMP types, including router discovery mechanisms, are to be specified.

IP to PIP Transition

Concerns were expressed with the IPAE approach as an answer to the transition problem.
The meeting reviewed an alternative approach to transition using a translating boundary
architecture, the IP Independent Transition (I]?IT) approach.

In evaluating the usefulness of IPAE it was noted that the use of IP addresses within an
IPng packet allowed packet header translation in the direction of IPng to IP to be relatively
straightforwazd. The packet header translation in the direction of IP to I][~ng does require
an inverse lookup in order to generate the IPng address from the destination IP address.
The static nature of this lookup does have negative implications where support for auto-
configuration and mobility is desired within the transitioning environment.

The IPIT approach uses a translational approach where the binding of an IP address to an
IPng host is dynamic, and the binding is undertaken by the boundary translating router.
The nature of the binding (static/dynamic reuse) is reliant of the relative size of the pool 
bindable IP addresses and the number of IPng hosts. The participants noted that this ap-
proach did have application layer implications where applications included, explicit descrip-
tion of network layer ~addresses. The participants also noted that there was a requirement
for the host to regularly inform the translating router that the IP address is in use, and also
explicitly inform the router when the address can be returned to the pool for subsequent
rebinding to another IPng host. The meeting explored various scenarios of pool allocation,
as they related to packet header translation. The meeting noted that various operational
practices, such as support of end-to-end traceroute will imply extensive use of the pool with
a requirement for careful management of binding structures of IP addresses within the IPng
domain. SNMP management from the IP domain of IPng resources was also discussed, with
the outcome that management within an IPng domain would be from within the domain.
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The objective of IPIT is to use dynamic binding of IP addresses to IPng hosts in order to
ensure that transition can use a smaller set of IP addresses than a static binding would
imply. Pool size can be further reduced by using the IPng/translation IP address pa~Lr as
the translation table index, allowing different IPng hosts be assigned the same translational
IP address (under a set of specific conditions).

Experimentation with IPIT was proposed, on the basis that if major operational flaws were
exposed through this approach, the IPAE structure could be used as a fallback.

The participants discussed the topic of whether early or late partitioning was considered
desirable, and the dinosaur argument was proposed, where the view was expressed that
extensive transitional structures designed to provide an unnatural extension of life for ret-
rograde hosts were considered to be a unnatural practice.

The event sequence for the binding of an IP address to an IPng host was examined.. It
was noted that the use of the DNS in the process of choice of a translating router implied
that initial IP address binding from the pool was performed without explicit knowledge
of the IP domain end host, and that the state requirements within the translating router,
coupled with the requirement for DNS sequences, did imply fate-sharing on the basis of a
requirement for synchronisation of the operation of the DNS and the translating routers.
The translating routers also form a critical single point of failure within the IPIT structure.

The participants also discussed the bootstrap phase for the setup of the DNS forwarding
across the IP/IPng domain boundary, and it was noted that IPng DNS servers would require
a permanent IP address binding which was known to all boundary routers. The role and
configuration of IPng DNS servers within this context was discussed.

PIP support for provider selection as a component of the transitional environment was
discussed, and the use of reversal of an IP source route was considered, with the overall
conclusion that provider selection would not map across the IP/IPng boundary within the
transition environment.

DNS Operations

DNS operations within the PIP environment were presented at; the meeting. The DNS
operation requires the introduction of a new PIP class. The PIP ID is to be stored as an
A IrK, and the PIP address as ADDR RRs. The function of IP inverse lookup domain is
supported within the PIP DNS environment as reverse domains for ID and address to map
to domain names, and a third domain to map from ID to address.

The role of the DNS within IPIT was discussed, and it was noted that there was a reqaire-
ment during transition for the PIP domain to be supported within an incomplete do~nain
space within the PIP class. This implies that recursive resolvers must determine whether
NSs are defined within the PIP class, which also implies that stub resolvers within, the
transitional environment will be inefficient.
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The inclusion of support for timestamped queries was discussed, with a motivation that
PIP addresses are more likely to change in response to provider change.s, and a mechanism
for effectively specifying a request for more recent information from the DNS was required.

It was noted that timestamp queries are more widely applicable~ and "that this function is
on the DNS Working Group agenda for consideration. This is documented in the pip-tins
Internet-Draft.

Deployment

The parts of PIP deployment which have been comph~ted are the host code, the forwarding
engine, PIP to IP translation and IP to PIP translation, encapsulation, P-ARP and PCMP.
In addition pconf has been written as a configuration generator, which takes a network
specification and generates specific configuration descriptions.

An experimental deployment on the PIP Backbone on 20 hosts across the Internet has been
completed.

Future plans focus on deployment across further hosts and touters.
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2.2.6

Charter

Point-to-Point Protocol Extensions (PPPEXT)

Chair(s):
Fred Baker, fbaker©acc, corn

Mailing Lists:
General Discussion: ie’cf-ppp@ucdavis.edu
To Subscribe: ie~f-ppp-reques’c©ucdavis.edu
Archive:

Description of Working Group:

The Point-to-Point Protocol (PPP) was designed to encapsulate multiple proto-
cols. IP was the only network layer protocol defined in the origina/documents.
The working group is defining the use of other network layer protocols and
options for PPP. The group will define the use of protocols including: bridg-
ing, ISO, DECNET (Phase IV and V), XNS, and others. In addition it will
define new PPP options for the existing protocol definitions, such as stronger
authentication and encryption methods.

Goals and Milestones:

None specified

Internet-Drafts:

"The PPP Internetwork Packet Exchange Control Protocol (IPXCP)", 06/10/1992,
W. Simpson <draft-ietf-pppext-ipxcp-04.txt>

"Compressing IPX Headers Over WAN Medi~ (CIPX)", 12/08/1992, S. Mathur,
M. Lewis <draft-ietf-pppext-cipx-04.txt>

"PPP LCP Extensions", 01/08/1993, W. Simpson <draft-ietf-pppext-lcpext-
04.txt>

"PPP over ISDN", 03/10/1993, W. Simpson <draft-ietf-pppext-isdn-02.txt>

"PPP in Frame l~elay", 03/10/1993, W. Simpson <draft-ietf-pppext-frame-
relay-01.txt >

"PPP over SONET/SDH", 03/10/1993, W. Simpson <draft-ietf-pppext-sonet-
01.txt>

"PPP in X.25", 03/10/1993, W. Simpson <draft-ietf-pppext-x25-01.txt>

"PPP in HDLC Framing", 07/02/1993, W. Simpson <dr~.ft-ietf-pppext~-hd/c-

framing- 02.txt >
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"The Point-to-Point Protocol (PPP)", 07/06/1993, W. Simpson <draft-ietf-
pppext-lcp-main-02.txt >

"Point-to-Point Protocol Extensions for Bridging", 07/08/’1993, F. Baker, 1~.
Bowen <draft-ietf-pppext-for-bridging-00.txt >

"A Multilink Protocol for Synchronizing the Transmission of Multi-protocol
Datagrams.", 09/02/1993, K. Sklower <draft-ietf-pppext-multilink-00.txt>

"Requirements for an Internet Standard Point-to-Point Protocol", 09/16/1993,
D. Perkins <draft-ietf-pppext-requirements-00.txt >

Request For Comments:

I~FC 1220

l~FC 1331

l~FC 1332

l~FC 1333

l~FC 1334

RFC 1376

RFC 1377

I~FC 1378

RFC 1471

I~FC 1472

RFC 1473

RFC 1474

"Point-to-Point Protocol Extensions for Bridging"

"The Point-to-Point Protocol (P]?P) for the Transmission of Multi-protocol
Dat~gr~ras over Point-to-Point Links"

"The PPF Internet Protocol Control Protocol (IPCP)"

"PPP Link Quality Monitoring’"

"PPP Authentication Protocols"

"The PPP DECnet Phase IV Control Protocol (DI~CP)"

"The PPP OSI Network Layer Control Protocol (OSINLCP)"

"The PPP AppleTalk Control Protocol (ATCP)"

"The Definitions of Managed Objects for the Lin:k Control Protocol of the
Point-to-Point Protocol"

"The Definitions of M~naged Objects for the Security Protocols of the Point-
to-Point Protocol"

"The Definitions of Managed Objects for the ]~P Network Control Protocol of
the Point-to-Point Protocol"

"The Definitions of M~n~ged Objects for the Bridge Network Control Protocol
of the Point-to-Point Protocol"
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CURRENT MEETING REPORT

Reported by Fred Baker/ACC

Minutes of the Point-to-Point Protocol Extensions Working Group (PPPEXT)

PPP Extensions for Bridging

Editor’s Note: A list of new features and editorial changes to the document is available via
FTP or mail server from the remote directories as/ietf/pppext/pppext-minutes-93jul.txt.
Refer to Section 1.2 of the proceedings for retrieval instructions.

Other Documents

The group discussed several other documents in addition to PPP Extensions for Bridging.

Editor’s Note: A list of documents and recommendations is available via FTP or mail server
from the remote directories as/ietf/pppext/pppext-minutes-93jul.txt. Refer to Section 1.2
of the proceedings for retrieval instructions.

PPP Compression

A separate breakout meeting was held for the bulk of the work, and the slides from the two
presentations that were given follow these minutes. They contain a lot of information.

Algorithms Under Consideration

Five candidate protocols are under active consideration:

1. Predictor - Free, but poor compression ratio - implement with CRC
2. Gandalf FZA - $20K without patent protection
3. V.42bis - $20K one time
4. HP PPC - About $20 one time with patent protection
5. STAC - $5 per, royalty on software with patent protection, $40 on chip

Although we wanted to, the PPPEXT Working Group does not recommend one of them
for universal implementation. The reason is that the group cannot, under IETF rules and
marketplace sense, require everyone to license code or silicon from a single vendor~ and
the one unencumbered algorithm we have found has significant (64K per link) memory
requirements. We therefore only provide the means to negotiate them.
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Packet format for Predictor is:

Address
Control
PPP Compression Data Protocol ID
Original Frame Length (not compressed)
Compressed Frame
Frame CRC-16 (not compressed)

The reason for the CRC-16 is to help detect frame los,,; (and resultant dictic, nary desynchro-
nization) in the case where a reliable li!ak is not in use.

Reliable Link Negotiation

How to implement without a reliable link: decompress. If a frame fails to correctly decom-
press, send a Compression Control Protocol Configure request on the ].ink.

¯ Reasons not to use a reliable link:

- Would like to use the same algorit~Lm on all WAN code
- Links are generally reliable anyway
- Unreliable links are perceived to be; simpler

¯ Reasons to use a reliable link:

- Loss of buffers introduced problems
- More graceful degradation i[n the presence of errors

LAPB Negotiation Option

LAPB will be negotiated, but the minimum configuration will not support LAPB. The
LAPB LCP Negotiation Option will have the :following format:

LCP Option
Length
Window

Compression Control Protocol Negotiation Option

There will be one option number per compression algorithm, with a special one for propri-
etary algorithms. They will be listed in the order of preference, emd the sender’s preferences
will be respected in each direction, as the most effort is in the compression of the frame.
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The general format of these is:

COMPRESSION CONTROL PROTOCOL Option
Length
Parameters as required by the algorithm

The proprietary protocol option will have the vendors IEEE 802 Organizational Unit Iden-
tifier as the first three octets of the parameter field. It is recommended that vendors use
the fourth octet as a version number. This allows a vendor to use a proprietary algorithm
among its own equipment without revealing its intellectual property to the IANA. Note
that this option may occur more than once--a vendor may support multiple versions of its
own algorithm, or may support several vendors algorithms. The procedures defined in the
PPP LCP for handling multiple instances of the same option apply in this case.
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PPP Data Compression

Dave Rand - Novell. l~c.

ppp-comp mailin& ~ archives are a~ailable at sgi.com:otherJppp-

Why use data compression?

® Better utilization of link

® Faste~" response time

¯ Hi~her reliability

¯ Cost ~avin~s

. Customers want. it

When NOT to use data compRssion

. Encrypted data

¯ Already-compressed data

¯ Highly variable-latency-sensitive protocols

¯ When compression time exceeds transport time

Which compression, method is best?

o Depends on link :~d

¯ Depends on processor/compression speed

® Depends on type of

¯ Depends on amount of meno~j available

¯ ~ on a~mount of mo~y available (license costs)

¯ Who knows?~!

Algorithm Selection

¯ Traffic is not constant

¯ Traffic is ~ot one tile

¯ Traffic is not one protocol

¯ IndMdual files don’t make a &ood test case

¯ Eve~ case is different - real t~tT~ is too kard to compare different
algorithms a~ainst.

My solution: simulated traffi~

So - which algorithm is best?

¯ There is no "BEST"’ al&orithm.

¯ TilTle

® Space

¯ Compression ratio

RGF

¯ Reliable data Enks
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Dat~ Link Issues

Almost all compressio~ a|~x~thms mus~ I~ve sequen~l, o~dered
de~n~y of data; in order to keep the compmss~ and t$ec~npresso~’
in ~

HP’s PPC DOES NOT require a rd’mble.Enk.

LAPB is a &ood choic~ aml is not too complex I= implermmt.

N~iatio~ ~f a re~mble link may occur be~o~e or after .e&otiation of
comlxess;o~ If the alL~xithm sele~____~l_ requires a rd’mbleli~c, and
e~e is not negotiated. LCP must ~e&otiate
to openinc the

Negotiation of Compression

Reliable link negotiation

This indites the ~umber c~ ~nru-siz~ blocks of d~ta we ~an have
outstandin& oa the link. If ~e window ~ is less tl~n or equal to 7,
LAPS modulo 8 should ~e c~se~ If the ~indow size is $ ~r larger,,
LAPB mod.lo 128 ~ b~ dx~e~

I I I I I mllll I[I III II I I II I

Data format

This format allows the Enk layer to alter the phy~cal size of the frame
to fit the uncledyin~ LAPB transport. We w~ll only utilize the numbe~ of

m
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Packet by Packet
Compression (PPC) for

Networking

For IETF, July 1993
Dave Langley, Hewlett Packard

PACKARO

Agenda
¯ Intnxluction to HP compression architecture
¯ HI= PPC.
¯PPC compmsslton perfon+nance
¯Combining PPC wlt~h header compression
¯H/W implernentations
¯Patents
¯Ucerislng
¯Summary

i i iii ii I ¯

IHP’s Involvement in Compression

¯ HP has been working on compression technology since |
19~ I

¯ HP developed its first compression ASIC IC in 1987 I
¯ HP is a leader in compression technology for DAT
drives with both algorithn~ and H/W ASIC’s !

¯ HP is developing advanced video compression I
algorithms for multimedia |

¯ HP maintains compression expertise in many fields I
across several divisions (Palo Alto Labs, Bristol L~bs,
ASIC divisions, product dMslons)

¯ HP employs Abraham Lempei (of Lempel-Ztv) II

Com.pression & Networks

,~)0Kbyte file1 to transmit across WAN

¯ Networidng splits data into small packets
¯ Intermixed node ~lfflc yields non-homogeneous data
¯ Standard compression performance is low on packets

I I I II

Compressing small WAN Packets
Reliable

WAN/LAN Packet Unk

i r
~~~ .......
~ ~ ~ ~ ~ a o~ tot ea~

m~d=~on ~e ~ir
a~ ~ ~n

¯ M~t ha~ am, aUe

I iii

II

HP Packet by Packet (PPC) Alg.
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Dictionary cost comparison
Memory Size vs. Number of Virtual Connections

Menxx’y ,Size,
5,000

4,000

3.000

1,000

10 20 30 40 50 60 70 80
Number of connection=

Packet by Packet
Memory Size

¯A low cost method to Implement compression
¯ A compression system r(Kluidng low memory regan~less

of intermixed traffic type or number virtual conn6ctlons
¯A comprmlon method that can work in a wide vadety

of network systems (AI~’M, X.25, ISDN, LAN’s etc)
¯A compression scheme that does not require a reliable

link
¯A packet by packet system that.works well with header

.compression
¯In 1991 began woddng on effective compression of

small packets .---. ..jill

Small I_AN Packet compression
Co,par= runn~ dk~k~ ~th HP p~t ~y p~t

2.5

2

1.5

1

0.5

0

1.84

Data Set I Data Set 2

Entire ~le m Pdd by Pdd

Header Requirements
¯ Need appropriate headers on the protocols to handle
t̄he compression (max 1 byte)

¯ Header Information is minimal
- compressed yes/no (for expansion protection)
-type of compression used on this p.acket
- future needs

H/W ASIC implementation
¯HP is Investigating A$1C; to implement this compression

technology
¯Contacting multiple vendors for ASIC sourdng
¯ Several possible Implementations

- Very low latency "on the fly" compression
- Look aside uP bus type
- Pass through compression

Patents
¯ HP has patents pending on this PPC technology
¯ PPC is. built upon LZ2 and therefore has patent Issues
¯ HP has worked through I.Z compression patents, before

on previous standards and Is doing so again for PPC
¯HP is negotiating with holders of patents in the

appropriate areas
¯HP expects to obtain a reasonably priced agreement to

utilize PPC in WAN products
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Licensing
¯HP Is negotiating with patent holders to obtain

"one-stop" licensing service
¯ Purchase of PPC license will cover outstanding patent

licensing as well as licensing for HP PPC patent
licensing (HP PPC charges minimal)

¯Ucensing is intended to be negotiated for.either a one
time up front OR a per unit royalty

¯A license will provide right to use in WAN applications
and C source code

¯Use of compression ASIC would be independent of
S/W agreement (al! licensing would be included in ASIC
pdce)

¯ HP has licensed compression patents before

i i ¯

Summary
=PPC offers implementation simplicity with good

performance
-PPC b; a low cost method to Implement compression
¯PPC requires srnall memory regardless of intermixed

traffic 1Lype or number of virtual connections
=PPC combined with header compression provides even

better compression c,n small packets
¯PPC has applications in maw WAN protocols where a

running dictionary would be difficult/impossible
¯ HP intends to go through all the patent/licenslng issues

to offer an easy license service
=HP Intends t~ facilitate the offedng of a PPC A$1C from

multiple sources,
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CURRENT MEETING REPORT

Reported by Fred Baker/ACC and George Clapp/Ameritech

Minutes of the joint session of IPLPDN and PPPEXT ~orking Groups

RFC 1356 X.25

ttFC 1356 will be recommended as a Draft Standard. There have been six to seven imple-
mentations with no interoperability problems.

RFC 1294 has already been recommended for advancement to Drai~t Standard.

Protocol Discrimination

A PPP NLPID has been requested by the PPPEXT Working Group for use in NLP][D-
encapsulated protocols. The request has unfortunately gotten lost in the mail. Bill Simpson
will resend the request to Lyman Chapin, who has agreed to make it happen. There is ~
separate issue with the ISDN Lower Layer Compatibility Information Element; George
Clapp will pursue obtaining a value indicating PPP.

¯ IP/Circuit Switched Service

The question was seriously discussed whether we in fact need ~ default way to send
IP over circuit switched services such as ISDN B channel. It was observed that the
question is malformed; we do not need a default way to send IP over a V.35 or V.11
interface, for exe~rnple. We need e~ w~y to spe~k to & peer system at the data link
layer, which might be a Frame Relay or X.25 switch, or a peer host or router.

We already have standards for PPP, Frame Relay, and X.25. In different contexts,
we are willing to run any of the three standards.

This approach is recommended for circuit switched services:

- Systems must implement PPP, on the assumption that circuit switched commu-
nications are generally [host or router] to [host or router].

- Systems may implement other protocols such as Frame Relay or X.25

The implication here is not that all calls will be initiated with PPP signaling and
encapsulation, but that PPP signaling and encapsulation will be a universally imple-
mented option.
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Multi-link Protocol

The header will be changed to one of t:he following:

+-+-+..+-+-+-+-+-+-+-+-+-+.-+-+-+
Sequence Number

+-+-+.- +- +- +-+- +-+-+-.~--+-+.-+.-+- +

¯ M - More - 1 if a non-terminal fragment, 0 if the last fragment
¯ P - Phase - has the same value on each :fragment of a message, inverts from message

to message
¯ 0 - Reserved, must be zero
¯ Sequence Number - 0 to 4095 fragment sequence number

¯ F - First - 1 if first fragment in a message
¯ L - Last - 1 if last fragment in a message
¯ 0 - Reserved, must be zero
¯ Sequence Number - 0 to 4095 fragment sequence number’

Including a link in the multi-link group is done by authenticating inclusion in the multi-link
group and negotiation of the Fragmentation Protocol Control Protocol (FPCP).

Removing a link from the multi-hnk group is done by terminating the FPCP on that link.

In the worst case, receiver recovery from a sequence error (fragment loss) is done by sending
an FPCP Configure l~equest in the OPEN state on all links; in most cases, one of the
following two conditions is sufficient to detect and step past the loss of a sequenced fragment:

1. Receipt of a frame on each lin:k with. ~,. successor to the omitted sequence number.

2. Expiration of an implementation-speci[fic receipt timer; this should be long enough to
handle the relevant timing issues.

There is a separate LCP negotiation, autlhentication step, and set of Control Protocol
negotiations for each link in a multi-link group.

Several other options were considered, including the use of the RFC 1294 fragmentation
header, which was agreed to in the March meeting; RF’C 1294 provides the same essential
features as this but requires four octets, and additionally provides only compatibility "with
RFC 1294.



2.2. INTERNET AREA 145

PPP on Frame Relay

We need to have an Applicability Statement for PPP over Fra:me Relay, in view of the
existence of RFC 1294. The default encapsulation is as described in the minutes of the
March IETF. Various edits were recommended, which will be included in an updated draft,
including collapsing of Keith Sklower’s parameter negotiation document (with attribution
as author) into this document.

LQM should not be used on a Frame Relay DLCI.

PPP on X.25

We need to have an Applicability Statement for PPP over X.25 in view of RFCs 877 and
1356. Various edits were recommended, which will be included in an updated draft. Primary
attention should be given to reducing the size of the X.25 frame.

LQM should not be used in this environment.

The PPP NLPID SHOULD be placed in the call user data rather than being carried in
each frame.

PPP/ISD1N

Bill Simpson presented his paper on PPP over ISDN.

PPP must have the same default MRU (and any other defaults) on ISDN as in other environ-
ments. Keith Sklower will publish his IPLPDN document, "Determination of Encapsulation
of Multi-Protocol Datagrams in Circuit Switched t~nvironment~" and Bill indicates ~ha.t he
would like to copy some of the technical material from it into this document. It was deci~ded
that he would reference Keith’s document.

Parameter Negotiation

Keith and Bill will merge their documents. This document should be separate from the
PPP over foo documents, as it is desired to be placed on the standards track~ and the ]?PP
over foo documents may not be placed on that track.
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2.2.7

Charter

Router Requirements (RREQ)

Chair(s):
Philip Almquist, almquis’c©j essica, s~;anford, edu

Mailing Lists:
General Discussion: ±e~f-rreq©Jess±ca.S~an~ord. edu
To Subscribe: ie~;f-rreq-request©Jessica. Stanford. edu
Archive:

Description of Working Group:

The l%outer Requirements Working Group has the goal of rewriting the existing
Router Requirements I%FC, RFC 1009, and a) bringing it up to the organiza-
tional and requirement explicitness levels of the Host Requirements I~FCs, as
well as b) including references to more recent work, such. as OSPF and BGP.

The working group will a/so instigate, review, or (if appropriate) produce ad-
ditional RFCs on related topics. To date, group members ha.ve produced draft
documents discussing the operation of routers which are i~.~ multiple routing
domains (3 papers), TOS, and a routing table MIB.

The purposes of this project include:

- Defining what an IP router does in. sufficient detail that routers from different
vendors are truly interoperable.

- Providing guidance to vendors, implementors, and purchasers of IP touters.

The working group has decided that, unlike I~FC 1009, the l~outer Require-
ments document should not discuss link layer protocols or address resolution.
Instead, those topics should be covered in a separate Link Layer Requirements
document, ~pplic~ble to hosts as well as touters. Whether this group will create
the Link Layer ttequirements document is still to be determined.

Goals and Milestones:

Done First Internet-Draft version.

Done Second Internet-Draft version.

Done Third Internet-Draft version.

Done Fourth Internet-Draft version.

Oct 1991 Fina/Internet-Draft version.

Nov 1991 Submission for Proposed Standard.
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Internet-Drafts:

"Requirements for IP Routers Volume 1: Introduction", 09/17/1990, Philip
Almquist < draft-ietf-rreq-iprouters-04.txt >

Request For Comments:

RFC 1349

RFC 1354

"Type of Service in the Internet Protocol Suite"

"IP Forwarding Table MIB~
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2.2.8

Charter

Simple Internet Protocol (SIP)

Chair(s):
Steve Deering, deering~parc.xerox, com
l~obert Hinden, hinden~eng, sun. com

Mailing Lists:
General Discussion: sip¢caldera, usc. edu
To Subscribe: sip-reques’c@caldera.usc, edu
Archive:

Description of Working Group:

SIP is a candidate for IPng. The purpose of the working group is to finalize the
SIP family of protocols, and to foster the early development and experimenta-
tion of this protocol.

There are two major characteristics of the SIP proposal: it is very much a
continuation of IP, and it aims at maximum simplicity. A short hand definition
of SIP could be "64-bit IP with useless overhead removed."

Following the IP model, SIP uses globally-unique addresses, hierarchically struc-
tured for efficient routing. SIP addresses are 64 bits long, which is believed to
be adequate to scale the Internet up to, say, thousands of internet-addressable
devices in every office, every residence, and every vehicle in the world.

The quest of simplicity in SIP has been described as parallel.to the RISC phi-
losophy. The minimal SIP header contains only those fields which are necessary
to achieve our goal: routing packets efficiently in a very large internet. /ks a

result of this design philosophy, the SIP header is much simpler than the IP
header. Simplicity facilitates high-performance implementa,tion and increases
the likelihood of correct implementation.

Contrary to several other IPng candidates, the SIP effort is focused mostly on
the description of the final state, not on the description of t]he transition. This
is due to a coordination with the IPAE Working Group~ which has already
engaged an intensive study of transition problems, with SIP in mind as a final
state.

Goals and Milestones:

Done Post the complete SIP specification as an Internet-I)raft. This specific~tion
shall include the header format, the address format, ICMP and IGMP, the
fragmentation protocol, the source route protocol, and the the requirements
SIP imposes on higher layer protocols and lower later protocols, e.g., ARP.
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Done

Jan 1993

Jan 1993

Jan 1993

Mar 1993

Jun 1993

Done

Post an Internet-Draft specifing the SIP addressing and routing architecture.
Include discussion of multicast and mobile host support as well as a discussion
of how policy routing can be supported. Detail the changes required to OSPF,
BGP, and RIP.

Post as an Internet-Drafta specification fbr the SIP MIB. Detailthe operation
of SNMP over SIP.

Make available a public domain implementation of SIP for the UNIX-BSD
socket environment.

Make available a public domain version of modified TCP and UDP for the
UNIX-BSD socket environment.

Post as an Internet-Draft a report on the initial implementation and experience
with SIP.

Incorporate security into SIP.

Post an Internet-Draft specifying changes to I~][P needed f’or S, IP.

Internet-Drafts:

"SIP-RIP", 03/11/1993, G. Malkin, C. Huitema <draft-ietf-sip-rip-01.txt>

"SIP Program Interfaces for BSD Systems", 04/05/1993, R. Gilligan <draft-
ietf-sip-bsd-api-00.txt >

"Administrative Allocation of the 64-bit Number Space", 04/19/:1993, W. Simp-
son < draft-ietf-sip-64bit-plan-00.txt >

"SIP System Discovery", 04/21/1993, W. Simpson <draft.-iet:[-sip-discovery-
02.txt>

"SIP addresses in the domain name service Specifications", 06/11/1993, C.
Huitema < draft-ietf-sip-dnss-00.txt >
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CURRENT MEETING REPORT

Reported by Robert Hinden/Sun Microsystems

Minutes of the Simple Internet Protocol Working Group (SIP)

These minutes are based on notes taken by Christian Huitema.

The SIP Working Group held two sessions and a demonstration at the Amsterdam IETF.
The first session was 12 July at 4:00 p.m. The second session was 15 July at 1:30 p.m.
Both sessions were audio/video multicast on the Internet. The demonstration was held on
14, 15, and 16 July.

Agenda

¯ Administrivia
¯ Review of Action Items
¯ Implementation Status Reports
¯ Demonstration Plans
¯ SIP Source Routing
¯ Review of Recent Work
¯ Assign Action Items

Administrivia

Bob Hinden introduced the agenda. Ross Callon mentioned his desire to add transition
plans as a discussion item. The item was added, but due to a lack of time in the second
session, was not discussed.

Review of Action Items

Editor’s Note: A list of action items and their status is available via FTP or mail server
from the remote directories as/ietf/atm/atm-minutes-93jul.txt. Refer to Section 1.2 of the
proceedings for retrieval instructions.
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Implementation Status Reports

¯ Public Domain BSD

A presentation was given by Werner Vogel. Three BSD implementations have been done:
Initial INRIA, full 64 bits, x-kernel. The target of INESC is BSD, specifically Much and
x-kernel.

Werner presented the architecture of the INI~IA implementation:

¯ SIP processor i~.~ the kernel
¯ Interface configuration and route set up
¯ 64-bit ping
¯ 32-bit TCP and UDP without fragmentation

Other features are implemented but not yet tested.

Performance of the loop-back interface is faster than straight IF. Ferforman.ce over Ethernet
is equivalent to IP (same figure). NFS (block of 1K) and A]~S work over 

Next steps: more debugging, real 64-bit TCP, transport level support, integration of routing,
use real interfaces, checksums, etc.

¯ Sun Solaris Implementation

Erik Nordmark gave the presentation. Sun included the "border router" code. SIP Multicast
is implemented. VAT and NV work over SIP using multicast address translation. They are
working on getting "traceroute" to work ove:r the encapsulation, and avoiding the "lost
ICMP" problem.

For solving the lost ICMP problem, the SIP process has to keep track of the tunnel’s MTU,
and also of the "unreachable" status of tunnels. The TTL exceeded problem is harder to
solve. This can be delegated to the routing process for "inter-router" tunnels, but cannot
easily be used for "tail" tunnels. Tony Li mentioned that SDR is using "tunnel IDs" (64-bit
encapsulation header) in order to solve this problem. He suggested we look at the SDR IDs.

¯ SIP IDRP Status

Sue Hares described the status of IDI~P for SIP. She said that IDKP iis part of "gated"
which is already multiprotocol. She needs a SunOS 4.1 implementation (INI~IA/INESC) 
test the relaying of the packets over SIP, and for installing SIP routes. She believes the code
is modular enough to install routes without problems. Yakov Rekhter mentioned the pos-
sibility of having extra attributes, for automatically installing tunnels. Sue also mentioned
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extensions for multicast, for example, using the next hop information for memorizing the
"broadcast tree" from a given source. A base level support could be ready for test within
a month given a kernel. The link between IDRP and IGPs other than IS-IS is neither Clone
nor funded. She suggested finding volunteers within the working group. Code is p~Lblic
domain and can now be provided to "co-developers."

She also mentioned that the ISO IDRP specification will soon be published as an Informa-
tional RFC.

Demonstration Plans

Bob Gilligam presented the IETF demonstration set up. There were 6 sites participati~ag:

¯ IETF at Amsterdam
¯ Xerox PARC
¯ TGV
¯ Sun

¯ Intercon Macintosh
¯ Be~me & Whiteside (PC with DOS)

The first 4 sites run a SIP border router; at PARC and TGV, an IP host points to the SIP
border router. In the last two sites, PCs and Macintoshes are isolated SIP hosts, connected
to the routers in their domain space. Metro addressing is used. Werner volunteered the
addition of a BSD SIP host in Portugal to the demonstration.

The demonstration featured Telnet, FTP, Ping, Traceroute, and \rAT. FTP "third party"
connections are limited to using the same prefix as the control connection.

SIP Source Routing

Charlie Perkins presented the use of source routing for solving the "’mobile routing" problem.
The classical problem is router efficiency: the forwarding of IPv4 packets with source routes
was slow, which lead to the use of IP encapsulation. Source R,outing (SR) also has 
bad reputation for security, though encapsulation has the same inherent problem. SI~ has
slightly less overhead than encapsulation (16 vs 24 octets). ICMP messages are delivered
to the source with SR,, and to the encapsulator with IP encapsulation. There are also
slight differences with fragmentation (reassembly at end of tunnel for encapsulation is less
efficient), and MTU discovery in which tunnels are transparent.

The decision is in fact linked to "who does what." The source itself should do SR, but
intermediate hops should use encapsulation.
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On the lesson of the mobile IP experience: The SI]? specification should be clearer about
"reversal of source routed packets." It is not very clear, bu~: it appears that "layer 4" solu-
tions are generally inadequate. This design should really be studied inside the MOBILEIP
Working Group. Tony Li mentioned that it is; also being addressed by the SDR Working
Group.

Review of Recent Works

¯ SIP RIP

Gary Malkin presented comments received from Garcia Luna Aceves c,n SlIP RIP. The loop
detection algorithm is not described precisely, and needs to be corrected. However, this is a
major improvement over previous version of RIP, with the cost of more CPU. A consequence
i~ that the m~ximum number of hops :has been rMsed ~o 32.

Paul Francis asserted that loops are better than black holes, as you do not miss packets.
He suggested that we look at using a path vector algorithm. Tony Li rejected the idea of
accepting routing loops, as they are tr~.ffic multipliers that generate congestion; he also said
that path tracing is a significant modification of the protocol. He said that cisco found
that path tracing breaks when "route filtering" is in operation. He suggests that DUAL,
which includes incremental updates, and guarantees loop freedom, is looked at. Toni also
mentioned that some networks are larger than 32 hops, and that we should use path metrics,
but that would make the whole thing much more complex.

Tony Li then offered to provide SIP-.IGRP, giving change control to the IETF for SIP-
specific extensions! After considerable discussion, the working group agreed that this should
be pursued, given the usual caveats about licensing agreements and change control.

A proposal was made that SIP RIP should be limited to be used in "small networks." This
raises the question of how should the current; SIP ][~IP draft be progressed. The working
group decided to continue with a basiic version of SIP RIP (without the loop control) and
to ask the RIPv2 Working Group to take on the issue of loop control.. The current version
of SIP RIP (without loop control) will be called SR][P.

¯ System Discovery

Bill Simpson led the discussion on the system discovery draft.

Not a lot of implementation was done of the current version of the Router Discovery ICMP
message type. It was nice, but it lacked extensibility. The current draft proposes a "single
block with extensions" format:
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SIP ÷ ICMP headers
IFACE
MAC
Services
Security label
Changed prefix
Oos
Authentication

This format is similar to Novell’s SAP. There are two messages: solicitation and response.
The message operates similarly to the router’s advertisement ICMP. "Changed prefix" is
intended to enable dynamic address reconfiguration, which should have similar effects on
TCP as on the current IP mobility solutions, i.e. require some form of source routing to
retain the existing address.

The security label is really informational. QOS is "claiming to be the router for a particular
QOS." This, as the security label, is equivalent to similar fields in the OSPF and IS-IS
"hello" packets.

The service field is used to advertise the location of particular servers, e.g. "DNS" or
"bootp."

Tony Li suggested having both a length and an AFI for the "iface" parameter. He also
suggested making both "MAC" and "service" optional. Greg Minshall suggest MAC should,
on the contrary, be present all the time in order to facilitate parsing. Greg also suggested
that the experience acquired by Novell suggests that "service" is not a very good ideakhe
would prefer to use multicast queries. Steve Deering observes that there are more clients
than servers, and that having servers advertise themselves is preferable (less traffic). Geert
Jan de Groot questioned this assertion, as the "keep polling with backup" is more s’~able
and easier to diagnose (the repeated packet pops in link analyzers, etc.). Bill Simpson
mentioned that the algorithm which he described is exactly that of "IP router discovery,"
i.e., tested and true.

Paul Francis questioned the utility of the QOS field: there is no such thing as a QOS per
router, but rather per router/destination tuple. The group agreed that redirection is a
better solution. Paul also suggested that a strictly router-to-host protocol is much simpler
than router-to-router hellos, and that the two groups do not have the same frequency and
complexity requirements.

In order to do this for mobile systems, one also needs to carry ~. "list of routers heard by
mobile" in the solicitation messages send by the mobiles. This needs to be discussed on the
SIP mailing list.
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Host Auto Configuration

Bob Gilligan presented a set of "preliminary ideas" that he proposed to. the,, mailing list on
auto configuration. He proposes to represent the address as a combination of:

Prefix + Suffix

63

The suffix part is allocated by the system administrator. The prefix is heard from the router
advertisement. At boot time, the systera obtains (by various means) the "local suffix" (e.g.
32-bit IP address); then it obtains the "prefix" from the router advertisement and combines
it to form a complete address.

Christian Huitema suggested that this is a very dangerous scheme as one can inadvertently
boot the system in a new environment where the. suffix is not unique. Bill Simpson suggested
using a combination of IEEE 802 and directory names.

Paul Francis suggested the use of a two hop source route: the IE]~)E 802 unique SIP address
of the host, and the router address obtained from the advertisement.

Conclusion and Assignment of Action Items

Steve Deering mentioned the need for more i:caplementations, and also the need to start
deployment. Members were encouraged to go see the demonstration in the terminal room,
with border touters, VAT over SIP, Internet Talk Radio acquired over SIP, etc.
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~SlP WORKING "GROUP MEETING

July 12, 1993

"/
Internet Engineering T~k Force Meeting ~

~,.
Amsterdam

J

¯

---’ AGENDA

Administrivia

Review Actions Items

Implementation Status Reports
- BSD 4.3 Implementation

- Sun Implementation

- Other Implementations

¯ Demonstration Plans

¯ SIP Source Routing / Charlie Perkins

AGENDA (CONT.) " ~

Review Recent Work

- System Discovery
- Host Auto Configuration

- SIP RIP

- SIP DNS

¯ Conclude and Assign Action Items i
.’ ACTION ITEMS

~
ACWION: Evexyone tend Auto.Configuration !~ and reply to ILst

and ptlt on ~genda |~t- next meeting.

ACTION: Ct~’Rer define ,,,~d plan Amstexdam demo.
.

ACTION: Hi--rig agenda for Ams~cdam meetiag.

AC’rlON: Gilligan/Mulligan to def’me and write up.

ACTION: Gilligan to post his mo cmfigmtim ~J to li~t.

l
A~ON: Jim ~ toc~c a w..g ~y.

1

A~: ~ili~ to ~ ~ ~ BSD A~ f~ SIP ~u~t.

1
A~ON: ~ng ~ w~ ~ ~ ~ ID ~t.

1

ACTION ITEMS (CONT.) ~,~

ACtiON: Christian Huitema: To imst as an lateener Draft of DNS clumges
for SiP (if no( ah~eady posted).

AC~’~ON: Simpson to gc:t s~al~as of IDRP ~ at~d tmpo~ to IL~t.

ACrlON: Dnering/Hinden to ask John Moy to do revision of OSl~ for SiP
doc~mem.

ACTION: Deexing to write ICMP for SIP document.

ACYION: Deoring will alu) im:lude IGMP changes to ICMP docun~m.

ACTION: Christian Huiteam: Will produce a new version of SiP for RIP
document or get Gary Malkin to do it.

ACTION: Dnering to look at SIP RiP to make sure it includes multk:~-t
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...... ACTION ITEMS (CONT.) 

’~

ACI’iON: Dee~iag to write ICMP fe¢ SIP document.

[ACTION: Dee~g will also inclu~ |GMP changes to ICMP docume~ [

ACI’ION: Ch’ist~ Hui-- Will produce ̄ aew ve~oe o~’SIP f. RIP i/

do.meat or- get Gary Ma~kin to do ic

]1^crlo~: ~ to too~ -, sip RI~ ~o ..~e s.re i~ i.cl.~es ~.~ti~st II

.... ACTION ITEMS (CONT.)’ "

ACTION: Hinden ~o upcbae and submit criteria as Infom~ioual RFC.

ACTION: Crocke~ to ask Matstudl Re~e to develop SIP MIBs.
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SIP DEMONSTRATION

July 14-16, 1993

Internet Engineering Task Force Meeting
Amsterdam

SIP OVERVIEW’

SIP: Simple Interact Protocol

- Evolution of IPv4
- 64-bit Addresses

- Header Simplification

Options rnovcxi to Separate Headers

¯ IPAE: IP Address t~capsu~ation

- Transition Sclheme for SIP

- Uses Encapsulation and Translation

- Flexible Deployment Scheme

- Self Configuring Ipv4 Compatibility

#~,-’~ WIIAT IS BEING DEMONSTRATEi)

¯ SIP Communication

- SIP <-> IPv4 Translation

- SIP Encapsulation (IPAE)

¯ SIP Border Router **

¯ SIP Multicast **

¯ SIP Tmceroute

¯ SIP Packet Monitoring

** New from Columbus IETF Demonstration

SIP DEMONSTRATION DOMAINS’

DEMONSTRATION CONFIGURATION

Palo Alto, CA
9404:2:. ! 3. 1.68.3 1404:1: ! 92.9.5.2

3741:1:192.87.100.6

SIP to SIP COMMUNICATION

On Amsterdam SIP Hos’t, enter:.

% telnet 1404:1:192,.9.5.2
- Traffic flows

- Pure SIP from across AmsWJdam subnet to
Amsterdam SIP Border Router

IPAE across ~he Interact to Mr. View border
router

- Pure SIP across Mr. View subnet to Mr. View SlIP
Host.

¯ Monitor SIP and IPAE Traffic in Snoop SIP and
Snoop IPAE windows

¯ Demonstrates SIP Forwarding between SIP Border
Route= across an IP Backbone
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SIP to IP COMMUN|CATION -

¯ On Amsterdam SiP Host, enter:.
% telnet 9404:2: ! 3. i .68.3

- Traffic flows
- Pure SIP from across Amsterdam subnet to

Amsterdam SIP Border Router
IPAE across the Interact to Palo Alto Border
Router

- IP across Palo Alto subnet to Palo Alto IP Host
-Remm 1P Traffic is Mapped to SIP in Palo Alto

Border Router
¯ Monitor SIP and IPAE Traffic in Snoop SIP and

Snoop lPAE windows
o Demonstrates SIP Forwarding between SIP Border

Routers across an IP Backbone and Translation
t̄o/from IP

~ ¯ On’==-=== ][P to IP COMMUNICATION "
Amsterdam SIP Host, enter:.

% telnet 13.1.68,,3
- Traffic flows

- Pure liP fi’om actor; Amsterdam subnet to
Amsr0erdam SliP Border Router

- Amsterdam Border Router Maps IP Traffic to SiP
- IPAE acaoss ~he Internet to Palo Alto Border

Route~-
- IP ac,ro~s Palo Alto subnct to Palo Alto IP Host
- Return IP Traffic is Mapped to SIP in Palo Alto

Bord~ Router
¯ Monitor SIP and IiPAE Traffic in Snoop SIP and

Snoop IPAE windows
¯ Dexaonstrates IP Forwm’ding between SIP Border

Routers across an IP Backbone and two Mapping to
SIP

’

’ ’ SIP MULTICAST ....

. VAT is running on SIP Host and SIP Border Router

- Turn on Microphone ~md talk

¯ Traffic flows
- Pure SIP Multicast across Amsterdam subnet

: M~~ii:i S~iesM2 ! tIpi~~12racasflii~;~pm~/i:~ivndO~

~-=-=’--=--=-" OTHER APPLICATIONS

¯ FTP, TFTP, PING, TELNET

- All Work in all Modes (SIP, IPAE, IP)

- e.g. ping ~.~04:2:13.1.68.3

ping 13.1.68.3

- lntemex Talk Radio Play over SIP TCP Connection

% itr_play -v 1404:1:192.9.5.2

Nc~e: Relent: Audio Device by Clidfing Lower
Name Stripe in VAT

f ’ SIP TRACEROUTE ’
~

- On Amsterdam SiP Host, enter:.
¯ %/usr/sbin/traceroute 1404:1:192.9.5.2

¯ Observe
SIP Hops Along Path

- Note: Currently don’t show IPAE Hops

¯ Demonstrates Tracing of SIPflPAE Routes

"-- ACTIVE PARTICIPANTS
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BSI)~tach
IX)S &Wind~
IRIX

Mac OS
OSF

VMS

IMPLEMENTATIONS ...... ~

INESC Con~ (~¢In¢~. NFS. AFSo UDP~ SIP: A Simple interact Pm~o~i. S. Deering. May "93 IEEE Netw~k.
S~npte l~eraet Protocol (SIP) Spec~_~,_;’_~_ . interact Draf~
draft-deefing-sip4)O.utt

ID~ for ~P. S. ~ l~ ~ ~~~ .
OSPF for SIP. ~ H~ ~ ~ ~-~~~
sip ~ ~ ~ ~ ~v~ ~ ~. c H~ ~

~P P~ i~ for ~’D $~. ~ ~lli~ In~ ~

~P S~ ~, W. Si~ ~ ~ ~~~m

~-~i~t~.m

I~ C~e~ ~ for IP ~ ~~ (IPAE) ~ ~ 
l~e~t Pmt~ (SIP), ~ H~ ~ 

-~-i~-ipv7~.ut ~

WORKING GROUP INFORMATION ’ ’

¯ SIP Working Group Mailing List

sip-request @calder~usc.edu

- SIP Archive

parcftp.xerox.com /pub/sip/
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2.2.9

Charter

TCP/UDP Over CLNP-Addressed Networks (TUBA)

Chair(s):
Mark Knopper, mak©merit, edu
Peter Ford, peter©goshawk, lanl. gov

Mailing Lists:
General Discussion: tuba¢lanl.gov
To Subscribe: Zuba-requesZ©lanl. gov
Archive:

Description of Working Group:

The TUBA Working Group will work on extending the Internet Protocol suite
and architecture by increasing the number of end-systems which can be effec-
tively addressed and routed. The TUBA effort will expand the ability to route
Internet packets by using addresses which support more hierarchy than the
current Internet Protocol (IP) address space. TUBA specifies the continued
use of Internet transport protocols, in particular TCP and UDP, but specifies
their encapsulation in ISO 8473 (CLNP) packets. This will allow the continued
use of Internet application protocols such as FTP, SMTP, TELNET, etc. An
enhancement to the current system is mandatory due to the limitations of the
current 32-bit IP addresses. TUBA seeks to upgrade the current system by
a transition from the use of the Internet Protocol version 4 to ISO/IEC 8473
(CLNP) and the corresponding large Network Service Access Point address
space.

In ~ddition to protocol l~yering issues ~nd "proof of concept" work, the TUBA
approach will place significant emphasis on the engineering and operational re-
quirements of a large, global, multilateral public data network. TUBA will work
to maximize interoperatability with the routing and addressing architecture of
the global CLNP infrastructure. The TUBA Working Group will work closely
with the IETF NOOP and OSI IDRP for IP Over IP Working Groups to co-
ordinate a viable CLNP-based Internet which supports the applications which
Internet users depend on such as TELNET, FTP, SMTP, NFS, X, etc. The
TUBA Working Group will also work collaboratively with communities which
are also using CLNP, and will consider issues such as interoperability, applica-
tions coexisting on top of multiple transports, and the evolution of global public
connectionless datagram networks, network management and instrumentation
using CLNP and TUBA, and impact on routing architecture and protocols
given the TUBA transition.

The TUBA Working Group will consider how the TUBA scheme will sup-
port transition from the current IP address space to the future NSAP address
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space without discontinuity of service, although different manufacturers, service
providers, and sites will make the transition at different times. In particular,
the way in which implementations relying on current 32-bit IP addresses will
migrate must be considered. TUBA will ensure that IP addresses can be as-
signed, for as long as they are used, independently of geographical and routing
considerations. One option is to e.mbed IP addresses in NSAP addresses, pos-
sibly as the NSAP end-system identifier. Whatever scheme is chosen must run
in a majority of *-GOSIPs and other NSAP spaces. The TUBA strategy will
require a new mapping in the DNS from NAMEs to NSAP addresses.

The rationale RFC (RFC 1347) documents issue.s of transition and coexistence,
among unmodified "IP" hosts and hosts which, support "TUBA" hosts.. Hosts
wishing full Internet connectivity will need to support TUBA.

Goals and Milestones~

Done

Done

Done

Done

Done

Nov 1992

Done

Nov 1992

Nov 1992

Done

Post Initial TUBA rational, and discussion as an RFC. (RFC :[347)

Post the Initial TUBA DNS specification. (RFC 1348)

Review and approve the Charter.

Post the TUBA CLNP profile as a.n Internet-Draft.

Post a Routing and Addressing specification as an Internet-Draft, coordinated
with the Network OSI Operations Working Group and the IDRP for IP Working
Group.

Post a summary report on. TUBA deployment in the Internet.

Present the results of Working Group deliberations at the November IETF
meeting.

Post an Internet-Draff on the changes required to Internet applications affected
by the deployment of TUBA.

Post an Internet-Draft covering ~he methodologies, inst:ramentation, address
administration, routing coordination and related topics.

Post as an Internet-Draft a revision to RFC1347 reflecting lessons learned in
the Working Group deliberation.

Internet-Drafts:

"Use of ISO CLNP in TUBA Environments", 09/04/1992, David Piscitello
< dr aft -iet f- tub a- clnp- 04.txt >

"Assignment of System Identifiers for TUBA/CLNP Hosts", 04/30/1993, D.
Piscitello <draft-ietf-tuba-sysids-03.txt >
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CURRENT MEETING REPORT

Reported by John Scudder/Merit

Minutes of the TCP/UDP over CLNP-Addressed Networks Working Group
(TUBA)

Summary

¯ Tasks
¯ Documents to be moved to Proposed Standard or Informational
¯ To-do list
¯ Presentations

Tasks

Editor’s Note: A list of tasks is available via FTP or mail server from the remote directories
as/ietf/tuba/tuba-minutes-g3jul.txt. Refer to Section 1.2 of the proceedings for retrieval
instructions.

Documents to be Moved to Proposed Standard or Informational

¯ CLNP for TUBA [draft-ietf-tuba-clnp-03.txt]

Will be presented to the area director to be moved to Proposed Standard.

Sysids [draft-ietf-tuba-sysids-01.txt]

Will be presented to the area director to be moved to Proposed Standard. This is
already how OSI hosts at Merit are addressed.

It was suggested to present this to the ATM Forum--David Piscitello and Brian
Carpenter will pursue this off-line.

I~SAP Allocation Guidelines [RFC 1237]

This document is currently a Proposed Standard. Ross Callon suggests that it needs
editing (and volunteers to do it, too). Ross will edit it, ]place it in the tuba-docs
directory on merit.edu, and send ~ notice to the mailing list (maybe to the NOOP
list too).

RFC 1237 will be recommended to be moved to Draft Standard after editing is com-
plete (before the next .IETF).
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FUBAR (FTP and UDP with Bigger Addresses) [draft-piscitello-ftp-bigports-01.txt,
tuba-only version]

TUBA and TP/IX implementati.ons of FUBAR supposedly exist.

There was quite a bit of discussion about problems with FUBAR aJ.~d TUBA trans-.
lating gateways.

Some editing is needed on the document: five-letter commands need to be changed
to four-letter, and various frivolities need to be elided. An appe~.~dix is to be written
specifying use of FUBAI~ for TUBA.

In the spirit of compromise between problems with FUBAR over tranLslating gateways
and the need for some specification for big address FTP, there was agreement to move
for Experimental status now, to be reviewed at the next IETF and then moved to
Proposed Standard.

DNS forward lookup (name ~ I~SAP lookup)

There is a document for forward, lookup only, no inverse lookup.

RFC 1238 needs to be moved to Historical, since reverse lookup is ’~’broken." Inverse
lookup has been implemented, but is very slow. There is a new Internet-Draft that
does not include reverse lookup. Richard Colella and Bill Manning will edit the
Internet-Draft for next time. RFC 1238 will be left in place for now.

A DNS guru volunteer is needed. Richard is interested in working with this guru.

This will be discussed in Wednesday’s DNS m.eeting.

Routing and Addressing Architecture

There is already such an architecture published in ISO 957x (Da~vid Piscitello or Dave
Katz may know the real number).

957x will be translated to ASCII text. (Mark Knopper will work on doing this, Lyman
Chapin, Yakov Rekhter and David Piscitello will provide a raw document.)

David Piscitello is changing 9542 to ASCII, Lyman is changing 8473, and Kunzinger
has changed 10747. IS-IS and 957x need to be done. All will be recommended as
Proposed Standards and made available both in ASCII and PostScript.

Relevant ISO documents are available (in PostScript) for anon:~mous FTP from
merit.edu.

EON

Will be recommended as a Proposed Standard.



2.2. INTERNET AREA 171

To-do List

¯ DNS inverse lookup (mentioned. above)

Transition plan

To be discussed at the next meeting. Some anxiety was expressed that the plan needs
to be finished well before the next IETF.

Peter Ford and John Curran are working on a transition plan.

A rough transition outline is:

Dual-stacked hosts
CLNP in routers
CLNP over IP infrastructure
IP over GLNP infrastructure

This segued into a discussion of the existing infrastructure, which led to discussion
of EON: the EON RFC (RFC 1070) is still in Experimental status. There was some
discussion about whether changes to EON are needed and worthwhile. Dave Katz
volunteered to edit it and recommend it as a Proposed Standard. John Scudder will
try out EON in BSD/386.

It might also be useful to have an IP in CLNP tunneling documents.

¯ Mobile hosts: Yakov Rekhter commented that TUBA will adopt whatever the Internet
community decides on for IP.

¯ Formulate RFC 1380 responses.

¯ Working groups we have/want liaison with: DNS, FTP, ATM, RARE, NOOP, and
any working groups arising from the O$IEXTND BOF.

Presentations

Autoconfiguration "a la" DEC (Chris Gunner)

NSAP structure:

l-Area Address I-ID I-SEL-I
< ...... n oc1~ets ...... > <-6 oct--> <-I->

¯ Routers are configured (by hand) with area addresses
¯ End-systems "know" their IDs (e.g. MAC address) and ’~know" SEL(s)
¯ Routers send IS hellos (ISO 9542) with NET (NSAP)
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¯ End-systems receive IS Hello and:

- Extract area address
- Create NSAP(s)(area address ÷ ID + SEL(s))
- Send ES Hello(s)with NSAP(s)

The migration to new area addresses is said to be pretty easy since an end-system can have
both an "old area" and a "new area" NSAP.

Named objects, e.g. "node" (system)., may have protocol "stack" attribute information,
e.g.: (in DEC DNS)

Upper Layers ] ==> ] :SNMP
CLNP, NSAP(s) I UDP, Port

+ I CLNP, NSAPs

When an end system’s NSAP(s) change:

¯ Update naming service entry for objects for that system
¯ Requires name service protocol to do update
¯ System needs to have write access to these objects

This is basically a way for end-systems to update the DNS automatically when their ad-
dresses change. There was some concern of how to do this in the current DNS--Yakov
commented that when standard IP DNS knows how to do this, TUBA will adopt it un-
changed.

Issues:

¯ Frequency of updates
¯ Update failure- e.g. no write ~.ccess - requires manual DNS override ability
¯ System state information about interaction with name service (transient failures)

Multicast (Dave Katz)

¯ Group NSAP addresses hack

Parallel AFI space (10-99 ~ A0-F9) (since AFI is in BCD)

- Synacfically distinct but parallel space
- Hierarchy possible (unlike IP multicast space)
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CLNP

- Multicast Data (MD) PDU
Distinct from DT PDU

- Scope control options? ("I want this packet to go only this many administrative
hops.")

ES-IS

- NSAP ~ SNPA dynamic binding
- Group membership announcement
- Extra unicast hop - if you want to send multicast, you unicast your packet to

an IS which then forwards it appropriately. You never get a redirect to start
multicasting on the LAN.

Could be changed to be MOSPF-like
No active work

IDKP

No work yet

For more information see OSI Extensions for use in the Internet BOF

ES-IS Address Administration (Dave Katz)

See ES-IS second edition. PostScript file on merit.edu.

ES IS

"who am I?"
(to ask for an
address)

"I am bar" (ESH) --->
(to notify IS of
who ES has decided
to be, incl holding
time of up to 18
hours)

"You are foo" (for 18 hours)
"You are bar"
(offers some addresses, guaranteed
to be reserved for ES for holding
timer duration)
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Issues:

¯ May not really want automatic assignment (security concerns)

¯ IS does not know some host information (e.g., IP address)--it raight be nice to provide
this input to construct the NSAP (or MAC address, other host-specific info)

¯ How can we deny service to undesired, hosts? (e.g., send an end-system a bogus
address to "shut him up"

Attendees
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CURRENT MEETING REPORT

Reported by Peter Ford/LANL and John Scudder/Merit

Minutes of the joint session of TUBA~ NOOP and I~AI~E CLNS Wor:king
Groups

Marcel Wiget reported on the RARE CLNS Pilot. CLNS was run over a variety of media
across Europe. The objectives of this project were routing coordination and testing of
CLNS implementations to feedback to vendors and implementorso Systems were deployed
on a wide variety of platforms including cisco, DEC, Sun, BSD systems, Novell and others.
Applications tested included X.400, X.500, FTAM, DECnet, VT, TUBA, OSI Ping, and
traceroute.

RARE developed databases for the distribution of addresses (NSAP, NSEL, TSEL, etc.) and
routing topology. Tools used for managing the network included c][np_traceroute, tcpdump
(INRIA), bis_ping, and proxy managers for sunnet manager. They also have extem~ions
to the Internet rover. There are also tools for managing consistency between DNS and
host files. All of these are available via anonymous FTP from ftp.rare.nl or anonyraous
FTAM/FTP from nic.switch.cs:/network/clns. To be added to the discussion list, send a
request to wg-ll~c-clns-reques~c@rare.nl.

Current activities include a task force for CLNS routing coordination. They are discussing
how to take advantage of the RIPE routing registry which will require developing a schema
for representing this information. There is also discussion of forming TUBA and IDRP task
forces but there is a sense that perhaps it is best to do that sort of work in the IETF.

In discussing the scale of the CLNS pilot, it was interesting to note that the UK has now
turned on Phase V DECnet~ and that the Italian high energy physics lab has over 100 CLNS
routers at this time. It is estimated that there are over 200 CLNS touters in Europe e~t this
time.

Dave Katz reported that the IDRP specification is on its way to Geneva~ and that it will
become a full International Standard at the October ISO meeting in Seoul.

A spirited discussion was held on the use of IS-IS for routing t]he global CLNS network.
Many felt that the size of the current CLNS system was too:[ l~.rge to be managed "with
IS-IS. There are also issues of whether or not certain networks (e.g. CERN) would want 
absorb the routing of the entire world into their own world. Dave Katz suggest building a
"virtual core" for doing some of this. Further discussion of this will be done on the NOOP
mailing list.

There are now many TUBA implementations:

¯ PC/MS-DOS by Richard Colella. Source code is available via anonymous FTP from
osi.ncsl.nist.gov.
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¯ SunOS - kernel mode TUBA by Francis DuPont. Source not available unless you
have a BSD 4.3 license.

¯ Francis Dupont reported on the user mode network layer translator implemented in
user space on SunOS that currently runs on top of Sun’s OS][ implementation. The
sources are available; send mail to, Francis.

¯ Peter Ford reported on further work on top c)f Keith Sklower’s implementation of
TUBA on the BSDI platform. If you have a BSD 4°3 sottrce code license you can
get these sources for BSDI (send mail to Peter). There are now implementations 
TELNET, FTP (using Dave Piscitello’s FUBAtl. specification), tinge:r, and there is 
version of inetd which manages CLNP sockets for Unix implementations.

¯ Cyndi Jung reported that 3Corn touters contimxe to suppo:rt TUBA.

¯ Dino Faranacci reported cisco routers Mso support TUBA. Images ,can be obtained
from ftp.cisco.com:/beta921-dir/*.931_O. 14.Z where * is replaced with the cisco model
you have. You need to send m~il to c:l.~.s-be~;a-reqz~es~;¢~c±sco, c~m ~o get on the
mailing list if you pick up one of these .images.

Cyndi :lung reported on CLNS efforts for the next INTEROP in San Francisco (August 21
to August 26). She noted that this would be a good. opportunity to demonstrate TUBA;
George Chang is working on getting some spots around ~he show floor to demonstrate
TUBA. The mailing list for discussion iis osiig©spi’cfire, in~erop, com.

The meeting ended with a discussion of where to discuss TUBA deployment. It was decided
that this should happen on the NOOP mailing list.
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2.2.10

Charter

TP/IX (TPIX)

Chair(s):
Vladimir Sukonnik, sukom~±k©process, co,~

Mailing Lists~
General Discussion: tpix©world..~td, co-,
To Subscribe: tp±x-request©world, s~cd. corn
Archive: world, s~d. corn: "/pub/~p ix ]*

Description of Working Group:

TP/IX is a new version of the IP, TCP, and UDP protocols, to advance the
Internet technology to the scale and performance of the next generation of
internetwork technology. TP/IX has been assigned the IP version number 7.

The working group is chartered to review the TP/IX and RAP protocols, eval-
uate issues arising during product development and deployment planning, and
to document problems and explanations for any parts of the coexistance with
IPv4 not covered directly in the TP/IX-IPv4 interoperation design.

The group will also be the initial forum for development of the I~AP protocol
while it is experimental; this work will need to be moved to the Routing Area
when it is to be advanced.

Goals and Milestones:

Done

Done

Done

Nov 1993

Dec 1993

Present the TP/IX (formerly IPvT) and the RAP protocols to the IETF Plenary.

Post the TP/IX Protocol and the trAP protocol as Experimental I~FCs.

Hold Working Group meeting to discuss additional definitions. Prepare cri~;eria
to be met prior to standardization.

Hold Working Group meeting to evaluate the TP/IX and ttAP protocols for
Proposed Standard.

Submit the TP/IX and P~AP Protocols to the IESG for consideration .as a
Proposed Standard.
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Internet-Drafts:

"Initial AD Assignment Plan", 06/07/1993, R. Ullmann <draft-ietf-tpix-adplan-
01.txt>

"Transit Policy Routing in TP/IX", 06/1.5/1993, R. Ullmaan <draft-ietf-tpix-
transit-01.txt>

"TCP version 7 options", 06/30/1993, R. Ullmann <draft-ietf-tpix-tcpopt-
00.txt>

Request For Comments:

I~FC 1475

RFC 1476

"TP/IX: The Next Internet"

"RAP: I~ternet Route Access Protocol"
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CURRENT MEETING REPORT

Reported by Vladimir Sukonnik/Process Software Corporation

Minutes of the TP/IX Working Group (TPIX)

First Session Agenda

¯ AD assignment plan
¯ Transit network policy

Status of the TP/IX Proposal

The session started with Vladimir Sukonnik’s short presentation on the status of TP/IX
and RAP projects. RAP version 1 has been released as a commercial product by Process
Software Corporation. The work has begun on implementing TP/IX in future releases of
the product. Two Experimental RFCs have been published describing RAP and TP/IX,
thus setting the stage for vendor prototype implementation. Vladimir has also outlined the
main features of TP/IX and how they compare to other IPng proposals.

Transit Network Selection

Robert Ullmann described the Transit Network Selection Internet-Draft. The document
outlines an approach to allow network users to select the carrier the same way the telephone
customers in the US can select a long-distance provider. The idea iis that the border router
within the customer’s management must be able to acquire knowledge in real time of the
availability and costs of the transit networks, and be able to select one for each datagram
forwarded to the external router.

Administrative Domain Assignment Plan

Robert presented an idea on how to assign Administrative Domain. ~mmbers for the version 7
Internet. The objective is to use a very small amount of space i[n the numbering system,
while providing the necessary distribution of authority. AD numbers are assigned out of
the same numbering plan as version 4 network numbers. This helps prevent confusion when
the first part of an IPv7 8-byte address is erroneously used as an IPv4 address. It also may
be useful in routing ADs with existing routing protocols. The AD ].92.0.0 is assigned tc, the
present version 4 numbering plan. This AD has ~ specific plan for assignment within it:
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¯ The first 24 bits are the AD (192..0.0).
¯ The next 8 to 24 bits are a network number, each assigned to a specific organization.
¯ The remaining 16 to 40 bits are assigned to subnets and hosts by au’ghority reserved

to a specific organization.

Transition

Tim Dixon asked Robert and Vladimir to elaborate on the transition plan for TP/IX. As
noted in RFC 1475, it is possible to provide a mostly-transparent bridge between IPv7 and
IPv4. Most of the translation should consist of copying various fields, verifying fixed values
in the datagram being translated, and setting fixed values in the datagram being produced.
The objective of the conversion is to be able to upgrade systems, both hosts and touters,
in whatever order desired by the owner,s. Organizations must be able to upgrade any given
system without reconfiguration or modification, of any other system; IPv4 hosts must also
be able to interoperate essentially forever.

Future Plans

Robert was asked to elaborate on the future plans for TP/IX:

¯ RAP version 1 is done and shipping.
¯ Prototype TP/IX is planned to be shipped in the next release of the software.
¯ Design is ready for vendor prototype.

Second Session Agenda

¯ TCP large window/performance options
¯ Record Marking option

In the second day of the working group meeting, Robert described, the TCP version 7 options
Internet-Draft. By enlarging the TCP window and sequence number fields to 64 bits, we
can avoid the problem that TCP v4 is having :now. Mainly~ the wrap-around time with the
current TCP version is relatively short for fast networks.

Selective Acknowledgement Option

There is a new option to allow the receiver to indicate that some block of data, not "con-
nected" to the left (start) edge of the TCP window, has been received. This option will
allow unnecessary retransmissions to be avaided. Only lost segments will be retransmitted,
not the whole window. This option is useful on connecti~ons with large RTTs and large
bandwidths.
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Timestamp Option

There is a new option to accurately measure the round-trip delay of the network path being
used for a TCP connection. It contains a timestamp value selected by the sending TCP,
and a copy of the most recently-received timestamp from the other TCP.

Record Mark Option

This option indicates the boundary of an application record. The :record mark is constructed
by the TCP service interface at the sender, and passed to the receiver’s service interface.
It is not used directly by the TCP, excep~ that the TCP may use record marks as hints for
where segments might be divided for maximum performance.

Large Port Number Field

Another proposal is to increase the TCP/UDP port number fields to 32 bits. The current
version is suffering from "port burn-out.’~ The current field size o:t" 16 bits will max out at
16K connections in four minutes. Port numbers are divided into several ranges:

0

1-32767

32768-98303

98304 up

Reserved

Internet registered (well-known)protocols

Reserved to allow TCPv7-TCPv4 conversion

Dynamic assignment

Attendees
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2.3 Network Management Area

Director(s):

¯ Marshall Rose: mrose.iesg@dbc.mtview.ca.us

Area Summary reported by Marshall Rose/Dover Beach Consulting

IFIP Electronic Mail Management BOF (EMAILMGT)

Harald Alvestrand presented his document defining an e-mail management model. There
is an obvious need for a common language to be used between negotiating parties, e.g.,
Internet mail manager or GO-MHS managers who talk to PTTs or commercial partners.
It is also necessary to have management tools for monitoring, controlling, and planning
changes in a Mail Responsibility area. By having a precise model, relationships between
the MTA manager, user and e-mail system customer will be more clear. Harald will finalize
his paper by adding functions that need monitoring and control~ as well as examples for
the sendmail-based systems and circulate his next version of the document ia the IFIP-
EMAILMGT distribution list. After comments from the list members the document will
be submitted as an RFC for the Houston meeting.

ATM MIB Working Group (ATOMMIB)

The ATOMMIB Working Group met to discuss the status of the work on ATM and SONET
MIBs. The ATM work took up most of the meeting time. Compatibility with the ]:LMI
MIB of the ATM Forum was an important issue. In addition, the working group did ~
detailed review of the proposed ATM MIB. As a result, a new version will be posted ~.s an
Internet-Draft. Some issues were deferred to the mailing list. The SONt~T MIB work is
rather mature. Some minor changes were agreed to. One issue was deferred to the mailing
list. A new version will be posted.

k-~ame Relay Service MIB Working Group (FRNI~T:MIB)

The FRNETMIB Working group met twice at the 27th IETF. Items discussed were Kenneth
Rodemann’s SMA draft (which received general support), Kem.~eth’s proposed VC-Table
contained in the SMA draft (which, after being converted to a "flow" table received ge~.~erai
support) and the current draft of the MIB (which received general support and a variety
of changes). The FRb~ETMIB Working Group will continue work on both the FlUS MIB
and the SMA document with the goal of completing both by the December 1993 date of
the original charter. The "flow" table work will be moved to the IFMIB Working Group.
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A revised draft of the FRS MIB (in SNMPv2 format) will be posted to the Internet-Draft
directory prior to INTEROP in August.

Interfaces MIB Working Group (IFMI:B)

The IFMIB Working Group met twice. The interfaces evolution draft was discussed in
detail. Issues in the June 1 version were; considered firstmnone were contentious.

1. Consideration was given to replacing certain objects in the old interfaces group:
ifOutQlen, ifType and ifSpecific. Proposals will be made to the mailing list.

2. 64-bit counters were discussed. It was resolved that only packet and octet counters
would be 64 bits, and the conformance groups were changed.

3. The RFC 1229 additions were discussed. Some objects were deleted, some were not.
Retained were ifPromiscuous, a modified ifI~estTable, and the ifP~cvTable.

Modem Management Working Group (MODEMMGT)

The meeting was attended by some 20 individuals representing SNMP network management
vendors, modem manufacturers, the IETF Network Management Area Directorate, and a
few users. We spent the bulk of the time discussing 5 significant architectural issues.

Good progress was made in resolving these points. We are hoping the group can produce
an Internet-Draft near the end of July. The long-term goal of the group is to agree on the
details of a written draft by the end of the year.

SNA NAU Services MIB Working Group (SNANAU)

The group reviewed the issues related to the current draft of the SNANAU MIB. Following
is the list of specific results:

¯ A number of decisions have been. reached concerning modifications of the MIB draft
in preparation to release it as an Internet-Draft.

¯ There are some points which have to be discussed and agreed upon with the SNADLC
Working Group. They will be contacted via e-mail after t:he IETF.

¯ Dave Perkins has been asked to clarify ~wo problems related to SNMPvl-v2 migration
(row creation) and the use of the new "if" group.
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We decided to suggest a supplemental working group raeeting during one of the
popular SNA implementors workshops (sometime in September). The idea is 
provide another opportunity for people who already declared their: interest or who
are potentially interested in this effort to review the MIB draft and become involved
in further work.

Token Ring Remote Monitoring Working Group (TRMON)

A final ca~l was made for comments on the TRMON document. The comments received were
incorporated into the next draft, which is available as an Internet-Draft. This document
was also forwarded to the Network Management Area Director with a recommendation that
it become the TRMON Proposed Standard. The NetworkManagement Area Directorate
(NMDItt) has started looking at the document and one of their action items is to ensure
that there are no conflicts with the Token Ring MIB. Once NMDIR is satisfied with the
document, it will be forward to the IESG.

The IEEE 802.5 committee is working on a new draft. Draft four should be available in.
September of 1993, with a conclusion of the process scheduled for March of 1994.

Once TRMON is released as a proposed standard, the TRMON Working Group will be
disbanded and the I~MON Working Group reformed for consi~÷leration of I~FC 1271
vancement. A strawman charter was presented. It was decided that the date for working:
group recommendation should be March of 1994.
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CURRENT MEETING REPOI~]?

Reported by Suzanne Smith/Lawrence Livermore National Laboratory

Minutes .of the IFIP Electronic Mail Management BOF (EMAILMGT)

Maria Dimou-Zacharova began the EMAILMGT meeting by requesting Urs Eppenberger
to present a brief statement of purpose ;and meeting schedule for the group.

Harald Alvestrand presented his document defining an electronic mail management model.
He explained the need for a common language .~nd precise definitions to promote commu-
nication between working groups and commercial partners. Particular care shouldbe taken
to ensure that his model document and the requirements document (produced by Working
Groups 6.5 and 6.6 of the International Federation for Information Processing (IFIP), ~nd
edited by Emily McCoy and Ray Freiwirth) use the same terms and defini’~ions.

Harald reviewed each section of the document and discussion followed. Urs Eppenberger
pointed out that the user agent title "Users" should be titled. "User Info" because users are
outside of the mail management system. This change would keep the document consistent.
Further attention was also given to the "Customer Services" section. Under this section,
aliases and mail exploders should be :modelled because many electronic mail customers
demand this service. }tarald would like to add an appendix to the document, with examples
from popular e-mail touters such as sendmail.

Harald plans to finish the model document by the 28th IETF in tto.uston, and possibly
publish it later as an Informational RFC.

The newest e-mail management document is dated 2 July 1993. Copies of the document
~nd the figures in PostScript can be obtained from nic.switch.ch as the following file names:

/e-mail/ifip-emailmgt/docs/emgt-93-model-text.txt
/e-mail/ifip-emailmgt/docs/emgt-93-model-drawing.ps
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CURRENT MEETING REPORT

Reported by Marshall Rose/Dover Beach Consulting

Minutes of the NM Area Directorate BOF (NMAREA)

The area director announced that an open meeting for the Network Man~gement Area would
be a regular event at each meeting of the: IETF. These :meetings will consist of an. area status
report and presentations/discussion on a specific topic of interest to the community.

The area status report is at*ached. However, two items require specific exposition:

.
Due to a lack of senior technical[ resources in the Network Management Area, the
area director is imposing a moratorium on new working groups for the remainder
calendar year 1993. At the beginning of next year, the area director will evaluate
whether the resources exist to allow the formation of new workiz~g groups. Although
there is much interest in the Network M:anagement Area, the number of volunteers
with senior experience in SNMP philosophy and design is quite limited. M~ny of
these volunteers are overloaded in terms of working group chair or working group
consultant pos.~tions. As such, the area director is unable to alloc~te resources for
new working groups~indeed, some existing working groups are suffering as a result.

2. E-mail to the area director should be addressed as mrose, iesg@dbc.mtview, ca.us
in order to distinguish between the non-area director and area director roles held
by the area director. In other words, people wanting to talk to the area director
should send e-mall to m:ose, iesg; people wanting to talk ~o Marshall Rose (Theorist,
Implementor, and Agent Provac:~teur) should send mail to mrose.

Area Status Report

The topic for this open meeting of the Network Management Area was "SNMPv2 imple-
mentation and deployment issues."

Keith McCloghrie raade a presentation on his Internet-Draft "Algorithms for Automat-
ing Administration in SNMPv2 Managers," which reports on one possible implementation
strategy.

Steve Waldbusser discussed the curren~ work on the SNMP implementation: an implementa-
tion strategy for an ultra-fast MIB compiler, and a TCL-based API for SNMP management
applications. He also asked if there would be interest in ~ CMU-hosted SNMPv2 interop-
erability testing event during either September or October. Some interest was expressed.

Jeff Case reported on SNMPv2 and ttMON demonstrations at ISINM 1993, held in April.
Seven vendors demonstrated interoperability of a variety of SNMPv2 :[eatures including
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manager-to-manager. Of particular interest was the performance boost when using get-
bulk. He also discussed implementation experience with the au~omatic clock synchroniza-
tion facilities for multi-threaded management applications.

Dave Perkins reported informal research experience with SNMPv2 with respect to size and
performance.

Finally, there was general discussion on get-bulk performance and. caching strategy.

The area director concluded the meeting by asking the attendees to be ever mindful of
SNMPv2 implementation and deployment experiences so that they can contribute to the
SNMPv2 evaluation process.
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AGENDA

e NM Area Report

© SNMP~2 Implementation and deployment Issues:

presentations and d~ussion
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SNMPvl FRAMEWORK
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I 1212 I Concise MIB Definitions
|.1157 I Simple Network Mana~lement Protocol
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SNMPv2 FRAMEWORK
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i441 l~troduction to 5NMPv2 I
1442 "~
1.443 "textual Conve:~tions for SNMPv2
1444 Confofln, ance .~;tatements.for SNMPv2
1445 Adminisl:raUve Model for SN~t~>v2
1~ Security Protocols for SNMPv2
1447 Patty M:|B for SNMPv2
1448 Protoco~l Operations for SNMPv2
1449 Transport Mappings for SNMPv2
1450 M|B for SNMPv2
1451 Manager-to-Manager

SNMPvl and SNMPv2
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PPP
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192



NM DIRECTORATE

Consider strategic evolution of the framework

Provide architectural/engineering guidance.

at the earliest stages of a WG

Review submitted l-c)s
for standards-track evaluation

No standards-setting power, but. is consulted
whenever a WG (in any area) defines a MIB module

Membership:
Fred Baker. "ted Brunner, JelT Case, Keith McCIoghrle,
C)ave Perkins. Bob Stewart, and Steve Waldbusser

MIB MODULES CURRENTLY UNDER REVZEW

SNMPv2 AND MIB MODULES

Now: use SNMPvl SM|.
but pay attention to SNMPv2 issues

August*-.draft-standard: use SNMPv2 SMI,
but w~thout new object syntaxes

Thereafter. use SNMPv2 SMI.
~thout restrictions

WORKING GROUPS

Active:
ATOM MIB, Bridge MIB, Chassis MIB, FDC)! MIB.
FRS MIB. HR MIB, HUB MIB, Interfaces MIB. MADMAN.
Modem, SNA C)LC, SNA NAU, TRMON, UPS
Character MIB, C)ECnet Phase IV

Inactive:

RMON, SNMPv2, Tflmk MIB, X.25 MIB

General SNMP list:

Moratorium on flew WGs fOr CY1993:
lack of senior technic~d resources!

NM AD’s STATEMENT OF DISCLOSURE

o Prin¢tl~al of a ¢onsultancy:

50% time for clients. 50% for community service; and.
clients neither fund nor direct any community service

o Client list:

Client MarKet Area"North American Directory Forum Directory services
SoftoSwitch E-Mall & Directory products
AT~T Bell Laboratories Network management services
lnterop Company US Program Committee

o A small number of shares in PSZ. otherwise no financial Interest In
any computer-communications company

o E-mail: n~ose.
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User~ and applications do NO’T know about SNMPv2 parties

NMS 11a$ (logically) one L .o~1: Par~y Database

Management .stacJ( (not; applications) deals with:

- clock syncl~ronlzation,

- secret update

- max message siZe

Soeclal application deals with Local Party Database admln

ll.illmmmlmm I l I

¯ Application supplies "te.~(tual ~;tring"

¯ "Context Resolve~ converts Into "~nt~ hand~"

¯ Ap011~t~n ~)~1~ "c~t~: handle" and ~ud~ ~ulre~n~
~h o~eratl~

¯ Manage~nt ~a~ dete~ln~ pa~lm l~ ~nt~ ~ be ~ (~
SNM~t communl~, ~’ n~)

¯ Convent~ns #m ~atlng noAuth/noP~ entr~ automat~l~

_ l IIII I I I

¯ Management stack can ¢lynamlcalty (e.g.. at initialization-time)
determine parties/contexts for an mdSAuth party, to:

-- clock synch,

-- update secret

¯ Management stack can dynamically determine the need fo~" clock
synch or secret update, and Perform them without application
having tO know

ill ii J i i i i

¯ FD suggests:

-- "context Ilancl~e" OOln~s to context.

- set of access control entries for a context-handle can be Cached

¯ Alternative suggestion:

-- "context handle" points to set of access control en~,rles.

-~94
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2.3.1

Charter

ATM MIB (ATOMMIB)

Chair(s):
Kaj Tesink, kaj ©cc. bellcore, corn

Mailing Lists:
General Discussion: atommib©thumper.bellcore.com
To Subscribe: a~;ommib-requast©thumper.ballcore, com
Archive:

Description of Working Group:

The AToM MIB Working Group is chartered to define sets of managed objects
which will be useful in the management of ATM and SONET equipment, inter-
faces, networks, and/or services that conform to the relevant ATM and SONET
specifications. The initial sets defined will be:

- An interface-specific MIB for ATM interfaces, which is aligned with the man-
aged objects for interface layering being defined by the Interfaces MIB Working
Group. The working group should consider the ATM Forum’s ILMI MIB for
its suitability in this respect, plus any extensions necessary to instrument the
layers between the ATM layer and the IP layer (e.g., AAL5). The latter should
take into account the work of the IP over ATM Working Group (e.g., the
"Multi-Protocol over AAL5" specification).

- Managed objects for the monitoring and control of ATM PVCs and SVCs,
both in ATM end-points and in ATM switches or networks. (Objects for ATM
SVCs will be considered after completion of the work on ATM PVCs.)

- Managed objects that instrument devices with SONET interfaces that conform
with the relevant SONET specifications. This work should closely align to other
trunk MIBs (DS1/E1 MIB, DS3/E3 MIB). The working group should consider
the existing Internet-Draft SONET MIB for its suitability in this respect.

Goals and Milestones:

Done Post an Internet-Draft of the ATM and SONET MIB.

Dec 1993 Submit the ATM and SONET MIB to the IESG for consideration as a Proposed
Standard.
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Internet-Drafts:

"Definitions of Managed Objects for the SONET/SDH Interface Type", 06/30/1992,
Tracy Brown, K~j Tesink <draft-!ietf-ator.amib-sonet-00.txt:>

"Definitions of Managed Objects for ATM l~/Ianagement’, 08/09/1993, M. Ahmed,
K. Tesink <draft-ietf-atommib-atm-00.tx~.;>
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CURRENT MEETING REPORT

Reported by Kaj Tesink/Bellcore

Minutes of the ATM MIB Working Group (ATOMMIR)

Ted Brunner kindly volunteered to take notes for these minutes..

ATM MIB(s) Work

Status

A draft has been posted and discussed on the mailing list for some time. The scope is
beyond that of ATM Forum’s ILMI MIB~ which is limited on loc~l interface. A new version
of the ILMI MIB will have address registration, and some minor polishing.

It has been suggested to maintain, as much as possible, ILMI co:mpatibility and sema:atics.
However, given the larger scope of the IETF ATM MIB, some differences will be unavoidable.

Discussion followed on Bellcore’s proposed draft MIB.

Editor’s Note: Not all points of discussion on the ATM MIB(s) are included in this version
of the minutes. A complete version is available via FTP or mail server from the remote
directories as fietf/atommib/atommib-minutes-93jul.txt. Refer to Section 1.2 of the pro-
ceedings .for retrieval instructions.

The Need for ATM Local Interface Statistics Per VCC/VPC

The draft MIB proposes for each VC and VP interface a counter for the number of received
and transmitted cells, and the number of discards due to traffLc policing and shaping.
These statistics could, for example, be u.sed to detect congestion and configuration prob-
lems. Other suggestions were not to include these statistics at ~ll for VC or VP interiitces,
suggesting that hardware costs outweigh the benefits. Still another suggestion was to have
a different conformance statement for public and private interfaces (i.e., public interfaces
do have these statistics, and private interi’aces do not). Keith McCloghrie suggested a .com-
promise, i.e., to define a test capability that can measure these statistics for specific VP
and VC interfaces for a short amount of time. Kaj Tesink will produce a draft, which will
be discussed on the mailing list.
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The Need for Physical Level Convergence Level Ma~Lagement

The current draft MIB specifies managed objec~s for the DS3 PLCP, and for the SONET
TC. The contents of the corresponding tables were reviewed and agreed to. Discussion
focused on whether these tables belonged in the ATM MIB or :in the.. DS3 and SONET
MIBs respectively. For practical reasons it was decided to keep them in the ATM M][B.
Convergence layers for other types of physical facilities were not identified but could be
added as needed.

The Need for ATM Connection Management

A more lengthy discussion took place o~.~ this subject. In addition, Ken Rodemann gave a
presentation on a generic approach to the management of virtu~,~ com.~ections, suggesting
~ common approach for Frame l~elay, X.25, and ATM. The generic appro:~ch would serve
as a sort of umbrella over connection ~;ables that are specific to the X.25, Frame Relay,
or ATM. The contents of the specific tables would, not be affected by .adoption of the
generic ~pproach. Kather, the specific approach would simplify the overall management of
connections. Discussion of this topic was, due to lack of time, deferred to the FI~NETMIB
and IFMIB Working Group meetings.

On the specifics of the connection table, the ibllowing points were discusse.d:

It was agreed that ~ connection table should work for both end-systems and intermediate-
systems.

The desire to maintain commonality with the ][LMI MIB was expressed. It was also
observed that the ILMI MIB does not have a connection table (not in its scope), and
that the draft table caused only a difference in OID values for traffic parameters.

The proposed draft makes the point of allowing the creation of a new association
between an ingress and egress with a single table row.

¯ A connection t~ble would benefit considerably from a rowStatus column as defined
in the SNMPv2 TC.

Keith McCloghrie and Ted Brunner were tasked to review connection table alternatives,
and post their findings to the mailing list for discussion.

The Need for SVC Management

Due to lack of time, network manageraent needs for SVCs were not discussed. However, a
discussion took place on the scope of the connection table. In general., the observation was
supported that the connection table should not sta,te whether it applies to SVCs and/or
PVCs, leaving it to implementation as to how the table is applied.
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$ONET MIB Work

The issues discussed had been previously raised on the mailing list. In addition, the partic-
ular use of ifrable was discussed.

Status

The existing Internet-Draft has been kept highly compatible with other trunk MIBs. Only
minor comments have been made on the mailing list.

Editor’s Note: Not all points of discussion on the SONET MIB are included in this version
of the minutes. A complete version is available via FTP or mail server from the remote
directories as//ietf/atommib/atommib-minutes-93jul.txt. Refer to Section 1.2 of the pro-
ceedings for retrieval instructions.

The Need for Interval and Total Tables

The mailing list has pointed out that strictly speaking, these tables are redundant, since
they can be deduced from the Current and first Interval tables. It was suggested to delete
the Total tables, and leave the number of supported Interval tables as implementation
specific. One suggestion was made to support at least an hour’s worth of Interval tables.
Another value that was suggested was eight hours. Given that some implementations of
these tables may already exist, confirmation of this approach will[ be sought on the mailing
list.

Attendees

Masuma Ahmed
David Arneson
Anders Baardsgaad
Cynthia Bagwell
Nutan Behki
Tracy Brown
Theodore Brunner
Jeff Case
Chris Chiotasso
Jonathan Davar
David Engel
Michael Erlinger
David Fresquez
Mike Goguen
Juha Heinanen

mxa@sabre.bellcore.com
arneson@cZron.com
~nders@cc.ui~.no
cbagwell@ga~eway.mitre.org
Nutan_Behki©qmail.newbridge.com
tacox@mail.bellcore.com
tob©thumper.bellcore.com
case~cs.u~k.edu
chris@andr.ub.com
jdavar@synoptics.comm
david@ods.com
mike©jarthur.claremont.edu
fresquezCvnet.ibm.com
goguen~synoptics.com
juha.heinanen©da~ane~.tele.fi
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Steven Horowitz
Jeff Hughes
Carl Madison
Andrew Malis
Keith McCloghrie
George Moaradian
Zbigniew Opalka
David Perkins
Drew Perkins
James l~eeves
Kenneth Rodemann
Dan Romascanu
Hal Sandick
:Ion Saperia
Jean-Bernard Schmitt
Dono van-Mierop
James Watt
Steven Willis

wizzechipcom, com
j elf@col, hp. corn
c ar I @ s t ar~ ek. c om
malls@maelstrom, timeplex, corn
kzm@hls. CoOm
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zopalka~agile, com
dperkins©synopZics, corn
ddp¢fore, corn
jreeves©synop~:ics, com
krr~qsun, art. com
dan@l anneZ, corn
sandick@vnet, ibm. com
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dono_vm,~_mierop©3mail. 3com. com
j ames©m~wbridge, corn
s~eve@wellfleet, com



2.3. NETWORK MANAGEMENT AREA 201

2.3.2

Charter

Bridge MIB (BRIDGE)

Chair(s):
Fred Baker, fbaker©acc, corn

Mailing Lists:
General Discussion: bridge-mib©pa, dec. corn
To Subscribe: bridge-mib-request©pa.dec, com
Archive:

Description of Working Group:

The Bridge MIB Working Group is chartered to define a set of managed objects
that instrument devices that conform to the IEEE 802.1 standard for MAC-
layer bridges.

This set of objects should be largely compliant with (and even draw from) IEEE
802.1(b), although there is no requirement that any specific object be present
or absent.

The MIB object definitions produced will be for use by SNMP and will be
consistent with other SNMP objects, standards, and conventions.

Goals and Milestones:

Done Publish initial proposal.

Done Submit an Internet-Draft.

Done Submit draft for RFC publication.

Done Publish a draft revision to RFC 1286 that reflects implementation experience
and the result of alignments with IEEE work as an Internet-Draft.

Done Publish a draft SNMP MIB that instruments functions specific to source routed
bridges as an Internet-Draft.

Done Submit a draft MIB for source routing bridge functions to the IESG for con-
sideration as a Proposed Standard.

Internet-Drafts:

"Definitions of Managed Objects for Source Routing Bridges", 05/05/1993, E.
Decker, K. McCloghrie, P. Langille <draft-ietf-bridge-sr-objects-03.txt>
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l~equest For Comments:

P~FC 1286

RFC 1493

"Definitions of Managed Objects for Bridges"

"Definitions of Managed Objects for Bridges"
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2.3.3

Charter

Character MIB (CHARMIB)

Chair(s):
Bob Stewart, rls~ce~ar~c©eng, xyplex, corn

Mailing Lists:
General Discussion: char-mib©decwrl, dec. com
To Subscribe: char-m±b-request~decwrl, dec. com
Archive:

Description of Working Group:

The Character MIB Working Group is chartered to preparc a recommendation
to the IESG evaluating RFCs 1316-1318 (the Character MIBs) with respect 
the standards track.

The recommendation will document implementation, interoperability, and de-
ployment experience. If these experiences suggest that chan,ges should be made
to the documents, new drafts may be prepared. The recommendation will
report one of four outcomes for each I~FC:

- That the RFC should be advanced from Proposed to Draft status, without
changes (if no problems are found);

- That a draft prepared by the working group should replace the I~FC, and be
designated a Draft Standard (if only minor changes are :ma~de);

- That a draft prepared by the working group should replace the I~FC, and be
designated a Proposed Standard (if major changes or feature enhancements are
made); or,

That the I~FC should be designated ~s Historic (if this technology is prob-
lematic).

Goals and Milestones:

Done Mailing list discussion of Charter and collection of concerns.

Done Discussion and final approval of Charter; discussion, on :models and terminology.
Make writing assignments.

Done First draft document, discussion, additional drafts, special meeting?

Done l~eview latest draft and if OK, give to IESG for publication as RFC.

Done R.eactivation of Working Group to prepare the Character MIBs for Draft Stan-
dard.
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Jun 1993

Aug 1993

Post an Internet-Draft wit~ the re~,~alts of the survey of implementation and
operational experiences with. the Ch~~racter MIBs. Post revised ldIB documents
if necessary.

Submit the Chaxacter MIBs to the IESG l[or consider~~tion ~s Draft Standards.

Request For Comments:

I~FC 1316

RFC 1317

RFC 1318

"Definitions of Managed Objects f~r Character Stre~m Devices"

"Definitions of Managed Objects for RS-232-1ike Ha:rdware Devices"

"Definitions of Managed Objects fbr Parallel-printer-like ttardware Devices"
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2.3.4

Charter

DECnet Phase IV MIB (DECNETIV)

Chair(s):
Jonathan Saperia, saperia©tay, dec. corn

Mailing Lists:
General Discussion: phiv-mib@pa, dec. corn
To Subscribe: phiv-mib-requestCpa.dec, com
Archive:

Description of Working Group:

The DECnet Phase IV MIB Working Group is chartered to prepare a recom-
mendation to the IESG evaluating the standards track status of RFC 1289 (the
DECnet Phase IV MIB).

The recommendation will document implementation, interoperability, and de-
ployment experience. If this experience suggests that changes should be made
to the document, a new draft may be prepared. The recommendation will
report one of four outcomes:

- That RFC 1289 should be advanced from Proposed to Dr~ft status, without
changes (if no problems are found).

- That a draft prepared by the working group, should replace RFC 1289, and
be designated a Draft Standard (if only minor changes are made).

- That a draft prepared by the working group, should replace RFC 1289, and
be designated a Proposed Standard (if major changes or feature enhancements
are made).

- That I~FC 1289 should be designated as Historic (if this technology is prob-
lematic).

Goals and Milestones:

Done Re-activate the Working Group to advance the Decnet Phase IV MIB to Draft
Standard.

Done

Oct 1993

Post an Internet-Draft of the results from the survey of implemention and. op-
erational experience. Post a revised version of the MIB if necessary.

Submit the DECnet Phase IV MIB to the IESG for consideration as a Draft
Standard.
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Internet-Draf~s:

"DECnet Phase IV MIB - Implementation Report", 06/2]./1993, J. Saperia
< draft-let f-decnetiv-mib-implement-00.txt >

"DECnet Phase IV MIB Extensions", 06/25/1993, J. Superia <drMt-ietf-decnetiv-
mibext-00.txt >

Request For Comments:

RFC 1289 "DECnet Phase IV M][B E, xtensions"
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2.3.5

Charter

FDDI MIB (FDDIMIB)

Done

Done

Done

Done

Mar 1992

Done

Dec 1992

Chair(s):
Jeffrey Case, case@cs.utk, edu

Mailing Lists:
General Discussion: fddi-mib@CS.UTK.EDU
To Subscribe: fddi-mib-request¢CS.UTK. EDU
Archive:

Description of Working Group:

The FDDI MIB Working Group is chartered to define a MIB for FDDI devices
that is consistent with relevant FDDI specifications produced by ANSI. All
definitions produced by this working group will be consistent with the SNMP
network management framework and other internet-standard MIBs for SNMP.

Goals and Milestones:

"Final" initial draft of required get/set variables.

Initial implementations of required get/set variables.

l~evised "final" draft of required get/set variables.

Adoption of draft of required get/set variables.

Submit the FDDI MIB to the IESG for consideration as a Proposed or Draft
Standard depending on the magnitude of changes to ][~FC1285.

Hold a meeting at the November IETF Plenary.

Post an Internet-Draft aligned with current the current ANSI document factor-
ing in implementation experience with RFC 1285.

Request For Comments:

RFC 1285

RFC 1512

"FDDI Management Information Base"

"FDDI Management Information Base"
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CURRENT MEETING REPORT

Reported by Jeff Case/University of Tennessee:

Minutes of the FDDI MIB Working Group (FDDIMIB)

The status of the current MIB Internet-.Draft was discussed. It is progress!ing through the
Last Call, Directorate review, and IESG review with few comments, none of which are
substantive; all are editorial in nature. If all continues as anticipated, the document will
soon become an RFC with Proposed Standard status.

RFC 1285 will continue to be a Proposed Standard for management of .ANSI 6.2 based
FDDI network devices; the new RFC will be for the :management of ANSI 7.x based FDDI
network devices. RFC 1285 will expire ~t some point :’m the future but does not need to be
dealt with at this time.

The majority of the (short) meeting time was devoted ~o consideration of the trap document.
In a repetition of history (Atlanta IETF, July 30, 1991), the net result w~s that there 
no need for a trap document. One reason for this is the observation that the Alarms
group of the RMON MIB can be implemented in the RMON device and thereby provide
all of the functions of all of the event notifications contained in the ANSI document. The
working group decided at the Columbus IETF meeting that Zhere would need to be standard
mechanisms for enabling, disabling, and rate controlling any traps to be generated. Since
the RMON MIB provides all of these capabilities and is already progressing on the standards
track, the group concluded that there is no need for additional work on traps.

Consequently, having concluded its charter, the work of the group is finished. Members
should anticipate the working group going dormant in the near future, to be re-chartered
when there are new work items.

Attendees

David Arneson
Jeff Case
Chris Chiotasso
David Engel
Phil Irey
Ron Mackey
Carl Madison
David Perkins
James Reeves
Marshall Rose
~Iean-Bernard Schmitt

arneson©c~ron, com
case@cs, utk. edu
chris©andr, ub. com
david~ods, corn
p ir ey@relay, nswc. navy. mil
rem@ds iinc. com
carl@s~zartek, corn
dperkins~synopt ics. corn
j reeves©synoptics, com
mros e@dbc o mZview. Ca o us
jbs@vnet, ibm. com
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2.3.6

Charter

Frame Relay Service MIB (FRNETMIB)

Chair(s):
James Watt, j ames©ne~bridge, com

Mailing Lists:
General Discussion: frf’cc©nsco.ne’cwork, corn
To Subscribe: frftc-request©nsco.network, com
Archive:

Description of Working Group:

The Frame Relay Service MIB Working Group is chartered to define an initial
set of managed objects which will be useful for customer network management
of a provider’s Frame l~elay Service. The working group will consider existing
definitions, including the Frame Relay Forum’s work in this area. The objects
defined by the working group will be consistent with the SNMP framework.

The working group will coordinate with both the Frame I~elay Forum and the
ATM MIB Working Group.

Goals and Milestones:

Done Post the initial Internet-Draft for discussion.

Dec 1993 Submit the Frame Relay Service MIB to the IESG for consideration as a Pro-.
posed Standard.

Internet-Drafts:

"Definitions of Managed Objects for Frame Relay Service", 05/13/1993, T.
Brown < draft-ietf-frnetmib-fr- 02.txt >

"Service Management Architecture for Virtual Connection Services", 06/15/1993,
K. Rodemann < draft-iet f-frnetmib-virtual-sma- 01.txt >
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CURRENT MEETING REPORT

l~eported by James W. Watt/Newbridge Networks Corporation

Minutes of the Frame Relay Service MIB Working Group (FRNETMIB)

Documents Discussed

Service Management Architecture; for Virtual Connection Services (1 July)
Definitions of Managed Objects for Frame Relay Services (2 July)

Issues Discussed

Frame Relay Forum (FRF)

Andy Malis, Chair of the FRF, presented the work plan for the FRF effort. The start
and end dates of the FRF effort match those of the FI~NETMIB Working Group and
there are some intermediate meetings.

The goal shared by both groups is to have a standard MIB by December of 1993.

Service Management Architecture

Ken Rodemann gave a presentation based on the 2 July draft of his document. The
general reaction was positive, and in particular the "(virtual-)circuit table" was identi-
fied as a work item to be discussed with tlhe ATOMMIB and IFMIB Working Groups.

Discussion of the rest of the Service Management Architecture document will continue
in the FRNETMIB Working Group.

¯ Draft MIB

Based on discussions of the 2 July draft, consensus was reached on the following:

- The PVC table was split into a "flow" (or connection) table and an end-point
table.

- The per-PVC InUnits and OutUnits counters were renamed to InOctets and
OutOctets for consistency with other MIBs and frPVCUnitSize was renamed to
(something like) OctetResolution (see action item #2).

- The LPortNetAddress object was dropped as a duplicate of ifPhysAddr.

- A reference to ifPhysAddress was placed in the descriptior.~ of LPortNumPlan.



2.3. NETWORK MANAGEMENT AREA 211

- The frPVCConnectStatus trap needs to have words to prevent flooding a man-
ager with traps when a whole link fails. There is an added complexity with
respect to the modeling of NNI links (see action item ~3).

- The next draft of the MIB will be in SNMPv2.

- The focus of the MIB is primarily Customer Network Management (CNM) 
PVCs for Frame Relay; however, it may be useful for other purposes.

Action Items

1. Tracy Brown to issue a revised MIB draft (in SNMP V2 format) prior to the August
FRF meeting.

2. Tracy Brown to find consensus on where "unit size" should be in the MIB (end-point
table or logical port table).

3. Tracy Brown, Ken Rodemann and James Watt to clarify wording on trap suppression
in MIB draft.

Attendees

Masuma Ahmed
David Arneson
Fred Baker
Caralyn Brown
Tracy Brown
Theodore Brunner
Steve Buchko
Chris Chiotasso
David Fresquez
Andrew Malis
Keith McCloghrie
George Mouradian
Daniel Myers
Zbigniew Opalka
David Perkins
Aiko Pras
Dan Romascanu
Marshall Rose
Jean-Bernard Schmitt
Tibor Schonfeld
Kaj Tesink

mxa@s abre. bellcore, corn
arneson@ctron, com
fbaker©acc, com
cbrown©wellfleet, com
~acox©mail. bellcore, com
~ob@thumper. bellcore, com
stevebu©newbridge, com
chris©andr. Ubo com
fresquez©vnet, ibm. corn
mal i s ©maelstrom. t imepl ex. com
kzm@hls, com
gvm©arch3, a~. com
dan©nsd. 3com. com
zopalkaCagile, corn
dperkinsCsynoptics, com
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dan@lannet, corn
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Peter Wilson
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2.3.7

Charter

Interfaces MIB (IFMIB)

Chair(s):
Ted Brunner, tob©~chumper.bellcore, corn

Mailing Lists:
General Discussion: if-mib@’chumper.bellcore.com
To Subscribe: if-mib-reques’c©’chumper.bellcore, corn
Archive:

Description of Working Group:

The Interfaces MIB Working Group is chartered to accomplish two tasks.

First, to develop a collection of managed objects which model the relation
between different entities in the data link and physical layers. The working
group will explore different modeling approaches in order to develop a collection
of objects which is both correct in the modeling sense .~nd has an acceptable
impact (if any) on the interfaces table from MIB-II and all :media MIB modules
on the standards track or under development by a working group. The objects
defined by the working group will be consistent with the SNMP framework.

Second, to prepare a recommendation to the IESG evaluating RFC 1229 (the
interface-extensions MIB), RFC 1231 (the token-ring MIB), I~FC 1304 (the
SMDS MIB), and RFC 1398 (the ethernet-like MIB) with respect to the stan-
dards track.

The recommendation will document implementation, interop~rability, and de-
ployment experience. If these experiences suggest that cha~,ges should be made
to the documents, new drafts may be prepared.

For RFCs 1229, 1231, and 1304, the recommendation will report one of four
outcomes for each RFC:

- that the RFC should be advanced from Proposed to Dl:aft status, without
changes (if no problems are found);

-that a draft prepared by the working group should replace the RFC, and be
designated ~ Draft Standard (if only minor changes are made);

- that a draft prepared by the working group should replace the I~FC, and be
designated a Proposed Standard (if major changes or feature enhancements are
made); or,

- that the RFC should be designated as Historic (if this technology is problem-
atic).
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For RFC 1398, the recommendation will report one of five outcomes:

- that the RFC should be advanced from Draft to Full status, without changes
(if no problems ~~re found);

- that a draft prepared by the working group should replace the RFC, and be
designated a Standard (if only editorial changes are made);

that a draft prepared by the working group should replace the RFCs, and be
designated a Draft Standard (if only minor changes are made);

that a draft prepared by the working group should replace the RFC, and be
designated a Proposed Standard (!if major changes or feature enhancements are
made); or,

- that the RFC should be designated as Historic (if this technology is problem-
atic).

Goals and Milestones:

Done

Sep 1993

Sep 1993

Oct 1993

Dec 1993

Post the interface layering document as an Internet-Draft.

Submit the interface layering document to the IESG for consideration as a
Proposed Standard.

Issue a call for implementation and operations experience with I~FCs 1229,
1231, 1304, and 1398.

Evaluate experience and if necessary post revised MIBs as Internet-Drafts.

Submit recommendations on the various MIBs to the IESG.

Internet-Drafts:

"Evolution of the Interfaces Group of MIB-II", 06/04/1993, K. McC, loghrie, F.
Kast enholz < draft-ietf-ifmib-evolution- 02.txt >



2.3. NETWORK MANAGEMENT AREA 215

CURRENT MEETING REPORT

Reported by Theodore Brunner/Bellcore

Minutes of the Interfaces MIB Working Group (IFMIB)

The group’s discussions were based on the "Evolution of the Interfaces Group of MIB-II"
Internet-Draft. The version dated 1 June was discussed first, followed by discussion of
additional issues in the 28 June version. The discussion was a continuation of issues raised
on the mailing list.

Editor’s Note: A detailed list of issues discussed is available via .FTP or mail server from
the remote directories as/~etf/ifmib/ifmib-minutes-93jul.txt. Refer to Section 1.2 of the
proceedings .for retrieval instructions.

Although only one session had originally been scheduled for IFMIB, a second session was
scheduled ad hoc. The only other group from the Network Management Area whose schedule
conflicted with the second session was UPSMIB.

The group did not have time to discuss issues such as a generic approach to virtual connec-
tions. However, this particular subject was also expected to be addressed at the meetings
for the FttNETMIB and ATOMMIB Working Groups.

Attendees
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2.3.8

Charter

Mail and Directory Management (~~[ADMAN)

Chair(s):
Steve Kille, S. Kille©isode. corn

Mailing Lists:
General Discussion: madman©innosoft, corn
To Subscribe: mailserv@innosoft.com

In Body: subscribe ie~:f-madman <email address>
Archive: irmosof~, corn: "] ietf-madman/archive.

Description of Working Group:

The Mail and Directory Management Working Group is ch~.rtered to define four
MIB modules: one for generic application monitoring, one for message relays
(either SMTP or X.400 based), one for OSI Directory service (X.500), and 
fourth for message stores. The MIB modules will provide basic monitoring
capabilities, and will be consistent with the SNMP framework and existing
SNMP standards.

Goals and Milestones:

Done

Done

Done

Jul 1993

Jul 1993

Nov 1993

Post an Internet-Draft of the generic application monitoring MIB.

Post an Internet-Draft of the message relay monitoring MIB.

Post an Internet-Draft of the OSI X.500 Directory Service MIB.

Submit the directory monitoring, message relay, and[ generic application MIBs
to the IESG for consideration as Froposed Standard.s..

Post an Internet-Draft of the message store monitoring MIB.

Submit the message store monitoring MIB to the IESG for consideration
Proposed Standard.

Internet-Drafts:

"Network Services Monitoring MIB", 06/01/1993, N. Freed, S. Kille <draft-
ietf-madman-networkmib- 05.txt >

"Mail Monitoring MIB", 06/21/1993, N. Freed~ S. Kille <draft-ietf-madman-
mtamib-05.txt>

"Directory Monitoring MIB", 06/28/1993, G. Mansfield, S. Kille <draft-ietf-
madman-dsa-mib-05.txt >
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CURRENT MEETING REPORT

Reported by Urs Eppenberger/SWITCH

Minutes of the Mail and Directory Management Working Group (MADMAN)

The minutes of the MADMAN BOF, which met during the March 1993 IETF in Columbus
were accepted nero con. The group then moved on to document review.

Network Services MIB

An application uptime counter will be: added since it does not; match with the system
uptime due to application restarts. Identifying TCP/IP applications will be factored out
to a separate document. The MIB will be submitted as

Mail Monitoring MIB

The volume measured is user data above the message transfer protocol. The MIB will be
submitted as a standards-track RFC.

Directory Monitoring MIB

Traps have been removed in the newest draft. The Navy is concerned e~bou.t this since they
wanted to get warned by the system directly without watching ~t all the time. The MIB
will be submitted as a standards-track RFC, following online discussion.

Message Store MIB

It should be discussed on the list whether the group wants to continue this activity. The
reasons given in Columbus for taking this up are still valid but there have been no volunteers
to work on it. It will be dropped unless a document editor is found.

Attendees

Robert Cooney
Urs Eppenberger
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Jan Hansen
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2.3.9

Charter

Modem Management (MODEMMGT)

Chair(s):
Mark Lewis, Mark. S. Lewis@telebit. corn

Mailing Lists:
General Discussion: modemmgtCTelebit, corn
To Subscribe: majordomo©Telebit.com

In Body: subscribe modemmg~ <email address>
Archive: ftp. telebit, corn: "/pub/modemmgt

Description of Working Group:

The Modem Management Working Group is chartered to define a MIB module
for dial-up modems and similar dial-up devices. This MIB module will provide a
set of objects that are the minimum necessary to provide the ability to monitor
and control those devices, and will be consistent with the SNMP framework
and existing SNMP standards.

The working group will consider existing specifications including the l~S-232-
like, Character, PPP and other related MIB modules. It will consider enterprise-
specific MIB modules which support modem-like devices. The working group
will also consider the TSB Study Group 14’s work on an OSI CMIS/CMIP
object definition for V series DCEs entitled "Managed Object Template for
V-Series DCE~s.’’

Goals and Milestones:

Jun 1993

Oct 1993

Post an Internet-Draft of the Modem Management MIB.

Submit the Modem Management MIB to the IESG :for consideration as a Pro-
posed Standard.
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INTERIM MEETING REPORT

Reported by Thomas Holodnik/Ca!cnegie Mellon University

Minutes of the Modem Management Working Group (MODEMMGT)

A meeting of the Modem Management Working Group was h.eld in Baltimc,re, June 28-29.

Agenda

¯ Outline
¯ Introductions
¯ Broad issues
¯ Structure of the MIB
¯ Detailed review
¯ Next meeting

Editor’s Note: Not all agenda item summaries are included in this version of the min-
utes. A complete version is available via FTP or mail server from’, the remote directories as
/ietf/modemmgt/
modemmgt-minutes-93jun.txt. Refer to Section 1.2 of the proceedings ]br retrieval instruc-
tions.

Action Items and Other Significant Points of Discussion

The attendees spent considerable time reducing the number of MIB objects deemed to be
of little use, while some conveyed additional inibrmation that many felt w~.s omitted in the
initial MIB.

¯ A general statement is needed about vendors that may not support all values in
the range specified. While many vendo:rs may not support M1 values in the range
specified, they will still be considered compliant with the MIB..~FC 1444 (SNMPv2
SMI) specifies that the range of the SYNTAX clause specifies the range that the
variable may take which makes sense within the protocol.

¯ A general statement is needed indicating that many settings are country-specific (i.e.,
that many are set according to national standards). ][t may be permissible to change
certain settings in one country but not another. Certain features m~y only be useful
in one country but not another. Transmitter-level setting changes are illegal in some
countries. This needs to be noted in the MIB. Regulatory agencies take precedence
over what is allowed in the MIB.



2.3. NETWORK MANAGEMENT AREA 22~;

¯ Is it desirable to manage remote modems via SNMP and raodem proxy agents? That
is, in addition to managing the chassis modem, you may also need to manage the
stand-alone modem (via SNMP). The mechanics for this were left unresolved.

¯ Progress reports on V.id and V.Fast developments are needed. V.Fast will require
additional objects or changes to existing objects. A list of these should be kept to give
V.Fast adequate treatment. Power level adjustments are permitted under V.Fast.

¯ The connect failure reasons will need to be edited (reduced to a manageable size).

The last call statistics group needs to be split into call statistics (to be renamed) and
signal converter statistics. It was decided that many statistics kept over the last call
were not terribly useful, but that some information should be kept for summary and
reporting purposes.

¯ The list of MIB variables that need to be included in the call records shou][d be
developed further. The architecture for call records needs to be clearly developed.

¯ The modem MIB is to be experimental subtree 49.

¯ A good way to measure throughput is needed. Offered load is a strong factor in
determining this. There is no agreement on this yet.

¯ The number of MIB variables and the time to construct the list of MIB variables~ for
the leased-sync area and the dial-asynch area, need to be carefully managed. If either
of the two areas bog down or blow up, it should be jettisoned into another MIB.

Attendees

Jay Bain
Les Brown
Ted Brown
Alan Clark
Thomas Holodnik
Mark Lewis
James Logan
Chris Payson
Gregory Pearson
Bill Kichards
Rick Royston
Erik Snoek
Richard Stuart
Steven Waldbusser
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Mark. S. Lewis@~elebi~. com
1oEan@penril. com
c_payson©~ elebit, com
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rroyston©usr, com
sdrierik©diamond, sara. nl
dickstuart©a~mail, com
waldbus s er@andrew, cmu. edu



224 CHAPTER 2. AREA AND WORKING GROUP REPORTS



2.3. NETWORK MANAGEMENT AREA 225

CURRENT MEETING REPORT

Reported by Mark Lewis/Telebit Corporation

Minutes of the Modem Management Working Group (MODEMMGT)

Agenda

Introductions
Working group goals and schedule
Status of draft modem mib
Comments on draft modem mib
The next step

Introductions

There were 18 people present, several of whom s~id they were interested in implement~:ng a
modem MIB in their products. Also present were a few modem users, a couple of modem
manufacturers, and members of the Network Management Directorate (NMDIR).

Working Group Goals and Schedule

It was discussed that this is the group’s first meeting as a working group at an IETF
meeting. A special two-day meeting had been held :Iutte 28-29 in Baltimore.

The major goal of this working group is to agree on a standard MIB for managing modems.
The group would like to have an Internet-Dr~ft written and accepted by the group by the
end of 1993.

Architecture of the MIB

We discussed the idea of representing dial-up (switched), leased-line, and network modems
as separate but related modem instances (model 2 below). In the diagram below, base
objects refer to those which are the same regardless of mode (e.g. modem manufacturer).
Common objects are those which may have different values for each mode (e.g. tran~,~mit
output level). Switched and leased refer to groups of objects that e~re only relevant to :,that
mode.
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.4 ÷

I Base I
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Common 1 I Common 1
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Base I I Base
............ + + ..............

Common I I Common
............ + + ...............

SwiZched I 1 Leased
~ + ..............

Model 1 Model 2

Model 1 presents the modem as a single instance with multiple instances of variables which
might have different values for different raodes (common). Model 2 presents :multiple modem
instances, one for each mode that the modem supports (e.g. switched, leased-line). For both
models, there would be a single instance of the objects related "to the specific mode (e.g.
switched, leased-line).

We discussed the trade-offs between the two models above. Model 1 seemed better if the
number of common objects were relatively small compared "to the nurnber of base objects..
If the number were relatively large, model 2 seemed preferable.

We were unclear how many common objects might have different values for each mode. It
was roughly estimated that somewhere between 10-80 objects would fall into this common
category. It was noted that many implementations probably don’t care to have different
values for each mode.

Since the number of such objects is potentially large, there was general ~greement to use
model 2. This means management star!ions would de~l with multiple instances, one for each
mode the modem supports (e.g. switched, leased-line). (Note that after the meeting more
detailed analysis was done which may indicate model 1 is more appropriate.)

MdmLineCapabilitiesEnZry ::= SEQUENCE
mdmLineCapabiliZiesIndex
mdmLineCapabiliz ies ID
mdmLineCapabiliz iesEnableRequest ed
mdmL ineC ap ab il i~ iesEnab I e Gr s/%~ ed

INTEGER,
OBJECT IDENTIFIER,
INTEGER,
INTEGER

We reviewed the capabilities table. There was; general agreement that this fit the situation
well. It provided a flexible method to let the agent describe the capabilities of the modem,
as well as provide a way to enable and disable them..

Someone voiced a request that there be a linkage between an interface and a modem. There
was agreement that this would be valuable where Zhe modern was being used for packet
connections using SLIP or PPP. It we~s also ~greed that this would not be possible in cases
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where the modem was being used in character only mode. The group resolved to coordinate
with the working group designing the interface MIB to provide such a linkage.

There was a lengthly discussion of the idea of providing a record o:[ calls for accounting and
trouble-shooting. The advisability of using SNMP for accounting was considered. ~",~lnce

virtually M1 modem vendors provide such capabilities, it was decided to implement some
method of tracking c~lls. Traps were deemed not suitable for this purpose. It was agreed
that some type of a history of cMls would be kept in the agent.

Several possible implementations of a call history were considered:

Option I

Rely on the management station to poll the agent often enough to get a/1 call records.
No traps were necessary using this approach.

¯ Option 2

Have the management station poll the agent, but a/so receive traps at a predefined
point. For example, the agent would send traps after writing some 25 out of 100 call
records. Note the predefined point could be configurable as a percentage.

Option 3

Have the agent keep track of the last call record read by each management station. It
would then be possible to send a trap to a particular management station when it is
in danger of missing ~ cil record. This assumes the s~me polling by the management
of the agent.

Some of the trade-offs of these options were considered. Option 1 doesn’t use traps but
requires a high enough poll frequency (or a large amount of memory in the ~gent) 
minimize the loss of call records. Options 2 and 3 improve reliability, and differ in ~heir
complexity.

We considered the 30 some events which were included in the draft. There w~s strong
objection to defining 30 traps. The group thought the call history record provided an
adequate record of the event. It was decided not to define traps for events.

The Next Step

The group hopes to produce the Internet-Draft by the end of July. At that point, it will be
subject to review on the working group mailing list.
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2.3.10

Charter

Remote LAN Monitoring (RMONMIB)

Chair(s):
Mike Erlinger, mike@j arthur, claremont, edu

Mailing Lists:
General Discussion: rmonmib~j arthur, claremont, edu
To Subscribe: rmonmib-requestCj arthur, claremont, edu
Archive: j arthur, claremont, edu:/pub/rmon

Description of Working Group:

The RMON Working Group is chartered to prepare a recommendation to the
IESG evaluating I~FC 1271 (the RMON MIB) with respect to the standards
track.

The recommendation will document implementation, interoperability, and de-
ployment experience. If this experience suggests that changes should be made
to the document, a new draft may be prepared. The recommendation will
report one of four outcomes:

- that RFC 1271 should be advanced from proposed to draft status, without
changes (if no problems are found);

- that a draft prepared by the working group, should replace ttFC 1271, and
be designated a draft standard (if only minor changes are made);

- that a draft prepared by the working group, should replace RFC 1271, and
be designated a proposed standard (if major changes or fea,ture enhancements
are made); or,

- that RFC 1271 should be designated as historic (if this ~echnology is prob-
lematic).

Goals and Milestones:

Sep 1993

Nov 1993

Apr 1994

Re-activation of WG, call for discussion of experiences.

Meet at IETF to classify and evaluate experiences.

Submit recommendation, possibly with new draft, to IESG.

Request For Comments:

RFC 1271 "Remote Network Monitoring Management Information Base"
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2.3.11

Charter

SNA DLC Services MIB (SNADLC)

Chair(s):
Jeff Hilgeman, j effh©apertus, corn

Mailing Lists:
General Discussion: snadlcm±b©aper~us, corn
To Subscribe: snadlcmib-requestCapertus.com
Archive:

Description of Working Group:

The SNA DLC Working Group is chartered to define a set of managed objects
for the SDLC and LLC-2 data link controls for SNA networks. These objects
will be the minimum necessary to provide the ability to monitor and control
those devices, providing fault, configuration, and performance management,
and will be consistent with the SNMP framework and existing SNMP standards.

The working group will consider existing enterprise-specific MIB modules that
define objects which support management of these devices. The group may
choose to consider any work done by the IEEE in the are~. of managed object
definition for LLC-2. It will also make sure that its work is aligned with the
SNA NAU Services MIB Working Group, due to the dose relationship between
the devices being worked on by the two groups.

The working group recognizes that managed objects for other SNA data link
controls and related components (e.g., QLLC, System/370 Channel, Data Link
Switching, and ESCON) may need to be identified in the future. These objects
are out of scope for the current charter; however, once the Group completes
its charter, a new charter identifying some or all of these components may be
considered.

Goals and Milestones:

Done

Jul 1993

Dec 1993

Mailing List discussion of vendor proprietary MIBs.

Post an Internet-Draft of the SNA DLC MIB.

Submit the SNA DLC MIB to the IESG for consideration as a Proposed Stan-
dard.
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2.3.12

Charter

SNA NAU Services MIB (SNANAU)

Chair(s):
Zbigniew Kielczewski, zb±g©e±con, qc. ca
Deirdre Kostick, dck2©ma±l.bellcore, corn

Mailing Lists:
General Discussion: snanaumib~thumper.bellcore.com
To Subscribe: snanaumib-requesz©thumper.bellcore.com
Archive: thumper.bellcore, com:pub/~ob/snanaumib

Description of Working Group:

The SNA NAU Services MIB Working Group is chartered to define a set of
managed objects for PU type 2.0, and LU type 1, 2, and 3 devices for SNA
networks. These objects will be the minimum necessary to provide the ability
to monitor and control those devices, providing fault, configuration, and per-
formance management, and will be consistent with the SNMP framework and
existing SNMP standards.

The working group will consider existing enterprise-specific MIB modules that
define objects which support management of these devices. It will also make
sure that its work is aligned with the SNA DLC Services MIB Working Group,
due to the close relationship between the devices being worked on by the two
groups.

The working group recognizes that managed objects for other components (e.g.,
PU Type 4, PU Type 5, LU Types 1, 3, 4, 6.2 (APPC), A:PPN EN, APPN 
and APPI) may need to be identified in the future. These objects e~re out ox¢

scope for the current charter; however, once the group completes its charter, a
new charter identifying some or all of these components m~y be considered.

Goals and Milestones:

Jul 1993

Done

Dec 1993

Begin discussion of proprietary MIBS and develop ~ single proposal.

Post an Internet-Draft of the SNA NAU Services MIB.

Submit the SNA NAU Services MIB to the IESG fo consideration as a Proposed
Standard.

Internet-Drafts:

"Definitions of Managed Objects for SNA NAUs", 08/02/1993, Z. Kielczewski,
K. Shih <draft-ietf-snanau-snamib-00.txt>
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CURRENT MEETING REPOI~]?

Reported by Deirdre Kostick/Bellcore

Minutes of the SNA NAU Services MIB ~Working Group (SNANAU)

The SNANAU Working Group met on July 14 to review the proposed SNA NAU MIB draft
distributed to the mailing list on June 30.

Changes To MIB :Draft

There was a lack of feedback on the MIB draft via the mailing list. ]?his.., as well as the
need to get feedback, was discussed.

Editor’s Note: A list of changes to the document is available via FTP or mail server from
the remote directories as /ietf/snanau/snanau-minutes-93jul.txt. Refer to Section 1.2 of
the proceedings for retrieval instructions.

Interim Meeting

An interim meeting may be scheduled tc, coincide with the APPN Imple:mentor’s Workshop
(AIW) in September. The purpose of the interim meeting will be to :review the planned
Internet-Draft and to increase exposure of the MIB to encourage more feedback from the
SNA community.

Action Item Summary

The working group will be polled ~:o determine if there is interest in h~ving an interim
meeting.

The working group will be polled to gather feedback on the items listed in these
minutes.

The draft will be updated to reflect changes discussed during the: meeting.

Questions on mandatory/optional for the write capability and the experimental branch
assignment will be investigated, and resu!its reported back to the working group.

¯ An Internet-Draft will be posted by July 30 based on the M:IB draft plus the changes
discussed at the IETF meeting.
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2.3.13

Charter

Token Ring Remote Monitoring (TRMON)

Chair(s):
Michael Erlinger, m±ke©j arthur, claremont, edu

Mailing Lists:
General Discussion: rmonmib©lexcel, corn
To Subscribe: rmonmib-request©lexcel.com
Archive:

Description of Working Group:

The Token Ring Remote Monitoring MIB Working Group is chartered to pro-
duce a new MIB specification that extends the facilities of the existing Remote
Monitoring (RMON) MIB (RFC 1271) for use in monitoring IEEE 802.5 Token
Ring networks.

The Token Ring RMON MIB extensions will be developed in the same archi-
tectural framework as the existing Ethernet-based RMON MIB. The original
RMON MIB architecture was designed with the intention of incorporating MIB
extensions devoted to monitoring other network media types. This Token Ring
activity is the first attempt at such integration.

In creating the Token Ring Extensions, the working group will, wherever, possi-
ble, conform to terminology and concepts defined by relev~nt IEEE standards.
It may be that a MIB devoted to monitoring may need to expand on the IEEE
objects and definitions. Such modifications will be accompanied by a detailed.
rationale.

All work produced by the Token Ring Remote Monitoring Working Group will
be consistent with the existing SNMP network management framework and.
standards.

Goals and Milestones:

Done Discussion and agreement on models and terminology. Comparison of ttMON
architecture and Token Ring requirements. Assign author and editor re,,~ponsi-
bilities.

Done

Mar 1992

Done

Working Group meeting at S~n Diego IETFo

Post Internet-Dr~ft of the Token Ring Monitoring MIB.

Working Group meeting at Cambridge IETF.

Nov 1992 Submit the Token Ring MIB to the IESG as a Proposed Standard.
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l~equest For Comments:

RFC 1513 "Token Ring Extensions to the Remote Network Monitoring MIB"
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CURRENT MEETING REPORT

Reported by Michael Erlinger/Harvey Mudd College

Minutes of the Token Ring Remote Monitoring Working Group (TRMON)

Introductions

A small group of individuals was present, so we went around the room giving short personal
introductions.

TRMON Status

A final call was made for comments. The comments received were incorporated into the
next draft, which is available as an Internet-Draft (draft-ietf-rmonmib-trmib-01.txt). This
document was also forwarded to the Network Management Area Director with a recommen-
dation that it become the TRMON Proposed Standard. At the working group meeting, it
was pointed out that the Network Management Area Directorate has started looking at the
document and that one action item is to ensure that there are no confdcts with the ~]~oken
Ring MIB (I~FC 1231). Once the Network Management Area Directorate is satisfied with.
the document, it will be forwarded to the IESG.

Token Ring IEEE Efforts and Relationship to TR RMON

The IEEE 802.5 committee is working on a new draft. The effort is directed towards.
clarification and explanation of the existin~ standard (in particular, clarification effor~ will.
center on: MAC state tables, MAC insertion, and various timers). The 802.5 committee is
meeting the week of 12 July 93 to discuss comments on draft three. Draft four should be
available in September 93, with a conclusion of the process scheduled for March 94. Anyone..
interested in being on the IEEE 802.5 mailing list as an observer needs to contact Mike
Erlinger. Whatever changes are made in 802.5 would be considered in a Draft Standard.
TRMON.

R~’C 1271 Advancement Process

Once TRMON is released as a Proposed Standard, the TI~MON Working Group will be:
disbanded and the RMONMIB Working Group reformed for consideration of I~FC 1271 ad-
vancement. A strawman charter was presented. Editor’s Note: A draft of the RMONMIB
Charter is available via FTP or mail server from the remote directories as//ietf/trmon/trmon-
minutes-93jul.txt. Refer to Section 1.2 of the proceedings for retrieval instructions. Three
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discussions ensued; the first concerned the milestone dates. It was decided that the date for
the working group recommendation should be March 94, since November 93 is not realistic.

In the second discussion, it was agreed that the group should attempt to forward a recom-
mendation that follows the second possibility in the charter, e.g., a new draft with minor
modifications.

The third discussion area was a first pass list of RFC 1271 concerns. The following list
presents only the areas for working group discussion (while the small group had various
"solutions," the effort was directed only at listing areas of concern). Once the RMONMIB
Working Group is reconstituted, there will be an expanded discussion of ].~FC, 1271 concerns.
Thus, do not consider the list as final--just pet peeves of the attendees.

Row Status Versus Entry Status

A long discussion ensued concerning pay now, pay later concerns for making this
change. There was loose consensus in the group that since there is a desire for an
RMON II~ and since I~MOIN II will be ~ distinct MID from RMON I, that I~MON
II is the place for this major change (easier to market/sell this change with new
functionality).

History Group Break Up

Currently, Token BAng assumes a break up in the history group. This is only a
reorganization and adds no new functionality.

Packet Distribution for History

Packet distribution occurs in the TR history tables. Numerous people would like
it to also be present in I~MONMIB. The major reason for not including it is space
consideration (agent). Depending on one’s view, this change may be considered 
either minor or major.

Clarification of Status States

Providing a state diagram and/or more text would clear up concerns with the row
status field.

Incorporation of SNMPv2 Macros

The Area Directorate’s schedule indicates that a new draft should use the new SMI,
but must not use any type that will break SNMPvl systems.

¯ Events in SNMPvl versus those i~n SNM:Pv2---another issue for :[tMON II.
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¯ Clarification of Filters "Not" Mask

It was agreed that strict reading of the current text provides a correct interpret~,tion.,
but that more clarification would reduce questions and concerns.

¯ Order Applied to Dependent Tables

Nowhere in RFC 1271 is it explicitly stated that all orders of setting variables in
dependent tables are acceptable, i.e., the specification does not specify a particular
order.

¯ Clarify indexing in each table.

¯ The RFC 1212 reference to IP address representation seems ~;o be :missed by numerous
RMON readers, and the text should be repeated in RMO]N.

¯ Log Entry Standardization

It is probably impossible to specify fields for log entries, but the I~MON document
should provided a list of recommended entries.

¯ RMON Trap Document

Should the document be recreated?

¯ Packet Match Event Removal

Concern about the possibility of generating large numbers of events.

¯ Clarify whether a probe "hears" its own packets.
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2.3.14

Charter

Uninterruptible Power Supply (UPSMIB)

Chair(s):
Jeff Case, case©cs .utk. edu

Mailing Lists:
General Discussion: ups-mib©cs.utk.edu
To Subscribe: ups-mib-request©cs.utk.edu
Archive: ucs. u~ck. edu: "/pub/ups-mib/mail-archive

Description of Working Group:

This working group will produce a document that defines MIB objects for
use in monitoring and (possibly) controlling both high-end and low-end UPSs
and related systems (e.g., power distribution systems or power conditioning
systems). Related devices may be addressed in this effort to the extent that
the primary focus on UPSs is not compromised.

The MIB object definitions produced will be for use by SNMP and will be
consistent with existing SNMP standards and framework.

At its discretion, the working group may fulfill its charter by the development
of distinct MIB definitions for UPS systems of differing capabilities, but the
number of MIB definitions produced by the working group will not exceed two.

At its discretion, the working group may produce an additional document defin-
ing traps that support the management of UPSs.

Although the working group may choose to solicit input or expertise from other
relevant standards bodies, no extant standards efforts or authorities are kr~ow~
with which alignment of this work is required.

Because the structure of UPS implementations v~ries widely, the working group
shall take special care that its definitions reflect a gener~c and consistent ar-
chitectural model of UPS management rather than the structure of particular
UPS implementations.

Goals and Milestones:

Done Hold Interim Working Group meeting to review draft.

Done Post initial draft MIB to Internet-Drafts.

Done Meet at March IETF meeting to reach closure on MIB document.

Apt 1993 Submit the UPS MIB to the IESG for consideration as a Proposed Standard.
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InternetoDrafts:

"UPS Management Information Base", 07/30/1993, :I. Case <draft-ietf-upsmib-
00.txt>
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CURRENT MEETING REPORT

Reported by Jeff Case/University of Tennessee

Minutes of the Uninterruptible Power Supply Working Group (UPSMIB)

The UPSMIB Working Group met on Monday, July 12, at the 27th meeting of the Internet
Engineering Task Force, in Amsterdam, The Netherlands. The meeting was a small one.

A new draft of the result of the strawman effort ongoing since the Columbus meeting was
presented and reviewed by those in attendance. A few errors were identified during the
review. These will be corrected and the results will be posted to the mailing list and as an.
Internet-Draft to achieve the widest possible circulation. The meeting was helpful in tha~
it caused the generation of a new draft, bringing some closure to the strawman effort. This~
new draft will serve as the basis for future discussions, coalescing the work to date into a
single document.

It was noted that the group is making progress more rapidly now that the level of activity on.
the mailing list has increased. It was also noted that this is essential, because the amount of
time invested to date has exceeded the chartered time for comp:[etion, and the group must
complete its work in the near term.

Attendees
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2.4 Operational Requirements Area

Director(s):

¯ Scott Bradner: sob~harvard.edu

Area Summary reported by Scott Bradner/Harvard University

The one BOF held under the Operational Requirements Area was:

¯ Generic Internet Service Specification (GISS)

The working groups currently open in the Operational Requirements Area are:

¯ Benchmarking Methodology Working Group (BMWG)
¯ BGP Deployment and Application Working Group (BGPDEPL)
¯ Network Joint Management Working Group
¯ Network OSI Operations Working Group (NOOP)
¯ Operational Statistics Working Group (OPSTAT)
¯ User Connectivity (UCP)

BGPDEPL and OPSTAT met in Amsterdam.

Generic Internet Service Specification BOF (GISS)

A presentation was given on the current GISS work. The document, aimed at service
providers, has undergone many changes since the previous BOF.

The consensus of the group was that ~ document of this type is badly needed by service
providers, but the proper location for the work is in an "operators forum," rather than ~n
IETF working group. Until a global operators forum comes into e)~istence, the IETF seems
to target the correct audience. The chair will talk to Scott Bradner, the Area Director of
the Operational Requirements Area, about forming a working group. A prospective charter
was discussed.

The group is changing its name from "GISS" to "GISD" for Generic Internet Service De-
scription.

BGP Deployment and Application Working Group (I~IGPDEPL)

A summary of CIDR deployment, including both route aggregation and IP address assign-
ment, was presented. The current plan for CIDR deployment is:
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1. Deploy BGP4 without aggregation
2. Advertise test aggregated route
3. Aggregate at the site level or single policy level, whichever is a smaller block
4. Understand more
5. Aggregate more

Steps four and five will be repeated~ one after the other, until CIDR is :fully implemented.

The group agreed that IBGP doesn’t scale to very large numbers.. However, it is currently
tractable, and will be supported for a while, but the group should consider options for the
future.

It was suggested that another aggregation rule., should be added saying that no network
should aggregate routes without informing other networks; a route aggregate registry could
provide a means for communicating this information.

It was also suggested that de-aggregation should not be done in the initial stage. This
should not cause a problem since initial aggregation will only occur at the site level or
single policy level.

ANS, 3corn, cisco, Proteon and Wellfleet were all asked about the status of their CIDI~
implementations.

Feedback was requested on BGP4 interoperability tests so that the interoperability matrix
could be updated and sent to the list.

A syntax for registering route aggregates was presented.

Several people volunteered to write a paper analyiing the effectiveness of CIDR to be ready
by September 1993.

There was a discussion on both the effectiveness and complexity of renumbering. Further
analysis will be done.

Operational Statistics Working Group (OI?STAT)

The chair of the working group was unable to make the meeting, and the agenda was
shortened as a result.

The ideas about the client/server strawman developed at, and since, the last meeting need
to be incorporated into the strawman. Henry Clark volunteered to do this and send the
result to the list.
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CURRENT MEETING REPORT

Reported by Tony Bates/RIPE

Minutes of the Generic Internet Service Specification BOF (GISS)

Agenda

¯ Short presentation of GISS work so far
¯ Discussion of whether a working group is needed
¯ Review of proposed working charter

It was noted that the attendance at this meeting was quite low. However, this can, in part~,
be attributed to an unfortunate timing clash with the most popular session of the IETF -
the IPng Decision Process BOF (IPDECIDE).

GISS Work Presentation

Tony Bates gave a presentation of the current GISS work. The document has changed quite
dramatically since the last BOF meeting. A second draft is available from:

ftp.ripe.net:ripe/docs/ripe-drafts/giss.[txt,ps]

The major changes are in the focus and structure of the document. The document is aimed
at service providers. Six areas of GISS have been highlighted:

1. Access
2. Generic Services
3. Connectivity
4. Operations
5. Information Provision and Coordination
6. Security

Currently 38 aspects have been highlighted in the first cut of GISS. Many are still to be
completed. The intention is to have aspects contributed by relevant experts rather than
the authors themselves. The structure of the document is very much like a UNIX manual
page, making it easy to index only the GISS aspects of direct interest. It was agreed that
the current areas and aspects were more than enough for a first GISS document.

An issue was raised as to whether GISS could in fact be renamed to GISD "Generic Internet
Service Description" as is intimated in the document itself. It was agreed that the next
draft and all future work will be referred to as GISD.



250 CHAPTER 2. AREA AND WORKING GROUP REPORTS

Working Group Discussion

The issue of whether a working group is needed was discussed. The clear consensus was
that such a document is badly needed by service providers. It was felt; the correct forum
should be some sort of "operators" forum rather than the IETF itself. However, such a
group doesn’t really exist, at least in a global context. In Europe, RIPE i.s such a group
and a GISS-based working group will continue within I~IPE. Andrew Partan also mentioned
the possibility of such an operators forum being formed in North America. However, until
such time, the IETF seems to contain the correct target audience, or to be more precise,
many service providers also attend the IETF.

It was agreed that the chair would request that a GISD Working Group be formed within
the Operations Area once the charter has been. accepted by the group. A request along
with the charter would be sent to Scott Bradner.

Proposed Working Group Charter Review

The charter was circulated. Apart from typographical changes and changes’, in wording (to
make it clear that providers meant all forms of service providers, not just commercial), the
charter was accepted.

Name: Generic Internet Service Description (GISD)

Chairs: Tony Bates and Daniel Karrenberg

Mailing Lists:

- General Discussion: g±ss-wg©r±pe.net
- To Subscribe: giss-wg-reT~es’~@ripe.ne’~

¯ Description:

GISD collects short descriptions of Internet service aspects. Internet service in GISD
means the interaction of Internet service providers among themselves and with their
users. GISD aims to provide a common frame of reference and vocabulary to talk
about an Internet service. For each aspect of the Internet service, it describes dif-
ferent options for service provision in use in the current Internet. GISD is. merely
descriptive and does not proscribe or mandate. GISD is intended to be a living doc-
ument collecting work of many contributors.

The GISD Working Group will update and revise the GISD document to assist net-
work service providers in a better understanding and description of what Internet
service means. It will:
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- Update and revise the GISD document that lists the areas and aspects of interest
to TCP/IP network service providers.

- Identify additional GISD areas and aspects appropriate to GISD.

- Identify areas of overlap with other IETF working groups.

- Create a reference document of GISD terms.

- Establish procedures to ensure the ongoing maintenance of the document and
identify an organisation willing to do it.

¯ Goals and Milestones:

- Review current GISD draft and add any additional areas and aspects defamed
to be essential.

- Draft of GISD will be prepared~ reviewed and modified. Initiate IETF Internet-
Draft review process by submission of the GISD document to the IETF Secre-
tariat.

- Follow-up with final amendments to the document and the submission of the
document to the RFC Editor for publication as an FYI I~FC.

Attendees
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2.4.1

Charter

BGP Deployment and Application (BGPDEPL)

Chair(s):
Jessica Yu, jyy©merit.edu

Mailing Lists:
General Discussion: bgpd©merit, edu
To Subscribe: bgpd-request©merit.edu
Archive: merit, edu: "/pub/bgpd-archive

Description of Working Group:

The major purpose of this group is to coordinate BGP deployment and appli-
cation in the current Internet.

It intends to create a forum for BGP users to share BG:P deployment experi-
ences and also provide a channel for users to communicate with router vendors
who implemented or who are implementing BGP. It also intends to discuss BGP
policy application and coordinate policy implementation, in the current Inter-
net routing environment which includes defining the usage of policy, defining a.
mechanism to share policy information, etc.

Goals and Milestones:

Ongoing

TBD

Done

Done

Facilitate the deployment of BGP as widely as possible.

Define the issues and the needs of policy routing in the current Internet arct~i-
tecture. Discuss how BGP policy routing capability applies to Internet policy
routing needs. A document may be generated on this topic.

Post as an Internet-Draft, a report of BGP deployment status.

Post an Internet-Draft, defining a mechanism to share policy information be-
tween Administrative Domains.

Internet-Drafts:

"Notes of BGP-4/CIDR Coordination Meeting of 11 March 93", 03/24/1993,
C. Topolcic < draft-ietf-bgpdepl-minutes-93feb- 00.txt >

Request For Comments:

I~FC 1482 "Aggregation Support in the NSFNET Policy l~outing Database"
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CURRENT MEETING REPORT

Reported by Jessica Yu/Merit

Minutes of the BGP Deployment Working Group (BGP]’)EPL)

Thanks to Mark Knopper and Bill Manning for taking the notes from which these minutes
were derived.

Overview

Jessica Yu presented a summary of CIDR deployment status. Several different efforts are
working on CIDR deployment:

¯ BGPDEPL Working Group meetings at I:ETFs
¯ BGPDEPL subgroup meeting at INTEROP (March) by Claudio Topolcic
¯ NSFNET regional-techs meetings by Mer~.t
¯ RIPE l~outing Working Group meeting by Tony Bates

CIDR has two major components: the :route aggregation strategy, and the IP address as-
signment strategy as described in draft-fuller-cid.r-strategy-03.txt (an update to RFC 1338).

The IP address assignment strategy described in RFC 1466 has been implemented since
the fall of 1992 by IR. Jeff Huston from AARnet mentioned that non-CID]~[ compatible IP
address assignments have been handed to Pacific region networks. Jeff! will document the
situation and inform the NIC.

The status of route aggregation implementation is as follows:

¯ The CIDR-capable routing protocol specification is done.
¯ Software development is underway.
¯ An initial deployment plan has been dew,~loped.

Editor’s Note: A list of CIDR-related documents is available via FTP or mail server from
the remote directories as/~etf/bgpdepl/bgpdepI-minutes-93juI.txt. Refer to Section 1.2 of the
proceedings for retrieval instructions.
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CIDR Deployment

The Current Deployment Plan: (initial)

Step 1
Step 2
Step 3
Step 4
Step 5

- Deploy BGP4 without aggregation
- Advertise test aggregated route
- Aggregate at site level or single policy level, whichever is a smaller block
- Understand more
- Aggregate more

Steps 4 and 5 are recursive until CIDI~ is fully implemented. As soon as the CIDR software
is ready, step 1 could be executed.

The rules for aggregation at initial deployment stage:

¯ Aggregate based on manual configuration
¯ Proxy aggregation allowed (with agreement of the advertiser)
¯ Holes in aggregates allowed
¯ IGP/IBGP carry aggregation within a domain
¯ Coordination: bi-lateral and overall
¯ Aggregate routing registry

A concern was raised about the merit of IBGP and whether it would be continuously
supported by vendor software.

Dennis Ferguson clarified that IBGP doesn’t scale to very large; numbers since it requires
a full mesh peering session between all the border routers within a domain. On ANS’s
network, each external router has over 90 IBGP neighbors. If an external network is lost,
90 announcements go out. This results in large overhead when routes fl.ap. If your network
grows big enough you should have something other than IBGP. ]Dennis is willing to write a.
short paper on the usefulness and limits of IBGP.

Tony Li of cisco stated that running IBGP is currently tractable; and will be supported for
a while, though we may consider alternatives for the future.

It is generally agreed that IBGP is usable in the size of the current network. It works
on NSF/ANSnet, which has about 90 nodes participating in IBGP. A typical network has
much fewer nodes participating in IBGP.

It was suggested to add another rule of aggregation, i.e. no network should aggregate
routes without informing other networks. It was agreed that the aggregated routes should
be registered. Implementing a route aggregate registry will provide a means of sharing such
information.

It was suggested that de-aggregation should not be done at the initial stage. Since initially
the plan is to only aggregate at site level or a single policy level, it (hopefully) will not
cause too much inconvenience. But if it does, the issue would be revisited.
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It was also agreed that if a network de-aggrega,tes, those dc-aggregated networks should
not be propagated outside the network. With more e~:perience gained on s~ggregation (or
de-aggregation), these issues will be discussed fu:rther.

CIDR Capable Software Implementation

Router vendors are asked to respond to the following q.uestio~.s about the status of software
implementation:

1. Is a CIDR implementation available?
2. What features are included and what are :not?
3. Which version a~ad where to get them?
4. Aggregation configuration syntax?
5. Interoperability test plan?

Gated (by Dennis Ferguson)

ANS gated’s BGP4 and aggregation implementation is being debugged and will be a
beta-release soon. It is being tested on the NSFNET resea:cch netwo:rk as well as in
the ANS labs. It is ready for interoperability testing and Dennis will test against all
the other implementations he can find.

The code is able to form route aggregates. Aggregation by proxy is supported. Each
route can only contribute to a single aggregate, though the aggregate, can contribute
to a larger aggregate. Null routes to non-existent networks can be installed but needs
kernel to support it. No controlled de-aggregation exists in this implementation.

The code is expected to be available in about two weeks. Dennis will create a distri-
bution when it looks like things are working.

Dale Johnson mentioned that the syntax for the Merit "’Network Announcement
Change Request" will allow aggregates. The syntax for aggregates is x.x.x/len where
len is the prefix length.

3corn (by Arun Arunkumar)

BGP4 is being tested in the lab, talking to itself and rea,dy to do interoperability
test with other vendor’s code. The code accepts, forwards and manages aggregated
routes properly, but does not form route; aggregates yet. The current implementa-
tion does not support controlled de-aggregation but will support it in the future if
necessary. This will be released as part of version 6.2 in the September-October time
frame. Aggregates could be carried by BGP4 and OS]?F as; well. 3corn is working on
implementing OSPF-BGP interaction. One month’s testing is still needed.

¯ cisco (by Paul Traina)

Pre-beta code is available via anonymous FTP :from cisco. Send mail to Paul Traina
if you intend to use this code, and you will be added to the bgp-beta mailing list
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and told how to get the code. BGP4 is currently based on version 9.21 of the router
software, which is not yet in beta and thus is very "experi~mentai."

The implementation currently carries, advertises, and redistributes aggregates, but
aggregate generation is still a few weeks off. Aggregate configuration uses the new
route map feature, for which the user interface is not yet stable. BGP4 will re-
distribute aggregate routes with any routing protocol that carries mask information.
(EIGRP, OSPF, and ISIS). BGP3- and BGP4-OSPF interaction and automatic tag:
stuff is supported. Controlled de-aggregation is not currently supported (and may
never be). Automatic negotiation is supported for BGP versions 2 through 4. The
code will be deployed in a few test routers on regional networks and is currently going:
through early field testing. It is ready for interoperability testing (and probably has
been tested against gated by the time you read this).

¯ Proteon (by Ed Stern)

They are currently testing BGP4, but are not ready for interoperability testing. They
are not able to aggregate for the first release, but can pass aggregated routes and.
forward on the longest match. BGP can exchange routes between all other protocols..
BGP and EGP can run simultaneously.

Wellfleet (by John Kraczyk)

Release 7.60 is going into beta next month. This version contains BGP3, which ~lso
implements OSPF-BGP interaction.

A beta version of CIDR/BGP4 will hopefully be available sometime in early 1994..
Plans include accepting, forwarding, and forming aggregates (also proxy), OSPF-
BGP4 interaction, and possibly OSPF LSA type 8. Some form of controlled de-
aggregation will also be included. Interoperability testing will be done when the
implementation is closer.

EuropaNET (by Peder Chr)

EuropaNET is working on implementation of BGP4. The Megaswitch is used, which
is a custom router.

Interoperability Test

Tony Li requested feedback on BGP4 interoperability tests that so he can update his inter..
operability matrix for BGP and send it to the list.

Yakov suggested running a virtual DMZ for BGP testing, i.e. to establish remote BGP4
sessions between BGP4 test boxes at different locations on the :net.



258 CHAPTER 2. AREA. AND WORKING GROUP REPORTS

Route Aggregation Registry

Mark Knopper presented a syntax to register route aggregates in the NSFNET policy rout-
ing database. It is written in RFC 1482, and comments and suggestions are welcome.

Mark Knopper also presented a summary of the discussion at the NSFNET regional-techs
meeting held June 10-11, 1993. The transcript of Mark’s present~,tion, and other presenta-
tions, given at the Merit meeting can be obtained via FTP from merit oedu:/pub/nsfnet/regional-
techs.

CIDR Analysis

It was suggested to do a CIDR analysis to evaluate C][DR’s !tmpact on the lifetime of IPv4.
The IAB chartered this working group to wr~te a paper to include such an analysis. The
group suggested that the following areas be included in the analysis.

CIDI~ impact on the routing table growth
CIDR impact on the rate of IP address space depletion
The rate of use of IP address space
Impact of policy (AUP) on CIDR efficiency

The following people volunteered to work together to produce this analysis paper: Peter
Ford, Dale Johnson, Tony Li, Bill Manning and Yakov Rekhter. ]Peter Ford agreed to take
a lead on this. The paper should be ready by September 1993, befo:re the IAB meeting
takes place.

There was also a discussion about renumbering hosts to make better use: of the assigned
IP address space and. increase the effic!iency of aggregation,, Peter Ford observed that lots
of assigned Class B addresses have only 50 or so hosts on it, leaving the :rest of the space
unused. It was agreed that autoconfiguration could be of great help to renumbering. It
was also suggested that it does not hurt to study the renumber~ng process with currently
available technology. John Kraczyk mentioned tha,t Wellfleet manually renumbered its
network recently. He will document the process as a case study.
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2.4.2

Charter

Benchmarking Methodology (BM~rG)

Chair(s):
Scott Bradner, sob@harvard.edu

Mailing Lists:
General Discussion: bmwg©harvard.edu

To Subscribe: bmwg-request©harvard.edu
Archive:

Description of Working Group:

The major goal of the Benchmarking Methodology Working Group is to make
a series of recommendations concerning the measurement of the performance
characteristics of different classes of network equipment and software services.

Each recommendation will describe the class of equipment or service, discuss
the performance characteristics that are pertinent to that class, specify a suite
of performance benchmarks that test the described characteristics, as well as
specify the requirements for common reporting of benchmark results.

Classes of network equipment can be broken down into two broad categories.
The first deals with stand-~lone network devices such as touters, bridges, re-
peaters, and LAN wiring concentrators. The second category includes host
dependent equipment and services, such as network interfaces or TCP/IP im-
plementations.

Once benchmarking methodologies for stand-alone devices have matured suf-
ficiently, the group plans to focus on methodologies for testing system-wide
performance, including issues such as the responsiveness of routing algorithms
to topology changes.

Goals and Milestones:

TBD Once the community has had time to comment on the definitions of devices and
performance criteria, a second document will be issued. This document will
make specific recommendations regarding the suite of benchmark performance
tests for each of the defined classes of network devices.

Done The document will also define various classes of stand-alone network devices
such as repeaters, bridges, routers, and LAN wiring concentrators as well as
detail the relative importance of various performance criteria within each class..

Done Issue a document that provides a common set of definitions for performance
criteria, such as latency and throughput.
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Request For Comments:

RFC 1242 "Benchmarking Terminology for Network Interconnection Devices"
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2.4.3

Charter

Network Joint Management (NJM)

Chair(s):
Gene Hastings, has~ings@psc, edu

Mailing Lists:
General Discussion: njm©mori~, edu
To Subscribe: njm-request~merit.edu
Archive:

Description of Working Group:

There is a need for many different kinds of efforts to deal with operational and
front line engineering issues, including helping the disparate organizations work
with each other. This is an attempt to solidify some of those topics. This does
not make any pretense of being exhaustive.

Area of interest: Operational issues and developments of the Internet.

Membership: Operations and engineering personnel from national backbone
and mid-level networks. Other groups with responsibility :for production ori-
ented services such as security oriented groups.

Associated Technical groups: Groups which will have an interest in, and input
to the agenda of this group will include the IAB and its task forces, and groups
within FARNET. In particular FARNET has now several technical issues of
concern, such as the selection of standard inter-network services for debugging
(like maps and standard SNMP communities), and the specification of standard
network statistics to be taken (of special concern is the ubiquitous ability to
collect those statistics).

Meeting Times: Members of the group will represent organiz~.tions with produc-
tion responsiblities. Most work will be carried on via email or teleconferencing.

Goals and Milestones:

None specified
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2.4.4

Charter

Network OSI Operations (NOOP)

Chair(s):
Susan Hares, skh~merit, edu
Cathy Wittbrodt, cj w@barrne~c.ne*c

Mailing Lists:
General Discussion: hoop@merit, edu
To Subscribe: noop-reques~c©meri~c, edu
Archive: meriZ, edu: "/pub/hoop-archive

Description of Working Group:

The working group is chartered to work on issues related to the deployment of
CLNP in the Iuternet. The first area of this group’s work has been the learning
necessary to start deploying OSI in Internet networks. This phase includes
planning for OSI deployment by creating routing plans for regional networks
and education on using OSI routing protocols.

This first area of the group’s work will be on-going as we continue to deploy OSI
in the Internet. This step has lead to people deploying OS][ for pilot projects
and demonstrations of OSI.

The second step of deploying OSI will be the transition of OSI from a pilot
service to a production service. During this phase we will work on specifying
the network debugging tools and test beds. We will need to track the level of
OSI support in the Internet. We will need to provide documentation for new
users of OSI on the Internet.

Goals and Milestones:

Ongoing

Jan 1992

Apt 1992

Jul 1992

Done

Jul 1992

Provide a forum to discuss OSI routing plans by email or in group discussions.

Post as an Internet-Draft, a tutorial for CLNP OSI routing protocols, including
ES-IS, CLNP, IS-IS, and IDI~P.

Post as an Internet-Draft, a requirements document specifying what OSI net-
work tools are needed on every host and router.

Post as an Internet-Draft, a collection of regional Routing and Addressing plans.

Post as an Internet-Draft, a list of OSI Network Utilities available in the public
domain and from vendors. This list will be passed over to the NOC tools Group
effort for joint publication.

Post as an Internet-Draft, a description of OSI network layer debugging meth-
ods.
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Done

Jul 1992

Aug 1992

Post as an Internet-Draft, a list of OSI Network Layer NOC tools available in
the public domain and from vendors.. This list will be passed over to the NOC
tools Group effort for joint publication.

Submit to the IESG for Proposed Standard, a requirements document specifying
what network tools are needed on every OSI host and. router.

Submit to the IESG as an Informa,tional I~FC, a description of OSI network
layer debugging methods.

Internet-Drafts:

"An Echo Function for ISO 8473", 11/10/1992, S. Hares, C. Wittbrodt <draft-
let f-noop-echo-02.txt >

"Essential Tools for the OSI Internet", :[1/10/1992, S. Hares, C. Wittbrodt
< draft -let f-hoop- tools- 03 .txt >
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2.4.5

Charter

Operational Statistics (OPSTAT)

Chair(s):
Bernhard Stockman, boss~ebone.net
Phillip Gross, pgross©ans.net

Mailing Lists:
General Discussion: oswg-l~wugate.wustl, edu
To Subscribe: oswg-l-reques~©wugate.wustl, edu
Archive: wuarchive, wustl, edu: "doc/mailing-lisZs/os~g-i

Description of Working Group:

Today there exists a variety of network management too~s for the collection
and presentation of network statistical data. Different kinds of measurements
and presentation techniques makes it hard to compare dat~ between networks.
There exists a need to compare these statistical data on a uniform basis to fa-
cilitate cooperative management, ease problem isolation and network planning.

The working group will try to define a model for network statistics, a minimal
set of common metrics, tools for gathering statistical data, a common statistical
database storage format and common presentation formats. Collecting tools
will store data in a given format later to be retrieved by presentation tools
displaying the data in a predefined way.

Goals and Milestones:

Done

Done

Done

Done

Done

Done

Done

Done

Done

Agreement on a model.

Survey for most useful and popular metrics.

Survey for most useful and popular presentation formats.

Identify similar efforts being performed by other groups.

Define a common minimal set of metrics.

Propose ~ MIB for metrics not already there.

Define a common storage format to f~cilitate data sharing.

Define common presentation formats to make dat~ comparable.

Develop outline, and m~ke writing ~ssignments for paper (Opstatl) document-
ing M~rch 1991 milestones.

Done Complete paper Opstatl.
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Done

Done

Done

Done

Done

Done

Sep 1992

Dec 1992

Mar 1993

Mar 1993

Jul 1993

Jul 1993

Possible mid-term meeting to review Opstatl.

Submit Opstatl as Internet-Draft.

Approve paper Opstatl for submission as RFC~ decide standards-track or In-
formational?

Define a new collection of tools based on defined metrics, defined storage formats
and defined presentation formats.

Propose old tools to be retrofitted.

Develop outline and make writing assignments for paper (Opstat2) on new tools
and retrofitted tools.

Submit Internet-Draft oi" new and retrofitted tools.

Submit new and old tools Internet-Draft to IESG as an Informational RFC.

Post an Internet-Draft defining the client/Server Opstat protcool.

Post the Opstat Statistical MIB as an Internet-Draft.

Submit the Client/Server Opstat Protocol to the It~SG for consideration as a
Proposed Standard.

Submit the Statistical Opstat MIB to the ][ESG t’or consideration as a Proposed
Standard.

Request For Comments:

RFC 1404 "A Model for Common Operational Statistics"
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CURRENT MEETING REPORT

Reported by Daniel Karrenberg/RIPE NCC

Minutes of the Operational Statistics Working Group (OPSTAT)

Introduction

Due to unforeseen circumstances, Bernhard Stockmann could not make it to the meeting.
Daniel Karrenberg volunteered to chair a short session to proceed, pending business and take
in new initiatives. The agenda was shortened accordingly. No other regrets were received.

Client/Server Strawman Progress

The ideas developed at, and since, the last meeting need to be incorporated into the straw-.
man. Henry Clark volunteered to do this and to circulate it on the list as soon as it is ready..
He is also still working on an implementation. The group asked him to pragmatically doc-
ument what will work.

Conclusion

There was no other business, so the meeting was closed.

Attendees

Anders Ba~rdsgaad
Robert Blokzijl
:I. Nevil Brownlee
Kursat Cagiltay
Henry Clark
:Ieffrey Dunn
Daniel Karrenberg
Cynthia Martin
Michael Patton
Erdal Taner

anders~cc, ui~. no
K13~nikhef. nl
nevi1@ccul, aukuni, ac. nz
kursa~@vm, cc .menu. edu. ~r
henryc©oar, net
dunn@nep~une, nrl. navy. rail
daniel~ripe .ne~
mar~in©spica, disa.mil
map@bbn, corn
erdal@vm, cc .menu. edu. tr
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2.4.6

Charter

User Connectivity (UCP)

Chair(s):
Dan Long, long©nic, near.net

Mailing Lists:
General Discussion: ucp©n±c.near.net
To Subscribe: ucp-request©n±c.near.net
Archive:

Description of Working Group:

The User Connectivity Working Group will study the problem of how to solve
network users’ end-to-end connectivity problems.

Goals and Milestones:

Done Define the issues that must be considered in establishing a reliable service to
users of the Internet who are experiencing connectivity problems.

TBD Write a document, addressing the above issues, which describes a workable
mechanism for solving User Connectivity Problems.. Address the above issues.
Submit this document into the I~FC pipeline as appropriate.

P~equest For Comments:

I~FC 1297 ~NOC Internal Integrated Trouble Ticket System Function~ Specifice~tion

Wishlist ("NOC TT I~EQUII~EMENTS")"
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2.5 Routing Area

Director(s):

¯ Bob Hinden: hinden@eng.sun.com

Area Summary reported by Bob Hinden/Sun Microsystems

Border Gateway Protocol Working Group (BGP) and
OSI IDRP for IP Over IP Working Group (IPIDRP)

The BGP and IPIDRP Working Groups met jointly. BGP and. IPIDRP will be writing a
joint usage document. Implementors’ experiences were solicited for writing the Proposed
Standard report by September for both protocols.

BGP and IDRP will be forwarding final documents, plus the Proposed Standard report, to
the Routing Area Director so that BGP4 and IDRP can go forward. Both IPIDRP and
BGP will be going into "hiatus" once the standard requests are granted.

Inter-Domain Multicast Routing Working Group (IDMR)

The Amsterdam IETF meeting was the first official meeting of the IDMR Working Group..
The working group met for two 2-hour sessions.

During the first session, Deborah Estrin gave a presentation on ESL, one of the new pro-.
posals for inter-domain multicast routing. This was the result of a collaboration with Steve
Deering, Dino Farinacci, and Van ~lacobson. The motivation behind the design of ESI, was..,
for groups with a relatively small number of senders (sources), to allow receivers to receive
data from those sources either over a shared tree, or over a shortest-path tree rooted at;
the source. The latter is useful for applications requiring mini:real delay between senders
and receivers. It was agreed that, because ESL is in its early stages of development, there
remain specification and engineering details that need to be resolved.

The second session was mostly dedicated to discussing the IDMR charter. It was unani-
mously agreed that the current charter is lacking with respect to many aspects of inter-.
domain multicasting, and it should be a goal of the working group to try to resolve :many"
of these, for example, user group management and interoperability.

The conclusion of this discussion was that the charter should be re-worked and re-submittedl
to the area director after the items to be worked on have been enumerated in order of priority.
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IP Routing for Wireless/Mobile Hosts Working Group (MOBILEIP)

The MOBILEIP Working Group met twice at the Amsterdam IETF, with only one of the
previously most active contributors unable to attend. Outside of the working group meetings
themselves considerable time was spent over coffee tables, meMs, and trains discussing the
major issues. There seems to be moveme:at towards sorne common mechanisms (the question
of "encapsulation" versus "source routing," for example, seems to :have been settled in favor
of encapsulation).

There were reports on a user requirements document, as well as on liaison activities with
IEEE 802.11. There were substantial discussions about common, terminology, beaconing,
and how the location of a host is discovered. The creation of an ’~IP encapsulation working
group" within the IETF was suggested.

RIP Version II (RIPV2)

The use of the Routing Domain in RI]?-2 was discussed. Its use is still unclear. It was
determined that the use of the field could not be sufficiently well defined to meet the
varying needs of those few people who would like to use it. The field, also poses difficult
MIB problems (discussed below). Therefore, it has been decided, to remove the field from
the protocol and leave a Must Be Zero field in .its place.

There were two proposed changes to the MIB. The first was to deprecate the Routing
Domain object. It has been pointed out that the tables cannot be indexed correctly unless
the Routing Domain object was used as part of the index. Given that the ]?~outing Dom~n
field is not well defined, this change would result in an overall simplification of the lVHB.
The second proposal dealt with handling unnumbered interfaces. While the RIP-2 protocol
does not expressly address them, their existence does require consideration since the MIB
tables cannot be indexed properly with unnumbered interfaces. The proposal is to use a
network number of zero and a host number of if_index to create a suitable IP address for
use in indexing tables.

There are currently two independent implementations of RIP-2: gated and Xylogics’s
routed. The MIB has been implemented for gated. ACC has a partial implementation
of RIP-2 and is planning to implement the remainder.

Gerry Meyer’s Demand Routing proposal was discussed at length. It was agreed that it
performed a useful function. It was poi~nted out that it simulated many of the functions of
TCP and that other routing protocols, such as RAP, used TCP.
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Source Demand Routing (SDR)

Following a brief overview of the SDR forwarding protocol, Deborah Estrin described suc-
cessful experiments completed on small-scale network testbeds including DARTnet. Plans
were made for continued experimentation in conjunction with MERIT and others. No
changes have been made to the specification since the last IETF; however a few very :minor
changes are planned.

Tony Li presented a language for describing SDRP policies, and a simple request-response
protocol for exchanging this information. The group also reviewed the draft specificatio~
for optional-setup mode in SDRP. The implementation of this ft, nctionality will be finished
at the end of the summer. Drafts of the policy language and setup specification are ava~ilable
now, and will submitted as Internet-Drafts in the coming month or two. In addition, a. draf’~
usage document and MIB will be submitted as Internet-Drafts before the next IETF. All
the next IETF Tony Li will lead a detailed walk through of the SDRP specification.
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2.5.1

Charter

Border Gateway Protocol (BGP)

Chair(s):
Yakov l%ekhter, yakov@waZson, ibm. com

Mailing Lists:
General Discussion: bgp©ans.net
To Subscribe: bgp-request©ans.net
Archive:

Description of Working Group:

Develop the BGP protocol and BGP technical usage within the Internet, con-
tinuing the current work of the Interconnectivity Working Group in this regard.

Goals and Milestones:

Ongoing Coordinate the deployment of BGP in conformance with the BGP usage doc..
ument in a manner that promotes sound engineering and an open competitiw~
environment. Take into account the interests of the various backbone and mid..
level networks, the various vendors, and the user community.

Done Complete development of Version 2 of the Border G~.teway Protocol (BGP).

Done Develop a mature BGP technical usage document that allows us to build Inter.-
AS routing structures using the BGP protocol.

Done Develop a MIB for BGP Version 3.

Done Work with the Security Area to enhance the provision for security in BGP.

Done Develop a BGP usage document describing how BG][~ can be used as part of a
network monitoring strategy.

Done Post an Internet-Draft specifying multicast extensions to BGP.

Done Post the specfication of BGP 4 as an Internet-Draft.

Done Post an Internet-Draft specifying a MIB for BGP Version 4.

Jan 1993 Submit the multicast extensions to BGP to the IESG as a Proposed Standard.

Jan 1993 Submit the specification for BGP Version 4 to the IESG for consideration as ~
Proposed Standard.

Jan 1993 Submit the BGP Version 4 MIB to the IESG for consideration as ~ Proposed
Standard.
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Internet-Drafts:

"A Border Gateway Protocol 4 (BGP-4)", 05/05/1992, Y. Re:khter, T. 
< draft-ietf-bgp-bgp4- 06.txt >

"Definitions of Managed Objects for the Border Gateway Protocol (Version 4)",
09/01/1992, S. Willis, J. Burruss, J. Chu <draft..ietf-bgp-miibv4-03.tx:t>

"BGP4/IDRP for IP--OSPF Interaction", 09/15/1992~ K. Varadhan, S. Hares,
Y. Rekhter < draft-ietf-bgp- bgp4ospf-interact-01.txt >

Request For Comments:

RFC 1105

RFC 1163

RFC 1164

RFC 1265

RFC 1266

RFC 1267

RFC 1268

RFC 1269

RFC 1364

RFC 1397

RFC 1403

"Border Gateway Protocol BGP"

"A Border Gateway Protocol (BGP)"

"Application of the Border Gateway Protocol in the Internet"

"BGP Protocol Analysis"

"Experience with the BGP Protocol"

"A Border Gateway Protocol 3 (BGP-3)"

"Application of the Border Gateway Protocol in the Internet"

"Definitions of Managed Objects for the Border Gateway Protocol (Version

"BGP OSPF Interaction"

"Default Route Advertisement In BGP2 And BGP3 Versions Of The Border
Gateway Protocol"

"BGP OSPF Interaction"
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CURRENT MEETING REPORT

Reported by Dave Katz/cisco Systems

Minutes of the joint session of BGP and IPIDRP Working Groups

Call to Order

Susan Hares, Chair of the 0SI IDRP for IP Over IP Working Group (IPIDRP), and Yakov
Rekhter, Ch~ir of the Border Gateway Protocol Working Group (BGP), called the meeting
to order.

Dave Katz agreed to act as recording secretary.

The following agenda was presented:

¯ BGP4 progression to Proposed Standard
¯ BGP4 MIB progression to Proposed Standard
¯ BGP/IDRP policy MIB
¯ BGP/IDRP over X.25
¯ IDP~P status
¯ IDRP for IP next step
¯ IDI~P for IPng

BGP4 Progression to Proposed Standard

Yakov described the requirements for progressing a document to :Proposed Standard status.
One of these requirements is a report to the Routing Area Director describing, among other
things, implementation experience. Yakov solicited an implementor to write this report an.d
Paul Traina graciously volunteered.

BGP4 MIB Progression to Proposed Standard

Yakov reported that no comments were received on the Internet-Draft MIB, and that no
implementations are currently known, although it is reported that several implementatiorLs
are underway. Once implementations appear, the required .report will be written, and tl~Le
document will be progressed at that point.
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BGP/IDRP Policy MIB

John Krawczyk was asked by Yakov shortly before the meeting to report on Wellfieet’s
implementation of BGP policy control via SNMP. John described Wellfieet’s proprietary
policy MIB and its elements.

Editor’s Note: A description of these elements is available via FTP or mail server from the
remote directories as/~etf/ipidrp/ipidrp-bgp-minutes-93jul.txt. Refer to Section 1.2 of the
proceedings for retrieval instructions.

A discussion ensued about the practicality of standardizing a policy MIB. There is a tension
between trying to provide a mechanism, by which a router can be cor.apletely configured
using SNMP, and the fact that policy mechanisms are product differentiation features that
are likely to differ from vendor to vend.or. A standardized MIB would be an advantage
operationally, but it is likely to be difficult to describe a canonical MIB theft would reflect
the breadth of functionality available in all implementations. One possibility would be to
define a standard canonical subset of functionality and then use proprietary MIB branches
for features unique to p~rticul~r iraplement~tions.

As there are very few policy MIB implementations at this point in time, it was agreed to
table this topic until more implementations are available, at which time t:he issue will be
revisited.

BGP/IDRP over X.25

Gerry Meyer described a scheme for use of BGP over tariffed switched circuits, including
X.25. There is a general problem with protocols that send periodic messages, in that they
tend to hold switched circuits open forever, and generate lots of (:potentially costly) traffic.
They also may require full mesh connectivity, which requires many circuits.

An Internet-Draft has been published that describes a mechanism for running RIP in such
environments. Gerry described an adaptation of this mechanism to BGP.

Editor’s Note: Gerry’s description is available via FTP or mail server from the remote di-
rectories as/ietf/ipidrp/ipidrp-bgp-minutes-93jul.txt..Refer to Section 1.2 o.f the proceedings
for retrieval instructions.

Susan pointed out that a similar scheme for IDP~P has been published by the Aeronautical
Telecommunications Network forum.

A discussion ensued about how this type of functionality could be accomplished with min-
imal changes to BGP itself. It was decided that the only necessary functional change to
the BGP protocol would be to specify that a negotiated holding timer value of zero would
indicate that periodic keepalive packets are not in use. Other functionality would be part of
a connection manager which would not be specified by the BGP Working Group, although
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the functionality expected by BGP would be. Gerry agreed to modify the BGP usage doc-
ument to specify the expected connection manager functionality. Yakov agreed to make the
holding time modification to the BGP4 document.

BGP Working Group Status

Tony Li moved that the BGP Working Group status be changed to "hiatus." Yakov pointed
out that this does not mean that the group is disbanding, but rather that it will lie dor-
mant until it is necessary to resurrect it (in particular, to advance documents throug]h the
standards track). The group agreed by consensus.

IDRP Standard Status

Dave Katz reported that the IDRP specification, ISO 10747, had passed the DIS ballot; and
the document editor had accommodated all b~llot comments. The final IS text was sent to
the ISO Secretariat in Geneva this week, and ISO will formally ratify the document during
the next ISO SC6 meeting in Seoul, South Korea in October.

It was announced that an ASCII version of the IDRP document, to be published as an
RFC, had been created by the document editor and was available on the ISO document
archive on merit.edu.

IDRP Usage Document

The question was raised as to whether IDI~P requires a usage document, distinct from the
BGP usage document. It was noted that IDRP has a number of features that BGP does not,
in particular, Routing Domain Confederations and Distribution ]Lists, and that it would be
useful for a usage document to discuss the use of these features. It was decided that there
would be a unified BGP/IDRP usage document based on the curre:at BGP usage document.
Susan and John Scudder agreed to write this document; Tony agreed to review it.

IDRP MIB

A MIB document exists, with local MIB extensions. The questio~.~ was raised as to whether
it would be worthwhile to create a unified MIB document. It was agreed, that the BGP and
IDRP MIB documents would remain distinct.
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IDRP Implementation Status

The Aeronautical Telecommunications Netwo:ck standards specify IDRP over a fully con-
nected SMDS-like network running without an intra-d.omai~t routing protocol. One Euro-
pean router vendor expects an implementation within "eight to ten weeks." Two ports of
gated are being worked on (Sun and Hewlett-Packard). CSC is doing a scratch implementa-
tion for the Federal Aviation Administr~tion. IBM is Mso doing a scratch i:mplementation,
but stressed that this was not a product. The implementation is expected to become avail-
able (end of 1993).

No implementation provides any significant policy functiolIality at this time. The IBM
implementation is intended to support the full policy syntax specified in an appendix in
the IDRP specification. No implementation, except for IBM, suppor~s Routing Domain
Confederations at this time, though all implementors plan to do this (especially since it is
a mandatory part of the protocol). The IBM implementation will support Routing Domain
Confederations as part of its initial release (end of 1993).

IDI~P is currently ~ctive in Europe~net, connecting two parts of Europanet together.

Susan asked for volunteers to provide information on impleme~atation experiences to be
provided in support of progression of IDRP for IP to Proposed Standard status. The group
agreed to pursue this progression.

IDRP for IPng

Susan reported that ]~DI~P has been offered to all of the IPng working groups as a candidate
inter-domain routing protocol. The TUBA group plans to use IDRP; the SIP and PIP
groups are evaluating the protocol. Susan is preparing an IDI~P for S:[P document.

IDRP for IP Working Group Status

Susan moved that the IDRP for IP Working Group be moved to "hiatus" status until the
documents are ready for progression to Proposed Standard status. The group agreed to
this proposal.

The meeting was then adjourned.



2.5. ROUTING AREA 283

Attendees

Bernt Allonen
Arun Arunkumar
Toshiya Asaba
Dennis Baker
Tony Bates
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David Conrad
Tom Easterday
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Stefan Fassbender
Mark Fedor
Dennis Ferguson
Peter Ford
Shoji Fukutomi
Vince Fuller
Craig Haney
Susan Hares
Frank Hoffmann
David Jacobson
~l. :Iensen
Cyndi Jung
Marijke Kant
Dave Katz
Sean Kennedy
Rajeev Kochhar
Ton Koelman
John Krawczyk
Tony Li
Robin Littlefield
Peter Lothberg
Peter Merdian
Gerry Meyer
Keith Mitchell
Ramin Najmabadi
Peder Chr. Noergaard
Michael O’Dell
Andrew Partan
Willi Porten
Juergen Rauschenbach
Yakov Rekhter
Georg Richter
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2.5.2

Charter

IP Routing for Wireless/Mobile Hosts (MOBILEIP)

Chair(s):
Steve Deering, deering©parc.xerox, corn
Greg Minshall, minshalltwc.novell, corn

Mailing Lists:
General Discussion: mobile- ip~parc, xerox, corn
To Subscribe: mobile-ip-requesttparc.xerox, corn
Archive: parcfzp, xerox, corn: ~/pub/mobile- ip/mail-archive

Description of Working Group:

The Mobile IP Working Group is chartered to develop or adopt architectures
and protocols to support mobility within the Internet. In the near-term, pro-
tocols for supporting transparent host "roaming" among different subnetworks
and different media (e.g., LANs, dial-up links, and wireless communication
channels) shall be developed and entered into the Internet standards track. The
work is expected to consist mainly of new and/or revised protocols at the (in-
ter)network layer, but may also include proposed modifications to higher-layer
protocols (e.g., transport or directory). However, it shall be a requirement that
the proposed solutions allow mobile hosts to interoperate with existing Internet
systems.

Longer term, the group may address, to the extent not covered by the mobile
host solutions, other types of internet mobility, such as mobile subnets (e.g., 
local network within a vehicle), or mobile dusters of subnets (e.g., a collection
of hosts, routers, and subnets within a l~rge vehicle~ like ~ ship or spe~cecre~ft~

or a collection of wireless, mobile touters that provide a dynamically changing
internet topology).

Goals and Milestones:

Done

Nov 1992

Mar 1993

Mar 1993

l~eview and approve the Charter, making any changes deemed necessary.

Post an Internet-Draft documenting the Mobile Hosts protocol.

P~eview the Charter of the Mobile IP Working Groaa.p for additional work re-
quired to facilitate non-host mobility.

Submit the Mobile Host Protocol to the IESG as a Proposed Standard.
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CURRENT MEETING REPORT

Reported by John Johnston/National Semiconductor

Minutes of the IP l~outing for Wireless/Mobile Hosts W¢~rking Group
(MOBILEIP)

Agenda

¯ Review of mobility model
¯ Liaison reports
¯ Document status
¯ Subcommittee reports
¯ Short presentations
¯ Interim Meeting

Mobility Model

Greg Minshall reviewed the mobility Inodel for the first time attendees in the session.
Basically, the problem was stated as finding a methodology (architecture, protocol, etc.) 
support the routing of mobile hosts (MH). In most of the models presented to date, each
MH has both a home address and a forwarding or care of address. Packets are sent to a
MH via its home address. These packets are directed via normal routing to a base station
which serves as the home base of the MH. This base station must know where the MH is
at all times by maintaining the IP address of the base station currently serving the MH.
Assuming the MH is "not at home" the base station then forwards the pe~cket to its peer
currently serving the MH, who in turn delivers the packet directly to the MH.

The base station to base station delivery mechanism is called tunneling which can result in
inefficient (dogleg) routing. An extreme; example is a US-based A.msterdarr~ IETF attendee
trying to connect to a local Amsterdam :host. Packets would be first routed over the Atlantic
to the home base station in the US, then routed back over the Atlantic to the MH’s current
base station in Amsterdam, and finally delivered to the local Amsterdam host. This problem
will be handled through the use of address c~ching.

Finally, Greg clarified the scope of the working group as supporting media independent
mobility. One solution must handle wireless IR, wireless RF, ethernet, etc.

Liaison Reports

Ch~rlie Perkins reported that 802.11 is standardizing IE~:’,E MAC protocols for wireless
media. This body is meeting during the same week as the IETF. At t:heir last session,
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Charlie proposed that the IETF working group inform 802.1]. about all of the network layer
events and indications that will be necessary to support mobile IP. Charlie indicated that
802.11 still has many open issues including MAC address selection (48-bit?).

Steve Alexander did not report on the Dynamic Host Configuration Working Group (DHC)
because the group has not met since the last IETF.

Scott Kaplan, the liaison for the Domain Name System Working Group (DNS), did not
report, because he was unable to attend the last DNS session.

There was no report given for the Internet Protocol Security Protocol Working Group
(IPSEC) because John Ioannidis was unable to attend this MOBILEIP session.

Document Status

¯ Fumio Teraoka from Sony will distribute a new version, of his document when he
returns from the IETF.

Dave Johnson has an updated version of his document ava~ilable.

¯ The working group has not heard from Columbia University.

¯ Charlie Perkins will complete a new version of his document in several months.

¯ Matsushita’s draft work is continuing. A version will be released in several weeks.

Subcommittee Reports

Editor’s Note: The subcommittee reports are available via FTP or mail server from the
remote directories as/~etf/mobileip/mobileip-minutes-93jul.txt..Refer to Section 1.2 of the
proceedings for retrieval instructions.

Short Presentations

Editor’s Note: The presentations are available via FTP or mail server from the remote
directories as/~etf/mobileip/mobileip-minutes-93jul.txt. Refer to Section 1.2 of the pro-
ceedings for retrieval instructions.
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Interim Meeting

There was consensus to meet somewhere on the east coast sometime be:lore the November
IETF. Possible dates and locations will be discussed via the mailing list.

Further Discussion

Yakov Rehkter’s subcommittee report on user requirements created a d]~scussion regarding
CDPD. This technology was described by Mark Knopper:

¯ Consortium of 9 large US and 1 Canadian voice carriers.
¯ Data services over cellular infrastructure.
¯ Mobile End System makes itself klaown to a Mobile Intermediary System.
¯ Packets routed first to Intermediary System which forwards them to :End System.
¯ Billing through X.400.

Suzy Brown expressed the desire for the IETF to press ahead quickly to avoid the potential
for deployment of technology-specific solutions that will not interoperate with the Inter-
net. Other infrastructure-based solutions are being developed (Ram Mobile Data, Mobitex,
GSM, etc.).

Along the same lines, John Penners’ review of mobile services spawned discussions centering
on the relationship between mobile IP and the many specialized services and providers.
Steve Deering presented a model that emphasized the logical separation f:mm wireless service
providers and the Internet. This led to several observations:

¯ We should view the technologies as physical medium below IP (service provider is at
lower level).

¯ Successful mobile IP deployment could leverage incorporation into tec:hnology-specific
switches.

goal is to avoid "doglegs."

¯ Single hop at IP level (not single physical hop) in service provider.

¯ Understanding providers’ rules might help the dogleg problem.

¯ Service providers need mobile IP to connect their clouds.

Greg Minshall presented a similar model emphasizing how CDPD could create a coast-to-
coast dogleg because it is not care of address-aware. This led to a discussion over whether
it would be beneficial to take proactive measures to influence CDPD.
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During Charlie Perkins’ presentation on beaconing procedures, Steve Deering emphasized
the desirability that mobile hosts transmit new base station updates (as opposed to IAPs).
Also, Steve stated that he would like to use multicast addressing over broadcast whenever
possible (addressing must be consistent within a cell), and Greg indicated that we should
request a "well known" address for this purpose.

Open Issues

¯ Can we use existing router discovery methods to support beaconing?
¯ Does Dave Johnson’s encapsulation technique break traceroute?
¯ Does Dave Johnson’s encapsulation technique break MTU discovery?

Action Items

¯ Steve Deering will contact Columbia University for an update on their work.

¯ Determine if a working group should be formed within the IETF to deal with the
issues of encapsulation.

¯ Obtain a well known multicast address.

¯ Obtain new ICMP number.
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A Review of Existing Mobile
Services and Technologies

John Penner=

Purpose

¯Tectmlcetlnslght Mto alternative existing approache~

Services and Technologies
(Not Exhaustive)

Mobile Data ~ervico=
RAM

Mobile DaM Technologies
CDPD
PRMA

Cellular Technologies

GSM
OECT

I~
’- RAM (RAdio/Modem)

Pmtlelly owned by Be,South
B ~a~%pg’ tro~o pO~ ~d~uc~l~ChM IO~B ITEX0 pa n_~¢o mr~l~,ee~qmu I°p~me nfe~ to

4.8 kbpa effectJ~ throughput over = 8kbpa data rate.

Data only packet, switchedl nstwodc

12 character Packet length j

ARDIS ~
¯ A Partnership of IBM and Motorola provides Real-Time D~ Ac(~m

¯ 192 14.8 Kbpa

¯ 1 to 2048 byta~ of uter data In a menage
(RF peckers am 240 byte~ of uter data)

¯ Host Protocols Include
SNA LU6~¢, X.25, SNA 3270 and Bl~ynchronoua 3720,
A~lmchronotm Communications

¯ 4.8 kbp= oparatJng in 400 major metropolitan areas

¯ Rye year exp~nsion plan Includes 900 base stations with an estimated
Investment of $150,000,000.

CDPD
( Cellular Digital Packet Data 

Developed by a consortium of cellular service provider= and IBM

9~ kbpe over 30khz

Specification le extensive (approx 800pg=) and open.

Data Is ~nt on ~dla voice cbannels - voice always ha= pdodty

Reum cell ares and fr=quenclce but requires additional bate station
components tt~t are not~ expected to be cheap.

"I believe that dm transmission via cellular, given our economies with
the use of CDPD, le the greatest opportunity that our business hea
before it today= - Craig McCaw
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PRMA
( Packet Reservation Multiple Access 

¯ Inlt~ted by Dsvld Goodman it the Wireless Information Network
laboratory (WINLABS) at Rutger= University

¯ U~ ~p~ket~hssdor to guide packets through nitwod¢ =wttche~ and

¯ Information contained in packets am categorized 8~ "Periodic" or
"Random" Speech packets am padodlc

¯ System being prototyped by Be,core and WINLABS ~

AMPS
(Advanced Mobile Phone System)

¯ First GeneritSon Wireless C~mmunk:atlon System (No Longer c~rmldenn~

¯ Four Channel~: Reverie Control Channel (RECC), Reverie Voice Channel
(RVC~ Forw=rd Control Chm~nel (FOC¢). Forward Voice ~ (FVC)

¯ Inbend Control Slgnellng called Blink and Burst
¯ 11re Voice Channels are dedlcaCe¢ the ~ Control Chanmd b

broed~ end th~Reveree Control Channel Is mdom m~ w~h

GSM
. (Groupe Special Mobile)

/
/¯ European Digital Cellular /

¯ Six e,,.elc _E~e.~n~.n.t.: _Mob,, Stations(MS), Base Stations (BS), Mobile 
~ce.~wncnmS ~..~erl (MSC), .Ho.n~ Location Registers (HLR), 
vmnor LOCaUOn HeglSters 0fLR), Equspment Identity Regllters (FIR) 

*Um Mobile Assisted Handoff /- Siz Skm~lina Protocoll: Ce, Management (~M), Mobility Management 1
~M~), Red~o Racource_Man~gement (RR~), sigr~l Conne~on Contr~ I
~_.mt (SCCP), ~ssssge ~ren~fer Par1 (MTP), Unk Accsss Protocol 
~;nannel (LAPD)-

J

DECT
( Digital European Cordless

Telecommunications )

¯Intlmled kt roll tylt*~l ( $lmlllr to a wireless PBX with I~ndoff)
¯Single cell or Moitlcell ¢apablll~lss
¯Tranlmlsslon rite~ up to 1.152 Mb/s
¯High Quality Voice
¯ Five ~,ontroi Ctmnnell: Cell Mlnlgement S.peclil Feiture~ (C). Physical

layer Control (M). HandshaMng (N), Plglng (P). 8yitem Information 
* Quick I~ndoffs controlled by the handset
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A Mobile Host

Routing Protocol

David B. Johnson

School of Computer Science
Carnegie Mellon University

The Entities

"The Mobile Host

’The Settling Host

Support functions:

¯ The ]Base .~lation

¯ The Locat~on Server

¯ Location Caches

The Base Station

Keeps list of visiting mobile hosts currently on network

Transmits arriving packets locally to mobile host

Network B (Home network for M)

Ne~t, ork C

The Location Server

On home network, reachable by mobile host’s
IP address

Maintains database of kxmtion of network’s mobile
hosts (Base Station ~IP address)

"Tunnels mobile host’s packets to the Base Station

Network C
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Location Caches

Any host or reuter that caches the location of a
mobile host

Usually the sending host or first-hop router

Tunnels mobile host’s packets to the Base Station

Moving a Mobile Host

Disconnecting from the network:
¯ Mobile host notifies old Base Station and

Location Server

Reconnecting to the network:
¯ Mobile host notifies new Base Station and

Location Server
¯ Can disconnect from old at the same time

Old Base Station may cache =forwarding pointer" to
new Base Station (Location Cache)

New Base Station adds mobile host to list

Location Server:.
¯ Maintains database of host’s current location
¯ Arranges to intercept arriving packets for mobile

host (e.g.. "proxy" ARP)

Locating a Mobile Host

Sender never knows (does not need to know} that
destination host is mobile

A mobile host’s IP address will route packets for it to
its home network

The Location Server on the home network:
¯ Intercepts packet for mobile host
¯ Forwards packet to Base Station
¯ Returns ICMP "mobile host redirect" with Base

Station address to sender

Sender or any reuter can cache Base Station
address (Location Cache)

Any out-of-date Location Caches are automatically
corrected when (and if) needed

ICMP Mobile Host Redirect

Similar to standard ICMP redirect message:

0 e 16

Sent to odgina~ sender of packet

Base Station IP Address = 0 causes cache entry
to be deleted

Redirect is handled similar to existing host-specific
ICMP redirect:

¯ Store in same table (new type field on records)
¯ Lookup already required for host-specific redirect

¯ Sender can find Base Station address for mobile
host in table with little or no extra cost
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Tunneling to a Mobile Host

Tunneling to Base Station is initiated by:

¯ The sending host (Location Cache), 

¯ Any intermediate router (Location Cache), 

¯ The Location Server on the mobile host’s home

Why no longer using IP Loose Source Routing?

¯ Slows down packet fonmarding

¯ Lots of buggy implementations

¯ Por~ically incorrect

¯ Can do only whatit’s already defihed to do

l~lobile Hoslt Routing Protocol

?

,

Transform original packet in new IP packet
addressed to E}ase Station

(7~ oar~ along extra infolmation specific to
mobile host routing

ii I

MHRP Protocol Description

IP source address is always "entry paint" of tunnel

IP destination address is always "end point" of turmel

"Forwarding pointer" Location Cache starts new tunneh

¯ Previous IP destination iis IP source for this tunnel

¯ Next IP destination is new Base Station address
¯ Keep list of previous IP ,source addresses in

MHRP header

Example: Sender is a Location Cache

Netwtxk C

Netwod~ D

(2)

(1) IP (MHRP,$,R4) MHRP= (TCP, M, ())

(2) IP 
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IExample: Use of a Forwarding Pointer

(Home

(1) IP = (TCP,$,M)

(2) IP = < MHRP, R],P.5) MHRP = (TCP, M,($) 

(3) IP = (MHRP, P.J, R4) MHRP (TCP, M,($,£]))

(4) IP = (TCP, $,M)

ii i i

Location Cache Maintenance

Once packet ~eceived by correct Base Station:
¯ Send ICMP mobile host redirect to MHRP ~ist of

previous IP so~Jrce addresses

l! packet received by Location Sewer’.
¯ Send ICMP mobile host redirect to MHRP list of

previous IP source, addresses
¯ Also send redirec~I to current IP source address

All out-of-date or missing cache entries used f~; this
packet now point to coiTect Base Station

Base Station State Recovery

If Base Station "forgets" a mobile host, Base Station
will tunnel arriving packets to the Location Server

Location Server Sends normal ICMP mobile host
redirects

Current Base Station will receive redirect to itself:
¯ Base Station could just add mobile host back to

list of locally visiting mobile hosts
¯ Base Station could instead send query message

on local network to see if mobile host is really there

Location Server discards original packet

When rebooting, Base Station broadcasts query on
local network to find any mobile hosts still there

Robustness Against Routing Loops

Loops of Location Caches are not possible with a
correct implementation of the protocol

Many different implementations of each protocol in
the Intemet

A buggy implementation might create loops and a lot
of congestion

The protocol can easily be made robust against loops:
¯ Check for duplicate in list of previous IP source

addresses in MHRP header when adding to list
¯ If duplicate, send ICMP mobile host redirect to all

to delete cache entries
¯ Either discard original packet or tunnel to

Location Server
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Summary

¯ Each organization manages its own mobile hosts

¯ Any host running the right software can become
mobile at any time

* No overhead when mobile host is "at home"

¯ Location Caches automatically corrected if needed

¯ Robust against muting loops

¯ No temporary IP address assignment needed

¯ No broadcast or multicast

¯ Scalable

¯ Low overhead

¯ Simple protocol

I I I
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2.5.3

Charter

IS-IS for IP Internets (ISIS)

Chair(s):
Ross Callon, rcallon©wellflee~, corn
Chris Gunner, gunner@dsmail. Ikg. dec. corn

Mailing Lists:
General Discussion: isis©meriz, edu
To Subscribe: isis-requesZ©meri~;.edu
Archive:

Description of Working Group:
The ISIS Working Group will develop additions to the existing OSI IS-IS routing
protocol to support IP environments and dual (OSI and IP) environments.

Goals and Milestones:

Done Liaison with the IS-IS editor for OSI in case any minor changes to IS-][S are
necessary.

Done Develop an extension to the OSI IS-IS protocols which will allow use of IS-IS to
support IP environments, and which will allow use of IS-IS as a single routing
protocol to support both IP and OSI in dual environments.

Done Post a revision of the IS-IS as an Internet-Draft.

Mar 1993 Submit the revised IS-IS to the IESG as a Draft Standard.

Mar 1993 Submit the IS-IS MIB to the IESG as a Proposed Standard.

Internet-Drafts:

"Integrated IS-IS Management Information Base", 11/05/1991, Chris Gunner
< dr aft -iet f-isis- mib- 02.txt >

"Further Integration of IS-IS; Appletalk, IPX, and Other Protocols", 06/25/1993,
1%. Perlman, C. Gunner <draft-ietf-isis-atipx-00.txt>

"Routing over Nonbroadcast Multiaccess Links", 07/07/1993, R. Perlman, C.
Gunner <draft-ietf-isis-nbma-00.txt >

"Multiple Levels of Hierarchy with IS-IS", 08/09/1993, R. Perlman, C. Gunner
< draft-let f-isis-multilevel-routing-00.txt >

Request For Comments:

RFC 1195 "Use of OSI IS-IS for 1%outing in TCP/IP and Dual Environments"
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CURRENT MEETING REPORT

Reported by Chris Gunner/Digital Equipment C~orporati.on

Minutes of the IS-IS for IP Internets Working Group (ISIS)

The ISIS Working Group met for one session on Thursday morning. Tl~e raeeting started
with a review of what was discussed at the previous meeting, followed by status reports of
work items from that meeting.

RFC 1195

Little progress has been made in the effort to advance the standardization status of Inte-
grated IS-IS (RFC 1195) from Proposed Standard to Draft Standard. Examples of oper-
ational experience, especially interworking between different imp][ementations, and imple-
mentations of the MIB were gratefully received. Otl~er examples should be reported to
Chris Gunner.

Multicasting

At the last meeting, Radia Perlman briefly discussed a simple idea, for supporting multicast
with Integrated IS-IS. Little progress has been made on this. There was some discussion
about how this relates to the multicast work being done for CLNP (ISO 8473) and ES-IS
(ISO 9542) by ISO (although ISO is not working on multicast support in routing protocols).
The group felt that there should be some liaison between the IETF group and the ISO group
working on this topic. It is possible that both multicast schemes might be useful and used in
the same network, for example, using the ISO scheme at level 2 w:hile using Radia’s scheme
at level 1.

Multi-Area Router

No progress has been made on the multi-area router idea discussed at the last meeting. The
group still thinks this is worthwhile and. should be written down as an Internet-Draft.

Multiple Levels of Hierarchy

No progress h~s been. made on the multiple levels of hierarchy idea proposed by Radia
Perlman at the last meeting. There was some discussion about whether this is useful if
networks use IDI~P e,s well as IS-IS, since t:hen two levels of hierarc:hy in IS-IS may be
enough.



2.5. ROUTING AREA 30].

Integrated IS-IS

There were a number of modifications to Integrated IS-IS discussed at the last meeting. No
progress has been made in defining these further:

Designated router "tenure."

Increasing the LSP number space to greater than 256.

Modifying the metric range to 16 bits for each link and 32 bits for external metrics.

Increasing the number of pseudonode IDs to greater than 256 (this can be done by
applying the multi-area router idea).

Internet-Drafts

The other two subjects discussed at the last meeting, integration of IPX and App].etalk
and routing over non-broadcast multi-access (NBMA) circuits, h~ve made progress. There
is an Internet-Draft for each. The rest of the meeting was mostly spent discussing these
documents.

The group felt that there was sufficient interest to continue wor:king on both documents.

The routing over NBMA Internet-Draft covers operation of Integrated IS-IS, ES-IS, CLNP
and IP. It could be applied to any NBMA-style circuit such as SMDS, X.25, Frame l~elay
or ATM. There was some discussion about how this overlapped with work going on in other
IETF working groups and ISO. The IP and CLNP aspects overlap with work done or being
done by the IPLPDN and ATM Working Groups. The group felt that we should liaise
with the other working groups where there was overlap. The ES-IS aspects would require
e~dditions to the ES-IS protocol such as the e~ddition of ~n IF ,~ddress option. Like the
Integrated IS-IS protocol itself, this modifies a protocol existing as an ISO standard. The
group’s modus operandi so far has been, and will continue to be, to carry on extending
these protocols in the absence of any formal relationship between the IETF and ISO.

Attendees
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2.5.4

Charter

Inter-Domain Multicast Routing (IDMR)

Chair(s):
Tony Ballardie, h. Ballardie©cs. ucl. ac. uk
Paul Francis, Francis@~humper.bellcore. com

Mailing Lists:
General Discussion: id~,r©cs, ucl. ac.uk
To Subscribe: idmr-reques~c©cs .ucl. ac.uk
Archive: cs. ucl. ac. uk:/darl0a/£d~r-arch±ve. Z

Description of Working Group:

Existing inter-domain multicast routing protocols are not scalable to a large
internetwork containing very large numbers of active wide-area groups. The
purpose of the IDMR Working Group, therefore, is to discuss proposed inter-
domain multicast routing protocols, and put forward one (or a hybrid of sev-
eral/all) as a Proposed Standard protocol to the IESG.

Several proposals have been made to date, including Core-Based Tree (CBT)
multicasting, Core-Based Join (CBJ) multicasting, and Scalable Reverse Path
Multicasting (Sl~PM). Some of the above have yet to be reviewed.

Goals and Milestones:

Done Post the Core Based Trees architecture as an Internet-Draft.

Nov 1993

Dec 1993

Meet at IETF. All proposals must be submitted by this date. Discuss all
proposals which have been submitted.

Submit the Core Based Trees architecture Internet-Draft to the IESG to be
published as an Informational RFC.

Jul 1994

Aug 1994

Jan 1995

Meet at IETF. Discuss security issues with respect to the proposed protocol(s).

Post an Internet-Draft for a single protocol (which may be one of the proposals,
or a combination of proposals), and an Internet-Draft serving as a protocol
analysis document for that protocol (as required by I~FC 1264).

Submit the single protocol to the IESG as a Proposed Standard.

Mar 1995 Post an Internet-Draft for an IDMR MIB.

Jul 1995 Submit the IDMR MIB Internet-Draft to the IESG as a Proposed Standard.
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Internet-Drafts:

"Core Based Trees (CBT) An Architecture for Scalable .~ter-Dome~in Multicast
Routing", 08/03/1992, A. Ballardie, P. Tsuchiya, ~. Crowcroft <draft-ballardie-
cbt-02.txt>
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CURRENT MEETING REPORT

Reported by Tony Ballardie/University College London

Minutes of the Inter-Domain Multicast Routing Worki:ng Group (IDMR)

The 27th IETF meeting in Amsterdam was the first official meeting of the IDMR Working
Group. The working group met over two 2-hour sessions.

During the first session, Deborah Estrin gave a presentation on ESL (work done in collab-
oration with Steve Deering, Dino Farinacci, and Van Jacobson), one of the new proposa/s
for inter-domain multicast routing. The motivation behind the design of ESL was, for
groups with a relatively small number of senders (sources), to allow receivers to receive
data from those sources either over a shared tree, or over a shortest-path tree rooted at
the source. The latter is useful for applications requiring mini:mal delay between senders
and receivers. It was agreed that, because ESL is in its early stages of development, there
remains specification and engineering details that need to be resolved.

The second session was mostly dedicated to discussing the IDMIt charter. It was unani-
mously agreed that the current charter is lacking with respect to many aspects of inter-
domain multicasting, and it should be a goal of the working group to try to resolve ~many
of these, for example, user group management and interoperability.

The conclusion of this discussion was that the charter should be re-worked and re-submitted
to the }touting Area Director after the items to be worked on have been enumerated in order
of priority.

Attendees

Toskiya Asaba
Cynthia Bagwell
Dennis Baker
Tony Ballardie
Stefan Braun
Michael Brescia
John Burnett
Walid Dabbous
Stephen Deering
Ed Ellesson
Hans Eriksson
Julio Escobar
Deborah Estrin
Dino Farinacci
Dennis Ferguson

asaba~iij.ad.jp
cbagwellCgaZeway.miZre.org
dbaker~wellfleeZ.com
A.Ballardie©¢s.ucl.ac.uk
smb@cs.zu-berlin.de
brescia@bbn.com
jlb@adaptive.com
Walid.Dabbous@sophia.inria.fr
deering©parc.xerox.com
ellesson@vneZ.ibm.com
hans@sics.se
jescobar@bbn.com
estrin©usc.edu
dino@cisco.com
dennis@ans.net
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Osten Franberg
Paul Francis
Susan Hares
Robert Hinden
Christian Huitema
John Larson
David Marlow
Jun Matsukata
Gerry Meyer
l~onny Nilsen
David O’Leary
Jorg Ott
James Reeves
Benny Rodrig
Tim Seaver
Ed Stern
John Stewart
Fumio Teraoka
Thierry Turletti
Werner Vogels
:Iost Weinmiller

euaokf©eua, ericsson, se
Francis©thumper. bellcore, tom
skh@merit, edu
hinden©eng, sun. corn
Christ i82~. Huitema©sophia. inria, fr
j larson©parc, xerox, tom
dmarlow©relay, nswc. navy. rail
jm©eng, isas. ac. jp
gerry~spider. COo uk
Konny. N i i s en@us it. uio. no
dol eary©cis co. corn
j o©cs. tu-berlin, de
jreeves@synoptics, com
brodrig~rnd-ga~;e, rad. co. il
tas©concert .ne~
els@proteon, com
j st ewart@cnri, reston, va. us
~era@csl. sony. co. j p
turletti@sophia, inria, fr
werner~inesc, p’~
j ost©prz, tu-be:clin, d400. de



2.5. ROUTING AREA 307

2.5.5

Charter

Inter-Domain Policy Routing (IDPR)

Chair(s):
Martha Steenstrup, msteenst@bbn, corn

Mailing Lists:
General Discussion: idpr-wg©bbn.com
To Subscribe: idpr-wg-request©bbn.com
Archive:

Description of Working Group:

The Inter-Domain Policy Routing Working Group is chartered to develop an
architecture and set of protocols for policy routing among large numbers of
arbitrarily interconnected administrative domains.

Goals and Milestones:

Done Write an architecture document.

Done Draft Protocol Specification of key elements of the protocol.

Done Develop a prototype implementation of the protocols.

Done Submit the IDPR Specification to the IESG as a Proposed Standard.

Internet-Drafts:

"Definitions of Managed Objects for the Inter-Domain Po]~icy l~outing Protocol
(Version 1)", 07/22/1991, R.A. Woodburn <draft-ietf-idpr-mib-02.txt>

Request For Comments:

RFC 1126

RFC 1477

RFC 1478

RFC 1479

"Goals and functional requirements for inter-autonomous system routing"

"IDPR as a Proposed Standard"

"An Architecture for Inter-Domain Policy Routing"

"Inter-Domain Policy Routing Protocol Specification: Version 1"
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2.5.6

Charter

Multicast Extensions to OSPF (MOSPF)

Chair(s):
John Moy, jmoy©pro~eon, com

Mailing Lists:
General Discussion: mospf©comet, circ. cornell, edu
To Subscribe: mospf-request@comet, cir. cornell, edu
Archive:

Description of Working Group:

This working group will extend the OSPF routing protocol so that it will be able
to efficiently route IP multicast packets. This will produce a new (multicast)
version of the OSPF protocol, which will be as compatible as possible with
the present version (packet formats and most of the algorithms will hopefully
remain unaltered).

Goals and Milestones:

Done Become familiar with the IGMP protocol as documented in RFC 1112. Survey
existing work on multicast routing, in particular, Steve Deering’s paper "MUl-
ticast Routing in Internetworks and Extended LANs". Identify areas where
OSPF must be extended to support multicast routing. Identify possible points
of contention.

Done

Done

Done

Done

Review outline of proposed changes to OSPF. Identify any unresolved issues
and, if possible, resolve them.

The Group should have a draft specification. Discuss the specification and
make any necessary changes. Discuss implementation methods, using as an
example, the existing BSD OSPF code, written by Rob Coltun of the University
of Maryland.

Report on implementations of the new multicast OSPF. Fix any problems in
the specification that were found by the implementations.

Submit the MOSPF Specification to the IESG as a Proposed Standard.

Internet-Drafts:

"Multicast Extensions to OSPF", 07/25/1991, 3. Moy <draft-ietf-mospf-multicast-
04.txt~ .ps>

"MOSPF: Analysis and Experience"~ 04/16/1993, J. Moy <draft-ietf-mospf-
ana/ysis- 02.txt >
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Request For Comments:

I~FC 1469 "IP Mult~cast over Token-l~ing Local Area Networks"
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2.5.7

Charter

OSI IDRP for IP Over IP (IPIDRP)

Chair(s):
Sue Hares, skh©merit o edu

Mailing Lists:
General Discussion: ±drp-for-ip@meriZ. ed~l
To Subscribe: idrp-for-ip-reques~©merit.edu
Archive: merit, edu: "/pub]archive/idrp

Description of Working Group:

The IDI~P for IP over IP Working Group is chartered to standardize and pro-
mote the use of IDRP (ISO Inter-Domain Routing Protocol) as a scalable inter-
autonomous system routing protocol capable of supporting policy-based rout-
ing for TCP/IP internets. The objective is to take IDRP, as it is defined by ISO
standards, and define backward compatible extensions and/or network adapta-
tion layers to enable this protocol to be used in the TCP/IP internets. If any
ISO standardization efforts overlap with this area of work, it is intended that
the ISO work will supersede the standards proposed by this group.

1) IDRP for IP over IP document (standards track)

This document contains the appropriate adaptations of the IDI~P protocol defi-
nition that enables it to be used as a protocol for exchange of "inter-autonomous
system information" among touters to support forwarding of IP packets across
multiple autonomous systems.

2) IDRP MIB document (standards track)

This document contains the MIB definitions for IDRP. These MIB definitions
are in two parts; IDRP General MIB, and IDItP for IP MIB. An appendix is
planned: IDttP For IP GDMO

3) IDRP - OSPF Interactions (standards track)

This document will specify the interactions between IDI~P and OSPF. This
document will be based on a combination of the BGP-OSPF interactions doc-
ument and IDRP - ISIS interactions document.

4) IDRP for IP Usage document (standards track)

Most of the IDRP for IP Usage document will reference the CIDI% (supernetting
document) Internet-Draft. Any additional terms or protocol definitions needed
for IDRP for IP will also be specified here.
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Goals and Milestones:

Done

Jun 1992

Jun 1992

Jun 1992

Nov 1992

Nov 1992

Nov 1992

Nov 1992

IDRP for IP submitted for ]:nternet--Draft..

IDRP MIB document submitted for Intei’net-Dr~uft.

IDI~P - OSPF Interactions document submitted for Interne.t-D:raft.

IDRP Usage document submitted for Inte:rnet-Draft.

IDRP for IP submitted to the IESG for Proposed Standard.

IDRP Usage document submitted to the ]~I~SG :[’or Proposed Standard.

IDPR M]:B Submitted to the IESG for Proposed St~,.ndard.

IDRP - OSPF Interactions document submitted to the IESG for Proposed
Standard.

Internet-Drafts~

"IDRP for SIP", 03/22/1993, S. Hares <draft..ietf-ipidrp-sip-00.~~xt>
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CURRENT MEETING REPORT

Minutes of the OSI IDRP for IP Over IP Working Group (IPIDR.P)

The minutes of the joint BGP/IPIDRP sessions follow the BGP charter. The attendee list
below is from the joint sessions.

Attendees

Bernt Allonen
Arun Arunkumar
Toshiya Asaba
Dennis Baker
Tony Bates
Ronald Broersma
Thomas Brunner
Henry Clark
David Conrad
Tom Easterday
Hans Eriksson
Stefan Fassbender
Mark Fedor
Dennis Ferguson
Peter Ford
Shoji Fukutomi
Vince Fuller
Craig I-Ianey
Susan Hares
Frank Hoffmann
David Jacobson
J. Jensen
Cyndi Jung
Marijke Kant
Dave Katz
Sean Kennedy
Rajeev Kochhar
Ton Koelman
John Krawczyk
Tony Li
Robin Littlefield
Peter Lothberg
Peter Merdian
Gerry Meyer
Keith Mitchell

bal@tip, net
nak~Scom, corn
asaba©iij, ad. jp
dbaker@wellfleet, com
tony@ripe, net
ron@nosc omil
brunner@switch, ch
henryc@oar, net
davidc@iij, ad. jp
tom@cic, net
hans©sics, se
stf©easi, net
f edor@ps i. com
dennis@ans, net
peter@goshawk, lanl. gov
fuku@furukawa, co. j p
vaf@stanford, edu
craig@icp, net
skh©mer it. edu
hot fmann©dhdibml, b itnet
dnj ake©vnet, ibm. com
j ensen@ic, dk
cmj ~3com. corn
marij ke©sara, nl
dkatz@cisco, com
liam@nic, near. net
raj eev_kochhar@3com, corn
koelman©stc.nato, int
j krawczy@wellfleet, com
tli@cisco, com
robin~wellfleet, com
roll@stupi, se
merdian©rus, uni- stuttgart, de
gerry@spider, co.uk
keith©pipex.net
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Ramin Najmabadi
Peder Chr. Noergaard
Michael O’Dell
Andrew Partan
Willi Porten
:Iuergen Rauschenbach
Yakov Rekhter
Georg Richter
Duncan Rogerson
Miguel Sanz
John Scudder
Henk Steenman
Ed Stern
John Stewart
John Stewart
Marten Terpstra
Kamlesh Tewani
Richard Thomas
Paul Traina
Rene van der Hauw
Rachel Willmer
Jessica Yu
Romeo Zwart

najmabadi©helios, iihe. rtt. be
pcn©tbit, dk
mo©u~met, uu. net,
asp©uune’C, uu. net
port en~gmd, de
j rau©dfn, de
yakov@wa’t son. ibm. com.
richt er©uni-muenst er. de
d. rogerson©nosc, j a. net
miguel, s a/Iz©rediris, es
j gs@merit, edu
henk@s ara. nl
els@proteon, com
j st ewar~©cnri, reston, va. us
j ohn~bunt er. fdc. iaf. nl
mart en@ripe.neJ~
kit©arch2, a’ct. tom
rj ~homas@bnr. ca
pst©cisco, com
rene@geveke .nl
rachelw~spider, co. uk
j yy@merit, edu
romeo©sara.nl
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2.5.8 Open Shortest Path First IGP (OSPF)

Charter

Chair(s):
John Moy, jmoy©proteon.com

Mailing Lists:
General Discussion: ospf igp@tran~;or, umd. edu
To Subscribe: ospfigp-reques~©trantor.umd, edu
Archive:

Description of Working Group:

The OSPF Working Group will develop and field test an SPF-based Internal
Gateway Protocol. The specification will be published and written in such a
way so as to encourage multiple vendor implementations.

Goals and Milestones:

Done

Done

Done

Done

Design the routing protocol, and write its specification.

Develop multiple implementations, and test against each other.

Obtain performance data for the protocol.

Make changes to the specification (if necessary) and publish the protocol as 
Draft Standard RFC.

TBD Gather operational experience with the OSPF protocol and submit the docu-
ment as a Standard.

Internet-Drafts:

"OSPF Version 2", 11/11/1992, J. Moy <draft-ietf-ospf-version2-04.txt, .ps>

"The OSPF External Attributes LSA", 03/23/1993, D. Ferguson <draft-ietf-
ospf-ext art r-00.txt >

"Guidelines for l~unning OSPF Over Frame Relay Networks", 05/03/1993, O.
deSouza, M. Rodrigues < draft-ietf-ospf-guidelines-frn-00.txt >

Request For Comments:

RFC 1131

RFC 1245

"OSPF specification"

"OSPF Protocol Analysis"
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RFC 1246

RFC 1247

I~FC 1248

RFC 1252

I~FC 1253

"Experience with the OSPF Protocol"

"OSPF Version 2"

"OSPF Version 2 Management Information Base"

"OSPF Version 2 Management Information Base"

"OSPF Version 2 Management Information Base"
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2.5.9

Charter

RIP Version II (RIPV2)

Chair(s):
Gary Malkin, gmalkin©xylogics, corn

Mailing Lists:
General Discussion: ietf-ripCxylogics.com
To Subscribe: ietf-rip-request©xylogics.com
Archive: xylogics, com: gmalkin/rip/rip- arc

Description of Working Group:

RIP Version 2 and the Version 2 MIB was approved as a Proposed Standard
in January 1993. They were published as I~FC 1388 and RFC 1389. Since the
mimimum required period has elapsed for a protocol to remain as a Proposed
Standard, RIP V2 can now be considered for advancement to Draft Standard.

The KIP Version 2 Working Group will prepare a recommendation to the IESG
evalating the standards track status of RIP Version 2 and the RIP Version 2
MIB. The recommendation will document implementation, interoperability and
deployment experience as required by RFC 1264 "Routing Protocol Criteria."

This group is chartered to prepare revisions of RFC 1388, RIP Version 2, RFC
1389, the RIP Version 2 MIB, and RFC 1387, analysis of the protocol if neces-
sary.

The RIP Version 2 Working Group is further chartered to evaluate the proposal
for "Routing over Demand Circuits using RIP" for standards track considera-
tion.

Goals and Milestones:

Done Review of RIP-II Internet-Draft to ensure the additions are useful and back-
wards compatible. Also ensure that the additions cannot cause routing prob-
lems.

Done Final review of RIP-II Internet-Draft and submission into the standards track.
First review of RIP-II MIB.

Done

Jul 1993

Jul 1993

Review of implementations. Final review of MIB.

Hold working group meetings to review RIP Version 2 implementations and
make any changes needed to the specifications.

Review the RIP over Demand Circuits Internet-Dr~ft.

Aug 1993 Submit the RIP over Demand Circuits to the IESG for consideration as a
Proposed Standard.
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Nov 1993

Mar 1994

Post as an Internet-Draft a report describing the implem.ent~tion and oper-
ational experience of the RIP v2 protocol in accordance with the RFC 1264
"Routing Protocol Criteria."’

Submit the RIP Version 2 protocol to the IESG for considere~tion as a Draft
Standard.

P~equest For Comments:

RFC 1387

RFC 1388

RFC 1389

"RIP Ve:rsion 2 Protocol/~.nalysis’"

"RIP Version 2 Carrying Additional Information"

"RIP Version 2 MIB Extension"
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CURRENT MEETING REPORT

Reported by Gary Malkin/Xylogics

Minutes of the I~IP Version II Working Group (RIPV2)

Agenda

¯ Review charter
¯ Review RFC 1388 (protocol spec)
¯ Review RFC 1389 (MIB)
¯ Review implementation experience
¯ t~eview the Demand Routing specification
¯ Summary of decisions and actions

Summary

The charter was approved as written.

The use of the Routing Domain in I~IP-2 is still unclear. It was determined that the ~se of
the field could not be sufficiently well defined to meet the varying :needs of those few people
who would like to use it. The field also poses difficult MIB problems (discussed below).
Therefore, it has been decided to remove the field from the protocol and leave a must-be-
zero field in its place. Presumably, a motivated person could propose a third version of RIP
which would define a use for this field. This change does not, to the knowledge of those
attending the meeting, invalidate any existing implementations and may therefore be made
without requiring the specification to remain at the Proposed Standard. level.

There were two proposed changes to the MIB. The first was to deprecate the Routing
Domain object. It has been pointed out that the tables cannot be indexed correctly unless
the Routing Domain object was used as part of the index. Given that the Routing Dolnain
field is not well defined, this change will result in an overall simplification of the MIB. The
second proposal dealt with handling unnumbered interfaces. While the RIP-2 protocol does
not expressly address them, their existence does require consideration since the MIB tables
cannot be indexed properly with unnumbered interfaces. The proposal is to use a network
number of zero and a host number of if_index to create a suitable IP address for use in
indexing tables. These changes do not, to the knowledge of those attending the meeting,
invalidate any existing implementations and may therefore be made without requiring the
specification to remain at the Proposed Standard level.

There are currently two independent implementations of RIP-2: gated and Xylogics’s
routed. The MIB has been implemented for gated. ACC has a partial implement~tion
of RIP-2 and is planning to implement the remainder.
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Gerry Meyer’s Demand Routing proposal was discussed at length. It was agreed that it
performed a useful function. However, Robert Ullman pointed out that it simulated many
of the functions of TCP and that RAP used TCP. Robert and Gerry will continue the
discussion after Gerry has had an opportunity to read the RAP RFC. The slides from
Gerry’s presentation follow these minutes.

Attendees

Steve Alexander
Michael Anello
Dennis Baker
Fred Baker
Dave Cullerot
Bob Downs
Dino Farinacci
Vince Fuller
David Jacobson
John Krawczyk
Tony Li
Susan Lin
Paolo Malara
Gary Malkin
Gerry Meyer
Keith Mitchell
Ramin Najmabadi
Willi Porten
Juergen Rauschenbach
Benny Rodrig
A. Velu Sinha
Paul Traina
Robert Ullmann
Douglas Williams

stevea@lachman, com
mike@xlnt, com.
dbaker@wellfleet, com
fbaker@acc, com
cullerot@ctron, com
bdowns@comb ine’t, com
dino@cisco, com
vaf@sZaz, dord. edu
duj ake@vn~t, ibm. corn
j krawczy@wellfleet, com
tli@cisco, corn
suel in@vnet, ibm. corn
malara@crs4, it
gmalkin@xylogics, com
gerry@spider, co.uk
keith@pipex.net
naj mab adi@hel ios. Jibe. rtt. be
porten@gmd, de
j rau@dfn, de
brodrig@rnd-gate, rad. co. il
avs inha@attmail, corn
psZ@cisco, com
ariel@world, std. corn
dougw@ralvmg, vnet. ibm. com



Routing Over Demand Circuits - RIP
¯ The problem with routing protocols.

¯ Routing Information Integrity.

¯ Intelligent circuit manager.

¯ Presumption of reschabllity.

¯ Implementations.

Routing Over Demand Circuits - RIP
The problem with routing protocols:

¯ Pedodi¢ updates (, or hellos or flooding).

¯ SVC connection open "permanently.

¯ Cost of a connection (duration).

¯ Cost of data (X.25).

¯ Mesh (~f connections" O(N**2).

Routing Over Demand Circuits- RIP
Routing Information Integrity:

¯ Triggered updates of ’complete’ database

¯ Guaranteed delivery:

-- New packet types with sequence and
fragment number.

-- Individual fragments acknowledged.

-- Fragments ~e-transmitted until
acknowledged.

-- Routing database not updated until all
fragments are received.

¯ Retention of alternative routes.

Routing Over Demand Circuits - RIP
Intelligent circuit manager:.

¯ Able to dstermine unreachabllity In a
predictable flnit~ pedod.

¯ Internal clrcuR DOWN and circuit UP
messages

-- DOWN Indicates no SVC, and unable
to get one for ANY datagram.

-- UP (sent ~ftar a down) Indicates SVC
established.

¯ After DOWN, circuit manager Is
responsible for ~e-establ|shing
connection.

Routing. Over Demand Circuits - RIP
Presumption of reachabllity:

¯ Unless evidence to the contrary:

-- Don~ time out routes learned from the
WAN.

¯ Evidence to the contrary:

-- Routing entry missing from an update.

-- Routing entry received with Infinite
metdc.

-- Circuit DOWN indication from circuit
manager.

-- (Eventual) failure to receive ACK 
update.

Routing Over Demand Clrcuits - RIP

Implementatlona:

¯ Spider: IP RIP 1, IPX RIP and SAP over
ISDN-PPP and )C25 (gerry@splder.co.uk).

¯ XtcN: IPX RIP an¢~ SAP.over ISDN-HDL:C
(lamb@xtcn.com).

¯ Others??

321
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2.5.10

Charter

Source Demand Routing (SDR)

Chair(s):
Deborah Estrin, estr£n©usc, edu
Tony Li, ~li©cisco. corn

Mailing Lists:
General Discussion: sdrp©caldera.usc, edu
To Subscribe: sdrp-reques~;©caldera.usc, edu
Archive: j erico .usc. edu: "/pub/sdrp

Description of Working Group:

The SDR Working Group is chartered to specify and promote the use of SDRP
(Source Demand Routing Protocol) as an inter-domain routing protocol capa-
bility in conjunction with IDRP and BGP inter-domain routing protocols. The
purpose of SDR is to support source-initiated selection of inter-domain routes~
to complement the intermediate node selection provided by BGP/IDRP.

The goal of the SDR Working Group is to release the components of SDR
as IETF Prototypes and to obtain operational experience with SDR in the
Internet. Once there is enough experience with SDR, the working group will
submit the SDR components to the IESG for standardization.

SDR has four components: packet formats for protocol control messages and
encapsulation of user datagrams, processing and forwarding of user data and.
control messages, routing information distribution/collection and route compu-.
ration, and configuration and usage.

The group’s strategy is to:

1. Define the format, processing and forwarding of user datagram and control[
messages so that SDR can be used very early on as an efficient means of sup-
porting "configured" inter-domain routes. User packets are encapsulated along
with the source route and forwarded along the "configured" route. Routes are
static at the inter-domain level, but are not static in terms of the intra-domain
paths that packets will take between specified points in the SDR route. The im-
pact of encapsulation on MTU, ICMP, performance, etc., are among the issues
that must be evaluated before deployment.

2. Develop simple schemes for a) collecting dynamic domain-level connectivity
information, and b) route construction based on this information, so that those
domains that want to can make use of a richer, and dynamic set of SDR routes.

3. In parallel with 1 and 2, develop usage and configuration documents and
prototypes that demonstrate the utility of static-SDR and simple-dynamic..
SDR.
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4. After gaining some experience with the simple schemes for distribution,
develop a second generation of information distribution and route construc-
tion schemes. The Group hopes to benefit from discussions with IDPR and
NIMROD developers at this future stage because the issues faced are similar.

5. The Group will also investigate the addition of security options into the
SDRP forwarding and packet format specifications.

Goals and Milestones:

Mar 1993

Jun 1993

Post an Internet-Draft of packet forwarding and control message format and
protocol for IP.

Post as an Internet-Draft the SDR MIB.

Jun 1993

Sep 1993

Done

Nov 1993

Dec 1993

Dec 1993

Mar 1994

Post as an Internet-Draft the SDR Usage and Configuration document. This
is the highest priority after the draft specification in order to demonstrate how
even static-SDR can be used to achieve concrete objectives..

Post as an Internet-Draft the BGP/IDRP :Extensions Specification. As men-
tioned in the Internet Draft there are a few extensions to BGP/IDRP needed
to support SDR. These must be detailed and documented.

Submit as an Internet-Draft a specification for l~oute Setup.

Post as an Internet-Draft a SDR Deployment Plan.

Post as an Internet-Draft a document describing the distribution/acquisition of
Information to construct richer SDR routes. The initial versions of SDR will use
only configured information (some of which may be derived from BGP/IDRP)
as the basis for constructing source routes.

Post as an Internet-Draft a specification ibr SDR Multicast.

Submit the set of SDR specifiations to the IESG for consideration as a Proposed
Standard.

Mar 1994 Submit the set of SDR specifications to the IESG for consideration as a Pro-
totype protocol.

Internet-Drafts:

"Source Demand Routing Policy Language", 06/21/1993, T. Li <draft-ietf-sdr-
pl-00.txt>

"Source Demand Routing: Route Setup", 06/23/1993, D. Estrin, D. Zappala,
T. Li <draft-ietf-sdr-route-setup-.00.txt>

"BGP SDRP_SPEAKERS Attribute", 09/13/1993, K. Varadhan <:draft-ietf-
sdr-speakers-attribute-00.txt >
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CURRENT MEETING REPORT

Reported by Peter Ford/Los Alamos National Laboratory

Minutes of the Source Demand Routing Working Group (SDR)

Tony Li opened the meeting and bashed the agenda into shape. It was subsequentl.y dy-
namically reordered.

Deborah Estrin gave an overview of SDP~P, noting the specification for SDP~P has not
changed since the last meeting. She requested that people read the specification and provide
more comments.

Deborah reported on a prototype implementation by Daniel Zapalla at USC based on the
SunOS DARTnet kernel. Tests were conducted on a small 4-node testbed at USC, and on.
DAl~Tnet. There is a kernel interface establishing source routes, .filtering and encapsulation..
There is a routing socket interface for the D-FIB.

USC is interested in seeing more people pick up the code and build experimental testbed
islands, and then interconnecting them for later interdom~in experimentation.

Christian Huitema asked about anycast, and Yakov noted that the AS number is a group.
address. Further work remains to be done in defining the req~firements for anycasting~,
but there appears to be nothing in the SDRP specification that would be a subst;~ntial
limitation.

Tony Li reported on his work on BGP/IDRP interaction with SDRP. The original idea
was to route SDRP control messages to AS representatives (e.g. to query AS for policy).
This functionMity is possible by changing routing of control messages, with the last address
being an AS address. Thus the BGP attribute is no longer needed for this functionality.
Tony will fix the specification to reflect this change. The IDRP attribute is still useful for
tunneling. Yakov has a draft of this attribute and will post it as an Iaternet-Draft shortly.

Tony reported on the policy language he has been working on. It is C-like. Tony would
like to get more comments on the specification. The evaluation, of policy is boolean. The
functionality will be familiar to people who are familiar with cisco access lists. The OR
operator (distinct from II) can be used to ignore a term which cannot be evaluated (bot-
tom). Christian Huitema suggested that the access control aspects of this language should
be checked against the work on IP security. Future work will include policy based on source
and destination AS number (using the DNS?), source and destination communities, and
there may be some work on richer pattern matching on the entire SDRP route if there is
a need. There could be some work on t~me varying characteristics, such as load or delay.
Steve Hotz sent mail suggesting that Tony think about evaluating policy terms to preference
continuous values instead of boolean values.
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Tony reported on his work on Information Distribution. The plan. is to get the current AS
topology from some static source. It was suggested to see RIPE-8]. for a:n expression of this
information. Christian noted that we probably need to consider higher levels of aggregation
of this information above ASs.

Deborah stated that she needs to do a rework of the futures document which deals with
scaling issues. She will update the document.

Deborah reported on SDRP setup work. Setup is done via an explicitly source routed packet
with the probe bit set. The motivation for these setups is to reduce the header size. It is
not a requirement for a router to participate. It can strip the probe bit, send it ahead, and
send a setup rejected message back to the originator.

There was a question if the routers have to maintain information on source routes that it
is currently setup for: the answer was yes. It was again noted th~.t this is s.oft state.

There is a draft specification of SDRP ’~,~etup that will. be distributed later in the summer.

Christian stuted that setup needs to be investigated to see whe~t its inter~ctions a~e with
regard to load splitting.

Deborah noted additional work that will be considered, including multicast (and its rela-
tionship to ESL). This would be used to establish branches on raulticast trees. There also
needs to be better tools for building SDRP routes.

Editor’s Note: A list of assigned tasks is available via FTP or mail server .from the remote
directories as fietf/sdr/sdr-minutes-93jul.txt. Refer to Section 1.2 of the; proceedings for
retrieval instructions.
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2.6 Security Area

Director(s):

Steve Crocker: crocker@tis.com

Area Summary reported by Steve Crocker/TIS and Jim Galvin/TIS

The Security Area within the IETF is responsible for development of security oriented proto-.
cols, security review of I~FCs, development of candidate policies, and review of operational
security on the Internet. The appendix to this report defines what is meant by "security"
on the Internet.

Much of the work of the Security Area is performed in coordination with working groups
in other areas. The Security Area Advisory Group (SAAG) is a group of security experts
which provides both consulting help to other areas and direct management of working
groups within the Security Area.

The main bulk of the work for the SAAG consists of a set of :formal work items. These
work items correspond to working groups within the IETF Security Area, security-relevant
developments within working groups in areas other than security, and internal SAAG work
items which do not merit the creation of formal working groups but which do need some
level of attention.

Below is the status of each of the working groups officially chartered or initiated within the
Security Area. Immediately following those reports is e~n upde~te c~r~ other security issues

well as security related work in other IETF areas.

Authorization and Access Control Working Group (AAC)

The AAC Working Group met on Wednesday afternoon. The need for demonstrations of the
technology was discussed; possible applications for an authorization API include Prospero,
remote execution, database access, and file transfer. The representation of authorization
information for access control lists and distributed authorization credentials was discussed.
There was some contention on this topic.

At the SAAG meeting is was suggested that some of the work arising from this working
group may be best addressed initially by the PSRG. Cliff will follow-up on this.
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Common Authentication Techno![ogy Working Group (CAT)

The CAT Working Group met for two sessions at the Amsterdam IETF, discussing (in
about equal proportion) general CAT issues and FTP security integration. We reviewed
the status of implementation and specification activities, identified items requiring follow-up
work, and managed to associate individuals and subset groups with several of the desired
items.

The GSS-API base specification, GSS-API C Language Bindings., and Kerberos Version 5
documents have been submitted, adopted, and published by the IESG as Proposed Stan-
dards.

The DASS document has been submitted, adopted, and published by the IESG as an
Experimental Protocol.

Commercial Internet Protocol Security Option Working Group (CIPSO)

There is a new draft of the CIPSO specification; Steve Crocker will m~.ke sure it gets
published as an Internet-Draft.

There are several folks who are unsatisfied with this document, including both SAAG and
PSRG members. There has been some difficulty getting the issues communicated effectively
to Ron Sharp. Steve Crocker has been tasked with resolving the conflicts.

Internet Protocol Security Protocol Working Group (IPSEC,)

The meeting was opened by A1 Hoover with art introduction to the IPSEC Working Group
for first time attendees, a review of the approved IPSEC charter, a review of liaisons between
IPSEC and IPng, IEEE, CAT, and other working groups. A brief discussion of preliminary
implementations related to IPSP was discussed. Absences of IPSEC implementors limited
the scope to a review of the various approaches (SwiPe, NLSP, SP3).

IPSEC would like to ~arget demonstratiions of preliminary implementations (non-interoperable)
for the Houston (November) IETF. Demonstrations of preliminary interoperable implemen-
tations is targeted for the March IETF.

Network Access Server Requirements Working Group (NASREQ)

The NASREQ Working Group meeting was sparsely attended on Thursday morning. Lack-
ing critical mass, there was little discussion about~ any of the out.,;tanding issues. The
modified charter and schedule was reviewed. The chair requested volunteers to help "write
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sections of the draft. (One person expressed willingness to help~ provided he received
proval from his management.) Representatives from the ACCT Working Group ar.td the
AAC Working Group requested more contact and information flow between the groups.

Privacy-Enhanced Electronic Mail Working Group (]PEM)

The PEM Working Group met for one, 2-hour session on Wednesday afternoon. The meeting
opened with reports on implementation status from seven PEM[ developers, representing
commerciM, research, and academic communities.

Next, the meeting addressed the continuing topic of MIME-PEM integration. No substan.-
rive progress was made on this topic, due to a lack of written submissions for review prio:.~
to the meeting. Nonetheless, there was a discussion of this topic, based on a very recen:L
discussion between two of the authors of the relevant Internet-Dr~,ft. A presentation on the
use of Distinguished Names versus Domain Name System names in certificates followed,
but was truncated because of time limitations.

A presentation on the rationale for the current certification system design was skipped,
also due to time constraints. Full text of the slides for both of these presentations will be
included as an appendix to the meeting minutes. The meeting concluded with a discussion
of triple-DES modes of use for PEM, and a paper exploring this issue was distributed
the meeting. While there was substantial sentiment for one o:[ the modes, it was agreed
that further analysis is called for.

SNMP Security Working Group (SNMPSEC)

In conjunction with the SNMPv2 Working Group~ twelve documents h~ve been completed
and published as Proposed Standards. This work item was officially closed at the Amster-
dam IETF.

TELNET Working Group (TELNET) - Applications Area

There is no security-relevant progress to report from the Amsterdam IETF.

Router Requirements Working Group (RREQ) - Internet Area

The previous single document has been split into four documents and a number auxiliary
documents. Phil Almquist has responsibility for finishing the documents and submitting
them to the IESG for publication.



332 CHAPTER 2. AREA AND WORKING GROUP REPORTS

Domain Name System Working Group (DNS) - Service Applications Area

A mailing list and subcommittee of the DNS Working Group has been created. Work on
DNS security is expected to begin on the mailing list.

Trusted Network ]Pile System Working Grou~p (TNFS) - Service Applica-
tions

The TNFS Working Group meets principally under t:he auspices of the Trusted Systems
Interoperability Group.

No progress to report.

Audio/Video Transport Working Group (AVT) - Transport Area

This activity was to be reviewed to identify the security issues for the Amsterdam meeting.

No progress to report.

Integrated Directory Services Working Group (IDS).- User Services Area

Privacy constraints exist for the data, but there w~s no substantial discussion ~t this time.

Export Control Issues

Vint Cerf ~nd Steve Crocker need to press forward on drafting a document.

IP: The Next Generation

A plan for processing ~ security review of the competing next ger~eration proposals were to
be drafted for the Amsterdam meeting.

No progress to report.

IRC

A document in RFC format exists that purports to document this protocol. At this time,
this work item exists to track this activity.
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ITAR Publication

An on-line version of the US International Traffic in Arms Regulations (ITAR) will 
created as soon as it has been published in the Federal Register, probably as an informational
RFC.

Key Management Strategies

A review of key management strategies and activities was to be drafted for the Amsterdam
meeting.

No progress to report. At the SAAG meeting it was asked why this work item is called out
separately from the IP security work item. John will be asked to address this quest!Lon in
his draft.

Mobile IP Security

John Ioannidis was to report on the relationship between this work item and the IP security
workitem at the Amsterdam SAAG meeting; he was not present at this meeting. A1 Hoover
will follow-up with John on the status of this work item.

Random Number Generation Issues

A revised Internet-Draft is overdue. Jeff Schiller will follow-up with Don Eastlake to arrange
a new draft.

Routing Security Plan

No progress to report. Steve Crocker will follow-up with Radia Perlman.

Security Area Architecture

Editor’s Note: A summary description of the Security Area is available via FTP or mai,I
server from the remote directories as/ietf/93jul/area.security.93jul.txt. Refer to Section
1.2 of the proceedings for retrieval instructions.



334 CHAPTER 2. AREA AND WORKING GROUP REPORTS

Working Group Liaison Checklis~

A checklist was prepared and distributed, at the SAAG meeting. A copy will. be distributed
to the SAAG Interest :mailing list for discussion.
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2.6.1

Charter

Authorization and Access Control (AAC)

Chair(s):
Clifford Neuman, bcn~±si, ecru

Mailing Lists:
General Discussion: ietf-aac~isi.edu
To Subscribe: ie~f-aac-reques~©isi.edu
Archive: prospero, isi. edu: "/pub/aac/*

Description of Working Group:

The goal of the Authorization and Access Control Working Group is to develop
guidelines and an Application Program Interface (API) through which network
accessible applications can uniformly specify access control information. This
API will allow applications to make access control decisions when clients are
not local users, might not be members of a common organization, and often
not known to the service or application in advance.

Several authentication mechanisms are in place on the Internet~ but most
plications are written with local applications in mind and no guidelines exist
for supporting authorization and access control based on the output of such
thentication mechanisms. The CAT working group developed the GSS-API,
common API to support authentication. The AAC Working Group will develop
a common API that accepts the identity of a client (perhaps the output of the
GSS-API), a reference to an object to be accessed, and optionally an indication
of the operation to be performed. The API will return a list of authorized
operations or a yes/no answer that can be easily used by the ~pplic~tion.

A second, longer term purpose of the working group will be to examine evolv-
ing mechanisms and architectures for authorization in distributed systems and
to establish criteria which enable interworking of confidence and trust across
systems. The working group will develop additional goals an milestones related
to this purpose and will submit a revised charter once the appropriate goals
and milestones are determined. To the extent possible this additional work will
encourage evolution toward credential formats that more readily allow support
for or translation across multiple mechanisms.

Goals and Milestones:

Done

Done

Submit charter and milestones for approval.

Meet at the Columbus IETF to identify common characteristics of ew)lving
distributed authorization mechanisms and begin discussion of approaches fo:.~
interoperability across mechanisms.
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Jun 1993

Jun 1993

Aug 1993

Jan 1994

Post draft API as an Internet-Draft.

Post an Internet-Draft of the guidelines fo:r authorization and access control tbr
network accessible applications.

Submit the AAC guidelines document for approval as an I]].formational RFC.

Submit the AAC API for consideration as an Experimental RFC.



2.6. SECURITY AREA 33’7

CURRENT MEETING REPORT

Reported by B. Clifford Neuman/Information Sciences l[nstitute

Minutes of the Authorization and Access Control WG (AAC)

The Authorization and Access Control Working Group met at the July IETF for the first
time since the approval of its charter and official inception as a working group. The pre-
ceding three meetings were BOF sessions.

The charter, past minutes, mailing list discussions, and other documents mentioned in these
minutes are available by anonymous FTP from prospero.isi.edu in the directory/pub/aac.

Agenda

¯ Report on approval of the AAC charter.

¯ Presentation of a list of restrictions and privilege attributes needed by applicatiorLs
and existing security systems, and a proposed method for representing them.

¯ Discussion of the intended use of these restrictions by applications, and the presen-
tation of an Application Program Interface (API) to provide a simple interface for
application developers.

¯ Discussion of the information maintained in the security context. The security context
maintains information about the user that is used to ma:ke authorization decisions.

Report on the AAC Charter

It was reported that the working group charter was approved by the IESG. Steve Crocker
brought up several desires that were raised in the discussion by the IESG. Among these de-
sires is the need for some kind of demonstration of the technology, in particular, integration
with possible applications.

Discussion of Possible Applications (Digression)

Possible applications were discussed. An early test will be the Prospero Directory Service
which ~lready has support for access control lists, and an access control list type reserved
for the mechanism developed by the working group.
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Another possible application is in support of cross-site, remote execution. In particulaz,
Tom Hutton is looking for a simple way to specify access controls for data ~nd processing
resources distributed across several sites.

File transfer provides a third set of applications. Steve Crocker pointed out the need
for secure file transfer to and between large diverse groups. This is related to the FTP
extension work in the Common Authentication Technology Working Group (CAT) in that
those extensions make available to the application the authenticated network identity of the
client, and that identity might be used as a basis for authorization, decisions. Some of the
Washington University FTP daemon extensions are also of interest here..

A final application tha~ was discussed was network databases. Da.isy Rose mentioned that
the Network Database Working Group (NETDATA) has a need for an authorization mech-
anism that will allow them to determine which remote principals are authorized to access
a database, and which local user ID ~s to apply to such. remote accesses.

How It Will Be Used by Applications

Throughout the discussion of possible applications, the issue of how authorization infor-
mation would be specified by applications was raised. There seemed to be two classes:
applications that are aware of network identities, and those that are not.

Applications that are not aware of network ident.ities rely on local authorization using local
user identities. A separate mechanism is used to map network identities to local identities.
For such applications, authorization is confined to initially establishing who is authorized
to assume a particular identity at the time a connection is initiated. It is not clear if this
is an authentication issue or an authorization issue.

Applications that are aware of network identities make a call to the authorization API for
each operation that is to be mediated. The authorization API will return a yes or no answer,
or a list of what the principal can do, based on the principal’s network identity.

Access control list entries could identify the type of authentication required, in addition
to the name of the principal authorized by an entry. Sam Sjogren suggested allowing the
specification of weaker authentication methods including regular expression matches on
network address or hostname and usernames in addition to stronger methods. This would
allow the authorization API to be used with an existing application that does not have
support for strong authentication, and would allow easier transition to stronger mechanisms
if they are later integrated into the application.

There was a brief discussion about whether an administrative interface to maintain access
control lists needs to be defined. This issue was defered until it is decided what access
control lists and the API for checking authorization will look like. T]~e d[efinition of an
external representation for an access control list should be enough to get started.
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Presentation of Restrictions and Privilege Attributes

A draft list of restrictions was distributed at the meeting. The list defines some common
restrictions that are useful for representing privilege attributes and constraints on t:he use
of credentials in distributed systems.

Several restrictions were discussed. Sam Sjogren suggested that it might be useful to think of
these in terms of the questions who, what, when, where, and how (why is more appropriate
for audit than authorization). With this taxonomy, the restrictions discussed were:

¯ who - for_use_by_principal, for_use_by_group;
¯ what - local_uid, group_membership, dce_pac, authorized, quota, netmask;
¯ when - accept_n_times, authorized_times;
¯ where - for_use_on_server, limit_restriction, limitmpplication; and
¯ how - connection_type (dial-in, hard-wired from a secure area, etc), application.~ame.

Even with this breakdown, there was a great deal of confusion about the difference between
the "who" restrictions which limit who may exercise the proxy, and the "what" restr~ctions
that seem to assert local user IDs and group membership, instead of restrict them. It
is clear from the discussion that the model needs to be refined so that this distinction is
more understandable, or replaced so that positive and negative attributes are considered
separately.

During discussion after the meeting, some ideas for addressing this confusion were generated.
A revised specification incorporating one of these ideas will be distributed to the mailing
list by the third week of August, and it will be decided at that time if the concerns have
been addressed.

Discussion of the Security Context

In the few minutes that remained, Piers McMahon discussed possible information to be
included in the security context, a structure that stores information about a principal and
is passed as input to the authorization API which uses it, to decide which access control list
entries are applicable. The presentation outlined the security-relevant information about a
session maintained by, exported by, or used by several systems..

The Generic Security Service Application Program Interface (GSS-API) supports authen-
tication and message protection. Separate authorization mechanisms provide access med~[-
ation and enforcement. The network user identity authenticated by the GSS-API is part of
the security context and can be used by the authorization API.
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In the OSF Distributed Computing Environment, a set of privileges are added to the security
context. These privileges are securely transmitted in privilege attribute cer~.~ificates signed
using Kerberos. These privileges become part of the security context once validated by the
end-server.

The security context for Sesame includes privilege attributes anaL control attributes that
can limit delegation and permissible targets. M~.x Six includes labels a~:d audit IDs in the
security contexts.

Representation of attributes is likely to be needed i~ a security context used for access
control. It is recommended that the GSS-API security context be e~’tended to include
privilege attributes. John Linn pointed out theft if t:his is done, a set of widely accepted
attributes will be needed.

Thanks to Richard Graveman for his notes which we:re helpful in. the preparation of these
minutes.
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2.6.2 Commercial Internet Protocol Security Option (CIPSO)

Charter

Chair(s):
l%on Sharp, rls©nep~une, a~. com

Mailing Lists:
General Discussion: cipso©wdll.wdl, loral, com
To Subscribe: cipso-request~wdll.wdl.loral, com
Archive: archiv e-s erver~dl 1. wdl. loral, corn

Description of Working Group:

The Commercial Internet Protocol Security Option Working Group is chartered.
to define an IP security option that can be used to pass security information.
within and between security domains. This new security option will be modular
in design to provide developers with a single software environment which can
support multiple security domains.

The CIPSO protocol will support a large number of security domains. New
security domains will be registered with the Internet Assigned Numbers Au-.
thority (IANA) and will be available with minimal difficulty to all parties.

There is currently in progress another IP security option referred to as IPSO
(I~FC 1108). IPSO is designed to support the security ]..abels used by the 
Department of Defense. CIPSO will be designed to provide labeling for the
commercial, US civilian and non-US communities.

The Trusted Systems Interoperability Group (TSIG) has developed a docu-
ment which defines a structure for the proposed CIP~O option. The worldng

group will use this document as a foundation for developing an IETF CIPSO
specification.

Goals and Milestones:

Ongoing l~eview outstanding comments/issues from mailing list. Continue the :process
to advance the Draft Standard to a Standard.

Done l~eview and approve the charter for the IETF CIPSO Working Group. Review
revised TSIG CIPSO Specification.

Done I~eview outstanding comments/issues from mailing list. Continue work on spec-
ification and prepare it for submission as an Internet-Draft by the end of May.

Jul 1991 l~eview outstanding comments/issues from mailing list. The specificatf~on will
be submitted to the IESG for consideration as a Proposed Standard.
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Mar 1992 Submit specification to the IESG for consideration as a Drut~t Standard. There
must be at least two interoperable implementations b:y this time.

InternetoDrafts:

"COMMON IP SECUI~ITY OPt~ION", 03/10/1993, 1~. Sharp <draft-ietf-
cipso-ipsec-option-00.txt >
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2.6.3

Charter

Common Authentication Technology (CAT)

Chair(s):
John Linn, linn©gza, corn

Mailing Lists:
General Discussion: cat-ietf@miZ, edu
To Subscribe: cat-ie~f-reques~,@mit.edu
Archive: bitsy, miZ. edu: "/cat- ietf/archive

Description of Working Group:

The goal of the Common Authentication Technology Working Group is to pro-
vide strong authentication to a variety of protocol callers in a manner which
insulates those callers from the specifics of underlying security mechanisms.
By separating security implementation tasks from the tasks of integrating se-
curity data elements into caller protocols, those tasks can be partitioned and
performed separately by implementors with different areas of expertise. This
provides leverage for the IETF community’s security-oriented resources, and
allows protocol implementors to focus on the functions their protocols are de-
signed to provide rather than on characteristics of security mechanisms. CAT
seeks to encourage uniformity and modularity in security approaches, support-
ing the use of common techniques and accommodating evolution of underlying
technologies.

In support of these goals, the working group will pursue several interrelated
tasks. We will work towards agreement on a common service interface allowing
callers to invoke security se~vices~ and ~owards agreement on a common au-
thentication token format, incorporating means to identify the mechanism type
in conjunction with which authentication data elements should be interpreted.
The CAT Working Group will also work towards agreements on suitable under-
lying mechanisms to implement security functions; two candidate architectures
(Kerberos V5, based on secret-key technology and contributed by MIT, and
X.509-based public-key Distributed Authentication Services being prepared for
contribution by DEC) are under current consideration. The CAT Working
Group will consult with other IETF working groups responsible for candidate
caller protocols, pursuing and supporting design refinements as appropriate.

Goals and Milestones:

Done Progress Internet-Draft and P~FC publication of mechanism-level documents to
support independent, interoperable implementations of CAT-supporting mech-
anisms.
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Done

Done

Done

Done

Done

Done

Preliminary B OF session at IETF meeting, discussions with TELNET and Net-
work Printing Working Groups.

Distribute Generic Security Service Application Program Interface (GSS-API)
documentation through Internet-Draft process.

First IETF meeting as full working group: review charter distribute documents,
and status of related implementation, integration, and consulting liaison ac-
tivities. Schedule follow-on tasks, including documentation plan for specific
CAT-supporting security mechanisms.

Update mechanism-independent In~.:ernet-Drafts in response t.o issues raised,
distribute additional mechanism-specific documentation including Distributed
Authentication Services architectural description and. terms/conditions for use
of the technology documented therein.

Second IF, TF meeting: Review distributed documents and status of related
activities, continue consulting liaisons. Discuss features and characteristics of
underlying mechanisms. Define scope and schedule for follow-on work.

Submit service interface specification to to the IESG for consideration as a
Proposed Standard.

Internet-Drafts:

"FTP Security Extensions", 04/06/1993, S. Lunt < draft-ietf-cat-ftpsec-02.txt >

Request For Comments:

RFC 1507

RFC 1508

RFC 1509

RFC 1510

RFC 1511

"Distributed Authentication Security Service"

"Generic Security Service Application Program Interface"

"Generic Security Service API : C-bindings"

"The Kerberos Network Authentication Service (V5)"

"Common Authentication. Technology Overview"
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CURRENT MEETING REPORT

Reported by John Linn/Geer Zolot Associates and Sam Sjogren/TGV

Minutes of the Common Authentication Technology Working Group (CAT)

The CAT Working Group met for two sessions at the Amsterdam IETF, discussing (in
about equal proportion) general CAT issues and FTP security integration.

Review of CAT Activities

We reviewed the status of CAT-related Internet-Drafts: "Generic Security Service Al~plica-
tion Program Interface" (GSS-API) and "Generic Security Service API : C-bindings" are
in the hands of the P~FC Editor pending advancement to Proposed Standard status, as is
"The Kerberos Network Authentication Service (V5)." The Kerberos V5 GSS-API imple-
mentation has not received recent development effort, and is not currently compliant, but
a plan to make volunteer resources available is being explored.

Chuck McManis discussed CAT-related activities ongoing at Sun Microsystems. Sun cur-
rently supports Kerberos V4, and plans to migrate to V5. Kerberos is invoked (using its
native interface, rather than GSS-API) from RPC. Separate work on layering tLPC atop
GSS-API had been ongoing at Sun, but has not yet yielded conclusive results. One of the
US National Laboratories had ported beta 2 of Kerberos V5 to Solaris, and Sun is working
with the resultant code base.

CAT Technical Discussion

Two proposals for incremental changes to the GSS-API documents were considered:

A terminology change in response to a request from X/0pen, renaming the per-
message protection primitives from GSS_Sign to GSS_GetMIC, GSS_Seal to GSS_Wrap,
GSS_Verify to GSS_VerifyMIC, and GSS_Unseal to GSS-Unwrap (to avoid conflict
with other usage, without change to function, preserving (though deprecating use of)
existing names in existing code for backward compatibility) was tentatively accepted
pending e-mail review.

In evaluating the request and considering alternatives, it was observed that ISO’s
usage of the term "seal" echoes the notion of applying a wax seal to a document. It
was also observed that the current Kerberos V5 implementation of GSS_Sign emits a
token containing the entirety of the input message rather ~han just a signature.
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It was also observed that no GSS-API per-message protection interface currently
exists to provide confidentiality without integrity, and post-raeeting review (GSS-API
specification, Section 1.2.2) confirmed the related point theft mec:hanisms indicating
the availability of per-message confidentiality services are also expected to indicate
and offer per-message integrity. No definitive co~.clusion was reached .~bout the level
of demand for confidentiality without integrity.

o A proposal to add GSS_set_defau].t_cred and GSS_lookup_default_cred routines was
rejected for reasons of semantics which were considered to be environment-specific
(though considered as a likely init!ial entry in a set of extensions for POS][X and like
environments). Much of the motivation for this feature derives frorn a desire to control
the set of credentials which will be transferred by inheritance across the UNIX fork
operation. It was observed that it would be; difficult to implement the set_default_cred
function within the current Kerberos V5 code b,~,se, and tho~t different implementors
could implement the proposal as diefined with conflicting semantics which would not
support application portability. Given a:a obserw~tion that credentials structures are
ephemeral, use of acquire_cred wi~h (non-ephemeral) principal names as arguments
was recommended as an alternative approach which would surviwe UI~IX fo~ks.

Chuck McManis expressed intere~,~t in usi~ng set_default_cred as a means to spawn
threads using different mechanisras for different threads, and s~w this as a more
critical priority than use of different identities within a single mechanism; he also
expressed a desire that credentials be "lightweight" structures.

CAT Follow-On Tasks and Action Items

Follow-on tasks identified were:

¯ Kerberos V5 GSS-API mechanism, specification and code enhancement;

¯ Kerberos V4 GSS-API implementation;

¯ "negotiated" mechanism definition (a task: to which a framework discussion authored
by Bob Blakely and forwarded to the list was considered relevant);

¯ CATS stream-oriented overlay definition;

¯ documentation of mechanism implementor’s guidance/agreements; and

¯ environment-specific specifications and extensions (e.g., cred.ential inheritance seman-
tics).
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Individuals and subset groups were associated with several of these items. Activity on the
"negotiated" mechanism’s design was argued as not being critical at this time; it will assume
greater importance once multiple mechanisms are actively supported.

FTP Security

The discussion on FTP security was moderated by, and this section of the minutes was
reported by, Sam Sjogren.

Review of FTP Activities

Discussions on the CAT mailing list as well as at the Columbus IETF meeting in March
resulted in changes to the specification for security in FTP. Steve Lunt revised the "FTP
Security Extensions" Internet-Draft and submitted it to the IF’,TF Secretariat for announce-
ment. A list of changes made to the document was also produced and was sent to the CAT
mailing list. Since Steve was not able to physically attend, the group’s meeting in Amster-
dam, arrangements were made to allow Steve to participate via speakerphone. The list of
changes was the focus of most of the group’s discussions.

FTP Technical Discussion

One of the additions to the FTP security document is a specification using the GSS-API
authentication type. This specification needs to be reviewed, in detail and any problems
corrected. John Linn will communicate his observations to Steve on this.

Although the interaction of the AUTH, FASS~ and USER, com:m~nds h&ve been cl~:rified
somewhat, it was agreed that the various possible cases (including those involving users for
whom passwords (which should be protected) may be required !in addition to other forms
of authentication) should be more rigorous.

The form of Base-64 encoding used by FTP security has been brought into line with that
used by PEM. One concern is that the length of a B~se-64 string is currently unbounded,
and that may cause problems for small-machine implementations. This will be addressed
in the small-machine discussion on the mailing list.

For the time being, proxy file transfers are deferred. One of ~he effects of this is that the
requirements for negotiating session keys are eased. However, the negotiating of se..ssion
keys with the various possible mechanisms should still be investigated to make sure t:hat in
the future we will not be precluded from supporting this feature,.

It is necessary for a server to indicate to a client, somehow, what levels of security are
supported (e.g., integrity but not encryption). Although this has been left purely to the
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particular mechanism, there is a feeling that the protocol itself s:~Lould provide some sup-
port for determination of this when mec:hanisras themselves do not support it. So, a 4(}2
reply code is defined w:hich indicates to a client that ENC and/or MIC .commands are not
accepted, thereby allowing a client to probe a server to determine the levels of security it
supports. Note that thi.s even allows a server to force the use of privacy but not allow mere
integrity assurance. This method is authentication-mechanism independent.

In the case of a server allowing integrity but not priw~cy, implementors are encouraged to
warn the user that the level of security available .is less than they :have requested.

Another potential small-machine issue surfaced in the specificatior~ of buffer size and length
for protected file transfers. Although the length field in the specification has been reduced
from 4 bytes to 2 bytes, thereby reducing the buffer size froxn 4 gigaby~;es to 64 kilobytes,
even a 64-kilobyte buffer may prove to be a problem for some sraall machines. This issue
will be discussed further on the mailing list.

Instead of the commonly used ’rcmd’ pr!incipa][ that is usually used wit]~ Kerberized TEL-
NET and R-Utilities, the principal name ~’ftp’ has been specified for use with FTP security.
There was a feeling that a number of sites may wish to avoid the additio~.aal overhead of
creating another principal for each machine, so there should be some capability to fallback
to use of the ’rcmd’ principal. This would appear to be an issue left to particular implemen-
tations and site policy. Perhaps it should be mentioned in the Internet-Draft that clients
are recommended to first try the ’ftp’ principal and if’ the ’ftp’ principal does not exist or
the FTP server will not accept the ’ftp’ principal, then try the ’rcmd’ principal.

Various other small changes were made to the Internet-Draft that were either corrections
or clarifications and are not worth mentioning in the minutes.

FTP Follow-On Tasks and Action Items

There will be discussion on the CAT Working Group mailing list regarding the buffer size
issues and how a sma~[1-system implementation may be affected by large buffers or buffers
of indefinite size.

Steve will incorporate the changes that arose from the group’s discussions into the Internet-
Draft and produce a new revision of the document and a list of changes.

The most important thing to do at this stage is to gain more i~nplementation experience.
Sam will solicit implementors through various e-mail lists and other channels.
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2.6.4

Charter

Internet Protocol Security Protocol (IPSEC)

Chair(s):
A1 Hoover, hoover©ans.ne~
Paul Lambert, paul_lamber’c©email .mot. com

Mailing Lists:
General Discussion: ipsec©ans.net
To Subscribe: ±psec-request©ans.net
Archive: ftp. ans. net : "/pub/archive/ipsec

Description of Working Group:

Rapid advances in communication technology have accentuated the need for
security in the Internet. The IP Security Protocol Working Group (IPSEC) will
develop mechanisms to protect client protocols of IP. A security protocol in the
network layer will be developed to provide cryptographic security services that
will flexibly support combinations of authentication, integrity, access control,
and confidentiality. The protocol formats for the IP Security Protocol (IPSP)
will be independent of" the cryptographic algorithm. The preliminary goals
will specifically pursue host-to-host security followed by subnet-to-subnet and
host-to-subnet topologies.

Protocol and cryptographic techniques will also be developed to support the key
management requirements of the network layer security. The key management
will be specified as an application layer protocol that is independent of the
lower layer security protocol. The protocol will initially support public key
based techniques. Flexibility in the protocol will ~llow eveatue~l support of
Key Distribution Center (KDC - such as Kerberos) and manual distribution
approaches.

Goals and Milestones:

Jun 1993

:Iul 1993

Nov 1993

Mar 1994

:Jul 1994

Post as an Internet-Draft the IP Security Protocol.

Post as an Interenet-Draft the specification for Internet key management.

Report on pilot implementation of the IP Security Protocol. Update Protoco:[
as needed.

Report on pilot implementation of the Internet Key Management Protocol.
Update Internet-Dr~ft ~s needed.

Submit the IP Security Protocol to the IESG for consideration as a Proposed
Standard.
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Jul 1994 Submit the: Internet Key Manageme:n.t Protocol to the: IESG for consideration
as a Proposed Standard.
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CURRENT MEETING REPORT

Minutes of the Internet Protocol Security Protocol Working Group (IPSEC)

Report not submitted. Please refer to the Security Area Report for a summary.
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2.6.5

Charter

Network Access Server Requirernents (NASREQ)

Chair(s):
Allan Rubens, acr~meri~.edu
John Vollbrecht, jrv©merit, edu

Mailing Lists:
Generi Discussion: nas-req@meriz.edu
To Subscribe: nas-req-reclues~©merit.edu
Archive:

Description of Working Group:

The Network Access Server Requirements Working Group has as its primary
goal, to identify functions and services that should be present in IP Network
Access Servers (NASs) and to specify the standards that provide for these
functions and services. The term "Network Access Server" is used instead of
the more conventional term "Terminal Server" as it more accurately describes
the functions of interest to this group. A "Network Access Server" is a device
that provides for the attachment of both traditional "dumb terminals" and
terminal emulators as well as workstations, PCs or router.,; utilizing a serial line
framing protocol such as PPP or SLIP. A NAS is viewed as a device that sits
on the boundary of an IP network, providing serial line points of attachment to
the network. A NAS is not necessarily a separate physical entity; for example,
a host system supporting serial line attachments is viewed as providing NAS
functionality and should abide by NAS requirements.

This group will adopt (or define, if need be) a set of standard protocols to meet
the needs of organizations providing network access. The immediate needs to
be addressed by the group are in the areas of authentication, authorization, and
accounting (AAA). In general, this group will select a set of existing standards
as requirements for a NAS. If necessary, the group will identify areas of need
where Internet standards don’t already exist and new standardization efforts
may be required.

Initially the group will independently investigate the twe cases of character
and frame-oriented access to the NAS. This investigation will be aimed at
determining what work is being done, or needs to be done, in this ~nd other
working groups in order to be able to define the set of NAS requirements. While
the ultimate goal of this group is to produce a NAS Requirements document,
it may be necessary to define standards as well. This initial investigation will
help determine what the goals of this group need to be. The group will also
work with appropriate working groups to define required NAS standards that
fall into the areas of these other groups.
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Goals and Milestones:

Done

Nov 1992

Nov 1992

Nov 1993

NAS Requirements Document posted as an Internet-D, raft.

Post an Internet-Draft on Character oriented AutherLtication, Authorization,
and Accounting(AAA).

Post an Internet-Draft on frame oriented AAA requirements.

Submit the NAS Requirements document to the IESG .as a Proposed Standard.

Internet-Drafts:

"Network Access Server Proposed Requirements Document", 10/01/1992, J.
Vollbrecht, A. Rubens, G. McGregor < draft-ietf-nasreq-nasrequirement s-01.txt >
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CURRENT MEETING REPORT

Reported by Jim Barnes/Xylogics

Minutes of the Network Access Server Requirements Working Group
(NASREQ)

Agenda

¯ Introduction and brief review
¯ Discussion of revised charter
¯ Review of goals and schedule
¯ NAS "helper" subgroup report
¯ Discussion of latest nasreq draft
¯ Request for volunteer writers

The NASREQ Working Group met in Amsterdam with a small number of attendees. Lack-
ing a critical mass of participants, the discussion was limited and the meeting brief.

The latest revision of the nasreq charter was briefly discussed. One question was whether
the NAS is only being viewed as the entry point into a network or whether the requirements
for a NAS should also reflect that the NAS could be a gatew~y out of a network 4;0 the
outside world. Along this same theme, there was a later questio~a about whether there were
any NAS dialout requirements (for example to provide a PPP dialout link on demand).

During the discussion of accounting, two relevant points were raised:

1. The accounting group is in the process of being restarted. Setting up a subgroup with
representatives from both NASREQ and the accounting group to exchange in~orma.-
tion was viewed as being a good idea.

2. It was noted that there is now a Modem Management Working Group (MODEM-
MGT). One of the areas they are investigating is what accounting statistics would be
useful for modems. Perhaps there is some common area that is interesting to both
the NASREQ Working Group and the MODEMMGT Working Group.

In the authentication area, it was noted that the GSSAPI and Kerberos V5 document,,; have
been recommended for Proposed Standard.

The authentication "helper" subgroup had little news to report. A draft document is still
targeted for the November IETF meeting.

Cliff Neuman relayed a request from the Authorization and Access Control Working Group
(AAC) for the NASREQ group to provide AAC with information on the NASREQ autho-.
rization requirements.
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A request for volunteers to help write some sections of the NASREQ document was made.
One person expressed interest in helping to do some of the writing.

Attendees
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Stephen Kent
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nevil©ccul, auk~ni, ac. nz
cameron©xylint, co. uk
rfg©c~, bellcore, corn
mar c o @mh-- s I ip. cr en. e du
kent@bbn ,. com
andr ewk©.~ co. com.
Ko s s akow~ inform.at ik. ~mi-hamburg. de
linn@gza, corn
kimcm©ic, dk
bcn©isi, edu
t imon©t imon. corn
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2.6.6

Charter

Privacy-Enhanced Electronic Mail (PEM)

Chair(s):
Stephen Kent, ken~@bbn, com

Mailing Lists:
General Discussion: pem-dev©tis, com
To Subscribe: pem-dev-request©tis, corn
Archive: pem-dev-request©~is, corn

Description of Working Group:

PEM is the outgrowth of work by the Privacy and Security Research Group
(PSRG) of the IRTF. At the heart of PEM is a set of procedures for trans-
forming RFC 822 messages in such a fashion as to provide integrity, data ori-
gin authenticity, and, optionally, confidentiality. PEM may be employed with
either symmetric or asymmetric cryptographic key dist:ribution mechanisms.
Because the asymmetric (public-key) mechanisms are better suited to the large
scale, heterogeneously administered environment characteristic of the Internet,
to date only those mechanisms have been standardized. The standard form
adopted by PEM is largely a profile of the CCITT X.509 (Directory Authenti-
cation Framework) recommendation.

PEM is defined by a series of documents. The first in the series defines the
message processing procedures. The second defines the public-key certification
system adopted for use with PEM. The third provides definitions and identi-
tiers for various algorithms used by P EM. The fourth defines message formats
and conventions for user registration, Certificate Revoc:~tion List (CRL) dis-
tribution, etc. (The first three of these were previously issued as RFCs 1113~
1114 and 1115. All documents have been revised and are being issued first as
Internet-Drafts.)

Goals and Milestones:

Done

Ongoing

Done

Submit first, third, and fourth documents as Internet-Drafts.

Revise Proposed Standards and submit to IESG for consideration as a Draft
Standard, and repeat for consideration as an Internet Standard.

Submit second document as an Internet-Draft.

Done

Done

First IETF working group meeting to review Internet-Drafts.

Submit revised Internet-Drafts based on comments received during working
group meeting, from pem-dev mailing list, etc.
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Done

Done

Apt 1993

Submit Internet-Drafts to IESG for consideration as Proposed Standards.

Post an Internet-Draft of the MIME/PEM Interaction specification.

Submit the PEM/MIME specification to the IESG for consideration as a Pro-
posed Standard.

Internet-Drafts:

"MIME-PEM Interaction", 11/23/1992, S. Crocker, N. Freed, M. Rose <draft-
ietf-pem-mime-02.txt >

Request For Comments:

RFC 1319

R, FC 1320

RFC 1321

ItFC 1421

RFC 1422

RFC 1423

RFC 1424

"The MD2 Message-Digest Algorithm"

"The MD4 Message-Digest Algorithm"

"The MD5 Message-Digest Algorithm"

"Privacy Enhancement for Internet Electronic Mail: Part I: Message Encryp-
tion and Authentication Procedures"

"Privacy Enhancement for Internet Electronic Mail: Part II: Certificate-Based
Key Management"

"Privacy Enhancement for Internet Electronic Mail: Part III: Algorithms,
Modes, and Identifiers"

"Privacy Enhancement for Internet Electronic Mail: Part IV: Key Certification
and Related Services"
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CURRENT MEETING REPORT

Reported by Steve Kent/BBN

Minutes of the Privacy Enhanced Mail Working Group (PEM)

PEM Implementation Status Report

¯ TIS

TIS/PEM is now available via anonymous FTP and the; distribution includes CA
software. The TIS UK office is working on a commercial PEM implementation to be
made available in Europe.

¯ MIT

TechMail with PEM, a Mac PEM implementation integrated with a Mac e-mail sys-
tem, will be available very soon via anonymous FTPo TechMail requires a POP3
server and has been shown to interoperate with TIS/PEM. Ray Lau, a well-known
Mac software developer, has developed a stand-alone version of PEM software for the
Mac which may be available soon.

PASSWORD Project

Three Unix PEM implementations are now available, and a fourth is on the way as a
result of this EC-sponsored project. The implementations are from UCL, Cambridge
University, INRIA, and GMD. All can make use of X.500 directories and all include
CA software. All the implementations interoperate with one another and there have
been some interworking tests with TIS/PEM.

The UCL version is "somewhat" integrated with MH and :runs on a SPARC now.

The GMD version is part of a larger security tool kit, using a variety of algorithms,
and secure (strong authentication) X.500 operations. The GMD implementation 
a standalone version that is not integrated into an e-mail system, although it is
integrated with X.500 directory access code to fetch certificates and CI~Ls. It will be
available via anonymous FTP (subject to COCOM restrictions). There are plans 
establish a PCA for academic users within Germany.

The Cambridge version supports symmetric key management as well as asymmetric
key management (using I~SA). The Cambridge version is the subject of experimen-
tation with other algorithm suites, e.g., DSA and SHA. It a~[so works without access
to a directory server.
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COST (Sweden)

This commercial PEM implementation runs on DEC and Sun workstations, includes
CA software, and includes a centralized certificate server for all COST/PEM users.
COST intends to run its own PCA. COST/PEM is now undergoing beta testing at
universities in Dublin and Stockholm. They are performing interoperability tests with
TIS. A smart card version is being developed.

¯ RSADSI

A new TIPEM (commercial prod~tct) version is in beta now and should be available
in eight to twelve weeks. The Certificate Issuing Systems (a commercial product)
software and hardware will be available in six to eight weeks. A description of the
RSADSI plans for operating a low-.assurance PCA with two CAs will be available very
soon. One CA (a free service) under this PCA will be a PERSONA CA and it is now
operating on a trial basis; a second (nor.~-PERSONA) CA. will become operational
soon along with a policy statement available via, FTP. A commercial PCA, using the
CIS noted above, will be available soon~ and the policy for that PCA also will be
available soon.

MIME-PEM Discussion

It was the intent of this PEM Working Group meeting to review the latest technical proposal
(Internet-Draft) for MIME-P EM integration, as announced in the agenda distributed several
weeks prior to the meeting. :lohn Linn and :]eft Schiller were asked to review this Internet-
Draft and prepare comments for this meeting. Unfortunately, the Internet-Draft available
immediately prior to the meeting did not reflect changes discussed at the last working group
meeting and in subsequent pem-dev mailing list discussion. Thus no substantive progress
was made on this topic.

Both :]ohn and Jeff expressed concern, about the continued presence of inline "optional"
fields to indicate the PEM processing to be applied, or to indicate the PEM processing that
has been applied to a message. They also expressed concern about "distinguished encoding"
problems that may ~,,rise in complex MIME messages where a signature might encompass
MIME headers embedded in these complex messages. Both observed that one possible
means of simplifying the MIME-PEM "integration problem" is to treat an RFC 1421 "mes-
sage" as a body part to be carried by MIME. This might not offer all of the flexibility
of the recent proposals, but it would significantly simplify both processing and backward
compatibility for RFC 822-PEM implementations.

Steve Crocker presented several technical points related to the structure of MIME-PEM
messages, based on a very recent meeting with Marshall Rose. There w~,.s agreement that
signatures on complex MIME objects cannot be effected as previously proposed, ~nd that
new application type MIME objects were required to "protect" signed data from possible
manipulation by MIME relays.
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He agreed that representing PEM messages as application context types would allow I~]~’C 1421
data to be a body part, as suggested above. An analysis by Stew~ Crocker and Marshall sug-
gested that a (MIME) message reader can easily distinguish among a vanilla text message,
a MIME message, or a PEM-MIME message. Disambiguation would require introduction
of an additional blank line into the RFC 1421 message format. However, if an I~FC 1421
message were to pass through an intermediate MIME relay, it might be transformed in a
way that would make it ambiguous as to whether this was initially an I~FC 1421 message
or initially a MIME-PEM message.

There was no resolution of these issues. There was agreement that a new MIME-PEM
Internet-Draft must be written to refiect the recent improved understanding of these prob-
lems, and to reflect the comments of the previous PEM Working Group meetings. A
proposal for a simple, MIME encapsulation of I~FC 1421 messages may be developed, but
no authors were identified.

Certificate Name Discussion

At the previous PEM Working Group meeting, Steve Crocker initiated a discussion of the
form of names that should appear in certificates used in PEM. He advocated the use of
domain name system (DNS) mailbox names in lieu of distinguished names (DNs). 
discussion took the form of several hand-written slides that were reported upon in the
meeting minutes, but there was no written follow-up on the pem-dev mailing list. I~a
response to this previous presentation, Steve Kent assembled material to compare t:he use
of DNS names and DNs. Due to time constraints, only some of this material was presented
during the meeting. This material argues that many (though not all) of the objections
previously raised to the use of DNs can be addressed through good PEM implementation
practice and that the use of DNs offers a number of advantages relative to the use of’ DNS.

Editor’s Note: The material is available via FTP or mail server from the remote directories
as/~ietf/pem/pem-minutes-93jul.txt. Refer to Section 1.2 of the proceedings for retriewtl
instructions.

Certification System Discussion

At the previous PEM Working Group meeting, Steve Crocker also initiated a discussion of
the concept of relaxing some of the constraints imposed by the I~]~M certificate management
system (RFC 1422). This discussion took the form of several hand-written slides that were
reported upon in the meeting minutes, but there was no written follow-up on the pem-dev
mailing list. In response to this previous presentation, Steve :Kent assembled material to
review some of the rationale that underlies the current certific~tion system. Due to time
constraints, none of this material was presented.
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Editor’s Note: The material is available via FTP or mail server from the remote directories
as/ietf/pem/pem-minutes-93jul.txt. Refer to Section 1.2 of the proceedings for retrieval
instructions.

Algorithm Discussion

There was extensive discussion of ways to use "triple-DES" on the pem-dev mailing list prior
to this meeting. Mike ]?~oe made a brief presentation on triple-DES options and distributed
to attendees an extensive analysis he had prepared. There is agreement that use of EDE as
a codebook is intrinsically slower than e~pproaches that perform multiple chaining passe.s,
if parallel hardware is employed. However, in the PEM (e-real:L) context it is not dear
that this performance improvement is a signific,~nt factor, especia,lly if software DES (not
executed in parallel on. multiple processors) is the dominant implemente~tion mode. In this
context, the various triple-DES options ~re essentially equivalent in performance.

It was suggested that the primary motivation for using triple-DES is security, not per-
formance. Although ~here is significant literature supporting t!~e security of EDE us ~
codebook, there is little if any analysis o,f the security of the other proposed modes. It was
announced that I~SA Labs will perform, a study of the security of the different proposed
modes and make a report available to the PEM Working Group.

No resolution of this issue w~s reached ~t this meeting.
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2,7 Service Applications Area

Director(s):

David Crocker: dcrocker@mordor.stanford.edu

Area Summary reported by David Crocker/Silicon Graphics

The Service Applications Area was formed at the Columbus IETF meeting,, splitting off
from Transport Services, to provide focus on the "middleware" range of end-system support
services, including file access, time synchronization, directory lookup and canonical access
and representation procedures.

NleS and ONC IETF Standards Effort BOF (ONC)

ONC is a suite of protocols developed by Sun Microsystems. These protocols include:

¯ XDR for canonical data representation
¯ RPC for remote procedure call
¯ NFS and NFS+ for file access
¯ LOCKD for resource access coordination
¯ NIS and NIS+ for resource location

Sun is offering these protocols to the IETF for standardization, and the Amsterdam IET]?
meeting included a technical presentation followed by a discussion BOF. The presentation
covered the nature and state of the various protocols. The BO]? discussed the protocols in
greater detail and further discussed the IETF’s interest in pursuing their standardization..
There was clearly sufficient interest to warrant pursuing the matter further, including for-
mation of a working group to consider immediate standardization of some of the pro~;ocols,
and to perform whatever modifications are necessary to then. standardize the others.

Standardization will require that Sun formally assign "change control" ownership to the
IETF. Development of the necessary paperwork will be pursued with ISOC and its counsel.

Domain Name System (DNS)

The DNS Working Group covers a wide range of development and maintenance activities
for the Domain Name System. l~ather than dividing into multiple working groups, it is
currently operating with a series of sub-groups. The load balancing subgroup is interested
in using the DNS to spread users across multiple machines/interfaces. The security subgroup
is concerned with authentication and integrity of DNS data,. The big zones subgroups is
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attending to the question of very large "fiat" portions of the DNS~ with. ".corn’~ providing
the m~jor impetus.

The load balancing subgroup is basically done, having to write the informational paper and
let people comment on it; there are no proposed protocol changes. The security subgroup
has not done much until now, but will soon start doing the cryptographic signature work
that has been discussed. The big zones subgroup has done some exploration but has not
reached any kind of reM closure. The subgroup will keep trying, with a few more people
promising to help on this.

The RFC Editor has asked the DNS Working Group to review ~ paper on "Service Ad-
vertisement using the DNS." Marshall Rose asked for advice about some technical points
of using DNS wild cards. There was an updated summary of the PIP (IPng) DNS design
work by Sue Thomson; this sparked a resurrection of the old debate about the usefulness of
the DNS class mechanism, which debate was stopped by the chair when it started looping.
There was a discussion on some timestamp-related mechanisms that have been proposed
both as part of the PIP work and as part of an incremental zone transfer protocol proposed
by Anant Kumar. The general feeling was that the DNS Working Group shottld look into
this but they do not yet understand exactly what they want. The working group agreed
to take on the draft "Common DNS Errors and Suggested Fixes" submitted by Jon Postel,
et al. The chair announced the existence of several new DNS-related Interr~et-Drafts, and
asked other members of the working group to please review them.

MHS-DS (MHSDS)

The MHSDS Working Group is seeking to integrate use of the X.500 directory service into
Internet X.400 operation, including e-m~il routing.

The MHSDS Working Group decided to publis:h three Internet-Drafts as Proposed Stan-
dards. An additional Internet-Draft will be p~.blished as Experimental. :Minor editorial
changes will be made to these documents, a final call for comments will be made to the
working group, and then the document.,~ will be progressed. In addition to document re-
view, the working group reviewed progress of its pilot project, Project Long Bud. The
Internet-Draft which describes this project will be updated to reflect comments made at
this IETF meeting, the project’s FTP archive will be reorganized and updated, and actions
were assigned to begin investigation of w~ys to improve the quality of Internet X.500 service
related to support of X.400 routing and address mapping. Finally, the working group held
a tutorial session to help some of its membership better understand the tedmical details of
its X.400 routing and mapping algorithms.
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Service Location Protocol (SVRLOC)

Sun’s NIS÷ proposal was discussed, to understand what part of the solution space it covers
and whether the current service location proposal will cover the needs of NIS÷ clients. The
working group went through what is thought to be the list of" i~tems that are remaining to
complete for the proposal to begin its travels down the IETF standards track. A document
ready to submit to the standards track should be completed by ~he next IETF meeting.

Minimal OSI Upper-Layers (THINOSI)

The THINOSI Working Group is specifying a subset of the OSI upper-layer infrastr,,cture
protocols, to facilitate implementation and operational efficiency.

Various issues were discussed in the review of the cookbook. A point that came up more
than once was how the cookbook should relate to the parallel work in the OSI regional
workshops (the Common Upper-Layer Requirements Part 3: Minimal OSI Profile (CULR3))
and in X/Open (specification of use of the XTI interface for minimal OSI (XTI/mOSI)).
The possibility of the cookbook having a formal statement of compliance to CULR-3 was
discussed. The eventual status of the cookbook was discussed, and it was believed it should
be targetted for the standards track, as the specification of the ~,mpporting protocol layers
for the relevant applications. Since the charter was written (following the BOF held in
Washington, DC), the coverage of" the cookbook has changed, to more than just ~"byte-
stream" (although the amount of new text is small).

Trusted Network File Systems (TNFS)

TNFS did not meet in Amsterde~m. The working ~roup h~s submitted ~ dr~ft specific~tioI1
to the standards process. Final details are being resolved, prior to formal IESG review.
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CURRENT MEETING REPORT

Reported by Dave Crocker/Silicon Graphics

Minutes of the NFS and ONC IETF Standards :Effort BOF (O:NC)

Creation of the Service Applications Area suggests increased interest in the "middleware"
category of support services, above transport and below specific application semantics. Sun
Microsystems’ Open Network Computing (ONC) suite of protocols provides a number 
services in this arena and has an established user base. Sun. has expressed an interest in
pursuing IETF standardization of the ONC suite.

At the Amsterdam IETF, two events were held ~o consider this possibility. The first was
a Monday morning plenary presentation and the second was a BOF. The plenary presen-
tation was to announce the discussions with Sun and to provide a basic introduction to
the technology. The BOF continued the technical exposition, with detailed review of the
ONC components, and then discussed the IETF’s interest in. sta~dardizing the suite. The
protocols that would be candidates include:

¯ XDI~, data representation
¯ RPC, remote procedure call
¯ NFS Version 2 & Version 3, file access
¯ LOCKD, resource access coordination
¯ NIS & NIS+, resource location

XDI~, I~PC and NFS V2 have already been published as Informational I~FCs. Further, they
have been quite stable for a long time. Version. 3 is quite new and ha.,; been implemented
only on a few platforms; it is just being introduced to the NFS development community.
NIS+ also is quite new and not fully documented.

The BOF attendees seemed quite interested in ALL of the modules, though there was no
clear agreement to standardize all of them. That is, there is interest in proceeding, taking
things one step at a time. It was agreed to form ~. working group which would serially process
the protocols, in whatever m~nner the working group felt best. It was expected that that
would mean direct standardization of some of the protocols, without modification, and
possibly changing sorae of the others prior to considering their standardization.

Quite understandably, the BOF discussion also probed Sun’s willingness to turn over control
of the protocols to the IETF. (This is a formal requirement, documented in RFC 1310.)
Sun has repeatedly offered its assurances that a) it understands the requirement, b) it 
comfortable with it, and c) it wishes to work with the IETF on further growth of the suite.
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2.7.1

Charter

Domain Name System (DNS)

Chair(s):
l~ob Austein, sra©epilogue, com

Mailing Lists:
General Discussion: namedroppers©nic, ddn.mil
To Subscribe: namedroppers-request©nic, ddn.mil
Archive: nicfs, nic. ddn. rail : "/namedroppers/*. Z

Description of Working Group:

The DNS Working Group is concerned with the design, operation, and evolution
of the Domain Name System within the Internet. As the Internet continues to
grow, we expect to serve as a focal point for work on scaling problems within
the current framework, work on protocol evolution as new mechanisms become
necessary, and documentation of current practice for DNS implementors and
administrators. We are also responsible for oversight of DNS activities by other
groups within the IETF to the extent that we review the impact such work will
have on the DNS and make recomendations to the working groups and IESG as
necessary. Since some of these are ongoing tasks, we do not expect the working
group to disband anytime soon.

Several issues are of particular concern at this time:

Scaling: The DNS is the victim of its own success. The global DNS namespace
has grown to the point where administering the top levels of the tree is nearly
as much work as the old NIC host table used to be. We need to work on ways
to distribute the load. Some of the solutions are likely to be technical, some
political or economic; we still treat the top-level DNS service the way we did
when DARPA was footing the bill, and the funding for that service is in the
process of going away.

Security: The DNS is a zero-security system; it is not even as strong as the
IP layer above which it operates. As a result, accidental spoofing (cache pollu-
tion) is an all-too-frequent occurance. We need to make the DNS more robust
against accidental corruption, and must provide at least an optional authen-
tication mechanism for that portion of the community that wants one. At
the same time, we must not cripple the existing system by drasticly increasing
its bandwidth consumption or by mandating use of cryptographic techniques
that would preclude worldwide distribution of DNS software. The global DNS
database is exactly that, an existing world-wide database representing hosts on
six continents and (at least) forty-five countries. A solution, that does not take
this into account is not acceptable.
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Management: The group has a draft document describing MIB extensions to
manage the DNS. It also needs to specify a standard way to dynamically create
and destroy DNS records; SNMP raay be an appropriate tool for this task, but
we haven’t yet specified enough of the details to know for certain. The impact
that a dynamic update mechanism will have on the DNS needs to be examined,
with particular attention given to security and scaling issues.

IPng/Routing: As the fur starts flying in the battle between the IPng propo-
hunts and the new-routing-architecture proponants, it is expected the,.t groups
on both sides will need some amount of s~,~pport from the DNS. Such support
is likely to be minimal and straightforward, but these proposals are likely to
need "rush service" for whatever support they require. So the working group
needs to monitor these activities, stay involved, and generally do what it can
to make sure that DNS support is not a bottleneck.

The DNS Working Group also needs to examine the impact that any proposed
IPng system would have on the DNS, sir.~ce the DNS database and :protocols
have special provision for IP addresses.

Goals and Milestones:

Done

Done

TBD

Post as an Internet-Draft a description of the Responsible Person Record.

Post an Internet-Draft specifying the addition of network naming capability to
the DNS.

Submit to the IESG the document for load balancing in the DNS as an Infor-
mational document.

Done

Ongoing

Submit the Responsible Person Record to the IESG ibr consideration as a Pro-
posed Standard.

Monitor and offer technical support to the various groups working on the next
version of IP.

TBD Post an Internet-Draft of the "Big Zone" :policy recommendations for root and
first-level zone adminstraton.

TBD

Done

Done

Feb 1993

Mar 1993

Submit the "Big Zone" pcdicy document to the IESG for consideraton as a
policy statement.

Submit the specification for network naming to the IESG for consideration as
a Proposed Standard.

Post the DNS MIB as an Internet-Draft.

Submit t:he DNS MIB to the IESG for consideration as a Proposed Standard.

Post an Internet-Draft specifying the dynamic resource record creation and
deletion.
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Mar 1993

Mar 1993

:Iun 1993

Nov 1993

Submit to the IESG the incremental zone transfer mechanism as a Proposed
Standard.

List and prioritize the Working Group’s goals, and pick a subset that is appro-
priate to pursue at the present time.

Post an Internet-Draft for adding load balancing capability to the DNS.

Submit the proposal for dynamic resource record creation/deletion to the IESG
for consideration as a Proposed Standard.

Internet-Drafts:

"DNS Support for IDPR", 03/22/1993, R. Austein < draft.-ietf-dns-idpr-01.txt >

"DNS Server MIB Extensions", 06/11/1993, 1~. Austein, JI. Saperia <draft-ietf-
dns-server-mib-01.txt >

"DNS Resolver MIB Extensions", 06/11/1993, 1~. Austein, J. Saperia <draft-
ietf- dns- resolver- mib- 01 .txt >

"Common DNS errors and suggested fixes.", 07/06/1993, A. Kumar, J. Postel,
C. Neuman < draft-ietf-dns- common-errors-01.txt>

"Common DNS Data File Configuration Errors", 08/11/1993, P. Beertema
< draft-iet f- dns-config-errors- 00.txt >

Request For Comments:

RFC 1480 "The US Domain"
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CURRENT MEETING REPORt[’

Reported by Rob Austein/Epilogue Technology

Minutes of the Dorrmin Name System Wo:rking Group (DNS)

Thanks to Bill Manning for providing the notes on which these minutes are based.

The first part of the meeting consisted of status reports from the chair of’ the working group
and the leaders of several subgroups that have undertaken specific tasks assigned at previous
meetings.

The first report was from James Gavin~ leader of the subgroup working on DNS security
(please see the end of these minutes for subgroup mailing list J:nformation). Per recent
discussions on the DNS Working Group mailing list, th.e security subgroup believes that an
IP-level security mechanism does not provide the service security needed by the DNS, and
that the right model for the DNS is a digital signature providing end-to-end authentication
of RR data. The exact digital signature mechanism to be used is still under discussion. The
subgroup expects to begin serious work in the near future (that is, before the 28th IETF in
Houston).

The working group explicitly absolved James’s subgroup from responsibility for the so-called
"just as good as IP security" issues, some of which have already been addressed by code
contributed to BIND version 9.1 by USC-ISI.

The DNS MIB has been split into two separate MIBs (one for resolvers, one fo~ name
servers), per advice from the Network Management Directorate (NMAILEA). The latest 
visions of the MIB documents (draft-ietf-dns-resolver-.mib-01.txt and draft-ietf-dns-server-
mib-01.txt) have been submitted to the IESG for approval as Proposed Standards. Calls
for objections were issued both to the DNS Working Group mailing list and verbally ~rt the
working group meeting; the authors of "the MIB documents feel that they have successfully
defended the current documents against the one objection that was raised (to the authors’
last-minute decision to remove the variable dnsServCounterNonAuthNoNames from the
server MIB), and that the documents are (finally!) ready for promotion to Proposed Stan-
dard status. We expect a decision from the IESG in the near future, certainly before the
28th IETF.

Liaison work with the X.400 Operations Working Group (X400OPS) has been proceeding
in fits and starts, but we believe that we are making progress. As of the X400OPS meeting
on the morning of 14 July, we believe we have an understanding with X400OPS on how
their DNS work should proceed, and we expect to receive a copy of the next draft of the
X400OPS "mapping table" paper from Claudio Allocchio, our liaison within X400OPS, as
soon as he has a chance to write it.

On 1 July, the RFC Editor asked the I)NS Working Group to review a short document en-
titled "Service Advertisement Using the DNS." This document had been submitted directly
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to the RFC Editor without starting life as an Internet-Draft. The DNS Working Group
chair reviewed the document, solicited other reviewers from the workillg group and sent
comments to the RFC Editor.

The report for the Load Balancing subgroup was given by Thomas Brisco. Based on com-
mentary from the DNS Working Group Chair and the Service .Applications Area Director,
the load balancing subgroup believes that their problem would be best solved by imple-
mentation hacks, without attempting to extend the DNS protocol by adding new magic
RR types. Accordingly, the subgroup will now write a document describing the kinds of
implementation hacks that best address their problem, put said document up for review and
publication as an Informational RFC, and terminate the subgroup after a suitable review
period. The document will include text warning about known implementation problems
(e.g., zero TTLs) and required sanity checking.

Next, the working group heard a short presentation by Marshall l~ose, outlining some
technical details of how Marshall’s "experiment in remote printing" uses DNS MX lZl~s
with wildcard owner names to map international telephone nulnbers to SMTP servers. ]~u
brief, an international phone number like +1-415-123-4567 would be mapped to the DNS
name 7.6.5.4.3.2.1.5.1.4.1.TPC.INT, thus allowing all of the San ]i’rancisco area to be covered
by a wildcard name such as *.5.1.4.1.TPC.INT. We concluded that Marshall’s proposal was
technically feasible, but warned him that his scheme could be construed as duplication of
the global authority tree, and that he might encounter administrative or political problems
similar to the ones encountered by X400OPS. See RFC 1486, ".An Experiment in Remote ̄
Printing," for more details on this topic.

A brief discussion followed on adding timestamps to the DNS protocols. Several proposals
currently under discussion (the P. Internet Protocol Working Group (PIP) DNS work 
Anant Kumar’s proposed incremental zone transfer protocol) involve use of a timestamp
mechanism to detect out-of-date l~Rs. One way of retrofitting a timestamp mechani,’~m into
the DNS protocols would be to define a new DNS class; all the RlZ types in this class would
have a timestamp as the first part of their I~DATA portions, we would also need to allocate
new RR type codes for timestamped versions of all the ’¢class-]nvariant" RR types. This is
ugly, but would retain backwards compatibility with existing DNS code that thinks it knows
how to parse any lZl~. Several members of the working group suggested using a new DNS
opcode instead of a new DNS class; this avoids all the delegation problems associated with
a new class, but doesn’t preserve strict backwards compatibility with the existing protocol.
This is still a research topic.

During the timestamp discussion, Masataka Ohta pointed out that the timestamp-based
incremental zone transfer protocol as circulated, does not provide any way to delete l~lZs,
only to add them. Fixing this shouldn’t be hard, it just requires some kind of deletion
pseudo-type as in Paul Mockapetris’s original proposal (the D:NS2 BOF held at the 25th
IETF).

Next, Sue Thomson presented the most recent DNS design work done by the PIP Working
Group. The details of this work are described in the current Internet-Draft "draft-ietf-
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pip-dns-01.txt." Briefly, the document proposes to a/].ocate ~ new DNS class for PIP; this
solves several of the problems discussed at the Columbus (26th IETF) DNS Working Group
meeting, but iatroduces all the known difficulties associated with use of multiple DNS
classes. The document also suggests using a time, stamp mechanism.. This is still a snapshot
of a work in progress.

Last, the working group agreed to take (m responsibility for the Internet-Draft, "Common
DNS Errors and Suggested Fixes" submitted to the working group by :Ion Postel. There
was not enough time 1;o discuss the document itself. Please read the Inte:rnet-Draft and
send comments to Anant Kumar, anan~©±sC, edu, or "to the DNS Working Group mailing
list. Anant will coordinate changes.

Subgroup Mailing Lists

DNS Security

¯ Genera/Discussion: dns-securiZy¢~is.com

¯ To Subscribe: d~xs-security-request@tis.com

Load Balancing

¯ Genera/Discussion: dns-wg-lb©nsl.ru~gers, edu
¯ To Subscribe: dns-wg-lb-reques’t©nsl.rutgers.edu
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thomas©ebzaw1, eZ. ~u-dresden. de
dsj ©mer~,t. edu
marij ke©s ara. nll
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John Stewart
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2.7.2

Charter

MHS-DS (MHSDS)

Chair(s):
Kevin Jordan, Kevin. E. Jordan©cdc. corn
Harald Alvestrand, Harald. Alves~rand©unine~t .no

Mailing Lists:
General Discussion: mhs-ds@mercury, udev. cdc. com
To Subscribe: mhs-ds-reques~©mercury, udev. cdc. corn
Archive: mercury, udev. cdc. corn: "/pub/archives/mhs--ds-archive

Description of Working Group:

The MHS-DS Working Group works on issues relating to Message Handling
Services use of Directory Services. The Message Handling Services are pri-
marily X.400, but issues relating to KFC 822 use of Directory and Directory
support for RFC 822 and X.400 interworking are in ~he scope of the group.
Directory and Directory Services refer to the services based upon the CCITT
X.500 recommendations and additional ISO standards, s~able implementation
agreements, and RFCs, as specified by the OSI-DS Working Group. The major
aims of the MHS-DS Working Group are:

1. Define a set of specifications to enable effective, large-scale deployment of
X.400.

2. Study issues associated with supporting X.400 communities which lack ac-
cess to X.500 Directory, and define requirements for tools which: a) extract
information from the X.500 Directory for use by non-X.500 applications, b)
upload information into the X.500 Directory.

3. Coordinate a pilot project which deploys MHS information into the X.500
Directory and uses it to facilitate mail routing and address mapping. The
results of this pilot will be documented, and experience gained from the project
will be fed back into the Internet specifications created by the working group.

Goals and Milestones:

Ongoing

Ongoing

Provide a forum to discuss Directory support of :~[essage Handling Services
including the operational aspects of X.500 based, routing in the Internet com-
munity and issues of migration from non-X.500 to X.500 based routing.

Establish and maintain liaison relationships with similar groups working on
X.400 and X.500, e.g., RItE Mail and Messaging Group, IETF OSI-DS Working
Group, IETF X.400 Operations Working Group and the IETF MIME-MHS
Working Group.
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Jan 1993

Done

Done

Done

Done

Done

Done

Done

Done

Aug 1993

Post an overview of MHS use of Directory as an Internet-Draft.

Post a document on representing t~bles and subtees in the directory as an
Internet-Draft.

Post an Internet-Draft on representing the O/R Add:tess hierarchy in the Di-
rectory Information Tree.

Post an Internet-Draft on MHS use of Directory to support MHS Routing.

Post as an Internet-Draft a document on the use of the directory to support
mapping between X.400 and RFC822 addresses.

Post as an Internet-Draft a document describing a simple profile for MHS use
of Directory.

Post as an Internet-Draft a document on the use of the Directory to support
routing for RFC822 and rela,ted protocols.

Submit as an Internet-Draft a document on MHS use of Directory to support
MHS Context Conversion.

Post as an Internet-Draft a document describing the use of the Directory to
support distribution lists.

Submit the set of MHS-DS documents to the IESG for consideration as Exper-
imental and Informational documents.

Internet-Drafts:

"A simple profile for MHS use of Directory", 04/09/1992, S. Kille <draft-ietf-
mhsds-mhsprofile-03.txt, .ps >

"Representing Tables and Subtrees in the Directory", 0.4/09/1992, S. Kille
< draft-ietf-mhsds-subt tees-03.txt, .ps >

"Representing the O/1~ Address hierarchy in the Directory Information Tree",
04 / 09 / 1992, S. Kille < draft-ietf- mhsds-infotree-03.txt, .ps >

"Use of the Directory to support mapping between X.400 and I~FC 822 Ad-
dresses", 04/09/1992, S. Kille <draft-ietf-mhsds-supmapp!mg-03.txt, .ps>

"Use of the Directory to support routing for I~FC 822 and related protocols",
04/09/1992, S. Kille <draft-ietf-mhsds-822dir-03.txt, .ps>

"MHS use of Directory to support MHS Routing", 04/17/19~2, Steve Kille
< dr aft-ietf-mhsds-rout direct ory-03.txt >

"MttS use of Directory to support MHS Content Conversion", 11/].0/1992, S.
Kille < draft-ietf-mhsds-convert- 01.txt, .ps >

"Introducing Project Long Bud Internet Pilot Project for the :Deployment of
X.500 Directory Information in Support of X.400 Routing", 06/21/1993, H.
Alvestrand, K. Jordan, S. Langlois <dr~ft-ietf--mhsds-long..-bud-intro-00.txt>
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CURRENT MEETING REPORT

Reported by Keven Jordan/Control Data Systems

Minutes of MHS-DS Working Group (MHSDS)

Introductions and Administrivia

The meeting opened with participant introductions and statements of interests in MHS-DS
and Project Long Bud. The minutes from the Columbus IETF were then approved. It was
pointed out that the MHSDS Working Group is now under the new Service Applications
Area with Dave Crocker as the SAP Area Director.

Action Items

Eight Internet-Drafts were updated by Steve Kille.

Three of the Internet-Drafts were recommended to be progressed as Proposed Stan-
dards, after some minor editorial changes:

"Representing the O/It Address hierarchy in the Directory Information Tree"

"Representing Tables and Subtrees in the Directory"

"Use of the Directory to support mapping between X.400 and I~FC 822 Addresses"

¯ The Internet-Draft, "MHS use of Directory to support MHS Routing," was recom-
mended to be published as an Experimental RFC after minor editorial changes.

Although there are some minor editorial and technical errors, no substantive errors
exist in this document. This document now needs some :higher degree of visibility.
Two independent implementations already exist and provide proof of the basic con-
cepts. Project Long Bud will show if the concepts scale well by deploying MHS-DS
in the Internet. The working draft is stable enough to be published as an ttFC. The
Experimental status is initially appropriate since Long Bud feedback might result
important changes. The final goal is to place the routing document onto the standards
track.

¯ The "Simple Profile" document is a facilitating document and it should be dropped
once the pilot is further along and implementations become more mature. Most of
the content of this document can be merged into the routing document, specifying
some of the functionality as mandatory and some as optional. This has been done
for other Internet protocol specifications.
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¯ It was suggested that an acronym be created for the document set (e.g. MIME), 
RFC numbers change, but the acronym would continue to be meaningful.

Editor’s Note: A summary of documents and the working group’s recommendations for pro-
gression is available via FTP or mail server from the remote directories as//ietf//mhsds//mhsds-
minutes-93jul.txt. Refer to Section 1.2 qf the proceedings for retrieval instructions.

Summary of Actions from the Last Meeting

¯ Kevin Jordan to write an Internet-Draft providing an overview of the main set of
MHS-DS I~FCs. Status: not done, but some progress has finally been made.

¯ Harald Alvestrand to write pseudo code for the routing document. Status: not done.

¯ Steve Kille to update the document set and repost as Internet-Drafts. Status: done.

Jim Rom~guer& to coordinute the writing of Project Long Bud defi~aition and par-
ticipation document(s). Status: done. The "Introduction to Project Long Bud"
document was written and submitted &sun Internet-Draft. Sylvain Langlois is the
principal editor.

Urs Eppenberger to write specifications for a tool which can be used to browse and
verify X.500 routing and address mapping information. Status: not done. This tool
is desirable but Urs can not commit the time to write its specification.

¯ Panos Tsigaridas to write specifications for, and begin implementation of, tools for
synchronizing X.500 directory inibrmation with GO-MHS routing a:nd mapping ta-
bles. Status: done. A beta version of a tool for reading information from the directory
and generating GO-MHS tables can be found on the MttS--DS file server.

Kevin Jordan and Long Bud Design Team to prepare an informal MHS-DS demon-
stration at IETF in Amsterdam. Status: done. Kevin demonstrated live MHS-DS
technology and tools in the public terminal room of the RAI Conference Center.

Long Bud Report;

¯ The meeting participants reviewed the extent of MHS-DS information available in
the Internet DIT.
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¯ All of the US MTA and organizational information provided in the routing documents
avedlable from the University of Wisconsin has been added under c=US. However, it
seems that most of the MTAs registered under PRMD=XNREN no longer exist; most
do not respond to connection requests. Perhaps the overall state of PRMD=XNRE]N
needs to be reviewed.

¯ Countries in the DIT having MHS-DS routing entries include: the United State.,~ (US),
Great Britain (GB), Denmark (DK), Germany (DE), Switzerland (CH), Spain 
Portugal (PT) and France (FR).

Review of "Introduction to Project Long Bud"

Editor’s Note: A detailed review is available via FTP or mail server from the remote direc-
tories as fiet//mhsds/mhsds-minutes-93jul.txt. Refer to Section 1.2 of the proceedings for
retrieval instructions.

Implementations and Tools

The current status of MHS-DS implementations and tools was reviewed. The Long Bu4
Status Report will provide details. The Status Report will also be updated periodically to
reflect the current status.

DIT QOS

Reliability of the DSAs:

¯ MI-IS-DS requires the Internet DSA network to provide a good quality of service.

¯ The current QOS provided by the Internet DSA network is marginal at best. The
US root-level DSAs seem to be particularly problematic, especially the DSAs which
hold the top-level US domains under O=Internet.

¯ These problems might be solved by moving responsibility for top-level information to
an organization which is funded well enough to provide good QOS. InterNIC probably
qualifies, and has expressed an interest in providing this service.
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Updated MH$-DS Internet-Drafts

Steve Kille briefly described what changes had been made to the MHS-DS ]:nternet-Drafts
since the previous revisions. Most of the changes were editorial in nature. A very few were
more substantial. For example:

¯ Diagram change in the routing document.

¯ The representation for personal name was changed. An P~DN with maltiple AVAs is
now used instead of the I~FC 1327 representation used previously..

¯ O/R address syntax has been aligned to ISO syntax.

Some issues were raised on the routing document:

The need for she~red bilateral tables was introduced as a l.~ew conce:pt. It was rec-
ommended that the bilateralTable attribute be changed to a sequence of DNs. This
would allow a community of MTAs, e.g. the GO.-MHS community, to share a poten-
tially large table of information about MTAs. This could be used, :~or example, to
establish a basis for deciding whether or not a connection request sho,~ld be accepted
or rejected. If an MTA outside of the community attempts to create a connection to
an MTA within the community, the internal MTA could reject the connection after
discovering that the caller is not registered in the shared bilateral table.

In addition to using the shared te0ble, some MTAs might also have a need for main-
taining a bilateral table which records agreements which are truly bilateral.

Thus, there appears to be a legitimate need for defining the bilateralTable attribute
as a sequence of DNs. It was decided that this should be discussed[ further on ~he
mailing list.

¯ ’Next Tree First’ routing failure action when the top of a private routing tree is
reached needs further discussion. This change needs to be; discussed off-line. Steve,
Harald, Kevin and Julian (in absentia) will discuss this.

¯ It was pointed out that an ’Initiator Calliing Address’ attribute may be needed. This
will be discussed further on the mailing list.

Tutorial BOF

A tutorial BOF was scheduled for late in the afternoon. ~hanks to Kevin for giving the
tutorial on such short notice. It was well received.
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Planning for the Next Meeting

¯ MHS-DS will schedule two time slots at the Houston IETF meeting.

Four of the Internet-Drafts should have been progressed as RFCs by then.

Progress on Long Bud will be reviewed.

A new revision of the "Introduction to Project Long Bud" Internet-Draft will have
been distributed, and its disposition will be discussed.

The remaining four MHS-DS Internet-Drafts will be discussed.

Attendees
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Bruno Koechlin
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Sylvain Langlois
Erik Lawaetz
Paul Lustgarten
Ignacio Martinez
Linda Millington
Paul-Andre Pays
Catherine Pierre-Radenac
Jim Komaguera
Marjo Rottschaefer
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allan.cargille©cs.wiscoedu
cooney©~nyose.nctsw.navy.mil
dcrocker@mordor.sZanford.edu
eppenberger@switch.ch
genovese@es.net
Jan.Hansen@teknologi.agderforskning.no
witz@chipcom.com
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2.7.3

Charter

Minimal OSI Upper-Layers (THINOSI)

Chair(s):
Peter Furniss, p. furniss©ulcc, ac .uk

Mailing Lists:
General Discussion: thinosi©ulcc, ac.uk
To Subscribe: ~hinosi-request©ulcc. ac.uk
Archive: pluto, ulcc. ac. uk: ]ulcc/thinos±/thinosi-~nail-archive. txt

Description of Working Group:

The OSI upper-layer protocols (above transport) are rich in function and spec-
ified in large, complex and numerous documents. However, in supporting a
particular application, the protocol actually used is only a subset of the whole.
An implementation is not required to support features it never uses, and it is, or
should be, possible to have relatively lightweight implementations specialized
for a particular application or group of applications with similar requirements.
The application protocol could be an OSI application layer standard or a pro-
tocol originally defined for TCP/IP or other environment. It will be easier to
produce such implementations if the necessary protocol is described concisely
in a single document.

An implementation, of the mapping of X Window System protocol over OSI
upper-layers, is based on this principle.

The working group is chartered to produce two documents:

"Skinny bits for byte-stream": a specification of the bit (octet) sequences that
implement the OSI upper-layer protocols (session, prese~.tation and ACSE) 
needed to support an application that requires simple connection, and byte-
stream read and write. This will be based on the octet ,,~equences needed to
support X. This will not be expected to be provide a full equivalent of TCP,
nor to cover specific standardized protocols.

"Skinny bits for Directory": a specification of the bit sequences needed for the
Directory Access Protocol - in the same style as the byte-stream specification,
but to include DAP. The level of functionality of this is to be determined.

An important aspect of the group’s work is to find out if it i.’~ possible to produce
useful and concise specifications of this kind. A minor part is to think of better
names.

The group will also encourage the deployment of X/OSI implementations and
interworking experiments with it.
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Goals and Milestones:

May 1993

Aug 1993

Dec 1993

Mar 1994

Post an Internet-Draft for "Skinny bits for Byte-Stre~m."

Post an Internet-Draft for "Skinny Bits for Directory."

Submit the "Skinny Bits for :Byte-Stream" specification to the IESG for con-
sideration ~s a Proposed St~:adard.

Submit the "Skinny Bits for Directory" specification to the :[ESG for consider-
~tion as a :Proposed Standard.

Internet-Drafts:

"Octet sequences for upper-layer OSI to support basic communic;~,tio:as appli-
cations", 08/09/1993, P. Furniss <draft-::[e~f-thinosi-cookbook-00.txt>
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CURRENT MEETING REPORT

Reported by Peter Furniss/Consultant

Minutes of the Minimal O$I Upper-Layers Working Group (THINOSI)

The THINOSI Working Group met on 15th July at the Amsterdam IETF. Most of the time
was devoted to reviewing the upper-layer cookbook.

Upper-Layer Cookbook

Various issues were discussed in the review of the cookbook. A point that came up more than:
once was how the cookbook should relate to the parallel work in the OSI regional workshops
(the Common Upper-Layer Requirements Part 3: Minimal OSI profile (CULR-3)) and 
X/Open (specification of use of the XTI interface for minimal OSI (XTI/mOSI)).

The three (or four) categories of application that the cookbook can support need to 
further clarified, making the distinctions purely on which OSI facilities are used and not,
the use of ASN.1. Examples of application protocols in each category would be useful. If
possible, the categories should be linked to those in CULR-3 and XTI/mOSI. This may
not be straightforward due to the different approaches of the three documents: OSI-style
profile, API definition and implementor’s profile/respecification. Josee Auber will attempt
to compare and contrast the three approaches in a message to the THINOSI list.

The possibility of the cookbook having a formal statement of compliance to CULLS-3 was
discussed. CULR-3 defines compliance statements by which another specification (e.g. the
cookbook) can state that its use and support of the OSI facilities complies with CULR-3.,
However, CULR-3 is being developed in the OSI regional workshops (OIW leading, EWOS
involved) and will probably have to follow the conformance requirements of the base OSI
standards. Some of the base standards have over-enthusiastic conformance requirements,,,
which go beyond the cookbook target, which is "interworking with conformant implemen-
tations." This is especially true for presentation. Moves are afoot in ISO/IEC to get this’,
sorted out, but for the time being at least the cookbook should not be committed to comply
with CULR-3.

The cookbook specifies the use of indefinite lengths where possfble for sending the Presen-
tation PCI (this is equivalent to the "Canonical Encoding Rules," a newly-defined subset.
of BER). There had been a suggestion that the opposite choice (Distinguished Encoding
Rules~definite-length throughout) would be a preferable simplification. Which is found to
be the easier to encode or decode is considerably a matter of the coding approach taken..
Peter claimed that for these supporting layers (as distinct from the encoding of application.
protocols) the canonical choice was best.
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Peter will attempt to get a new draft of the cookbook out by the end of July and submit it
for posting as an Internet-Draft.

The eventual status of the cookbook was discussed, and it was believed that it should be
targeted for the standards track, as the specification o:[" the supporting protocol l~yers for
the relevant applications.

Revision of Charter

Since the charter was written (following tlle Washington BOF), the coverage of the cookbook
has changed to more t:han just "byte-stream" (although the amount of new text is sm~ll),
and the charter needs to be changed to reflect this. Other possible changes ’were discussed.
It was concluded that the intended thinDAP document should stay in. the plan, but the
dates may need revision. Given the nature of the cookbook, it will be worth considering
the production of some very brief "mapping specifications" that would state precisely how
particular applic&tions (Z39.50 for example) wotfld use the cookbook.

Peter Furniss will work up a draft revision ~nd post it to the list.

Over the Fence: Activities in Other Arenas

CULR-3 has been revised again (June 1993) and it is intended to be submitted for ballot
to become an ISP e~rly next year.

The XTI/mOSI specification will shortly be published by X/Open as a "Preliminary Spec-
ification." A Preliminary Specification is valid for ~ year, ~nd m~y change subsequently.

Implementation Plans

Peter Furniss w~s expecting to start extending the X/osi code to a more general THINOSI
implementation, with XTI/mOSI as the upper interface. Terry Sulliwn is very keen to start
something to support Z39.50.

Attendees
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Michael Brescia
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Peter Furniss
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2.7.4

Charter

Network Database (NETDATA)

Chair(s):
Daisy Rose, daisy©watson, ibm. com

Mailing Lists:
General Discussion: ±e~f-ndb@ucdavis.edu
To Subscribe: ietf-ndb-request©ucdavis.edu
Archive:

Description of Working Group:

The Network Database Working Group is chartered to define a standard inter-
face among databases on TCP/IP internets. The working group will address
the issue of database connectivity in a distributed environment which allows au-
thorized users remote access to databases. It will be designed as a client/server
model based on TCP/IP as its communication protocol.

Several problems must be resolved that are associated with t:he network database
protocol, such as management of multiple threads between clients and servers,
management of multiple servers, management of data buffers, data conversions,
and security.

Additional related problems will be covered as the discussion goes on. There-
fore, the description and the schedule can be revised.

This working group is independent from the SQL access group; however, there
may be some overlapping interest. The SQL access group is welcome to join
IETF’s discussions and share information in both directions. If both groups
find that merging two efforts into one will speed up the process, the merge can
be done in the future. For now, this working group works on issues according
to its own schedule and efforts.

Goals and Milestones:

Done Review and approve the charter, making any changes necessary. Examine needs.,
resources for this network database protocol and define the scope of work. Begin
work on a framework for the solution. Assign writing assignments for first draft
of the document.

Done First draft to be completed.

Done

Done

Review first draft document, determine necessary revisions. Discuss problems
remained unsolved from the first IETF meeting.

Continue revisions based on comments received at meeting and e-mail. Start
making document an Internet-Draff.
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Mar 1992

Jun 1992

Review final draft. If it is O]K, give it to IESG for publication as an RFC.

Revise document based on implementations. Ask IESG to make the revision a
Draft Standard.
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2.7.5 Network Printing Protocol (NPP)

Charter

Chair(s):
Glenn Trewitt, trew±tt©pa, dec. com

Mailing Lists:
General Discussion: print-wg~pa, dec. com
To Subscribe: print-~g-request~pa, dec. com
Archive:

Description of Working Group:

The Network Printing Working Group has the goal of pursuing those issues
which will facilitate the use of printers in an internetworldng environment. In
pursuit of this goal it is expected that we will present one or more printing
protocols for consideration for standards status in the Internet community.

This working group has a number of specific objectives: to provide an Internet-
Draft which will describe the LPI~ protocol; to describe printing specific issues
on topics currently under discussion within other working groups (e.g., Security
and Dynamic Host Configuration); to present our concerns to those working
groups; and to examine printing protocols which exist or are currently un-
der development and assess their applicability to Internet-wide use, suggesting
changes if necessary.

Goals and Milestones:

Done l~eview and approve the charter, making any changes deemed necessary. Review
the problems of printing in the Internet.

Done Write draft LPR specification.

Done Submit final LPtt specification including che~nges suggested at the May IETF.
Discuss document on mailing list.

Submit LPP~ specification for publication as an R,FC.

Write description of the Palladium printing protocol (2.0) in RFC format.

Discuss and review the draft Palladium I~FC.

Done

Jul 1990

Aug 1990

Done P~eview the draft LPI~ specification. Discuss long-range printing issues in the
Internet. l~eview "status of Palladium print system at Project Athena.

Request For Comments:

RFC 1179 "Line Printer Daemon Protocol"
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2.7.6

Charter

Service Location Protocol (SVRLOC)

Chair(s):
John Veizades, veizades©wco .f~p. com
Scott Kaplan, sco~t©wco.f~p, com

Mailing Lists:
General Discussion: srv-location@apple.com

To Subscribe: srv-loca~ion-request©apple.com
Archive: apple, com:’/pub/srv-location/svr-loc-archive

Description of Working Group:

The Service Location Working Group is chartered to investigate protocols to
find and bind to service entities in a distributed internetworked environment.
Issues that must be addressed are how such a protocol would interoperate with
existing directory based service location protocols. Protocols that would be
designed by this group would be viewed as an adjunct to directory service
protocols. These protocols would be able to provide a bridge between directory
services and current schemes for service location.

The nature of the service location problem is investigative in principle. There
is no mandate that a protocol should be drafted as part of this process. It is
the mandate of this group to understand the operation of service location and
then determine the correct action in their view whether it be to use current
protocols to suggest a service location architecture or to design a new protocol
to compliment current architectures.

Goals and Milestones:

Done

Done

Jul 1991

Open discussion and determine if a working group should be formed.

Continue discussion trying to refine the problem statement and possible reso-
lutions.

Do we take the I~FC track or do we write a report on our conclusion and leave
it at that?

Internet-Drafts:

"Resource Location Protocol", 03/12/1993, S. Kaplan < d:raft-ietf-svrloc-resloc-
00.txt, .ps>
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CURRENT MEETING REPORT

Reported by John Veizades/FTP

Minutes of the Service Location Protocol "Working Group (SVRLOC)

The meeting began by opening the floor to questions on the current st~.tus of SVRLOC’s
work.

Sun made a presentation on NIS-F which is being offered to the IETF along with the rest of
the Sun ONC work (RPC, XDI~ and N]?S) for standardization under the IETF umbrella.
The presentation was requested to understand the hT][S-F work :~nd to see if the current
service location proposal will solve the issues addressed by NIS-F.

The following is a list of issues that need to be :resolved before tl~.e document can go down
the standards track:

¯ An architectural overview needs to be added to the document.

¯ Security considerations for authentication, privacy and spoofing~-some sort of aware-
ness of these issues needs to be added to the document.

¯ Addresses~to be able to run over multipl.e network protocols, a standard for address
encoding needs to be put in place. Suggestions included taking the defined address
specifications in the sockets.h file and registering them through the IANA.

¯ A length field should be in the packet.

Language and character sets~the locale should be sent using the ISO standard locale
encoding, and character sets would be specified for every string. The suggestion was
made that services may want to register one service entity ![or each language instances
that is available. For instance, if a particular service supports French, English and
Spanish, one service would be registered for each language, and user agents requesting
a particular language would be able to filter on the language type to acquire the
appropriate service for their language needs.

Rendezvous mechanism for specifying the end point of the ~nswering service (address,
port and other information)~the rendezvous information is used by the particular
user agent service stub to make the connection to the appropriate service endpoint on
the service agent. This will also allow di.rectory agents to respond for service agents,
and for service, agents to return service-specific rendezvous information to the upper
layer protocol.. For example:

address type=IP; address: 90.1..0.12; p.ort: 98; service info: ATS3=0
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would be a string that may be returned from a modem pool to be used by the serial
line service to send configuration information to the modem pool server to get the
particular type of service specified by the user agent.

¯ Examples for several common services (e.g. printing, FTP, mail server, name server~
and network management trap).

¯ Multicast addresses should be acquired from the IANA.

A technical presentation was given in Thursday’s open plenary, outlining the service location.
protocol and giving status information on the service location protocol proposal. The work:
was well received by the audience.

The latest version of the documents can be found on: wco.ftp.com/resloc.

Attendees

Steve Alexander
Stefan Braun
Eric Fleischman
Thomas Kaeppner
Scott Kaplan
Andrew Knutsen
John Larson
Tony Li
Paolo Malara
Chuck McManis
John Veizades
Steven Waldbusser

stevea©lachman.com
smb@cs.Zu-berlin.de
ericf©act.boeing.com
kaeppner~heidelbg.vneZ©ibmpa.ibm.com
sco~@wco.f~p.com
andrewk@sco.com
jlarson@parc.xerox.com
Zli©cisco.com
malara@crs4.i~
chuck.mcmanis@en~.sun.com
veizades@wco.fZp.com
waldbusser@andrew.cmu.edu
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2.7.7

Charter

Trusted Network File Systems (TI~FS)

Chair(s):
Fred Glover, ~glover©zk3. dec. com

Mailing Lists:
General Discussion: ~nfs©wdl 1. wall. loral, corn
To Subscribe: tnfs-request©wdll, wall. loral, corn
Archive: archive-server©wdl 1. wdl. loral, corn

Description of Working Group:

The Trusted Network File System Working Group is chartered to define pro-
tocol extensions to the Network File System (NFs) Versiion 2 protocol which
support network file access in a Multilevel Secure (MLS) Internet environment.
MLS functionality includes Mandatory Access Control (MAC), Discretionary
Access Control (DAC), authentication, auditing, documentation, and other
items as identified in the Trusted Computer System Evaluation Criteria (TC-
SEC) and Compartmented Mode Workstation (CMW) documents.

The primary objective of this working group is to speci:fy extensions to the
NFS V2 protocol which support network file access between MLS systems. It
is intended that these extensions should introduce only a minimal impact on
the existing NFS V2 environment, and that unmodified NFS V2 clients and
servers will continue to be fully supported.

Transferring information between MLS systems requires exchanging additional
security information along with the file data. The general approach to be used
in extending the NFS V2 protocol is to transport additional user context in
the form of an extended NFS UNIX style credential between a Trusted NFS
(TNFS) client and server, and to map that context into the appropriate server
security policies which address file access. In addition, file security attributes
are to be returned with each TNFS procedure callo Otherwise, the NFS V2
protocol remains essentially unchanged.

The Trusted System Interoperability Group (TSIG) has already developed 
specification which defines a set of MLS extensions for N]?S V2, and has also
planned for the future integration of Kerberos as the authentication mecha-
nism. The TNFS Working Group should be able to use the TSIG Trusted
NFS document as a foundation, and to complete the IETF TNFS specification
within the next 3-6 months.
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Goals and

Mar 1991

Done

Jul 1991

Oct 1991

Oct 1991

Nov 1991

Mar 1992

Milestones:

Verify the interoperability of TNFS implementations e~t the :L99~: NFS Connec-
tathon.

Review and approve the TNFS Working G:roup Charter, review revised TSIC
TNFS Specification, and publish a proposed standard :fbllowing the July meet-
ing.

l~eview revised TSIG TNFS specific~.tion.

Review outstanding comments/issues from mailing list.

Make any final revisions to TNFS document based on. comments, issues, and
interoperability testing.

Publish a Proposed Standard following the July meetiLng.

l~equest IESG to make the revised document a Draft Standard.,

Internet-Drafts:

"A Specification of Trusted NFS (TNFS) Protocol Extensions", 07/23/1991,
Fred Glover < draft-ietf-tnfs-spec-03.txt >
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2.8 Transport Area

Director(s):

¯ Allison Mankin: mankin@cmf.nrl.navy.mil

Area Summary reported by Allison Mankin/Naval Research Laboratory

Transport Area Directorate

Dave Borman
Sally Floyd
Jim Hughes
Matt Mathis

dab©cray.com
floyd©ee.lbl.gov
hughesChughes.ne~ork.com
mathisCpele.psc.edu

The Transport Area

The Transport Area and the Service Application Area were separated from each other
at the 26th IETF meeting in Columbus. The Transport Area deals with protocols and
algorithms that provide end-to-end transmission services in the Internet. We maintain
the notion of transport services, not just transport "protocols~" because of the increasing
variety of end-to-end requirements that the Internet is meeting or will be expected to meet
in the near future. TCP in itself supports applications of many different characteristics,
from brief transaction-like exchanges in X-windows on through, hypertext support (I-ITT:P
running over TCP) and many more. Then there is the range cff distributed file systems,
over transport services such as the combination of R, PC and UDP. Then we come to audio
and video, receiving their service in. the MBONE from the new transport protocol under
development in the AVT Working Group, supported by UDP over multicast IP.

So far the Internet is not only holding its own with these major transport services, but
they are continuing to spread and to multiply. The Transport Area includes AVT and
the Multiparty Multimedia Session Control Working Group, which will lead to new ways
in which multiparty services can be provided. The TCP Large Windows Working Group
continues to refine the extensions that allow TCP to work effectively in gigabit networks. As
to future Transport work areas, the Transport Area will be watching the progress of research
work such as P~SVP and will support such efforts when they are ready for engineering and
deployment. We have recently received a proposal for work to ]begin on a mobile transport
protocol.

We hosted one BOF in Amsterdam, following email review of a proposal and draft spec-
ification. The TMUX BOF, chaired by Jim Barnes, gathered to work on decreasing the
streams of small packets between host pairs that are generated by terminal servers. These
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small packet streams cause there to be a perception that proprietary protocols can perform
more efficiently than TCP/IP. The TMUX BOF is summarized further below.

Transport Area Working Groups

The Transport Area currently has three working groups:

¯ Audio/Video Transport (AVT)

This group did not meet in Amsterdam.
implementations are nearing completion.
Internet.

Protocol specific~tions and[ experimental
May have an interim meeting over the

¯ Multiparty Multimedia Session Control (M:MUSIC)

Summarized below.

TCP Large Windows (TCPLW)

Summarized below.

TCP Multiplexing BOF (TMUX)

One of the problems with the use of terminal servers is the large hum.bet of small packets they
can generate. Frequently, most of these packets are destined for only one or two hosts. The
Connection Multiplexing Protocol (CMP), an approach to decreasing the number of these 
multiplexing between the application and TCP (draft-cameron-cmp-01.txt), was described
by Peter Cameron, along with a brief description of some implementation results. After a
general discussion of the proposal, Dave Crocker presented a counter proposal that did the
multiplexing between IP and TCP instead. Discussion of the two proposals continued with
advantages and disadvantages for each proposal. The consensus of those attending the BOF
was that CMP addressed a valid problem, but at the wrong place. A request was made
that the CMP developers try an implementation of the IP multiplexing proposal (TMUX)
to determine whether that was a valid solution. Work continued soon after the Amsterdam
meeting, with the resxflt that a specification is now ~vailable (draft-cameron-tmux-00.txt
by Pete Cameron and Dave Crocker).

Multiparty Multimedia Session Control Working Group (MMUSIC)

The MMUSIC Working Group met officially as a working group for the first time in Am-
sterdam. Two sessions were held that were multicast over the MBONt~’,. The first meeting
was used to set the context and to discuss the progress made since the BOFs held at the last
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IETF. After review of the modified charter, we discussed proposMs for a set of common ter-
minology, an end-system architecture, the MMUSIC protocol requirements, implementation.
considerations and conference styles. To narrow the scope of the discussion, we emphasized.
the need to think in terms of a "version 0" negotiation protocol. During the second meeting,
the foundations for the strawman protocol were discussed and included proposals for the
definition of session state and for naming conference components. After thorough descrip-
tions were given of the main protocol assumptions, we delved into the basic message types,
examples of how they might be used, and default session policies.

TCP Large Windows Working Group (TCPLW)

The TCP Large Windows Working Group met for one session in Amsterdam. The major
accomplishments were:

Review of draft-ietf-tcplw-extensions-00.txt
Consideration of advancing RFC 1323 to Draft Standard

The reviewed document is a compilation of a few bug fixes and clarifications that need to
be made to I%FC 1323. It was compiled by Bob Braden. It Mso includes a pseudo-code
presentation of the RFC 1323 TCP extensions. Bob and David Borman led a walk through
of the document, to help explain it and to find out if any other changes that are needed to
RFC 1323 were missed. The contents of the draft will be folded into the text of I~FC 1323
before that specification is submitted for Draftt Standard status.
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CURRENT MEETING REPOPgI’

Reported by Jim Barnes/Xylogics

Minutes of the TCP Multiplexing BOF (TMUX)

Agenda

Introduction
CMP Presentation
Discussion
Alternative proposals
Where do we go from here

Discussion

The TMUX BOF began with Peter Cameron’s presentation on the Connection Multiplexing
Protocol (CMP). The CMP protocol is defined in the Internet-Draft: draft-cameron-cmp-
01.txt.

A couple of changes have been made since the last version was published. One change was
the removal of the close reply message type. This message type is replaced by just sending
the close message in response to a received close, just as TCP sends a FIN in response to a
received FIN.

During the following discussion, a number of issues were raised:

How would the implementation, of CMP on top of TCP affect the TCP window
dynamics?

¯ CMP may be fine for multiplexing a large number of sm~ll packets but if FTP con-
nections are multiplexed, the FTP subconnections will fight each other for available
window space.

¯ The idea of falling back to a normal TCP connection if’a request to open a CMP
connection fails was well received.

¯ There will necessarily be bandwidth reduction due to the multiplex protocol headers.

¯ A misbehaving CMP client may exceed the allowed credit and force the receiver to
control the flood with the TCP window mechanism.

¯ Performance versus complexity of implementation was mentioned ~s a possible issue.
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Kent Malave briefly described his experiences when multiplexing SPX packets. The reasons
for doing the multiplexing, and the experiences in implementing the protocol, were similar
to those behind CMP.

Dave Crocker gave a brief presentation of an alternate proposal. TMux is a multiplexing
protocol between the IP and TCP layers (in contrast to CMP which is a layer on top of
TCP). The apparent advantages of TMux over CMP were largely due to the simplicity
the design. Someone noted that there were no delay timers in the protocol.

When discussing the advantages of one proposal over another, it was noted that:

¯ Data loss in CMP will cause delays in all other TCP data over that connection, until
the lost packet was retransmitted.

¯ TMux will require that the multiplexed packets are padded, so that each multiplexed
packet starts on a word boundary.

A single bit error in a CMP packet requires that the entire packet be retransmitted.
A single bit error in a TMux packet will require only the erroneous packet to be
retransmitted, but the other multiplexed packets in the IP packet can be delivered
to the application.

Allison Mankin discussed the concern that the IESG has with changing the architecture.
When describing what would be significant issues in the IESG approval process, steady-state
performance was deemed to not be a deciding factor. The main issues would be the required[
architectural changes to the protocol stack, the ease of implementation of any solution, and
the behavior of the protocol under aberrant conditions.

When the chair requested a consensus on what to do next, the following suggestions were
made:

¯ A test implementation of TMux should be done and compared with CMP keeping
the above decision criteria in mind.

¯ The TMux proposal should be published as an Internet-Draft.

¯ Greg Minshall will investigate the availability of documentation describing the; NPI
protocol between the IP and TCP layers in System V.4.
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Attendees

Jim Barnes
Julian Bates
David Borman
Peter Cameron
Les Clyne
David Crocker
Sun-Kwan Kimn
Andrew Knutsen
John Krawczyk
Kent Malave
Gary M~lkin
Allison M~nkin
M~rjo Merc~do
Greg Minshall
Douglas Williams
Gordon Young

barnes©xylogics, com
bat es@xylogics, com
dab©cray, corn
cameron©xylint, co. uk
1. clyne©.~in%, ac. uk
dcro cker~~mordor, s t ard! ord. edu
sunkimn©hp, com
andrewk@.~co, corn
j krawczy(~wellfleet, corn
k en%©b ach. aust in. ibm,, corn
gmalkin©xylogics, corn
mankin@cmf, nrl. navy.:mil
marj o©cu]? .hp. corn
minshall~wc, novell, com
doug~¢ralvmg, vne%. ibm. com
young©xyilogics, com
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2.8.1

Charter

Audio/Video Transport (AVT)

Chair(s):
Stephen C~sner, casner@isi, edu

Mailing Lists:
General Discussion: rem-conf©es.net
To Subscribe: rem-conf-reques~c©es.net
Archive: nic. es. net : "/ietf/rem- conf/av-transport-,~rchive

Description of Working Group:

The Audio/Video Transport Working Group was formed to specify experimen-
tal protocols for real-time transmission of audio and video over UDP and IP
multicast. The focus of this group is near-term and its purpose is to integrate
and coordinate the current AV transport efforts of existing research activities.
No standards-track protocols are expected to be produced because UDP trans-
mission of audio and video is only sufficient for small-scale experiments over
fast portions of the Internet. However, the transport protocols produced by this
working group should be useful on a larger scale in the :future in conjunction
with additional protocols to access network-level resource management mecha-
nisms. Those mechanisms, research efforts now, will provide low-delay service
and guard against unfair consumption of bandwidth by ~udio/video traffic.

Similarly, initial experiments can work without any connection establishment
procedure so long as a priori agreements on port numbers ~.nd coding types have
been made. To go beyond that, we will need to address simple control protocols
as well. Since IP multicast tragic may be received by anyone, the control
protocols must handle authentication and key exchange so that the audio/video
data can be encrypted. More sophisticated connection :management is also
the subject of current research. It is expected that standards-track protocols
integrating transport, resource management, and connection management will.
be the result of later working group efforts.

The AVT Working Group may design independent protocols specific to each
medium, or a common, lightweight, real-time transport protocol may be ex-
tracted. Sequencing of packets and synchronization among streams are impor-
tant functions, so one issue is the form of timestamps and/or sequence numbers
to be used. The working group will not focus on compression or coding a/go-
rithms which are domain of higher layers.

Goals and Milestones:

Done Define the scope of the working group, and who might contribute. The first
step will be to solicit contributions of potential protocols from projects theft
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Done

Done

Done

May 1993

Jun 1993

have already developed packet audio and video. :From: these con,~tributions the
group will distill the appropriate protocol features.

Conduct a teleconference working group meeting using a combination of packet
audio and telephone. The topic will be a discussion of issues to be resolved in
the process of synthesizing a new protocol.

Review contributions of existing protocols, and discu..ss which fieatures should
be included and tradeoffs of different methods. Make writing assignments for
first-draft documents.

Post an Internet-Draft of the lightweight audio/video transport protocol.

Post a revision of the AVT protocol addressing new work and security options
as an Internet-Draft.

Submit the AVT protocol to the IESG for consideration as an Experimental
Protocol.

Internet-Drafts:

"RTP: A Transport Protocol for Real-Time Applications", 12/16/1992, H.
Schulzrinne, S. Casner <draft-ietf-avt-rtp-03.txt, .ps>

"Media Encodings", 12/16/1992, I-I. Schulzrinne <:draft--ietf-avt-encodings-02.txt>

"Sample Profile for the Use of I~TP for Audio and Video Conferences with
Minimal Control", 12/16/1992, H. Schulzrinne <:draft-ietf-avt-profile-02.txt>

"Packetization of tt.261 video streams", 03/11/1993, T. Turletti, C. Huitema
< draft-iet f- avt-video-packet- 01 .txt >
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2.8.2

Charter

Multiparty Multimedia Session Control (MMUSIC)

Chair(s):
Eve Schooler, schooler©isi.edu
Abel Weinrib~ abel©bellcore, corn

Mailing Lists:
General Discussion: confctrl@isi, edu
To Subscribe: confctrl-request©isi.edu
Archive: venera, isi. edu: - / conf c~:rl/conf crZ1. mail

Description of Working Group:

The demand for Internet teleconferencing has arrived, yet an infrastructure to
support this demand is barely in place. Multimedia session control, defined as
the management and coordination of multiple sessions and their multiple users
in multiple media (e.g., audio, video), is one component of the infrastructure.
The Multiparty Multimedia Session Control Working Group is chartered to
design and specify a protocol to perform these functions.

The protocol will provide negotiation for session membership, underlying com-
munication topology and media configuration. In particular, the protocol will
support a user initiating a multimedia multiparty session with other users
("calling" other users) over the Internet by allowing a, teleconferencing ap-
plication on one workstation to explicitly rendezvous wit:h teleconferencing
plications running on remote workstations. Defining a standard protocol will
enable session-level interoperability between different teleconferencing imple-
mentations.

The focus of the working group is to design a session negotiation protocol thai.
is tailored to support tightly-controlled conferences. The MBONE currently
carries primarily loosely-controlled sessions, i.e., sessions with little to no in-.
teraction among members and with no arbitration facility, security, or coordi-
nation of quMity-of-service options for time-critical media. Users may learn of
available sessions using the "sd" utility or other out of band mechanisms (e.g.,
email). However, there is clearly a/so a need for tightly-controlled sessions that
provide mechanisms for directly contacting other users to initiate a session and
for negotiating conference parameters such as membership, media encodings
and encryption keys. In addition, these sessions should support renegotiation
during a session, for example to add or delete members or change the media
encoding. It is possible that the protocol will, in the limiting case, a/so support;
loosely-controlled sessions.

The main goi of the working group will be to specify the session control pro-
tocol for use within teleconferencing software over the Internet. The working
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group will focus on the aspects of the session control problem that are well
understood, while keeping an eye on evolving research issues. Toward this end,
the working group has made an inventory of existing confere~.~cing systems and
their session control protocols. The working group will document the require-
ments of the existing prototypes as a basis for the protocol development. The
working group will iteratively refine the protocol based on implementation and
operational experience.

Furthermore, the working group will coordinate with other efforts related to
multimedia conferencing, such as directory services for cataloguing users and
conferences, the RTP and RTCP protocols developed by the A.udio/Video
Transport Working Group, resource reservation and management at the net-
work level, and schemes for multicast address allocation.

Goals and Milestones~

May 1993

Jun 1993

Aug 1993

Nov 1993

Hold an on-line working group meeting to discuss the conference control frame-
work, the relevant terminology, a functional taxonomy and how different con-
versational styles place requirements on session protocols.

Submit the Conference Session Control Protocol to the IESG for consideration
as an Experimental Protocol.

Post an Internet-Draft descri~bing the Session Control Requirements.

Post an Internet-Draft of the Session Control Protocol.

Mar 1994 Submit a revised Internet-Draft based on implementation experience.
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CURRENT MEETING REPORT

Reported by Eve $chooler/ISI

Minutes of the Multiparty Multimedia Session Control Working Group
(MMUSIC)

An on-line copy of the minutes and the accompanying slides may be found in the directory
venera.isi.edu:confctrl/minutes as files ietf.7.93 and slides.7.93.ps.

The MMUSIC Working Group met officially for the first time in Amsterdam. We held two
sessions that were multicast over the MBONE. The first meeting was used to set the context
and to discuss the progress made since the BOFs held at the last IETF. During the second
session, we began to lay the groundwork for a strawman MMUSIC protocol.

First Session: Context and Progress

After review of the modified charter, we discussed proposals for a set of common termi-
nology, an end-system architecture, the MMUSIC protocol requirements, implementation
considerations and conference styles. To narrow the scope of the discussion, we empha~sized
the need to think in terms of a "version 0" negotiation protocol.

Terminology, Framework, Requirements

Highlights from Lakshman’s (lakshman©ms. uky. edu) proposed session control glossary were
presented (slides 4-8). The key points were:

¯ The differentiation between a "session" (an association of members for control) and 
"conference" (a logical abstraction among multiple participants for multimedia real-
time communication that consists not only of a control session) but also of related
media associations and conference policies.

¯ The identification of the main system components for an end-system teleconferencing
architecture as being the conference session manager, med.ia agents and a resource
manager.

Since "media" is an overloaded word, we are open to suggestions for a better term than
"media association," which is currently defined as the encapsulation of the transport (point-
to-point or multipoint) in a single medium.

Some clarification was needed for the term "reflector participant," a participant who neither
generates nor terminates data but acts as a go-between. It is one of several participant types
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that arise out of policy choices. Julio Escobar commented that it is somewhat; of a misnomer
since a reflector implies the "reflecting back" of data,, and a reflector participant may be
used in a variety of fashions (e.g., it may translate or combine data). A reflector might 
considered a service access point.

In a change since last time, we emphasized tl~:at the; conference session ]manager is not
necessarily the central system component, as shown i~. the slide "Framework 1," but that
we think of it more as in the "Framework 2" slide.. However, to a large extent the relationship
among the various components is immaterial a~d implementation-specific. For instance, a
third approach, where the conference session manager is part of o].~...e monolithic application,
is equally valid. The working group focus is somewhat separate from the specifics of the
framework choices, since we are primarily interested in the interaction betwee.n the MMUSIC
negotiation protocol and the conference session manager.

Since the last meeting, we refined the session control protocol requirements (slide 11). They
encompass several functions: those for distributed session ma~agement, dynamic mem-
bership management, session policy m~nageme, nt, and domain .,~peciflc tasks (e.g., media
associations and configurations). These group.,~ of functions reflect the management of 
"conference" itself, and the management of its control, policy and media elements.

In addition, we need to distinguish between the policies that are carried by the protocol and
those understood by the protocol. Does the protocol simply carry policy in the same way
that it simply carries media information, as a payload or "bag of bits"? While session policy
is not meant as an optional characteristic, since it is what defines the sess.ion type, policy
enforcement is probably outside the scope of the protocol. However, policy enforcement
will impact the degree to which we can provide session privacy ~,nd security.

The idea of advance reservation was a recurring topic, and one wh.ich needs further scrutiny.
We expect the protocol to provide hooks for pre-scheduling sessions, though the conference
session manager has no direct effect on reservations in the network, nor reservation strate-
gies (optimistic versus pessimistic). Ambiguities remain about "~he definition of resources,
since they occur at a number of levels (e.g., people, rooms, hardware devices, workstation
capabilities, network bandwidth), and ~bout how different policies will. cause different out-
comes for resource scheduling and contention resolution. One suggestion was to create a
proper session MIB to assist with end-system management of configuration, capabilities and
policies.

There was also speculation about the interaction between the session manager and media
agents, for instance when the transport for a media agent fails but the control path is still
functioning. Although the end-system architecture is somewhe~t outside the venue of the
MMUSIC protocol, we expect that some system component implementations will enable up-
calls from (down-calls to) media agents and that are conveyed to (from) the session manager
either directly or indirectly. The session manager (media agents) may issue modifications
as a consequence. Similar mechanisms are needed for a session chair to be able to turn on
and off media agent data flows.
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Implementation for the Internet

What are the building blocks needed for implementation and operation of a MMUSIC
protocol in the Internet (slide 12)? Perhaps the biggest questions were:

¯ What transport platform is needed to support a genera], purpose negotiation service?
¯ To what degree do we need reliable multicast?
¯ How reliable does reliable have to be?

A critical, near term action item is to find an individual or a collection of individual~,~
who can advise us on our options and recommend a solution. It was noted that INI~IA is
planning to make a reliable multicast solution available to the public shortly. Regardless
of the approach taken, it was agreed that the interface to MMUSIC should be designed
so that the requirements for the underlying service are clearly stated and that the actual
choice may vary. Different transport implementations might be differentiated on their port
number. The requisite comment was made that the goals of reliable delivery and scalability
of sessions conflict with each other.

In addition, it was suggested that we investigate the universal identifier naming infrastruc-
ture already used in the WorldWide Web (WWW). Another correlation was noted between
synchronous and asynchronous group negotiation, for instance for mailing list coordina-
tion. Yet the timing characteristics for conferee interactions differ by an order of magnitude
between real-time conference session control and m~iling list management.

Conversation Styles

Pre-IETF, we posted to the maihng list some musings on the relationship between conversa-
tion styles and their requirements on the underlying communication infrastructure. It was
agreed that a number of other dimensions, besides size, need to be considered to describe
the list of session types more completely. The question was raised about whether it is easier
to move from tight to loose or loose to tight schemes when devising an approach, since the
complicated scenarios occur somewhere in the middle of the continuum (slide 13).

There also was debate about the existence of an upper bound o:n the number of conferee.s
generating media (actively participating). The united-nations model and the distributed
simulation model are good counterexamples to an upper bound. A criticism about the
original assumption is that we need to be careful not to introduce artifacts of the capabilities
of the current generations of tools into our interaction medel. Although a preliminary
document on the range of conversation styles has been drafted, further details are needed..
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Second Session: Outline for a Protocol

The foundations for the strawman protocol were discussed (slides 14-20) and included pro-
posMs for the definition of session state and for naming conference components. After
thorough descriptions were given of the main protocol assumptions, we dLelved into the
basic message types, examples of how they might be used and default session policies. A
lively discussion ensued that helped us compile a list of outstanding issues and action items
(slides 22 and 23).

Session State and :Naming

There were no strong opinions about whether or not naming should, be opaque or structured;
in other words whether or not names should be based on arbitrary identifiers, or structured
around common identifiers already in use, such as logi:a ids, host addresses, port numbers
and timestamps. In any event, the ident!Lfiers must be unique. The inclusion of a sequence
number was felt to be overkill. There are no side effects if the session,id is based on
the initiator’s member_id and the initiator drops out of the session; the incorporation of
the initiator’s member_id is simply a technique to make the session_id unique. Aliases
were deemed useful from an application standpoint, but not necessary for the operation of
the session control protocol itself. The idea behind the aliases were to provide RTCP-like
support, though there are other textual pieces of information that RTCP carries in addition
to conferee names and the session name.

However, there are broader privacy concerns if we tie the member_id and session_id to
identifiable naming structures. Also, should naming be any di~fferent if the conference
session manager acts on behalf of a an individual user, conference room of participants,
reflector participant (the proxy), or an automated service (the virtual user)?

We also need to think about naming for mobility, both at session setup (’to forward requests
when you have multiple addresses) and during long-lived sessions (to allow users to move
around), for example, were individuals equipped with locator badges? Can we leverage off
of the location services for naming transparency being designed in the MOBILEIP Working
Group?

Protocol Assumptions

Questions about looser styles of confere~.~cing came up. How does someone simply tune-in
in a loose control fashion, given that we’re thinking about requiring the participation of
at least one member for a session to persist? One idea was to create a virtual member to
"own" the session. This virtual member would not only establish the session, but also take
responsibility to terminate it. The idea of a virtual member also could be applied to pre-
scheduling sessions (again, this is different from reserving the network or other resources),
since the virtual member would establish the session ahead of time and only participate from
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a control standpoint. Another suggestion was to view this as allowing empty membership
lists, since the virtual member is not an active member.

Basic Message Types

The basic message types do not in and of themselves provide a negotiation service; they are
meant as building blocks. Whether or not they are delivered reliably is a separate issue.
We proposed a three-phase commit handshake (Propose-Reply-Announce) for proposals
needing negotiations. Suggestions about the messages that are under advisement:

¯ Add an optional "reason" field to the Reply message to make informed decisions
about initiating another round of proposals after receiving a reject. This is useful for
handling error messages when not in the correct state to receive a Proposal. More
generally, this optional payload field could be added to both Reply and Propose
messages:

In the Reply message: to allow a reject or an accept response to include hints
that could assist with renegotiation. This results in. four types of Replies.

In a Propose message: to provide enough information up-front to reduce the
number of negotiated rounds.

¯ Differentiate between an Announce message that:

Has been agreed on versus one that a proposer has decided on alone.
Includes the delta versus the entire state of the conference. If the state is large,
one may want to send the hash of the state. Does an Announce send state,

operations, or both?

¯ How to handle/avoid a questionable Announce message? To cut down on false An-
nounces, one option is to multicast all messages to all members.

Examples were provided of how the messages might be used., from simple scenarios (using
an Announce to leave a session or to produce keep-alive messages) to session initiation
or modification. We assumed that a proposal may be comprised of multiple operations.
Although many hooks were discussed, version 0 may defer using some of them.

A key open issue is if the protocol requires serializability, i.e., that all proposals are acted on
in the same order at all conference session managers involved in a session. We maintained
that a sufficient measure of tight control can be enforced without serializability, and without
requiring absolute global state consistency. To reduce conflicts, Inulticast Propose messages
to all others, even if not involved in the accept phase.
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Policies

Slide 20 introduced the main policies we expect to associate with a session.. Underlined
options represent the default choices, should no policy be chosen. We clarified that members
are always allowed to leave a session, regardless of the ter~ination policy. ]:n fact there was a
motion to replace explicit session termination by implicit termination when the membership
count drops to zero, or after some duration beyond when the membership goes to zero (this
would avoid odd behavior caused by the n.~n-serializabil]ty of propo~,~als). ’On a similar note,
we may want to support a policy where one member is able to delete all other members in
order to terminate a session.

We discussed the rigidity of session policies and the need to determine if different session
policies conflict with one another, especially with regard to "static" sessions (e.g., unchange-
able sessions in terms of their members, policies and media components).

The concern was that if there are communication failures that prohibit approval for a session
change (e.g., when the policy is that all must approve), that this would result in a deadlock,
~ m~li’unctioning session that does not terminate, or a scenario where resources are never
returned. Clearly, in filling in the protocol details we will need to differentiate between
the receipt of a reject reply versus no reply at all. We will also need to state how policies
will be handled (possibly become more relaxed) in the event of a communication failure.
The communication failure may be due to an intermittent lapse in connectivity, to a person
leaving their workstation unattended and not being able to immediately reply to a query,
or to the member having left the conference at a network failure point and consequently
being in the wrong state. It was felt that a conference session manager should behave like
TCP reset after a failure ~nd retain no previous state.

Even though we proposed an initially small set of policy choices, the richness and complete-
ness of this set needs further scrutiny. ~b decide where version 0 falls on the session style
continuum, we solicit input on suggested policies and their default values. Additionally, to
what level of granularity should we institute policies? :Do we need to have global policies?
Per-operation policies? Per-initiator po].icies? Will policies be shared with media agents
and other system components?

A good deal of discussion centered around policies about who may make proposals, since
non-members may be restricted from init.iating proposals, and in some cases not all members
are proposers. These policies apply to changes in general, and are separate from who is
needed to approve proposals (e.g., coordinate a vote or approve an initiation request). The
solution proposed was that a non-member find a sponsor for a proposal, ensuring the notion
of trusted membership. However, is this approach too stringent? Because of the premium
on being a member versus a non-member, there is also interest in making assurances that
one person isn’t impersonating another.
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More specifically, the issue boiled down to the question of joining a session. How does one
join? Who does one contact? Again, the idea is to assign a "doorman" or "doormen." For
version 0, to support an open session in the sd style, a doormaa could simply say :yes aJ[1
the time. Similarly, is there a more straightforward approach ou~ there?

Outstanding Issues

How does floor control interact with session control? Is the notion of floor control its own
protocol? With its own messages? We are looking to other projects, such as MICE, to
advise us on this.

Could the negotiation protocol be used for other purposes, such as a calendar scheduler,
booking service, or even to measure agreement over topics dur:i~.g an ongoing conference?
We are interested in someone studying the range of related applications for the MMUSIC
protocol.
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2.8.3

Charter

TCP Large Windows (TCPLW)

Chair(s):
David Borman, dab©cray, com

Mailing Lists:
General Discussion: ~cplw©cray. com
To Subscribe: ~cplw-reques~©cray.com
Archive:

Description of Working Group:

The TCP Large Windows Working Group is chartered to produce a specifica-
tion for the use of TCP on high delay, high bandwidth paths. To this end, this
working group recommended RFC 1072 "TCP extensions for long-delay paths"
and RFC 1185 "TCP Extension for High-Speed Paths" be published jointly as
a Proposed Standard. Deficiencies in the technical details of the documents
were identified by the End-to-End Research Group of the IRTF. Rather than
progress the standard with known deficiencies, the IESG tasked the End-to-End
Research Group to fix and merge these two documents into ~ single protocol
specification document. This review was done on the e2e-interest@isi.edu mail-
ing list.

The TCP Large Windows Working Group is being resurrected for a one time
meeting, to review and if appropriate, approve this new document.

Goals and Milestones:

Done Review the TCP Extended Window Size proposal from the IRSG End to End
Research Group and if acceptable, recommend it for standards status.

Internet-Drafts:

"TCP Extensions for High Performance: An Update", 06/23/1993, R. Braden
< draft-ietf-t cplw-extensions-00.txt >

Request For Comments:

RFC 1323 "TCP Extensions for High Performance"
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CURRENT MEETING REPORT

Reported by David Borman/Cray ].~esearch

Minutes of the TCP Large Windows Working (:ilroup (TCPLW)

The TCP Large Windows Working Group met on Wednesday, July 14 at the 27th IETF
meeting in Amsterdam. The agenda was:

Review of draft-ietf-tcplw-extensions-00.txt
Consideration of advancing RFC .~323 to Draft Standard
Status of SACK option

The document draft-ietf-tcplw-extensions-00.txt is a compilation of bugs and clarification
that need to be made; to RFC 1323. It was compiled by Bob Braden. Bob and David
Borman led a walk through of the document to help explain it a~:d to find out if any other
changes theft ~re needed to I~FC 1323 were missed.

RTTM: Relations:hip to Karn’s Algorithm

One of the items thw~ Karn’s algorithr..a addresses is how to get valid RTT values in the
presence of lost data. With current methods, the answer is that whenever data has to be
retransmitted, no valid RTT estimate can be made in that window. Tihe reason for this is
that when the ACK is received, it cannot be determined whether that ACK came from the
original packet or the retransmitted packet.

With the use of the timestamps option, this ambiguity is removed, since the timestamp
echoed in the ACK will always be from the data packet that caused the ACK of new data,
to be generated.

The other part of Karn’s Algorithm, that of doing exponential back-off on retransmissions,
still needs to be done.

RTTM: Which TS to Echo

The discussion that took place during the session was a bit muddled. This summary provides
a clearer explanation..

This is the one real bug in RFC 1323. As stated currently, the TSval is only copied to
TS.Recent when a packet is received that advances the left edge of the window. The change
allows the TSval to be copied when the left edge of the window is advanced, or if the packet
is before the left edge of the window and it h~,s a newer timestamp.
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The scenario that this addresses is when a packet is sent, its ACK is lost, and so the packet
is then resent. The second packet will not advance the left edge of the window, but will
cause a duplicate ACK to be generated. To the sender, this will be the first ACK that is
received, so it will want to use the timestamp in that packet to update the RTT estimate.
If the TSval is not copied from the resent packet, the the sender will get an inflated RTT
estimate.

By making this change, with the use of timestamps for doing RTT measurements, it can be
guaranteed that in the worst case, at least one P~TT measurement can be made per wfmdow.
Without the timestamps option, in many TCP implementations one RTT estimate per
window is the best case.

Additionally, this change fixes a problem with a long-lived unidirectional connection. Since
all the ACKs will have the same sequence number, they would never cause TS.Recent to
be updated. With this change, the string of ACK-only packets will cause TS.Recent to be
kept up-to-date, and allow PAWS to work properly.

TCP Options and M$$

The discussion of how the TCP MSS option interacts with the presence of TCP and/or IP
options needed some clarification. Since many TCP implementations us the MSS option to
indicate how large of a packet can be received without fragmentation, and the MSS does
not include the TCP/IP headers, the question is: should it also be adjusted for the length
of the options that will probably be in each packet?

The answer is no, and when sending data the sender should always assume that the MSS
received did not account for the TCP and IP options, so the MSS should be reduced by
the length of the TCP and IP options when determining how much data can be sent. The
following grid shows why:

Sender adjusts
length for
options
Sender doesn’t
adjust length
for options

MSS is adjusted
to include options
Packets are too
short

Packets are the
correct length

MSS is not adjusted
to include options
Packets are the
correct length

Packets are too
long

The goal is to not send IP datagrams that have to be fragmented by IP. Packets sent with
the constraints in the lower right of this grid will cause IP fragmentation. The only way to
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ensure that this doesn’t happen is for the data sender to decrease the MSS by the length
of the IP and TCP options.

Modification to TCP Event Processing :Rules

The draft document contains a new set of rules for how to process the TCP extensions.
Bob wanted feedback on whether or not the format was easy to re~d and understand. The
general feeling was that it was easy to re~d and understand.

SACK

There was some discussion of the status of the SACK option. Pdght now, there is not a lot
of visible activity in this area. There are some test implementations of the SACK option
as originally defined in RFC 1072. The plan is once there is some :hard data on how well it
works~ then a new draft document will be generated on the SACK: option.

Action Items

¯ Bob Braden will update RFC 1323 with the changes that are described in draft-
ietf-tcplw-extensions-00.txt. The new docament will be sent to the mailing list for
final review, and then sent to the IESG for consideration for advancement to Draft
Standard status.

¯ Bob Braden will update draft-ietf-tcplw-extensions-00.txt to include ~.n updated de-
scription of which TS to echo to explain the bug as described above, and then it will
be published as an Informational I~FC.

¯ David Borman will send out the current list of implementations, so that people can
send in updates. The updated list will be given to the IESG at the same time as the
updated version of RFC 1323.
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2.9 User Services Area

Director(s):

¯ Joyce Reynolds: jkrey@isi.edu

Area Summary reported by Joyce Reyolds/Information Sciences Institute

Ten working groups in the User Services Area of the IETF met in Amsterdam.

Integrated Directory Services Working Group (IDS)

The IDS Working Group is chartered to facilitate the integration and interoperability of cur-
rent and future directory services into a unified directory service. This work will unite direc-
tory services based on a heterogeneous set of directory service protocols (X.500, Whois÷÷.,
etc.). In addition to specifying technical requirements for the integration, the IDS Working
Group will also contribute to the administrative and maintenance issues of directory servic.e
offerings by publishing guidelines on directory data integrity, maintenance, security, and
privacy and legal issues for users and administrators of directories.

The "Advanced Usages of X.500" document from the IDS Working Group has been sent to
the RFC Editor for publication. The "Pilot Project" catalog i~s out as an Internet-Draft.
The revision of FYI 11 has been released as an Internet-Draft and will be submitted to the
RFC Editor for publication by the end of August 1993. A draft on "Legal & Privacy Issues
in Directory Services" was submitted and will be published as an Internet-Draft. A draft
on "A Guide to Available Directory Services" was circulated and "will be advanced as an
Internet-Draft for eventual publication as an Informational RFC. The "Directory Services
Policy Handbook" will be split into pieces and will be released as a series of docume:ats.

Integration of Internet Information Resources Work~~ng Group (IIIR)

IIIR is chartered to facilitate interoperability between Internet information services, and to
develop, specify, and align protocols designed to integrate the plethora of Internet infor-
mation services (WAIS, Archie, Prospero, etc.) into a single "virtually unified information
service."

IIIR met twice at this IETF. At the first session, the I-ITML Internet-Draft from Tim
Berners-Lee was discussed, and will be submitted as an Informational RFC. The HTTP
protocol will also be released as an Internet-Draft before the next IETF. HTML÷ may be
brought in as a potential standard. At the second session, the "Vision of an I~tegrated
Internet Information Architecture" document was discussed. The document is still an
Internet-Draft, and comments have come in that need to be incorporated. The "Resource.
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Transponders" docume~.~t was also discussed. The potential overlap with the SVRLOC
Working Group’s work has still not been resolved.

The "Taxonomy of Information Services" document has been shelved as other papers have
recently been published on this work. There are some minor problems with the Gopher RFC
which will be addressed in an addendum. The Prospero protocol was suggested as a means of
integrating information services. Discussion on this item will be taken to the IIIR Working
Group e-mail list. The Gopher/IIIl~ data type specific~tions will be registe.red as MIME
types. A document will. be written on failure tracking and resolution between information
services. "Z39.50 over TCP/IP" will be released as an Internet-Draft, to eventually become
an Informational RFC. A paper on integrating data elements between the I.AFA Working
Group’s paper and the library community will be released as an Internet-Dr~ft.

Internet School Networking Working Group (ISN)

The Internet School Networking Working Group is ch~rtered to :facilitate the connection
of the United States’ K-12 (Kindergarten-12th grade) schools, public and private, to the
Internet, and school networking in general.

Āfter some background, on the history of ISN, tl~e group shared experiences in school net-
working and their own companies and projects. There were 30 or 35 people in attendance
and almost all had more than a passing interest in school networki:ag. Next, the group gave
a lot of good feedback on the document currently under construction, the Internet-Draft
on FAQs for the primary and secondary school community. Also discussed was a document
on connectivity models; for schools. It was decided that this document will be combined
with the USERDOC2’s document on how to connect to the Internet, and will be put out as
an Internet-Draft. The final agenda item was a review and revision of the group’s charter.
After some discussion, three volunteers from three different countries agreed to draft the
text for a new charter and post it to the list. From there, the group will determine new
deliverables and milestones.

Network Information Services Infrastructure Working Group (NISI)

NISI is exploring the requirements for common, shared Internet-wide network information
services. The goal is to develop an understanding for what is required to implement an
information services "infrastructure" for the Internet.

NISI discussed two main topics. First, comments on the current Internet.-Draft were so-
licited and a discussion of the relationships between network in:~brmation centers (NICs)
ensued, resulting in suggested revisions to the document’s diagram. Secondly, the scope of
recommendations for interactions between NICs when more than one are involved in helping
a user were clarified. The group benefited greatly froE~ the inter~ational input available in
this forum, and both documents currently in progress should be :much improved.
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Network Training Materials Working Group (TRAINMAT)

The Network Training Materials Working Group is chartered to enable the research com-.
munity to make better use of the networked services. Towards this end, the working group
will work to provide a comprehensive package of "mix and match" training materials for
the broad academic community which will: 1) enable user support staff to train users to
use the networked services and 2) provide users with self-paced learning material. In the
first instance, it will not deal with operational training. This working group is the IETF
component of a joint RARE/IETF group working on network training materials.

The meeting opened with introductions and descriptions of training activities in which eac}.~
person is involved. Jill Foster discussed the RARE ISUS Network Training Materials Task
Force as well as the NISP/ITTI project at the University of Newcastle, UK. The group
reviewed data elements for the training materials catalog, and agreed on the general cat-.
egories which Jill presented with a few suggested changes. A s~m.all group will finalize the
template and send it out to the list. Volunteers were recruited to work on the catalog.
Another project the group will pursue is a subject resource guide. Issues in using the net--
work to deliver interactive and multimedia training were discussed, with the possibility for
developing multimedia pilots reviewed. :Jill gave a demonstration of the materials developed
at Newcastle.

Networked Information Retrieval Working Group (]NIR)

NIR is chartered to increase the useful base of information about networked informatioi.~
retrieval tools, their developers, interested organizations, and other activities that relate to
the production, dissemination, and support of NIR tools. NII~ is a cooperative effort of the
IETF, RARE, and CNI.

Jim Fullton gave an overview of CNIDI~. Jill Foster gave a brief overview of the
ISUS work in the NIR area. Anders Gillner discussed his work on the Eurogopher project..
This project involves establishing a subject-based, as well as geographic-based, Gopher
infrastructure in Europe. The group then spent most of the meeting editing the NIR
report. Major changes included the merging of the WAIS and freeWAIS sections, NCSA’s
Mosaic was moved under the WWW section, and the NLM sections were removed. Variou~,~
methods of publishing and maintaining this information on-line were discussed. Sever~[
suggestions for evaluating NIR tools was discussed. It was decided to put together a simple
checklist as the basis of the evaluation. There will be further discussion on the mailing list.
The charter was updated to remove the reference to documentation and training materials.

Uniform Resource Identifiers Working Group (URI)

URI is chartered to define a set of standards for the encoding of system independent resource
location and identification information for the use of Internet information services.
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The URI Working Group met in three sessions to discuss various issues related to URLs,
URNs and URCs. The current URL proposal, along with an amendment to expand the
allowable character set, was approved by a vote of twenty-nine to one. A report on the Ir~fo
Mesh was made by Karen Sollins.

URNs were discussed in great detail. Agreement was reached on the basic fl~rmat of URNs
as well as their content. Sub-elements of the URN rem.ain undefined and will be discussed
at the next IETF.

A paper describing a proposed URM was discussed, ~.s were proposa]s for the format of
URCs. A call for papers describing UI.~Ms and URCs was made, with discussion to be
carried out on the list. Next time: 1) discussion of URN sub-fields, a:nd 2) discussion 
URC/URM formats.

User Documents Revisions Working Group (USERDOC2),

The User Documents Revisions Working Group. is preparing a revised bibliography of on-
line and hard copy documents, reference materials, and training tools addressing general
networking information and how to use the Internet. The ~rget audience includes those
individuals who provide services to end users, and end users themselves.

The USERDOC2 Working Group reviewed recent activities, including the release of FYI
RFCs 19 and 20, since the last IETF ineeting. The archive, "Introducing the Internet,"
has been updated, adding two addition.a] documents and revising the access guide. Four
sites currently house copies of the archive, and others are encouraged to maintain it. A
discussion on documentation needs was held, staring with a talk by Bert Stais on activities
by the ISUS Documentation group. Issues relating to documentation iI~ languages other
than English and covering a more world-wide perspective in I~FCs was covered. The final
topic was new activities, with two future FY][ ]~FCs in the works. These are a revision of
FYI 3 which is to be finalized at the next meeting, and a new docu~nent on how to get
connected to the Internet which is just being started.

User Services Working Group (USWG)

USWG provides a regular forum for people interested in all user services to identify and
initiate projects designed to improve the quality of infbrmation available to end-users of the
Internet.

Joyce Reynolds reported on the IETF User Services Area activities including: working
groups coming to closure, new working groups starting up, new publications, and current
user services related Internet-Draft postings.
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April Marine led a discussion on an FYI RFC update: FYI 4 "FYI on Questions and
Answers: Answers to Commonly asked "New Internet User" Questions," (also RFC 132511,
May 1992. Bill Manning brought up a discussion on how to "empower" users to utilize and
document tools. There also seems to be missing from the FYI ]?~FC publications a series of
notes that tries to address the manners and morals of the collective body. Another topic
that may need to be worked on in this forum is how to deal with the basics (e.g., how do
"I" get attached?).

Jill Foster presented an update on RARE activities, including a report on the I~ARE Infor-
mation Services/User Services (ISUS) activities.

David Sitman, EARN (European Academic and l~esearch Network) representative, pre-
sented a discussion and review of EARN’s "Guide to Network Resource Tools" in prepara-
tion for submission to the RFC Editor for FYI I~FC publication.

Whois and Network Information Lookup Service Working Group (WNILS)

The purpose of WNILS is to expand and define the standard for Whois services, to resolve
issues associated with the variations in access, and to promote a consistent and predictable
service across the network.

Many attendees were new to the WNILS Working Group and requested an introduction to
the Whois÷+ architecture. Peter Deutsch presented an overview of the Whois++ architec-
ture and design philosophy. A lengthy discussion followed and additions to the protocol were
requested. Peter will incorporate the additional specifications and submit an Internet-Draft
by July 30.

Chris Weider also began his presentation with an overview of centroids. Two problem aree~s
were identified: a) centroids don’t scale for databases containing large quantities of unique
data, and b) the potential exists for cycles or looping in queries because the directory
in a mesh configuration. Chris agreed further work is needed on indexing but this first
implementation should provide a functional system for existing datasets and a testbed for
the limitations of this model.

The recommended modifications to the Whois protocol have been submitted as an Internet-
Draft. The host record section will be updated. The goals and :milestones will be updated
to reflect the following: 1) all draft papers will be submitted as ][nternet-Drafts by the end of
July, and 2) two working implementations of clients, servers and. centroids will be available
by September 30.
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2.9.1

Charter

Integrated Directory Services (IDS)

Chair(s):
Chris Weider, clw©meri~, edu
Tim }{owes, ~im~umich. edu

Mailing Lists:
General Discussion: ±d$Ome:r±~c.edu
To Subscribe: ±ds-requestOm~r±’c.edu
Archive: mor±~c, edu: "/pub/ids-arch±ve

Description of Working Group:

The Integrated Directory Services Working Group is chartered to facilitate the
integration and interoperability of current and future directory services into a
unified directory service. This work will unite directory services based on a
heterogeneous set of directory services protocols (X.500, WHOIS++, etc.). 
addition to specifying technical requirements for the integration, the IDS Work-
ing Group will also contribute to the administrative and maintenance issues of
directory service offerings by publishing guidelines on directory data integrity,
maintenance, security, and privacy and legal issues for users and administrators
of directories.

IDS will also assume responsibility for the completion of the outstanding Direc-
tory Information Services Infrastructure (DISI) Internet-Drafts, which are all
specific to X.500, and for the maintenance of FYI 11, "A catalog of available
X.500 implementations".

IDS will need to 11~se with the groups working on development and deployment
of the various directory service protocols.

The IDS Working Group is a combined effort of the Applications Area and the
User Services Area of the IETF.

Goals and Milestones:

Ongoing

Ongoing

Ongoing

Done

Track emerging directory service protocols to specify standards for interopera-
tion with existing protocols.

Liase with groups working on deployment and development of directory services
to locate and fix interoperability problems.

Identify unfilled needs of directory service offerers, ~,dministr~tors, and users.

Submit to the IESG the DISI "Advanced Usages of X.500" paper as an infor-
mational document.
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Jun 1993

Jul 1993

JuI 1993

Jul 1993

Done

Nov 1993

Nov 1993

Nov 1993

Mar 1994

Mar 1994

Mar 1994

Submit to the IESG the 1993 revision of FYI 11, "A catalog of available X.500
implementations" as an informational document.

Submit as an Internet-Draft a "Specifications for interoperability between VVHOIS÷÷
and X.500".

Submit as an Internet-Draft a "Guide to administering a directory service",
which covers data integrity, maintene~nce, privacy and legal issues, and security.

Submit as an Internet-Draft a "Catalog of available WHOIS+-~- implementa-
tions".

Post the "X.500 Pilot Project Catalog" paper as an I:aternet-Draft.

Submit to the IESG the DISI "X.500 Pilot Project C~talog" paper as an infor-
mational d~.ocument.

Submit to the IESG the "Specifications for i.nteroperability between WHOIS++
and X.500" as a standards document.

Submit as an Internet-Draft a "Use:r~s guide to directory services on the Inter-
net".

Submit to the IESG the "Guide to administering a directory service" as an
informational document.

Submit to the IESG the 1994 revisi~on of FYI 1:l.

Submit to the IESG the "C~talog of available WttOIS÷÷ i:mplementations’" as
an informational document.

Internet-Drafts:

"X.500 Pilot Projects", 06/15/1993, A. Marine <draft-ietf.-ids-pilots-00.txt>

Request For Comments:

RFC 1491 "A Survey of Advanced Usages of X.500"
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CURRENT MEETING REPORT

Reported by Chris Weider/Merit Network, Inc.

Minutes of the Integrated Directory Services Working Group (IDS)

Review of Previous Minutes

There were no modifications to previous minutes.

Liaison Reports

There was no NADF liaison report.

WG-NAP has an X.500 focus, and is working on data mangement issues, privacy and
legal issues, and problems with distributed entry and multiple providers.

Thomas Lenggenhager has been working on a Data Management for White Pages
paper for organizations wishing to join the X.500 directory°

OSI-DS has released RFCs 1274 and 1279 as its core work, and is continuing work
on LDAP, IP and network management in the X.500 directory, and will be guiding
new schema work in a new schema working group. They" will also be working with
the 1993 version of X.500.

Status Reports

Whois÷÷

Four independent groups are working on servers. There is already a Whois÷÷ front--
end to X.500 developed by Mark Prior of the University of Adelaide.

LDAP

The LDAP Internet-Draft is moving on to Proposed Standard status, and the ISOD~~,

Consortium will be publishing the LDAP API.

InterNIC Directory Services

Sri Sataluri gave a talk on the directory services activity of the InterNIC. The InterNIC is
running a number of directories on their X.500 service, and is also running NetFind and
Whois.
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X.500 Index DSA Work

Paul Barker presented his work on building special purpose DSAs 1~o help alleviate the prob-
lems encountered when trying to search .across multiple branches of the :DIT. His technique
is to replicate entries appropriate to a given search into a special purpose DSA, and re-
stricting the search to just that DSA. Hi~s experimental DSA :holds all UK computer science
people.

Progress of Assigned Documents’.

¯ FYI 11: The X.500 Implementation Catalog

This paper is nearly finished and should be out as an Internet-Draf~ by the end of
August 1993.

Pilot Project Catalog

Although there was some discussic, n as to the necessity of this document, it was finally
decided that it should go ahead and will be released as an Interact-Draft soon.

¯ Advanced Usages of X.500

This paper was released as RFC 1.491 and FYI 21 in late July.

¯ Whois++ / X.500 Interoperability

This paper will be released as an Internet-Draft before Houston.

¯ Directory Service Policy Handbook

It was decided that rather than try to write one all-encompassing paper on this sub-
ject, that the topics covered in the Policy Handbook outline should be split up across
a number of papers. Thomas Le~.ggenhager’s WG-NAP paper on data management
will be released as one of these p,~pers; Erik Huizer’s upcoming paper on legal issues
and privacy will be released through the IETF process as ~nother of these papers.

Discussion of Directory Services and Privacy Issues

Erik Huizer gave a talk on the results of the research he has done i~. the legal status of
directory services. The US has essen~;ially no relevant laws; the ones it does have are
designed to protect the providers of the service rather than the people whose information is
being held. In the E~.ropean Community (EC), the situation is ~ patchwork; each country
has different laws, with the strictest being Germany. The EC has developed a directory
services/database policy which must be placed[ into law in all EC countries by 1995; this
policy is stricter than most of the curre~.~t national laws but weaker than the strongest laws.
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In any case, export of personal d~t~ to countries with no privacy laws is strictly prohibited
(for example, Germany has already stated that no data can be exported to the US). The
laws seem perfect for centralized databases but place prohibitive restrictions on distributed
global databases such as X.500. Erik’s paper will be out by the end of the year.

New Document Discussion

¯ Whois-}--{- Implementation Catalog

This will be released as an Internet-Draft before Houston, written by Chris Weider.

Updates to FYI 13 and 14

These papers will be reviewed for any poteatial update by Chris Weider, and will be
modified before Houston if required.

Other Business

Marco Hernandez has a draft of a Guide to Directory Services document which covers all
the major directory service paradigms. This would be aa ideal ~ddition to the FYI series,
and will be released as an Internet-Draft as soon as Marco feels that it is complete.

Attendees
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2.9.2

Charter

Integration of Internet Information Resources (IIIR)

Chair(s):
Chris Welder, cl~@meri~, edu
Kevin gamiel, kgamiel©cnidr, org

Mailing Lists:
General Discussion: iiir@meri’c, edu
To Subscribe: iiir-recluest©meri’c, edu
Archive: merit, edu: "/pub/lilt-archive

Description of Working Group:

The Integration of Internet Information Resources Working Group (IIIR) 
chartered to facilitate interoperability between Internet information services,
and to develop, specify, and align protocols designed to integrate the plethora
of Internet information services (WAIS, ARCHIE, Prospero, etc.) into a single
"virtually unified information service" (VUIS). Such protocols would include,
but are not limited to, update protocols for distributed servers, a "query rout-
ing protocol" to pass queries between existing services, protocols for gateways
between existing and future services, and standard exchange formats (perhaps
based on Z39.50) for cross-listing specific information.

Also, where necessary, IIIR will create technical documentation for protocols
used for information services in the Internet.

Goals and Milestones:

Ongoing

Ongoing

Ongoing

Done

Jul 1993

Jul 1993

Track emerging Internet information services in order to specify technical re-
quirements for their integration into the VUIS.

Liaise with other groups working on deployment and integration of hlternet
information services: e.g., The Coalition for Networked Information, I~ARE
Working Group 3, etc.

Create specifications for interoperability between Internet information systems.

Post an Internet-Draft on ’A vision of integrated information resources.’

Post an Internet-Draft on ’Taxonomy of Internet Information Services.’

Submit final version of ’A vision of integrated information resources’ to the
IESG as an Informational RFC.

Jul 1993 Submit final version of ’Taxonomy of Internet Information Services’ to the IESG
as an Informational RFC.
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Nov 1993

Nov 1993

Mar 1994

Jul 1994

Post an Internet-Draft defining common exchange formats.

Post an Internet-Draft defining a Query Routing Protocol.

Submit final version of comlmon exchange format to the IE, SG as a Proposed
Standard.

Submit final version of Query Routing Protocol to the IESG as a Proposed
Standard.

Internet-Drafts:

"Resource Transponders", 03/22/1993, C. Weider <draft-ietf-iiir-transponders-
00.txt>

"A Vision of an ]Integrated Internet Information Service", 03/26/1993, C. Wei-
der, P. Deutsch <draft-ietf-iiir-vision-00.txt>

"Hypertext Markup Language (HTML): A Representation of Textu.al Infor-
mation and MetaInformation for :Retrieval and Interchange", 06/23/1993, T.
Berners-Lee, D. Connolly <draft-ietf-iiir-html-01.txt, .ps>
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CURRENT MEETING REPORT

Reported by Chris Weider/Merit

Minutes of the Integration of Internet Information Resources Working Grou.p
(IIIR)

Acknowledgements

Many thanks to Kevin Gamiel for taking notes for these minutes during the second session.

Prologue

IIIR was originally scheduled for only one session, on the evening of the 14th. However,
Tim Berners-Lee, author of the HTML Internet-Draft, would :have been unable to attend,
so an additional session was added on the 13th to discuss the document.

HTML Internet-Draft

The HTML Internet-Draft describes current practice for the Hypertext Markup Language
used in the World Wide Web. As such, it will be submitted for publication as an Infor-
mational I~FC as soon as possible. There are two other protocols used in the Web which
will be brought into the Internet standards track: HTML-2~ a~.~d the Hypertext Transport
Protocol (HTTP).

Previous Minutes

No changes were suggested.

Vision Document

Chris Weider gave a brief overview of the vision paper. Jill Foster wanted an additional
layer of integration on top of the architecture by having a single client that speaks all the
information service protocols. Mitra indicated a need for a set of shared, common libraries
for each server to use for URN -~ UP~L access. These suggestions will be incorporated into
a future version of the paper.
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Transponder Document

Chris Weider gave an overview of the transponder document. The final consensus of the
working group was to consider the tra~,.sponder document as a "call to arms" to start
thinking about ways to make maintenance of the URN --+ UP~L infrastructure automatic.

Taxonomy Document

Chris Weider and Peter Deutsch were no~ able to compl~ete the ta~:onomy document. How-
ever, Cliff Neuman pointed out that there; were several recently published papers that cover
most of the ground of the taxonomy document, and that they would serve as well. Cliff
will post references to those papers to the mailing list and the taxonomy document will be
removed from the list of goals and milestones.

Gopher

There were still concerns that RFC 1436 documenting the base Gopher protocol did not
adequately reflect current operationM practice. Chris Weider took an action item to talk
to the ~uthors and resolve the issue by the end of August.

Prospero

Cliff Neuman gave a talk on Prospero and outlined how it might be used to integrate
disparate information services on the Internet.

IIIR Format Types

Mitra stated that there needs to be a set of data/format type specifiers for resources that is
consistent across all the NIDR systems. Historically each system has cre~mted its own format
specifiers, which impedes inter-operability. The MIME content type speci:fic~tion process
is now "open" for additions, so a consis~ent set can now be registered. M~rk McCahill has
agreed to register the Gopher types in MIME, and that will serve as ~ basis for the IIIR
set. An earlier BOF on datatypes resulted in the formation of ~ mailing list designed to
discuss this issue; the list is ie~f-~ypes©cs.u~k, edu. At this writing the activation of the
list has not yet been ~nnounced.



2.9. USER SERVICES AREA 453

Data Elements

Much concern was expressed by members of the working group that a paper on data elements
for metainformation transfer had not been released. A small working group composed of
librarians and IETFers are working on it, but there was also concern that the process of
creating the document was not open. Peter Deutsch noted t:hat in many cases current
practice is being accepted over architecting a working solution. Chris Weider agreed that ~
draft of the paper would be released to the working group as soon as it was available.

Quality Assurance

Mitra gave a brief talk on his concerns about the quality (or lack thereof) of pointer main-
tenance, and noted that if a given retrieval request fails, that it is impossible to determine
where it has failed. Chris Weider took an action item to submit a request for volunteers to
write a paper on technical quality assurance.

Z39.50

Jim Fullton mentioned that a paper by Cliff Lynch on Z39.50 over TCP/IP will be submitted
for consideration as an Informational RFC in time for Houston. Brewster Kahle, John
Kunze, and Jim Fullton agreed to write a paper on the use of Z39.50 in information systems.

Gopher+

Time expired before Gopher+ could be discussed, but will be t~ken to the list. Of partic-
ular concern is that the Gopher+ extensions allow interoperabili.ty with other informatio~a
systems deployed on the Internet.
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2.9.3

Charter

Internet Anonymous FTP Archives (IAFA)

Chair(s):
Peter Deutsch, pe~erd©bunyip, corn
Alan Emtage, baj an©bunyip, corn

Mailing Lists:
General Discussion: iafa©cc.mcgill, ca
To Subscribe: ±afa-request©cc.mcg±ll. ca
Archive: archive, cc. mcgill, ca: "/pub/iaf a-archive

Description of Working Group:

The Internet Anonymous FTP Archives Working Group is chartered to define
a set of recommended standard procedures for the access and administration
of anonymous FTP archive sites on the Internet. Such a set of procedures will
provide a framework for:

(a) Allowing the inexperienced Internet user the ability to more easily navigate
the hundreds of publically accessible archive sites.

(b) Allowing users and network-based tools to retrieve specific site informa-
tion such as access policies, contact information, possible areas of information
specialization, archived package descriptions, etc., in a standardized manner.

Particular emphasis will be placed on the possible impact of these procedures
on the FTP site administrators.

Attention will be paid to the impact of newer archive indexing and access tools;
on the operation of such archive sites. A set of suggestions will be offered to
allow archive site administrators to better integrate their offerings with such
tools as they are developed.

The security of the anonymous FTP site configuration will also be considered to
be an integral part of this document. It is expected that remote management
of the archives will be adequately handled by existing network management
procedures.

Goals and Milestones:

Done First IETF Meeting: review and approve the Charter making any changes
deemed necessary. Examine the scope of the recommended procedures and
impact on site administrators. Assign writing assignments for the first draft ,of
the documents.

Mar 1992 Review first draft and determine necessary revisio:as. Follow up discussion will
occur on mailing list.
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Jun 1992

Nov 1992

Make document an Internet-Draft. Continue revisions based on comments at
IETF and. on the mailing list.

Fourth IF~TF meeting. Review final drafts and if OK, give to IESG for publi-
cation as an RFC.

Internet-Drafts:

"How to Use Anonymous FTP", 06/15/1993, P. Deutsch, A. Emtage, A. Marine
< draft-iet f-iafa-howft p-00.txt >

"Publishing Information on the I~aternet with Anonymous FTP", 08/17/1993,
P. Deutsch, A. Emtage <draft-ietf-iafa-publishiJag-00.txt>

"Data Element Templates for Internet Information Objects", 08/17/1993, P.
Deutsch, A. Emtage <draft-ietf-i~fa-templates-00.txt>
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2.9.4

Charter

Internet School Networking (ISN)

Chair(s):
Jennifer Sellers, sellers©rmipo.nasa.gov
Arthur St. George, stgeorgeCboo’ces .unto. edu

Mailing Lists:
General Discussion: isn-wg©unmvraa.urm, edu
To Subscribe: listserv©unravma.unm, edu

In Body: subscribe isn-wg <first name> <last name>
Archive:

Description of Working Group:

The Internet School Networking Working Group is chartered to facilitate the
connection of the United States’ K-12 (Kindergarten-12th Grade) schools, pub-
lic and private, to the Internet, and school networking in general.

It is critically important that national networking ibr K-12 education proceed
along established lines of protocol, using existing network structures. The work-
ing group’s first priority will be to establish guidelines for specialized user in-
terfaces. K-12 networking will also require other support services, such as
directories, online and hotline help, specialized training programs and collab-
orative projects with instructional and curriculum groups, disciplinary groups
and post-secondary institutions.

While the initial focus is school networking in the US, the working group will
coordinate its efforts with similar activities in other countries and regions of
the world.

Goals and Milestones:

Done Meet for the first time at IETF and establish approval of Charter. Examine
the status of projects in process when Working Group was created. Begin work
on list of deliverables.

Jan 1992

Mar 1992

P~elease X.500 "K-12 People Directory" version in collaboration with Merit.,
Develop plans and milestones for K-12 Resources Directory.

First draft of information packet document :[or computing directors to assist;
them in connecting K-12 schools. First draft of user interface guideline state-.
ment.

May 1992 Release X.500 K-12 Resource Directory version in collaboration with Merit..
Present final draft guideline statement.



458 CHAPTER 2. AREA AND WORKING GROUP REPORTS

Internet-Drafts:

"FYI on Questions and Answers: Answers to Commonly Asked "Elementary
and Secondary School Internet User" Questions", 06/11/1993, :l. Sellers, A.
Marine < draft-ietf-isn-faq-01.txt >
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CURRENT MEETING REPORT

Reported by Jennifer Sellers/NASA NR.EN

Minutes of the Internet School Networking Working Group (ISN)

Introductions

The meeting opened with a sharing of experiences as the participants introduced themselves
and told of projects in school networking of which they were aware. Several projects were
mentioned.

Editor’s Note: A list of projects is available via FTP or mail server from the remote directo-
ries as fietf/isn/isn-minutes-93jul.txt. Refer to Section 1.2 of the proceedings for retrieval
instructions.

Educator Presentation

Klaus Fueller, a German educator, gave a presentation on his perspectives in school net-
working. He mentioned that some of the pedigogical potential of networks is that using
them in instruction can encourage students to read, write, follow discourse and discussion,
and practice foreign language as a means of communication rather than as a classroom
exercise. For teachers, the use of networks can allow for collaboration. In teaching students
about networks, they learn a new means of information retrieval, how to make (local and
international) contacts, and how to use network resources. Klaus emphasized the use of
e-mail and suggested that e-mail-only, rather than full Internet access, may serve ma~Ly
schools very well. He suggested that non-technical teacher training materials, developed by
teachers on the net, are sorely needed. He will be giving a teacher training course on 20
September and is looking for teacher volunteers around the world to coordinate with him.
If interested, please contact him.

Klaus then gave an overview of the domain naming of schools in Germany, which follows
the scheme of school_name.county_name.state_name.schule.de.

Finally, Klaus mentioned the technical issues and barriers to elementary and secondary
school networking, some of which are that there are no technica.1 people at the local level,
materials for technical training are scarce, software is needed to simplify use of the network,
and schools without LANs and only stand-alone machines need to be considered. For further
information, send mail to pos~;mas~;er©schule, de.
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Review of FAQ Document

The FAQ document, which is now an Internet-Draft, draft-ietf-isn-faq-01.txt, will be an
RFC FYI document by the time of the Houston IETF in November. There will be informa-
tion added on "low-low" level connectivity, that is, mail and news only. The document is
currently extremely US-centric, and those outside the US are encouraged to give input that
will help broaden it, both in choice of vocabulary and in scope. It is hoped, that all members
of the working group will not only review the document themselves but also disseminate it
to the educators with whom they work, for review and comment. A nur.aber of comments
for improvement were made during the meeting. Thanks to all ’echo gave feedback, and
please follow up by posting the feedback electronically to this list or directly to Jennifer
Sellers by 6 August if possible.

Connectivity Models Document

The group discussed Gene Hastings’ (hast ings©psc, edu) document, "Connectivity Models
for Internet Access" (available via anonymous FTP as models.mar93/a.psc.edu). Ellen
Hoffman, co-Chair of the USERDOC2 Working Group, will coordinate with Gene and
Jennifer to add to the beginning of the connectivity models document some general issues
covered in the "How to Connect" document of the USEP~DOC2 Working Group. The ISN
Working Group hopes to release the document, at a minimum, as an Internet-Draft, and
possibly an FYI RFC, by the Houston IETF in November.

Review and Revise Charter

The milestone stating that the group will release a directory (X..500) of people involved
in networks in elementary and secondary education was revised° It had been expected
that Merit would receive funds to carry out much of this task, and those funds were not
forthcoming. Additionally, it is outside the scope of a working group to maiutain data, and
in order to make this directory useful, data would need to be maintained. Some discussion
of directory services offered by the InterNIC ensued, and April Marine will coordinate with
InterNIC staff to discover what precisely is available and if it might serve the original intent
of the group’s milestone. April will also talk to the players in RIPE who might be able to
coordinate the service in Europe.

The text of the charter was also discussed, and the group agreed, that ~ few key concepts
should be incorporated into the new charter:

¯ The group should be international in focus.

¯ The wording "primary and secondary" (education) should replace "K-12."
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The group could be most useful by identifying barriers and/or problems in the area
of school networking around the world and proposing solutions.

The group will work to identify gaps where solutions are not readily available or don’t
seem to be on the horizon.

Klaus Fueller, Bruce Nelson, and Aad Nienhuis volunteered to craft a draft charter and
post it to the ISN mailing list for comments.

The meeting lasted approximately two hours and was adjourned around 15:30 local time.
Thanks to Ray Harder who took notes for the minutes during t:he meeting.

Attendees

Rich Bowen
Thomas Brisco
J. Nevil Brownlee
Jodi-Ann Chu
Jill Foster
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Maria Heijne
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John Larson
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Paul Lustgarten
Paolo Malara
April Marine
Cynthia Mills
Mitra
Bruce Nelson
David O’Leary
Mel Pleasant
Joyce K. l~eynolds
Jennifer Sellers
Patricia Smith
Milan Sova
Claudio Topolcic
Marc van der Noordaa
Ruediger Volk
Sam Wilson

rkb@ralvm11.vnet, ibm. com
brisco©pilot, nj in. net
nevil@ccul, aukuni, ac. nz
j odi@uhunix, uhcc. hawaii, edu
Jill. Foster@newcastle. ac.uk
klausf@osgo, ks. he. schule, de
rharder@eis, calstate, edu
maria, heij ne@surfnet, nl
marco@mh-slip, cren. edu
ellen@merit, edu
andrewk@sco, com
j larson@parc, xerox, com
lenggenhager@swi~ch, ch
Paul. Lustgarten@att. corn
malara©crs4, it
april@atlas, arc. nasa. ~ov
cmills@bbn, com
mitra@pandora, sf. ca. us
bnelson@novell, com
doleary©cisco, com
pleas ant@hardees, rutgers, edu
j krey@ is i. edu
s ellers@ns ipo. nasa. gov
psmith@merit, edu
sova@feld, cvut. cz
topolcic@cnri, reston, va. us
noordaa@rare, nl
rv@informat ik. uni-dortmund, de
sam. wilson©ed, ac .uk
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2.9.5

Charter

Network Information Services Infrastructure (NISI)

Chair(s):
April Marine, apr±l©atlas, arc .nasa.gov
Pat Smith, psm±th©merit.edu

Mailing Lists:
General Discussion: nisi~merit, edu
To Subscribe: nisi-reques~©meri~.edu
Archive:

Description of Working Group:

The NISI Working Group will explore the requirements for common, shared
Internet-wide network information services. The goal is to develop an under-
standing for what is required to implement an information, services "infrastruc-
ture" for the Internet. The work will begin with existing NIC functions and
services and should build upon work already being done within the Internet
community. A primary goal of the group is to facilitate the development of
relationships between NICs that will result in the presentation of a seamless
user support service. NISI will work with all NICs, including the InterNIC, to
achieve the goal of a fully-functioning, cooperative mesh of worldwide NICs.
In addition to creating policies for interaction, NISI will address areas such
as common information formats, methods of access, user interface, and issues
relating to security and privacy of Internet databases.

Goals and Milestones:

Done

Done

Done

Done

Complete draft for phase 2 suggesting cooperative agreements for NICs.

Review draft for phase 1 and begin discussions for completing the second phase
which is to define a basic set of ’cooperative agreements’ which will allow NICs
to work together more effectively to serve users.

Revised draft document ready for working group review. Document defines
NIC functions and suggests some standardizations :for NIC services, as well as
offers new mechanisms for exchanging information between NICs.

Document submitted as Internet-Draft for comment from a wider Internet au-
dience.

Done

Done

Working group discussed current Internet-Draft and[ suggested minor revisions.
Decision made to continue Working Group activity beyond this document.

First document released as Informational RFC. Outline and discuss new NISI
tasks at IETF meeting.
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Done

Jun 1993

Jun 1993

Done

Dec 1993

Dec 1993

Dec 1993

Write a document explaining the security issues of privacy and accuracy in
Internet databases. Publish as an Informational I~FCo

Post an Internet-Dr~ft describing NIC interelationships.

Post an Internet-Draft of a NIC user handoff procedure based on the UCP work.

Post an Internet-Draft describing accessing the nic-profiles data in the X.500
database at Merit.

Submit the NIC Interelationship document for consideration as an FYI RFC.

Submit the User H~ndoff procedures for consideration ~s ~n FYI RFC.

Submit the Nic-Profiles paper for consideration as arL FYI I~FC.

Internet-Drafts:

"Current NIC Interrel~tionships"~ 06/28/1993, A. M~rine <:draft-ietf-nisi-nics-
00.txt>

Request For Comments:

R,FC 1302

RFC 1355

"Building a Network Information Services Infrastructure"

"Privacy and Accuracy Issues in Network Information Center Databases"
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CURRENT MEETING REPORT

Reported by April Marine/NASA NAIC

Minutes of the Network Information Services Infrastructure Working Grou:p
(NISI)

Introductions

Taking advantage of our first meeting in Europe, we took some time to introduce ourselves.
The chairs were very happy that the group included so many new faces. In fact, the
whole meeting benefited from the new perspectives brought ]by our European and. other
non-American participants.

Document Discussions

NISI had one Internet-Draft and one document proposal to discuss, and these discussions
took up the bulk of the meeting.

"Current NIC Interrelationships"

The current Internet-Draft aims to capture how the many different types of NICs cur-
rently interrelate. A draft drawing that breezed by the earlier discussion in Columbus,
Ohio, brought forth much more discussion in Amsterdam. It was finally decided to
modify the draft in a couple of ways. First, the one "generic" picture currently in-
cluded will be scrapped in favor of at least three pictures depicting actual examples,
each representing a different region, e.g. Europe, the USe and the P~cific Rim. Other
areas are welcome, but were not initially discussed. Plus, a deeper discussion of the
various roles different organizations acting as NICs play will be included. Other minor
editorial suggestions were also made.

Paper on Coordinating Handoff of User Problems Between NICs

The next document proposed was for recommendations regarding how to coordinate
interaction between NICs when a user query requires the services of more than one
organization. This also engendered an interesting discussion, with some feeling that as
the net becomes more commercialized, "customer service" segments of it will interact
less and less. So, it was agreed that the thrust of the document would be toward
making recommendations as to how NICs would interact with each other i.e., leave
the NIC-to-end-user interaction to each NIC. NICs would be encouraged to. follow
such recommendations as they choose. NISI recognizes that we can’t tell the NICs
what to do, only make suggestions.
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Other Items

Pat announced that the NIC profile information is now available via gopher. While it is
now much easier to view the NIC information, we need to consider other means of keeping
the information current. Pat will talk further with the InterNIC about this. Pushpendra
Mohta of the InterNIC agreed to follow up with :Pat.

A suggestion was made to have a mailing list where NIC people could exchange e-mail on
various problems. We have such a list, called nic-forum©merit, edu. We decided to try
to jump-start discussion on the list. In addition, perhaps the InterNIC could mention the
mailing list at their "NIC Fest" coming up.

The problem of getting people to register IN-ADDR information once they have a net
number assigned was mentioned. Ellen Hoffman said that some discussion of that could fit
into the "How to Connect" document that the USERDOC2 Working Group will be working
on.

Wrap Up

The meeting concluded with the chairs promisil.~g to solicit input, especially drawings of
NIC relationships, from the attendees.
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maria.heijne@surfnet.nl
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2.9.6 Network Training Materials (TRAI:NMAT)

Charter

Chair(s):
Jill Foster, Jill. Fos~cer©neucas~cle. ac.uk

Mailing Lists:
General Discussion: us-wg©nnsc, nsf. ne’c
To Subscribe: us-~rg-reques~c©nnsc.nsf.ne’c
Archive: nnsc. nsf. ne~c : "/nsfne~c/us-wg*

Description of Working Group:

Widespread familiarity with global network services and competence in using
them brings benefit to individual users, enriches the information skills and.
resources of the community and optimises the return in investment in networked
services.

The Network Training Materials Working Group is chartered to enable the
research community to make better use of the networked services. Towards
this end, the working group will work to provide a comprehensive package of
"mix and match" training materials for the broad academic community which
will: 1) enable user support staff to train users to use the networked services,
and 2) provide users with self-paced learning material. In the first instance, it
will not deal with operational training.

This working group is the IETF component of a joint RARE/IETF group
working on network training materials.

The working group will create a catalogue of existing network training materials
(using the TopNode cataloguing fields where appropriate;), identify the gaps 
network training materials and work to identify the problems associated with
hands on training workshops using networked services providing a real service.

Goals and Milestones:

Done First working group meeting. Review and approve the charter with a review of
documents and materials to be written.

:lul 1993

Dec 1993

Post the catalogue of training materials as an Internet-Draft.

Submit the catalogue of training materials for review and publicatior~ as an
Informational RFC.
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CURRENT MEETING REPORT

Reported by Ellen Hoffman/Merit

Minutes of the Network Training Materials Working Gro~ap (TRAINMAT)

Ellen Hoffman announced that, due to a change in her role with Merit, s:he could no longer
act as co-chair. At the end of the meeting, two volunteers offered to consider becoming
co-chair. Jill Foster and Joyce Reynolds, User Services Area Director, will. work out the
details in the next few weeks.

Round Table Sharing of Experie~ces

The session ste~rtecl with introductions~ and each person described the training activities

at their organizations. This sharing of information included training activities around the
world (Europe, Pacific lZim, North America and Austr’Mia). These included, subject-based
training, involvement of librarians in training, and training educators (in NASA, K-12 and
German schools). The group would like to see network training materials used in a pilot on
networked multimedia delivery.

RARE and IETF Activities

Jill briefly discussed the RARE Network Training Task Force. ~,he noted that the group
is studying what exists and seeks to provide a mix-and-match package of materials; it is
more operations- than standards-oriented. She outlined a plan to develop a training video
building on a COSINE video.

Jill also described the NISP/ITTI network training materials project at the University of
Newcastle, UK. An initial stage of the project developed a catalog of training materials and
work is ongoing to develop curriculum materials for Internet training. The generic train-
ing materials can be used by trainers as-is, or tailored to particular circumstances and/or
subject groups. The first unit of this package, an overview entitled "The World from your
Desktop," was produced by Margaret Isaacs, Margare~c.Isaacs~ne~cas~c:l.e.ac.uk. This
is a presentation (Powerpoint), accompanying handout, speakers notes and suggestions for
demonstrations. There are worksheets for an accompanying hands-on workshop. Jill ran a
short demonstration oi" the disk-based presentation and handed out examples of the accom-
panying material. This is UK-biased, but should be easily adaptable by trainers. Margaret
sent out messages about obtaining the files via FTP from tuda.ncl.ac.uk in/pub/network-
training. README files have more details on what is available.
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Catalogue of Network Training Materials

The catalogue of network training materials was discussed. Various volunteers will loo]~.
at defining the template for collecting the information, and will each take about ten items
from the NISP/ITTI catalogue and update the information on these items, as well as collect
information on further items.

Data Elements

Data elements for the catalog were reviewed and the group reached consensus on most
areas. Jill will mail a revised set to the TI~AINMAT ma~ling list. Issues discussed
included audience type, keywords, media type and access information, cost as concept
rather than specific number (free versus charge), and whether to include all fields for
all types (FTP, telnet, etc.) in every entry, or just those that apply.

Subject Headings

Volunteers will agree on a limited set of subject headings based on the actual material
collected for the catalogue.

Subject Resource Guides

A discussion of subject-specific Internet resource guides was held. It was agreed that subject
resource guides were a useful aid in making training relevant. Many exist and we should
pool what we have and develop others. These should be along the lines of "the top 20 most
interesting resources in subject area X" rather than an exhaustive list. Australian and UK
librarians are willing to help on this. Other volunteers are encouraged.

Using the Network to Deliver Training.

Issues in using the network for training delivery were briefly reviewed in an open discussion.
Included were recovery of costs for training development, self- or peer-based training through
applications like IRC or interactive "games" like MUD or MUSE. Jill noted the multimedia
group was looking for pilots, and that Internet training might be a possibility. This will
be further discussed at the next meeting. There was also the recognition that training for
the absolute novice did not always work on the Internet, as these folks are least likely to be
able to use the Internet when they start. Jill requested information on any training projects
others might know of.
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Liaison Activities

Susan Harris has been assisting in posting a limited set of training information to the
mailing list from net-train.

The RARE ISUS Working Group and the USWG Working Group mailing lists are cur-
rently being used for TRAINMAT discussion. The USWG addresses can be found in the
TRAINMAT charter; the I~AI~E addresses are:

General discussion: wg-isus©rare, nl

To subscribe: mailserver©rare, nl

In the body of the message type: subscribe wg-isus [your first name] [your last name]

Charter Revisions

Jill noted that the dates on the charter need revision, mainly "becuu:se the du~ element
issues have slowed production of a cata,log. This will be done and posted to the list.
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2.9.7

Charter

Networked Information Retrieval (NIR)

Chair(s):
Jill Foster, Jill .Foster©newcastle. ac .uk
George Brett, George. Brett@cnidr. org

Mailing Lists:
General Discussion: nir©mailbase, ac.uk
To Subscribe: mailbase©mailbase, ac.uk

In Body: subscribe nit <first name> <last name>
Archive: mailbas e. ac. uk: "/pub/nit

Description of Working Group:

As the network has grown, along with it there has been an increase in the
number of software tools and applications to navigate the network and make
use of the many, varied resources which are part of the network. Within the
past year and a half we have seen a wide spread adoption of tools such as
the Archie servers, the Wide Area Information Servers (WAIS)~ the Internet
Gopher, and the WorldWide Web (WWW). In addition 1;o the acceptance 
these tools there are also diverse efforts to enhance and customize these tools
to meet the needs of particular network communities.

There are many organizations and associations that have recently begun to
focus on the proliferating resources and tools for Networked Information Re-
trieval (NIR). The Networked Information l~etrieval Working Group will 
a cooperative effort of three major players in the field of NIlh IETF, I~AttE,
and the Coalition for Networked Information (CNI) specificMly te~sked to col-
lect and disseminate information ~bout the tools and to discuss and encourage
cooperative development of current and future tools.

The NII~ Working Group intends to increase the useful base of information
about NIR tools, their developers, interested organizations, ~nd other activities
that relate to the production, dissemination, and support of NII~ tools, to
produce documentation that will enable user services organizations to provide
better support for NII~ tools, to develop materials that will assist the support
and training of end users and to evolve in the future as necessary to meet and
anticipate changes in the field (i.e., NIR tools, protocols, network topology,
etc.).
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Goals and Milestones:

Done

Sep 1992

Oct 1992

Dec 1992

Review and comment on proposed charter.. Discuss applications template and
organizational template.

Post an Internet-Draft containing the Applications ~nd Organizational Tem-
plates.

Post an Internet-Draft of the "Consumer i~eport" with introductory material
and completed templates.

Submit "Consumer R.eport’" to the IESG for publica,~tion a,s an Informational
RFC.

Internet-Drafts:

"A Status l~eport on Networked Information Retrieval: Tools and Groups",
03/24/19931J. Foster, (3. Brett~ P. Deutsch <draft-ietf-nir-status-report-00.txt>
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CURRENT MEETING REPORT

Reported by Kevin Gamiel/MCNC - CNIDR

Minutes of the Networked Information Retrieval Working Group (NItt)

Jim Fullton gave a general overview of the MCNC Clearinghouse for Networked Information
¯ Discovery and Retrieval (CNIDR). CNIDR is funded by the National Science Foundation
to promote the use and development of networked information, tools and systems.

Anders Gillner from a RARE ISUS task force gave a presentation on the Eurogopher. The
Eurogopher is an attempt to establish a geography-based as well as subject-based gopher
infrastructure throughout Europe.

The NIR report was discussed in some detail and edited by the group.

It was decided that NCSA’s Mosaic for X should not be a stand-alone category, but
rather indicated as a client under the World Wide Web category.

The WAIS and freeWAI$ categories will be merged as WAIS/freeWAIS. Brewster
Kahle and Jim Fullton will write parallel descriptions of each and will resubmit those
writings to Jill for the next update.

The Grateful Med item was voted out of the report as it was generally considered not
to be an open network resource. Also voted to be removed from the report was the
group Lister Hill National Center for Biomedical Communications, National Library
of Medicine.

¯ Section 3 of the report will be edited to expand all acronyms.

¯ The ZIT has been dissolved and therefore will be removed from the report.

¯ Mark Needleman completed a tool template for the Z39.50 protocol. Since it is a
protocol and not a tool, it was decided to port the template to a group template on
the Z39.50 Implementors Group (ZIG).

¯ comp.infosystems.www will be added to the newsgroup templates.

¯ CNIDR is considering publishing the report on-line. Access could be via FTP, gopher,
Wais, and WWW. Any details will be posted to the N][R list as they become available
(after the meeting, a representative from the InterNIC expressed interest in doing this
as well).

¯ It was agreed that the full report should be updated once per year, althoug:h mo:re
regular updating of the individual sections held on-line should be possible.
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Reinhard Doelz discussed his NIR tool checklist. The checkhst was very extensive and
ambitious. Several schemes for maintaining the list were discussed, including on-line telnet
"holes" allowing the user to complete the checklist. As a first cut, however, April volunteered
to prune the checklist into a fairly simple list. Reinhard’s work was deemed a useful resource
for users deciding on NIR tools and will be posted to the mailing l~ist.

The group agreed to remove the sections concerning the provision of documentation and
training materials for NIR tools from the charter. It was agreed that this is too ambitious
and out of scope.
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2.9.8

Charter

Uniform Resource Identifiers (URI)

Chair(s):
Jim Fullton, full~on©cnidr, org
Alan Emtage, baj an©bunyip, com

Mailing Lists:
General Discussion: uri~bunyip, corn
To Subscribe: ur±-reques~¢bunyip.com
Archive: archives, cc .mcgill. ca: "/pub/uri-archive

Description of Working Group:

The Uniform Resource Identifiers Working Group is chartered to define a set
of standards for the encoding of system independent resource location And
Identification information for the use of Internet information services.

This working group is expected to produce a set of documents that will specify
standard representations of Uniform Resource Locators (URLs) for encoding
location and access information across multiple information systems. Such
standards are expected to build upon the document discussed at the UDI BOF
session held during the 24th IETF meeting in Boston, Unique l~esource Serial
Numbers (URSNs) which specify a standardized method for encoding unique
resource identification information for Internet resources, and Uniform Resource
Identifiers (URIs) which specify a standardized method for encoding combined
resource identification and location information systems to be used for resource
discovery and access systems in an Internet environment.

Such a set of standards will provide a framework that allows the Internet user to
specify the location and access information for files and other resources on the
Internet, users and network-based tools to uniquely identify specific resources
on the Internet, and the creation and operation of resource discovery and access
systems for the Internet. The security of such resource discovery services will
also be considered to be an integral part of the work of this group.

Goals and Milestones:

Done Review and approve the charter making any changes deemed necessary. Ex-
amine the scope of the recommended documents. Review the first draft of a
proposal for Uniform Resource Locators already available.

Done Submit URL document as an Internet-Draft. Review additional draft docu-
ments and determine necessary revisions. Follow up discussion will occur on
mailing list.



482 CHAPTER 2. AREA AND WOR, KING GROUP REPORTS

Nov 1993 Submit the URL document to the IESG for publicatiol~, as a Proposed Standard
RFC.

Internet-Drafts:

"Uniform Resource Loc~tors", 04/26/1993, T. Berners-Lee <draft-ietf-uri-url-
01.txt, .ps>

"Uniform Resource Names", 05/17/1993, C. Wieider, P. Deutscl~. <dr~ft-ietf-
uri- resource- names- 00. txt >
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CURRENT MEETING REPORT

Reported by Jim Fullton/MCNC - CNIDR

Minutes of the Uniform Resource Identifiers Working Group (URI)

Session I

The meeting began with introductions, followed by Tim Berners..Lee’s presentation of the
current URL draft. After discussion, the following changes were proposed:

¯ Remove the AFS type.

¯ Add the "mailto" type, mailto:~cimbl©cern.ch, designed, to be a generalized mail.
transmission URL, and to help solve the problem of how to contact an author.

¯ Wrapping--the formal URL wrapper is defined as <>.

A significant portion of the first session was spent discussing the merits of creating a more
generalized URL specification, with the current specification as a specific case. :Peter
Deutsch advocates the creation of this far more generalized specification and will exam-
ine the issue further before the next IETF. During these discus,,~ions, it became clear that
the allowable character set needed refining.

The three general proposals were:

1. No restrictions on character sets.
2. Significant restrictions on the character set; i.e. the current document.
3. Looser restrictions on the character set, but stay with the current proposal.

Further discussion of URL issues was put off until the third session. Chris Weider closed
out the first session with a tutorial on current URN issues.

Session II

The second session was spent on URN issues. Karen Sollins made a presentation describing
a system under development at MIT.

After further discussion of URNs, the group agreed that several isslles needed to be resolved
before UP~Ns could be properly specified:

¯ Detection of duplicates
¯ Fragment specifiers
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Version specifiers
Type specifiers

After vast amounts of discussion, fragment, version, and typing informatior~ was moved to
a Uniform l{esource Citation object, which has not received a formal name. The UI~N
was defined as a URN identifier (I~URNS), a naming a~athority string and an opaque string
defined by the naming authority as being unique with!in its name space. The whole URN
is wrapped in <>, just like a UP, L:

<URN:NA:OpStr>

A URN should occupy the same character space .as a URL, for ease of applications upgrades.

Session III

The discussion of URLs was continued in the third session° Mitra led. a discussion about
modifications to the UI~L character set., and the group agreed to modify the UI{L dr~ft to
Mlow the use of the following characters:

Other characters not included in the draft are excluded.

A vote on the modified draft was held, with the group recommending adoption of the
modified draft by a vote of twenty-nine to one.

The URN format as described in the second session was informally agreed upon, which
led into a discussion of naming authorities. It is assumed that many naming authorities
will exist, including authorities within, an organization whose existence will not be known
outside the organization.

Next Time

At the next IETF, an agenda item will be specified for a "sub-J[D" discussion to define the
format of the naming authority string and opaque s~ring.
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2.9.9

Charter

User Documents Revisions (USERDOC2)

Chair(s):
Ellen Hoffman, ellen©merit, edu
Lenore Sackson~ j ackson@nsipo, arc. has a. gov

Mailing Lists:
Genera/Discussion: user-doc©meri~c.edu
To Subscribe: user-doc-reques’c@meri’c, edu
Archive:

Description of Working Group:
The focus of the USEI~DOC2 Working Group is on identifying and locating doc-
umentation about the Internet. A major activity is the revision of an existing
bibliography of on-line and hard copy documents/reference materia/s/training
tools addressing general networking information and "How to use the Internet"
(RFC 1175, FYI 3). This effort will a/so be used to help locate documenta-
tion produced by other organizations and examine the means by which such
documents are made available on the Internet. The target audience is those
individuals who provide services to end users and end users themselves. The
group is a/so developing a new FYI I~FC document designed as a very short
bibliography targeted at novice users.

The USERDOC2 Working Group will:

(1) Identify and categorize useful documents, reference materials, training tools,
and other publications about the Internet, particularly thos6 available on-line.

(2) Publish on-line and hard copies of the bibliography(s) produced ~nd other
reference material on documentation as needs are identified.

(3) Develop and implement procedures to maintain and update the bibliography
and investigate methods to provide the information in an. on-line format.

(4) As a part of the update process, identify new materials for inclusion into
the active bibliography and identify additional needs which are required for
locating documentation and other publications.

(5) Review procedures for periodic review of the bibliography by the User Ser-
vices Working Group.

(6) Examine methods for delivering documentation and work with providers 
improve the availability of basic Internet documentation.

Goals and Milestones:

Done Identify new "sources of information" (e.g., individuals, mailing lists, bulletins,
etc.) l%eview existing document and obtain comments from others in USWG
about needed revisions at the San Diego IETF.
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Done

Done

Done

Apt 1993

Publish an Internet-Draft of the short bibliography fo:r novice users.

Submit the revised FYI document to the IESG for publication as an RFC.

Post a revised version of FYI3, "A bibliography of Internetworking Information"
as an Internet-Draft.

Submit the revised FYI3 to the IESG for publication as an Informational RFC.

Request For Comments:

RFC 1463 "FYI on Introducing the Internet-A Short Bibliography of Introductory In-
ternetworking Readings for the Network Novice"
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CURRENT MEETING REPORT

Reported by Ellen Hoffman/Merit

Minutes of the User Documents Revisions Working Group (USERDOC2)

Current Working Group Activities

The USERDOC2 Working Group has completed two FYI I~FC efforts since the last IETF.
The new FYIs are:

FYI 19: "Introducing the Internet-A Short Bibliography of Introductory Iuternet-
working Readings for the Network Novice" by Ellen Hoffman and Lenore Jackson.

¯ FYI 20: "What is the Internet?" by Ed Krol and Ellen Hoffman.

The on-line files associated with FYI 19 are archived in "Introducing the Internet," along
with newer materials that are of interest to beginning users. These archives can be accessed
by e-mail, FTP, Gopher, and WAIS, as well as dial-up for those lacking Internet connectivity.
Four sites currently maintain copies of the archive, and volunteers were requested for other
sites willing to duplicate the files. For additional information, on the archive, send an e-
mail message to n±s-in~o©meri~c, edu with the text, "send access.guide" in the body of the
message.

Open Forum on Documentation Activities

The discussion began with a presentation by Bert Stals. He described the work of the
User Documentation Task Force, a sub-group of the I~AI~E Information Services and User
Support Working Group (ISUS). Their goal is to produce documentation for end users 
an introductory and intermediate level, without duplicating other efforts such as User-Doc.
Their first project is a set of one-pagers, each on a separate applications topic (gopher,
e-mail, WAIS, WWW, archie, file transfer, Mailbase). Bert noted user support staff could
use the text in their own documentation series (using their own house-style). Alternatively,
simple formatted versions of the pamphlet will be available for those who wish to use them
directly in several formats, including ASCII text and WordPerfect files. The working group
maintains a mailing list for those interested.

To join, send to:
with the text:

mailbase@mailbase.ac.uk
subscribe rare-userdoc your_firsna.me your_lastname

Bert also described a cooperative project with EAItN to update the first edition of EARN’s
"Guide to Network l~esource Tools."
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Ellen Hoffman asked for comments regarding whether the IETF should get documentation
translated into other languages. The discussion raised several points, including concerns
that introductory rather than technical inIbrmation was the area most in need of translation
as most technical people understand English. David Sit:man (EARNInfo Officer) said that
in his experience people were unwilling to, translate documents but were :more comfortable
creating their own. He also suggested that documentation written in the US tended to be
chatty which made it more difficult for non-native EnglL,~h speakers. Issues were also raised
about when documentation is effective and the amount of effort required to produce it.
Jill Foster noted that there are various levels of documentation, and that each has its own
requirements.

On-Going Projects

The next project is a revision of RFC 1175, the long bibliography. The goal is to have a
fairly complete draft by the next IETF. A revised charter will be posted (currently the file
where the charter should be is empty~a situation the chairs will ’work on correcting after
the meeting). Ellen noted that she would like to include non-English introductory texts in
the bibliography. Suggestions for materials to include should be sent to her.
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2.9.10

Charter

User Services (USWG)

Chair(s):
Joyce K. Reynolds, jkrey©isi, edu

Mailing Lists:
General Discussion: us-wg©nic onear.net
To Subscribe: us-wg-reques~©nic.near.net
Archive: ftp. near. net :/mail-arch±ves/us-wg*

Description of Working Group:

The User Services Working Group provides a regular forum for people interested
in user services to identify and initiate projects designed to improve the quality
of information available to end-users of the Internet. (:Note that the actual
projects themselves will be handled by separate groups, such as IETF working
groups created to perform certain projects, or outside organizations such as
SIGUCCS.)

(1) Meet on a regular basis to consider projects designed to improve services
to end-users. In general, projects should:

- Clearly address user assistance needs;

- Produce an end-result (e.g., a document, a program plan, etc.);

- Have a reasonably clear approach to achieving the end-result (with an esti-
mated time for completion); and

- Not duplicate existing or previous efforts.

(2) Create working groups or other focus groups to carry out projects deemed
worthy of pursuing.

(3) Provide a forum in which user services providers can discuss and identify
common concerns.

Goals and Milestones:

None specified

Request For Comments:

RFC 1150

RFC 1177

"F.Y.I. on F.Y.I.: Introduction to the F.Y.I. notes"

"FYI on Questions and Answers - Answers to Commonly Asked "New Internet
User" Questions"
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RFC 1206

I~FC 1207

RFC 1325

I~FC .1462

"FYI on Questions and Answers - A:aswers to Commc,:aly asked "New Internet
User" Questions"

"Answers to Commonly asked "Experienced Internet User" Questions"

"FYI on Questions and Answers Answers to Common.ly asked "New Internet
User" Questions"

"FYI on "What is the Internet?’’’~
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CURRENT MEETING REPORT

Reported by Joyce Reynolds/ISI

Minutes of the User Services Working Group (USWG)

The meeting opened with introductions and affiliations of each of the User Services Working
Group (USWG) participants. Since this was the first IETF outside of the United States,
we had increased global attendance from people representing countries in Scandinavia and
Europe (including Corsica), Turkey, .Australia, New Zealand, Japan, Canada, and the US.

Joyce I~eynolds reported on the IETF User Services Area activities including: working
groups coming to closure and new working groups starting up, new publications, and current
user services related Internet-Drafts postings.

Joyce also mentioned that the e-mail correspondence list for this working group has a new
home. The "us-wg" e-mail lists have moved from nnsc.nsf.net. Refer to the USWG charter
for the new addresses.

Joyce thanked NEARnet, and in particular, Corinne Carroll, Ni:aa Mecht, and Cyndi Mills
for their continued assistance and support in maintaining this e-mail list on behalf of the
USWG members.

One working group completed it task and came to closure: NOCTools2 (Robert E, nger,
Chair).

New FYI RFC publications since the last IETF:

FYI 21

FYI 2

FYI 20

FYI 19

FYI 18

RFC 1491

I~FC 1470

RFC 1462

RFC 1463

RFC 1392

"A Survey of Advanced Usages of X.500"

"FYI on a Network Management Tool Catalog:
Tools for Monitoring and Debugging TCP/IP
Internets and Interconnected Devices"

"FYI on "What is the Internet?"

"FYI on Introducing the Internet~A Short
Bibliography of Introductory Inte:rnetworking
Readings"

"Internet Users’ Glossary"

July 1993

June 1993

May1993

May1993

January 1993
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Current User Services .Area related Internet-Draft postings include:

draft-ietf-isn-faq-00.txt
draft-ietf-ids-pilots-00.txt
draft-ietf-iafa-howft p-00 .txt
draft-ietf-ids-x500-survey-02.txt
draft-ietf-iiir-html-00.txt, ps
draft-ietf-nisi-nics-00.txt

Other User Services Area related draft t~ostings !include:

FYI 4, RFC 1325, "FYI on Questions a~.~d Answers: Answers to Commonly
asked "New Internet User" Questions" has been updated and is now under re-
view. It may be obtained via anonymous FTP from: naic.nasa.gov as :files/fyi4-
june93.txt.

April Marine led a review/discussion on the FYI RFC update; FYI 4 "FYI on Questions
and Answers: Answers to Commonly a,sked "New Internet User" Questions", (Also ttFC
1325), May 1992.

Bill Manning (Rice University) brougbLt up a discussion on how to "empower" users 
utilize and document tools. He also commented to the group that there seems to be missing
from the FYI RFC publications a series of notes that tries to address the manners and
morals of the collective body. Another topic theft may need to be worked on. in this forum is
how to deal with the basics (e.g., How do ’T’ get attached?). After some discussion by the
participants, ~Ioyce Reynolds, :Iodi Chu, and Bill volunteered to take this discussion off-line,
review Bill’s comments and come back to the USWG with proposed projects.

NN~,C site;. The services for-.Cyndi Mills talked briefly about the :~hutdown of BBN’s ¢’
merly provided by the NNSC have beer~ transferred to a new Network Information Services
Management team, collectively known as the InterNIC (the Internet Network Information
Center). The NNSC Info-Server has been shut down, and anonymous FTP to nnsc.nsf.net
has been discontinued.

David Sitman, EARN (European Academic and Research Network) representative, pre-
sented a discussion and review of EARN’s "Guide to Network l~’~esource Tools" in prepara-
tion for submission to the RFC Editor for FYI RFC publication.

The "Guide to Network Resource Tools" is available vi~a Listserv :in plain text and PostScript
versions. Send mail to LISTSERV©E/tRI~[CC.BITNET and include the line, GET NETTOOLS
MEMO, for the plain text version, or GET NETTOOLS PS, for the PostScript version..
The guide should now be available from ripe.net for access via FTP, gopher, WAIS and
WWW (at ftp.ripe.net, gopher.ripe.net, wais.ripe.net, etc.)
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Jill Foster presented an update on RAP~E activities, including a report on the RARE In-
formation Services/User Support Working Group (ISUS) activities. ISUS is broken down
into severn sub-areas: Network User Support, Asynchronous Group Communication, and
Networked Information Retrieval and Services Liaison. ISUS Task Forces are being set up
to cover the main tasks outlined in the workplan. This includes the following task forces:

¯ User Documentation
¯ Document Delivery
¯ Networked Information Retrieval (joint RARE/IETF/CNI endeavor)
¯ Coordination of Networked Information Retrieval Services
¯ Maintenance and Gathering of Information on Networks and Networked Resources
¯ UNITE "Torn Solution" User Interface
¯ RARE Technical Report 1
¯ Training
¯ Publicity and Awareness (joint RARE/IETF working group)
¯ Support for Special Interest Communities
¯ Automatic Mailing List Servers
¯ Multimedia Information Services
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2.9.11 Whois and Network Information Lookup Service (WNILS)

Charter

Chair(s):
Joan Gargano, j cgargano©ucdavis, edu

Mailing Lists:
General Discussion: ietf-wnils©ucdavis, edu
To Subscribe: ietf-wnils-request@ucdavis.edu
Archive: ucdavis, edu: "/archive/wnils

Description of Working Group:

The Network Information Center (NIC) maintains the central NICNAME database
and server, defined in RFC 954, providing online look-up of individuals, network
organizations, key nodes, and other information of interest to those who use
the Internet. Other distributed directory information servers and information
retrieval tools have been developed and it is anticipated more will be created.
Many sites now maintain local directory servers with information about indi-
viduals, departments and services at that specific site. Typically these directory
servers are network accessible. Because these servers are local, there are now
wide variations in the type of data stored, access methods~ search schemes, and
user interfaces. The purpose of the Whois and Networ:k Information Lookup
Service (WNILS) Working Group is to expand and define the standard for
WHOIS services, to resolve issues associated with the variations in access and
to promote a consistent and predictable service across the network.

Goals and Milestones:

Done Review and approve the charter making any changes deemed necessary. Exam-
ine the particular functional needs for expanded whois directory service. Begin
work on a framework for recommendations. Assign writing assignments for first
draft of document.

Done Post the Whois and Network Information Lookup Service Recommendations
document as an Internet-Draft.

Apr 1993 Post the revised WHOIS protocol and index serviice document to the IESG as
an Internet-Draft.

Done Post the "Architecture of the Whois++ Index Service" as an Internet-:Draft.

Jun 1993 Submit the Whois and Network Information. Lookup Service Recommendations
document as an Informational RFC.

Jun 1993 Submit the "Architecture of the WHOIS++ Index Service" to the IESG for
consideration as an Informational RFC.
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Sep 1993 Submit a revised WHOIS protocol specification and index service document to
the IESG for consideration as a Draft Standard.

Internet-Drafts:

"Architecture of the Whois÷÷ Index Service", 11/23/1992, C. Weider, J. Full-
ton, S. Spero <dr~ft-ietf-wnils-whois-01.txt>

"Whois and Network Information Lookup Service Whois+-~-", 07/06/1993, J.
Gargano, K. Weiss <draft-ietf-wnils-whois-lookup-00.txt>
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CURRENT MEETING REPORT

Reported by Joan Gargano/University of California, Davis

Minutes of the Whois and Network Information Lookup Service Working Group
(WNILS)

Approval of the Minutes

The minutes of March 29, 1993 were unanimously approved without changes.

Status of Whois++ Architecture

Many attendees were new to the WNIL$ Working Group ~nd requested an introduction to
the Whois++ architecture. Peter Deutsch presented an overview of the Whois++ archi-
tecture and design philosophy. A lengthy discussion followed and the following additions to
the protocol were requested.

¯ Provide a mechanism for supporting 16-bit U~icode.
¯ Specify the mechanism of handling multimedia data using the MIME standard.
¯ Provide an option for handling compressed data.

Peter will incorporate the additional specifications and submit ~.n Internet-Draft by July
30, 1993.

Status of The Distributed Whois-t-q- Model- Centroids

Chris Weider presented an overview of centroids. Two problem areas were identified.

1. Centroids don’t scale for databases containing large quantities of unique data.
2. The potential exists for cycles c,r looping in queries because the directory is in a mesh

configuration.

Chris agreed further work is needed o~:. indexing but this first implementation should provide
a functional system for existing data sets and a testbed for the limitations of this model.
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Status of Recommended Modifications to the Whois Protocol

The status update was given by Joan Gargano. The recommended modifications to Whois
have been submitted as an Internet-Draft. The host ~ecord section will be updated with
the following information and resubmitted:

Host records
Full domain name
IP address
System administnrtor name
System administr~tor telephone
System administr~.tor address
System administr;~tor email address
Type of machine
Operating system
Mail exchanger
Last update
Location of additional information

required
required
optional
optional
optional
optional
optional
optional
optional
optional
required
optional

Update of Goals and Milestones

The goals and milestones will be updated to reflect t:he following:

1. All draft papers will be submitted as Internet-:Drafts by the end of July.
2. Two working implementations of clients, servers and centroids will be available by

September 30, 1993.
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3.1 IAB Open Meeting

Reported by Bob Braden/ISI

The IAB held an open meeting at the Amsterdam IETF, on Tuesday evening. About
120 observers attended, approximately 20% of the IETF meeting. The following is a brief
summary of the meeting. A more complete summary is available by anonymous FTP from
host ftp.isi.edu with pathname pub/IAB/IABmins.ju193.txt.

Standards Procedures Document

Another round of revisions will be made in the replacement for RFC 1310, and a new
Internet-Draft will be circulated. However, the IAB feels this document should be published
as an RFC as soon as possible. A key issue is the rules for intellectual property, particularly
copyrights. The IAB will take steps to inform and involve the Internet community, as soon
as ISOC lawyers have prepared new text.

Proposed ISOC Liaison Agreements with ISO and ITU

The IAB accepted a recommendation from Vint Cerf, President of the Internet Society,
that a Memorandum of Understanding (MOU) between ISO ~nd ISOC be dr~fted. This
MOU, if accepted by both sides, would form the basis for a Category A liaison relationship
with ISO. It would be framed to protect the successful IETF processes for standards mak-
ing, while establishing the ground rules for interaction between IETF working groups and.
ISO subcommittees, and any other relations deemed helpful. \Tint agreed to draft such 
document, for presentation to the Internet community for comments and discussions.

Liaison with the ITU, delayed by their reorganization, is now under active consideration.

Projections of CIDR Effects

There was an extensive discussion of the existing projections of the effects of CIDR on
preserving the IP address space and preventing a routing explosion. The uncertainties.
are still very large, and further studies, with their assumptions carefully documented, are
needed.
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Architecture

The IAB has initiated a study of modifica,tions of the Internet architecture for shared media,
like public data networks.

Steve Kent summarized the ongoing work in the IETF and IF~TF towards a security archi-
tecture for the Internet.
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4.1 IPng- SIP

Presented by Steve Deering/Xerox PARC

Bio: Steve Deering is a member of the research staff at the .Xerox Palo Alto Research
Center (PARC). He has been an active participant in the IETF and IRTF since 1984, and
has served as chair of several IETF working groups. His current interests include addressing
and routing .for very large internets, with support for muIticast, mobility, and multi-media
services.
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SIP STATUS REPORT

July 16, 1993

Steve Deering
Bob l~inden

Internet Engineering Task Force Meeting

f ......... SIP OVERVIEW

24 bytes long, 4 more than IP

SIP DEMONS-WRATION ’ ’

¯ SIP Inter-Domain Communication **

¯ SIP <-> IPv4 Translation

¯ SIP Encapsulation (IPAE)

o S~P Border Router

¯ SIP Multicast **

¯ SIP Traceroute

¯ SIP Packet Monitoring

~. ** New from Columbu.s IETF Demonstrafi2..~, ,1_~,~

(
~ "DEMONSTRATION CONFIGURATION

/ ---[~: 13.1.68.,t .~---’--~L |1404:1:192.9.5.3

/
1

~ ~~1:1:1~87.~

Saiffer
Snoop

f ~"~ I RECEI~I" WORK

¯ Host to Router Protcw.ol
- System Discovery
- Address Re,solution

Rexiirccts
- Black Hole Dctex:tion
- Mobile Host Support

o Auto Configuration
- Plug & Play
- Dynamic Address Prefix Re.configuration

¯ SIP Numbering Plan
¯ SRIP- RIP fc~r SIP
¯ Flow Label
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¯ E~pand SIP I~fmsl~uctur¢

¯ S~ Payl~ ~ /
- Au~enfi~o~ ~te~, ~d ~

- B~ on ~nt ~ work
1
/

¯ T~t Adv~ S~ S~ on D~Tnet
1

- Hows
1

- Mobili~
1

- Mulfi~t

~,
$It~: A Simple internet Protocol. S. Deering. May "93 IEEE Ne~wo~

¯ SIP-RIP, G. Malkia. C. EIuitemg Interact Draft. ¢h-aft-ielf-sip-rip-OI.Lxt
¯ IDRPfor SIPo S. Hares. latemet Draft. draft-ie~f-ipidq)-sip-00.txt
¯ OSPFfor SIP. C. Huitem& lateraet Draft. draft.ietf-sip-ospf-OO.txt
¯ SIPAddresses in ttte Doamin Name Service $pecifw, asions. C. Huitema. Interact

SIP Program lnterfea~esJ~r BSD Syst~ns. IL Gilligan. lnternet Draft.

¯ SIP Sy~em D/sco~ery, W. $impso~ Inter’net DralL draft-ietf-sip-discove~’y-02.txt
¯ Admin~rmi~ Allom6on of the 64-blt Number Space. W. Simpso~t, lnte~net DratL

¯ IP Address ~la~t OPAE): A Mechardsm for Introducing I~ New IP. D.

¯ IIh,7CriterlaAnalysisforlPAddse~Eacapsulation(IPAE)cmdtt~e.gimple
lnterna Prowooi (SIP), It. 7dndea, lagemet Draft,

~ ~ W~l~ ~l~l ~lllllll fill ~l~ l~ l~

WORKING GROUP INFORMATION ,l ~

¯ SIP Working Group Mailing List

sip-request @calder~usc.edu

¯ SIP Archive

parcftp.xerox.com /pub/sip/

Working Group Chairs

Steve Deering

Bob Hinden

deering@ parc.xerox.com

hinden@eng.sun.com
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4.2 IPng- PIP

Presented by Paul Francis/Bellcore

Bio: Paul Francis (formerly Tsuchiya) is currently a member of the technical staff in Bell-
core’s Information Networking Research Laboratory. He is also currently a Ph. D. student
at the University College London. He has been researching routing and addressing problems
for nearly a decade. He is the author o.f several RFCs and Internet-Drafts, covering, ,among
other things, the topics of subnet number assignment, shortcut routing, network address
translation, and PIP.



IPip Status.

Amsterdam IETF

Paul Francis

Bellcore

Outline

, Brief Background

¯ Speci[mation Progress

¯ -Implementation Progress

= Installation Progress

¯ Future Plans

What is Pip?

¯ Pip header designed to be flexible and evoh~ble, but still fast

¯ Variable length addressing
¯ Multiple routing I~radlgms
¯ Rich QoS handling

¯ Addressing and muting algorithm~; designed to provide new features
¯ Provider selection
¯ Auto-configuration and re-configuratlon

. Rextble addre=s a~nt

¯ Working on header/algorithms for flows
¯ Pipe = Pip Enhanced ......

Specification Overview

,, Pip Forwarding

. Pip DN$

,, Pip Identifiers

Pip Routing

Pip Transition

. Pip Host Operation

¯ PCMP

¯ Pip Address C~)nventtons

no change

revised

revised

revision in progress

new

new

new (incomplete)

new

Specification Progress

¯ Pip DNS
¯ Support for transition
¯ Time-stamped quedas

= Pip Identifiers
¯ Weakened hierarchical structure
. Flat IDs are simpler at Pip layer

¯ Pip Routing
¯ Multi-Level Path Vector (MLPV}~coupled with iDRP
¯ Basic elgodthms complete
¯ Still to do: anycast, tunneling. QoS

Specification Progress

= Pip Transition

¯ Previously planned IPAE-like transition
¯ Found IPAE reliance on IP addresses too constraining

¯ New scheme called IPIT (IP Independent Transition)
Allows Pip ~Ds and addresses to be IP independent

¯ Pip Host Operation
¯ Describes I~ow Pip host chooses among multiple Pip addresses
¯ Provider selection

516



Specification Progress

¯ PCMP (Pip’s ICMP)
¯ Have spedfied "Packet Not Delivered" mass.gas

. Analogous to ICMP°I Destination Unre~chsb~e
¯ Have spedfied Router Discovery messages
¯ Other messages yet to be specified

¯ Pip Address Conventions
¯ Details conventions for hierarchical unicast Pip addresses
¯ "Class D" s~e rnulticast
¯ CBT style multicast
¯ Anycast

Comments on Implementation and Testing

¯ Given:
¯ Importance of IPng
. Distributed nature and complexity of IPng

.
¯ Oifficutty and unkno~ms of transition

¯ It is important that we have slgnifk~nt installed-base expedel~.e with
IPng before we commit

¯ Concentrate (in one complete implementation
. Rather than maximize number of different lmplementatior~s

Bellcore Pip Implementation Progress

Ramash Go~indan, Sue Thomson
¯ PCMP
. Ping
¯ Traceroute
¯ Router Discovery
¯ Host algorithm for choosing among multiple providers
¯ gethostbyrmmeO application library replacement

- Generally allow for address manipula~on

¯ DNS transition
¯ GenereJ tightening up of things.~ .....

Installation Progress

¯ Have already installed llFnode Phone
¯ Amsterdam demo inciuded Ping and Tracaroute of Pbone rites

¯ Purpose of current Phone:
¯ Test fonNarding and PCMP on small scale
¯ Test Pbone configuretiorl software
¯ Test Pip/IP interoperability

Pbone Participants

¯ AT&T
¯ Bellcore
¯ CSIRO (Austl~lia)
¯ Impedal Cancar Research Fund (London)
¯ MIT
¯ Nl"r
¯ RIPE (Amsterdam)

University college London
¯ University of Marlchester (England)
¯ University of Pennsylvania

University of Stuttgart
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Future Plans

, Install’seed" Pbone
¯ Initial infrastructure for Pip deplo~nent

¯ To do this:
¯ Fill out PCMP. transition, DNS specifications

¯ Complete the routing specification
¯ Complete the implementation
¯ Install and configure inverse name lookup support
¯ Install and configure Pbone routers
¯ Start bringing up users

¯ Seed Pbone installation in 3 months
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4.3 IPng- TUBA

Presented by Mark Knopper/Merit

Bio: Mark Knopper is the manager of Merit’s Internet Engineering group which is respon-
sible for NSFNET engineering. Before moving over to the IE group, he was the manager of
Merit’s Michnet enginee.ring group. He is also active in the IETF OSI-DS Working Group
and was co-investigator on the DARPA/NSF FOX (Field Operational X.500) project. Mark
is currently co-Chair of the TCP/UDP Over CLNP-Addressed Networks Working Group
(TUBA) of the IETF.



State of fire TUBA

Working Group

27th IETF ]Netherlands

July 17,1993

mira Ill I I II I

TUBA Agreements

tuba~.txt TUBA Spec proposed as Proposed Standard

~a-sysids-01.1~xt - 6-bit SysID to be Informational RFC

RF-C 1237 NSAI? Allocation to be revised for standards track

ftp-bigpor~-01.0ct FOOBAR for 1XIBA to experimental RFC

101~S: forward lookup fn)m RFC 1238 stable. ¯
Inve~e lool~ work done this week. New RFC is for
standards ~raclc

Routing and add.,~s~ing archii.~-ture docs from ISO to be used
for TUBA

EON tunneling RFC to be revised for standards ~zack

]’~:>4S autoconfi|~naration .~he~u~ for TUBA presented

Multicast for CLNP being developed in ISOIANSI

IS-IS scheme for global CLNP inter-domain routing will be
implemenl~.~i by network providers.

Intemp ~ demo to be held at Interop in August

CLNP n~ting n.~stration to be coordLnated by RIPE

TUBA Operations and Deployme.t

CLlffP infrastructure is growing because of TUBA.

TUBA,.NOOP groups met jointly with RARE CLNS WG

¯ Static routing is biggest pro61em.
¯ Ag~%~l to design and.implement dynamic routing using

- HEPnet uses CLNP for DEC.net V/n production.
¯ New CLNP net management applications available:
¯ Rover, ping alm’t tool. traceroute.
- RARE WG, RIPE and Merit to coRaborate on CLNP objed

definition for RIPE database

TUBA group is now coordinating with these groups:
DNS
FTP
ATM
NOOP
RARE CLNS WG and new RARE TUBA WG

(INTER)NAllONAL Euro~NET I SURFneI CLNS PILOT
~ .

.....
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STUFI

Next Actions and IPng

chairs will meet with area directors regularly.

TUBA and ~ work likely to continue, even if withdrawn
from II?ng consideration in event another approach is chose~.

Group work partition~ag:.

TUBA/NOOP joint group will continue to discuss TUBA
deployment.

"Plenary" TUBA group will discuss protocol issues.
OSI-EXTEND will work on next generation of CLNP.
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4.4 IPng- TPIX

Presented by Vladimir Sukonnik/Process Software Corporation

Bio: Vladimir Sukonnik is a Senior Software Engineer at Process Software Corporation,,.
He keeps busy by developing TCP/IP application software and worrying about the future of
the Internet. In his spare time Vladimir teaches Computer Science at Boston University.
VIadimir holds a Master of Science degree in Computer Science from Boston University
and Bachelor of Science degrees in Mathematics and Computer Science from Northeastern
University.



TP/IX : Internet v7
¯ Increases address fields and permits hierarchical

allocation of addresses

¯ Explicitly designed to support high bandwidth
applications through enlarging the window size.
sequence (and ACK) space, port numbers,
and PDU size.

¯ TP/IX datagrams have a forward route ID for
extremely fast path, circuit, or flow-based
forwarding

II I I II IIII II ~

Where We Are

TP/IX and FIAP are ready lot vendor prototype
RAP version I product is available
Published ¢~pedn~~tal RFCs 1475 and 1476
Published 3 lntemet dra~lts on options
¯ AD assignment plan
o Tran~t network: selection
¯ TCP options

Where We Are Going

o RAP version I is a product
- TP/IX product release beginning of 1994
- RAP and TP/IX are ready lo¢ vendor prototype
¯ Woddng group meeting in Houston

Version 4 to Version 7 transition

¯ Not an architecture change
- No constraints or dependencies in deployment
o No mandatory administration retraining cost
® No "flag day"
- Hosts and touters can be upgraded incrementally
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5.1 The IETF from a European Perspective

Presented by Erik Huizer/SURFnet

Bio: Erik Huizer is Senior Network Consultant at SURFnet bv, the company which operates
the academic and research network in The Netherlands. He spends most of his time manag-
ing various national and international projects on e-mail and directory services. Huizer lives
with internetworking technologies such as TCP/IP, OSI, information services, directory ser-
vices and user support, as a service developer, beta-tester and mediator. He is currently the
Area Director for the Applications Area of the Internet Engineering Task Force. Huizer
received his Ph.D. degree in Science and Technology from Delft University of Technology,
The Netherlands, in 1987. His preference for chocolate milkshakes is well known.



Mijn mening

A European’s perspective on the IETF

Erik Huizer

SURFnet by

Welkom

This is a private perspective on:

¯ European networking
¯ Why IETF in Europe
¯ What did we do

¯ What is the cost
¯ What is the expected ben~t
¯ What are tJ~e hurdles

Langzaam maar zeker

* Political swamp

- Too much focus on
- InErasf~cture
- Bandwtth

¯ TOO little attention for
- applications
- se~ices
- users

Netwerken voor Onde~oek en
Hoger Onderwijs

¯ Mostly national research networks
- e.g. SURFnet

¯ Some multinational
- NorduneL EARN

~ Mostly multipmtocol
- IP and TCPIIP suite of protocols
- X.25 and 051 su!te of protocols

¯ Mostly up to 2 MbitYs

De ruggegraat

Two international backbones:

¯ Ebone
- Ip-only 2 Mb/s infrastructure
- participants pay

¯ Europanet
- Multiprotocol backbone
- 2 Mb/s still mostly pilot
- CEC funding

ltaat en Liefde

RARE :
¯ network politics
¯ technical programme

¯ secretariat

Ripe

¯ IP-network coordination

¯ Network coordination center
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II I

SUR~e’~" Soms roeien tegen de stroom
op

RARE Technical work structure

¯ RARE Technical Committee (R¥C)
¯ 7 WGs

- I~
- ~p
- ~G
- I$~
- ~R
- ~T

III I

S U R_E_~’L" In her land der blinden

/-/-/-. Commerciial networks:

/~/~ ¯ Molly X~.5 based

I "~ "~ -- - ~ ~vl~ on top

"~--~ - Cl~l U~ ~oup ne~

I ~ 3 ~ - - ~’~

I

¯ 111 Ill I

De schildpad en de haas

¯ TCP/IP
- still mostly academic and research
- but growing fast
- not subsidised
- not really accepted for doing bussiness (yet)

¯ OSI
- ~o
- comm~cl~ Ind~
-
- C~

S U R..~’L" Schapen voor de dam

"~_’~ Why~E~to ~uro~e?
~ ¯ Part Of larger plan

I ~ "~ - OSl ha.~:

_.,’_./_.1 * Large commitmentI ~ I

I , ") "~ -
¯ Large investment

I
I
¯ ------ I ¯

II I

Doelstellingsdefinitie

To get internet technology accepted:
¯Intemationalization of the Internet (Society)

¯ Stable, organization
¯ Not just US-funded

¯ Open and accepted standards process
¯ With equal non-US participation

Alle kleiine beetjes

¯ ISO liaison
¯ Intemation~J participation

¯ on all levels
- |soc
- IAB~ IESG
- IETF

¯ of all kinds
- academic & research
- commercial
- govemmP.nt
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Kind in het badwater

What we do ;NOT wanfi
- Destroy the IETF thru bureaucracy
¯ Change bottom-up to top-down
¯ Focus on "rough code and running concensus’
¯ Introduce three-piece suits
Sorry Vint

I I

Timmeren aan de weg

W!hat is being done?
¯ Stimulate participation in IETF
¯ RARE charter member lsoc
¯ Involve government and CEC
¯ Build good intemetworks
¯ Coordination (Ripe NCC)
¯ Contdbul’.e to Kids Computer Wodd
¯ Volunteer as IETF local host

II

Zoals de waard is

Local host responsibillities:
¯ preparation
¯ information
¯ terminal room
¯ audio video muiticast
¯ social event

I I I I

Het halve werk

I~’t IETF meetings:
- 650 parficipaJ~ts
,, 40 Europeans

Guestimate for Amsterdam:
¯ 500 participants
¯ 200 Europeans
® Lots of AV-participants

I

SU R~e-t"

Iil

Een gewaarschuwd mens

¯ Information server
¯ Tourist info
¯ Copyright

Cornputerzaal

Sponsors:
¯ SURFnet bv
® Unisource
¯ Sun Microsystems (The Netherlands)
¯ Digital Equipment Corporation (The

Netherlands)
¯ Cisco Systems Europe
¯ Geveke Electronics BV
¯ NIKHEF
¯ Source information Technology BV
¯ Tadpole Technology PIc.
¯ Foundation SURF
¯ ftp Software, Inc.
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Bedankt!

¯ SARA (Academic Computer Center Amsterdam
¯ RIPE NCC
¯ Computer Science, Twente University
¯ DNPAP. Fac. of Electrical Engineering, Delft

Univ. of Technology

s u R..F,~ Waar, wanneer, wat en hoe.

¯ In diamond Iount~e
¯ from 07:00 - 24:00
¯ d~al-in fadlities
¯ SUN, DEC, MAC, Sporcbook
¯ Drop-.in

n e~emet

.. appletalk
III- - - ¯ NO full time staff

_/_/.. I ¯ T..shi~ts

Geluids- en beeldrondstrooiin~

¯ 2 AVT channels
¯ Rooms N & M
¯ Mbone restructured

Uitje

¯ Training through the Netherlands
¯ you mind a ticket
¯ you have to pay
¯ Leave~; zt 18:10 sharp!

Voor niets gaat de zon op

¯ SURFnet is a small company
¯ First time Europe
¯ Equipment etc. $120.000
¯ Manpower ca 100 days

Boter

¯ Lower barrier for European participation
¯Invoivernent
¯ Acceptance
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Adders onder het gras

¯ IPng derision process
¯ Focus on Applications and services
¯ Process fommlization
¯ Acceptance of standards (process)
¯ RFC publications

II

SUR Veel plezier

IL
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5.2 Advances on ONC

Presented by Chuck McManis/SunSoft

Bio: Chuck McManis is currently a senior staff engineer with SunSoft. His job title is
Senior Technologist responsible for the ONC+ portion of Solaris. He graduated .from the
University of Southern California in 1983 with an Electrical Engineering degree and has
worked in both hardware and software positions. He has been with Sun for over six years.
Prior to working at Sun, he worked for Intel Corporation on ~),86 and ’386 systems.



Service applications area (SAP)

¯ APPUCATION INFRASTRUCTURE

¯ .(;UPPORT DISTRIBUTED APPUCAT~ONS

- Remote procedure call
- Canonical data representation
- File access

¯ DISTRIBUTED SUPPORT FOR HOSTS

- Security
- Time
- Directory

ONC & NFS

HOLE IN THE INTERNET SUffE

- Look to fill it:
- Consider the alternatives

PROCESS

- Consider a technology (.Now)
-, Consider adopting it (BOF)
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Open Network Computing

Current Protocols

Future Directions

Chuck M©Manls

Distributed Systems Problem Space

Construct Distributed Services

Leverage existing knowledge

Document Services Protocols

Provide a mechanism for evolving protocols.

The Procedure Call Model

Expresses a request/response relationship well
¯ ~- Doesn’t express all network semantics
.~- Doesn’t Include good model for parallelism

Easy to understand, but has some problems.
-- Procedure calls don’t care about calllng other

procedures
.- Global variables hold state (poor

encapsulation)
.- Doesn’t include a good model for partial

failure.

The ONC Distributed System Services

Components

Evolution Of the System

RPC Message Protocol - No Changes since
rfc1057
XDR Data Representation Protocol- No Changes
since rfc1014
Host Rendezvous protocol (Portmapper) 
updated in 1989 to utilize non-IP specific data
types for addresses. (no longer returns ’ports’)
Authentication Protocol - No change from the
original published in scheme however additional
flavors (Kerberos V4) have been added.
Naming Protocols - In 1991 Sun replaced the
existing NIS service with the NIS+ naming
service.
Distributed File Systems - V2 is most prevalent,
Some slight changes to make V3.

Areas of Ongoin,g Research and Development

Q New flavors of ~u~thentication.
-- Ker~ros V5
¯ " GSS Layer
-- RSA Publickey system

[I Support for norl-procedural operations
¯ - One to Many, Many to One Interactions.
-- Asynchronous and batched calls.
~ Multithreaded clients and servers.

File system Issues
-- Caching and cache coherency
-- ACLs
-- non..linear file representation (forked files)
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Interoperability present and future

Connectathon Event -tests existing
implementations.

Successful unencumbered implementations have
occurred in the past and are encouraged.

Clear documentation on all protocols.

Clear Interrelationships a~mong the pieces.

ONC and the IETF

What we Want

~ Putting thsse useful procotols (RPC, XDR, and
NFS) on to the standards track,

¯ ,~ Enlisting the community in a collaborative
effort to evolve the protocols.

-~Forum for discussing new protocols and their
general ~pplicability (NIS+, Authentication,
etc)

-~Providing a means for the community to drive
the direction of the evolution.

ONC and the IETF

What we don’t want:

Endless debates on whether or not these
protocols are useful.
Requirements to solve a different set o~
problems. (transactions, pure procedure
semantics, etc)
Lack of progress.

Summary

The ONC base protocols are mature.
~̄ The ONC protocols have been around for a

significant pedod of time.
,̄~ hnplementstlons have been done on nearly all

operating systems;.
,~ONC implemen~tions exhibit nearly 100%

interoperallity.
-~ =Duty Free" implementations are available.

We bellew) this makes the case for an existing
practice standard to be developed.

536



ONC Network File System

V3 Protocol Revision

Chuck McMan~

Why we are doing this revislon

Previous attempts at doing V3 stalled.
¯ ~ To Wide in scope (TOPS <-> NFS merge)
--To Ambitious (NeFS)
~̄ To Radical ¯

New circumstances require change NOW
~̄ 64 b~t chips and Operating Systems

-, POSIX (ACLs, path.conf)
-* Big window networks (ATM, FDDI)
-~ High latency networks (ISDN, PPP)

Incorporate good research into the "mainstream"
product.

What it is
to NF.~; (q:v¢

sured ;lg ~in
)US arllor ~g
ne for
fort
~rts fro m tol
chlevi~ ~g

~s "kite h(~n

)m ve~ d(
ectath~)n,
, will b~: u nd

Q Minimal revision to NFS (evolutionary not
¯ revolutionary)

¯ ~ Changes measured against real requirements.
¯ ,~ Non-contentious among vendors.
,- Short timeframe for Implementation.

C3 A Multivendor Effort
,- Resruited efforts from top ONC licensees.
-~Small group achieving consensus fairly

quickly..
~̄ Avoid previous "kitchen sink" type efforts

CI Real
~ Prototypes from vendors will be tested next

week at Connectathon.
C3 Assumes that V4 will be undertaken

What it is specifically

Current Speoifk;ation
~̄ 64 bit sizes and offsets

~ ACCESS RPC for over the wire access control
~ Increased trsnsfer size
~̄ Exclusive CREATE

-~ Reduced Field overloading
-~ Support for Weak Cache consistency
-- Fewer GETATI"R calls (returned more often)
,̄~ Support for POSIX pathconf
~̄ General bug fixes.

What it is NOT

The Kitchen Sink
,,~Previous three attempts tried to solve every

problem known.
¯ ~ Tossed out of this effort: Forked file systems,

file versions, generalized error returns,
collapsing RMDIR/MKDIR into REMOVE,
idempotency procedure, ZERO procedure,
huge file handles, extended attributes,
advisory close, and append mc~de writes.

Cache consistency protocol deferred
ACL support considered a separate Issue
Does not merge TSIG TNFS work
Not a response to DCE DFS

Milestones

Current Status
-̄, Specification and protocol description

available @ Connectathon
-~Mount and locking changes prototyped and

under review
-* SunSoft clients and servers running internally.

Next Steps
~ Interoperability testing at Connectathon
-~Release of final specification to general

public.
-~Put together plan for V4 development
-~Explore the possiblity of doing V4 as an IETF

working group.
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5.3 Setting Up a Routing Registry in Europe

Presented by Daniel Karrenberg/RIPE

Bio: Daniel Karrenberg has been active in European networking since 1981, first at Dort-
mund University, from where he received a graduate degree in Computer Science in 1987
and later at CWI in Amsterdam, The Netherlands. Daniel has helped to create the pan-
European network EUnet which at first offered UUCP services but has since become a full
Internet service provider. He is currently responsible for the RIPE Network Coordination
Centre which coordinates the European part of the Internet and acts as the European regional
Internet registry.



Daniel Karrenberg

RIPE NCC

Topics

0 RIPE Network Coordination Center

0 European Routing Registry

.._J

The European Internet

0 20 - 25% of the Intemet

RIPE DNS Hostcount History 1990.1993

o

Internet Registries

European lnternet Registries

0 EU registry system started a year ago
0 today 61 local registries (21 non-provider)

O CIDR blocks from the start
O 193.0.0 - 193.255.255 are European

O ~1000 network numbers assigned / month
O -4 Bs / month (recovered almost as many)

O bulk of the work done by local registries

RIPE Database

0 vital information for operations
0 networks
0 domains
0 autonomous systems (routing)
0 persons

O operational since 1989
O accessible by WHOIS at whois, ripe. net

O tagged format (make your own reports)
O data (0o=.~ to ~} exchanged automatically with InterNIC
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RIPE Database

person: Daniel Karrenberg

address: RIPE Network Coordination Centre

address: Kruislaan 409

address: NL-1098 SJ Amsterdam

address: Netherlands

phone: +31 20 592 5065

fax-no: +31 20 592 5090

e-mail: dfk~ripe.net

nic-hdl: DK58

changed: ripe-dbm~ripe.net 920826

source: RIPE

Other RIPE NCC Activities

O RIPE Support
O Joint Projects

O RIPE Docume~Sto~
O intemctive: telnet info.ripe.net

pad 204129004331

O FTP: ftp.ripe.net

O GOPHER: gopher.ripe.net

O WAIS: wais.ripe.net

OWV~: www.ripe.net

O M~I: mail-server~ripe.net

RIPE NCC

O core activities
O funded by (~ll) European Service Providers
O reported in public Quarterly Reports
O Anne Lord
O Marten Terpstra
O Daniel Karrenberg

O joint projects
O funded per project
O reported in Project Repods (RTRs, RFCs ...)
0 Tony Bates

Organisational Environment

O RIPE
O Forum for European Intemet Service Providers
0 does not operate a network
O meets 3 times a year
O defines RIPE NCC activities

O RARE
O Association of Research Networks
0 does not operate a network
O provides legal and financial framework for NCC
O provides framework for technical projects

Operational Environment

many Intemet Service Providers (Operators)
no single backbone
mesh structure

routing stability is a big concemt

Routing Registry

The Need:

Routing Stability
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Routing Registry

O Strategy: help the SPs to manage external routing

O Tools for Service Providers
O prconfig ~ generate router configurations
O prcheck - check policies
O prtraceroute - traceroute with policy information
O prpath - extract possible paths between nets
O prconn - extract connectivity of a network

Tools use the Routing Registry

Routing Registry

Routing -Registry

O Basic RR Concepts

descdbe routing exchanges between SPs
easy to explain
no creeping featur’eism
descriptions stay local (no pathsl)
can make use of BGP (but does not require it)
leverages off existing RIPE database

Representation of AS

A simple example

prtraceroute

pr~racerou~e Jolly.nII.~r.i~

I ASLI04 hef-rou~er.nlkhef.nl (1%2.87.45.80}

2 AS1755 Amsrerdam-EBS1.E~one.NET (192.87.4.17)

3 AS1755 Cern-EBSI.Ebone.NET {192.87.4.10|

4 AS 513 chepl.cern.ch (192~65.185.2)

5 AS 137 GARR-gw-ml.infn.i~ (192.12.193.49}

6 AS 137 GARR-gw.¢ilea.i~ (192.12.193.41|

7 AS 137 CARR-gw.cineca.i~ (192.12.1~3.21}

8 AS 137 OARR-gw. cnr.~ {192.12.193.14)

9 AS 137 jolly.ni$.garr.i~ (192.12.192.5)

Path follow~d: 1104 1755 513 137

AS!f04 = IXI RBS a~ N~EF

AS1755 = EBONE-INTERNAL

AS 513 = CERN-AS

AS 137 = GARRIZNFN IT

~,,

RS Status

Breakdo~m of observed European ASes
InDB. no RIPE-Ol~ Poilcy(~.7~) Unla~m’n (1.1%)

(,~.e%)
~:,~~. ¯

In DB with RIPE-e1 P~
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Status

O prtracemute: ~
O prconfig: c~
O other tools: design

0 registry: needs populating

O coordinating with similar proj.ects at MERIT and ClX

document: RIPE-81
0 ri~eldocs/ripe-docs/ripe-81. (~xt,

0 open

Plans

0 PRIDE Project
O Policy-based Routing Implementation and

Deployment in Europe
0 open

O Route Server at MAE-East

0 --> operational sewice

543



544 CHAPTER 5. TECHNICAL PRESENTATIONS



5.4. ELECTRONIC CASH: THEORY TO APPLICATTON 545

5.4 Electronic Cash: Theory To Application

Presented by David Chaum/DigiCash

Bio: David Chaum is head of the Cryptography Group at the Center for Mathematics and
Computer Science (CWI) in Amsterdam. He is also a founder of DigiCash, which de.velops
electronic payment systems. Dr. Chaum received his Ph.D. in Computer Science from the
University of California, Berkeley, in 1982 and joined CWI in 1984. He helped to found
the International Association for Cryptologic Research and remains active on its board; he
also consults internationally on cryptoIogy.

Cryptography, and public key techniques in particular, are surprisingly powerful and general
in theory. Practical schemes for their use have been developed for electronic money with
at least the main advantages of paper bank notes. One scheme, not requiring any special
hardware, seems well suited to an electronic mail environment. :Possible extensions improve
security and allow compatibility with systems using credit card-sized IC cards and. their
upgrade to PDAs.



Electronic: Cash:
Theory Towards Application

David Chaum
DigiCash/ CWI/ CAFE

| Can a nurnber be a
| betterform of cash

than a. piece of paper?

~BB~I~II~BI~B|" IIII I I I | I I I

Bank-Proof Number-as-Coin System

Bank

payer shop payer

.Straw_-Man.Nun.~ber-as-Coin System ̄

B~,nk

shop

I II I I

Theory---Public Key

~:=~ :mutually: ~~
’,trusted :

_,.,,,,o~_..~" ’, w’~ual :

IlL II I "

II I I

Science Fiction --- DES

~’ mutually I
I trusted |

.,~.~__ ~" I computer I

Imlil] i in I II I
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Muitipady-Secure Number-as, Coin System

bank

payer ~,condlttorml rece!pt ~) shop

RSA_~Signatures

I The bank can create a number system in
Iwhich (f(n)~)s = f(n)

ou| and in which anyone can raise to the 3

~only the bank can raise tO the 1/3;

| signature pairs n, x=f(n)1/s cannot be
| created without the bank--but anyone

lcan verify a pair by testing if f(n) = "~

III IIIB II

Bank-p, roof $i_qnature-as-Coin System

bank

payer -" shop
payer

Bank-preof Unl,inkable Coin System

shop

Paper Cash
SmartCash

®
f(x), shop
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il i|i

,Offline Unlink~ble Cash
Orkjinal paper co-authored with Amos. F~t & Moni Naor

s"~’S’S’~’S" u

CAFE (Hybrid)

Performance of Electronic Coin Systems

Basic IIypes of Electronic Money

DES

Public
Key

Smad
Cards

,/

Only

548



5.5. JVTOS FOR WORKSTATIONS 549

5.5 JVTOS for Workstations

Presented by Bernhard Plattner/ETH Zurich

Bio: Bernhard Plattner is a Professor of Computer Engineering at ETH Zurich, where he
leads a communication systems research group. He received a diploma in electrical engineer-
ing from ETH in 1975 and a Ph.D. in Computer Science in 1983. His research currently
focuses on applications of communication systems and higher layer protocols. He is also
directing work on high-speed networking, protocol engineering, and multimedia applications,
and is interested in real-time computing, process execution monitoring and debugging. He
has been active in the design, implementation and operation of the Swiss National Network
for Research and Education (SWITCH).

JVTOS is an advanced teleservice to support cooperative work over distance which allows
distributed users to work in a collaborative fashion with multimedia. JVTOS comprises
facilities for session management, floor control, multimedia ~pplication sharing, telepoint-
ing, and audio/video communication. It provides generic support for cooperation-aware
multimedia applications.

JVTOS offers services for multimedia collaboration across high-speed networks and is pri-
marily aimed at running in heterogeneous workstation environments comprising different
hardware platforms and also different operating and window systems.

This presentation describes the design of JVTOS as well as its implementation on different
platforms which is currently under development.



Sharing Multimedia Applications

Among Heterogeneous Workstations

Bernhard Plattner

Computer Engineering and Networks Laboratory (TIK)

ETH ZOrich, Switzerland

RACE

European Communicatiions Research Program

Phase h "i’bchnology
(Fiber -optic Transmission, ATM)

Phase I1:
Applications, Pilots,

Communication Experiments

RACE II Project ClO (R2060)

Multimedia Mail Service
Joint Viewing and Tele,-Operation Service

Focus:
Telecooperation Environment for Multimedia

in a Heterogeneous Setup

Project duration: 1.1.92 - 31.12.94

JVTOS Scenario

The Multimedia Application Sharing Service

, I

Sharing cooperation-unaware,
single-user,
multimedia applications

Application output:
Simultaneous view through
shared windows

Application input:
Subject to floor control

Application Sharing
versus

Cooperation-Aware Applications

Many application sharing scenarios

Diversity of cornputer applications

Off-the-shelf applications may be shared

Users need not learn new applications
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Aims

(1) Support and bridge heterogeneous platforms:

¯ Output on any platform
¯ Input from any platform
¯ Execution on any platform

Sun Span=station (SunOSISola#s)
Apple t~adntosh (MacOS)
IBM PC (MS-DOSIW’~ldows)

(2) Multimedia applications:

¯ text/graphics ¯ audk) ̄  video (stig and moving)

(3) Dynamic user participation:
¯join an ongoing session
¯ leave a session

Sharing X Applications Service Components

lnal

Service Architecture

Mac

Heterogeneous Setup
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Transport System API Implementation

Basic system implemented on Sparc
¯

P-Clier~t port to Macintosh in progress
¯

Integration of audio/video in progress
¯

Detailed design of translators

JVTOS prototype shown at CeBIT ’93

Summary

Run Single-User Applications in a Group Context:

(1) Heterogeneous Workstation Environment

(2) Support for Multimedia

(3) Dynamic User Participation

JVTOS = Application Sharing + Picturephone + Telepolnting
Tele-Cooperation" Environment for Multimedia in a Heterogeneous Setup

552



5.6. SERVICE LOCATION 553

5.6 Service Location

Presented by John Veizades/FTP Software and Scott Kaplan/FTP Software

Bio: John Veizades has been working in the IP community for over ten years and has
worked on personal computer based TCP/IP implementations for Xerox and Apple. He
has been co-Chair of the Service Location Protocol Working Group since its inception and
has been working with the IETF to bring ease of use and configuration to TCP/IP based
systems. He is now the engineering manager of the service location work at FTP Software’s
West Coast Operations.

Bio: Scott Kaplan is the Director of Engineering at FTP Software’s West Coast Opera-
tions. He is co-Chair of the Service Location Protocol Working Group of the IETF. Ite
is currently studying networking technologies which will make hosts easier to configure and
maintain. The ultimate goal of this work is to dispell the myth that grandmothers cannot
work computers.



~ohn Veizades

veizades@ftp.com

Scot~ Kaplan

FYP Software, Inc.
SC0~.¢0~

Mailing list srv-location@ftp.com

Dmf~ available on wco~p.com

End services in a network?

Word of mouth

Service Location’s approach

* Allows network services to advertise their presence

¯ Allows users to browse for network se~Ices using common

¯ Allows users to broadcast their needs to services

¯ Allows users to find services by describing their needs to

¯ Solves the dentist oHice scenario

ce Location Protocol requirements

I * No ~nd System conflg~=atim~

I - Multicast support at tl~e network laye~

I " Not del~n, den.t on arty network layer ad~ scheme

|__: ~ Z= ’~ i’,~7~o~ ~.,.~ZT. ’~’-"~.’~ "~’~ ~

I

Other related work

¯ Xerox’s ClearLn~ouse and Network Binding Protocol.

¯ Apple’s Name Binding Protocol

¯ Legato’s Resource Administration Platform

Current Solutions

¯X.S00

¯ DNS

¯ ICIvIP Gateway Discovery

¯ DHC.PIBootP

Service Location Comparison

~ DN$
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A Brief Protocol Description
¯ Us~" agent multlcas~ to ~[nd services

¯ User agent ~.quests attr/bute dictionar~ from services it is

¯
¯ User agent makes a detailed service request using

I am here .and I support the W~CS: DNS, SNMP TRAP, NFS,
WI~S: BIER TAP, COK~ PPdNT
MACHIN~ TOASTER

What attr/butes do PRllsrr services support?

lib II I

’w.~~,,.-.w ANDPDL{~ /
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I ’~11 do PRINT with

BINDING{S’EAP~};

Directory Agent
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5. 7. AN EXPERIMENT IN REMOTE PRINTING 557

An Experiment in Remote Printing

Presented by Marchall Rose/Dover Beach Consulting

Bio: Marshall T. Rose is Principal at Dover Beach Consulting, Inc., a California-based
computer-communications consultancy. He spends half of his time working with clients, and
the other half involved in self-supported, openly-available projects. Rose lives with internet-
working technologies, such as TCP/IP, OSI, network management, and directory services,
as a theorist, implementor, and agent provocateur. He is the author of four professional
texts--on Open Systems Interconnection, internet Management, OSI Directory Services,
and Electronic Mail. Rose received the Ph. D. degree in Information and Computer Science
from the University of California, Irvine, in 1984. His subscriptions to The Atlantic and
Rolling Stone Magazine are in good standing.

Although electronic mail is preferable as a means of third-party communication, in some
cases it may be necessary to print information, in hard-copy form, at ~ remote location. The
remote output device may consist of a standard line printer, eL :printer with multiple fonts
and faces, a printer that can reproduce graphics, or a facsimile device. Remote output may
be accompanied by information that identifies the intended recipient. This presentation
describes a technique for "remote printing" using the Internet mail infrastructure. In par-
ticul~r, this focuses on the case in which remote printers are connected to the international
telephone network. Furthermore, it describes an experiment in. remote printing.



N EXPERIMENT IN RIEMOTE PRINTINC

Marshall T, Rose
Dover Beach Consulting0 InCo

July 160-:I.993

AN ACKNC)WLFDGEMENT

Carl Malamud of ~nternet MultlcasUng Sewice provided
substantive comments on Me design of the ex~erlmenf:.

AN EXPERIMENT IN REMOTE PRINTING

Suppose you want to send a message to someone,

but they don’t use e-mall

The next best thing is to send the message to their I)¢lnter,

i.e., their G3--facsimlle device on the International telephcme
network

Well, tax modems for computers have been around a long time,
but...

why not use the mall Infrastructure to route the message to
the closest fax modem?

r
ll i iiii

THE ADVANTAGE OF
A GENERAL:-PURPC)SE INFRASTRUCTURE

I o ThiS ~xoJ~l~ is at~ut outreach:

integrating the e-mall and fax communities

I e Enhancing enter¢~se.wlde access, Independent of:

instltutlor~: commercial, educational, or government

size: global, regional, or local

1 making it eask.~ for the "outsk~e wod¢’ to talk to an
organization’s i~ersonnel, e.g.,

the sales person;

the unive~slty registrar;

the (elected) officiat

who uses fax, but not e-mail

i i i

constructs logical address of remote printer server; and.

constructs a m~l.¢~l~ZC/-’Lxed content, containing:

the original content; and.

a ~licatio~/ze:o¢~.-i~¢t~ K content

UA adds submission headers,

and engages submission protocol

When remote printer server finishes.

it replies to the originator with the "outcome"

i i ii

PROCEDURE

UA constructs template

User fills-in composition headers and body

UA detects recipient uses a remote printer:

WHAT CONTENTS CAN BE PRINTED

not all character sets may be available

I~esst~e/~¢822:

processed r~u~ve~y

~aluat~] In an "~utlon ~fe" environment

Tag Image File Format (cla~ F)

any

proceed r~u~lvely,

either on n~ page (~zed) or same page
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NAMING, ADDRESSING, AND ROUTING

Pdnter Is identified by it’s telephone number.

e.g., "+1 415 ~ 2S10"

Straight-forward mapping to address of remote printer server,
e.g.,

MX records used for routing (as usual), e.g.,

*.8.$.9.$. 1.4.1.~~:.~¢.
identifies a relay willing to access any pdnter with a prefix
of "~1

(of course, there could be multiple relays)

Note that finding an MX RR doesn’t Imply:.
corresponding telephone number is valid; or,
a G3-facslmJie device ~s attached

similarty, there may not be an server for every printer...

AN EXAMPLE

AN EXAMPLE (cont.)

- _~ll iii i

UNIFORM ADDRESSING

o Two problems:
Ican’t include e-mall and remote printing recipients in same |

message; and, IUA has to know about remote printing recipients

I
iThe solution: give remote printing recipients real e-mall address. Iusing an "rpexplod~t’°

IWhen E-mail recipients generate a reply. Ithey can include remote pflnting reclplentsl

i
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AN EXAMPLE

mlulmnumml _ i i

INFRASTRUCTURE

"tpc.~=¢.°’ divided into zones,

t’or each IDDD co.nttY code

site wishing to participate ¢orttacts zone administrator, e.g..

~0OOS ; se~tsZ
43200 ;Z’o~z’osh ov~z’~ 12 houzs
14400 ;:o~z’7 eve:7 4 hov~

345600 ;oxpJ~’e 8.~¢e:r 4 ~78

says "~os~no.|~e~’~’.’:Lpe.~el:" IS responsible for +31 (ICL)

ACCOUNTZNG AND PRWACY

o Minimal auditing:

the date the message .was received;
the ~’roa: and liess~o-XD: headers;
the size of the body:

the telex)hone number;
any telephony-related information (e.g., call duration); and,
any G3-felated information (e.g., recipient ZD) I

ra"’

FUTURE ISSUES’
"

Determination o,f supported content-types and character

Introduction of:

authentication;
integrity;
I~rlvacy;
~uthoriz~tlon; and.
~ccountlng

services

Preferential seli,ctlon of a remote printer server

Aggregation of multiple ri~lplents In a single message

i i

lil i i

INTERESTED IN PARTICIPATING?

Server site requirements: FOR MORE INFORMAT][ON
a computer on the ZP-connected ~nternet; o Discussion grouD: ~eftd a ~t~ to
a fax modem;
a phone line; and ask to be =ldd~ to the

fax s~ooling ~f~are; and,
listglue ~f~are

o PrOtO~pe
Client site r~uirements:

Znternet ~mall conn~tivity; a~d,
m0dlfl~ UAs and/or rpexploder software
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6.1. WORKSHOP FOR WORKING GROUP CHAIRS 565

6.1 Workshop for Working Group Chairs

Presented by David Crocker/Silicon Graphics

Attendees

David Crocker
Steve DeJarnett
Luca Delgrossi
Kjeld Borch Egevang
Borka Jerman-Blazic
Mark L~ubach
Tony Li
Greg Minshall
John Stewart
Vladimir Sukonnik
James Watt

dcrocker©mordor, stanford, edu
steve©ibmpa, awdpa, ibm. corn
luca~ibmpa, awdpa, ibm. com
kbe@craycom, dk
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laubach@hpl, hp. corn
tli¢cisco, com
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Workshop
for

Working Group Chairs

D. Crocker
Silicon Graphics

dcrocker@sgi.com I +1 415 3901804

Hello

¯ iNTRODUCTION

- What are we doing here, at this hour?
- There is only rough consensus about the

process

¯ AGENDA

!. IETF structure
I!. Formal process
Iil. The Inner working group
IV. Conflict. resolution

The need for working group
chair training

¯ IETF LARGE, DIVERSE
Process increasingly formal

- No voting means (very) rough consensus

¯ DIFRCULTY MAKING PROGRESS ~U~D BEJNG FAIR

- Listen to all points of view
- Keep working group focus

¯ CHNRS OFTEN UNCLEAR ABOUT LIMITATIONS AND
AUTHORmES

Documents

THE INTERNET STANDARDS PROCESS (RFC 1310)

IETF WORKING GROUP GUIDEUNES AND PROCEDURES (IN
PROGRESS)

["EVOLVING THE SYSTEM" IN INTERNET SYSTEM HANDBOOK,
LYNCH & ROSE, EDS.]

["MAKING STANDARDS "i~IE IE=TF WAY" IN ACM
STANDARDSVIEW, SUMMER 11993; REPRINTED IN
CONNEXlONS,, AUGUr’1993.]

I. I~TF S~cmre

ISOC

IETF/ecretarlat
IESG

AD

WG chair
Working group

Intemat Society
Isga~ cover
Interest Archltec~4re Bollrd
Design cohesion, process appeals, IETF
liaisons
Staff support
Internet Engineering Steering Group
IETF oversight

Ares director
Oversight for specific working groups
Manage = working group to a productive end
The people who do the work

_Wor~_.~_~~roup roles

¯ CHAIR OVERSEES ENTIRE PROCESS, BUT:.
Facilitator Procels management, things fair, focused,

on time
Judge Evalu~Uon of t~chnical options and driver

towards "right" choice
Scribe Record-keeper and editor of documents

~ WORKING GROUP IS JURY, PROVIDING IDEAS, REVIEW,
CONSENSUS

® DESIGN TEAM IS PRIMARY ADVOCATE AS SELF-SELECTING
GROUP WITH COMMON VISION~ PROVIDING CORE EFFORT
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Formal Process

¯ FORMAL LABELS FOR A SPECIFICATION

¯ DEYELOPMENTAL STEPS

ACCEPTANCE CRITERIA

Formal labels

Internet draft: no official standing, fluid
working document

Proposed Standard: stable spec, no known errors,
might have Implementation

Draft Standard: multiple, interoperable
Implementations testing all
functlonallW

Intemet Standard: field experience end clear
communlty acceptance (and
use)

o. c,~. wo~,~ ~ w~ ~,~ ~,,

Competence:

Constituency:

Coherence:

Consensus:

technically sound

providers & users

clear writing

rough but clear

Dev~_lopmcntal steps

0. BIRDS OF A FEATHER (BOF)

- "Market resea;rch" to determine Interest and
ability to pursue topic

- Optional, one-allot meeting
1. CHARTER

Role:

Scope:
Approach::
Product:
Checkpoints:

Public announcement & project
management plan
What is to be pursued
How it will be pursued
What will be delivered
Milestones and, dates

Developmental steps

Z. DOCUMENT SPECIFICATION
- Clarity of purpose
- Clarity of writing
- Clarity of solution

3. WG CONSENSUS

Clearly dominant agreement
Diversity of opinion about solution may be
resolved by agreement to make some decision

- Agreement about parts may permit eventual
agreement about whole

ii i i

Dew~_lopmental steps

4. AREA DIRECTOR APPROVAL

- Technical review
Process review

- Independent review when results of wg in
question

5. SUBMISSION TO IESG
- Via secretariat & AD

D C,Oc~er. Wod~ fo~ Wo~ln~ G~O~ C~.~
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Developmental steps

6. LAST CALL
- Request for final feedback from IETF
- Intended to detect major errors in process or

content that might have slipped through cracks
- Not Intended as formal, full review

7. IESG REVIEW (& ~PPROV~t.)
- May conduct Independent review

II. Developmen .tel steps

(7.5) lAB CONFLICT RESOLUllON
If formal cl~allenge not resolved by IESG

8. RFC PUBLICATION
RFC editor has pub,cation criteria

14

The inner working group

* THE LIVES OF A CHAIR

¯ GROUP STYLE

¯ GROUP ROLES

¯ DEVELOPMENTAL PHASES (PROBLEM SOLVING 101 

¯ VENUES

¯ DEBATE

¯ CONFI.J~ MANAGEMENT

i ii i

T~e lives of a chair

I i iii i

HOW TO KEEP RROM BEING SAT ON

Agenda & schedule
. Adequate debate, but not more then that

Maintain c;ear focus
Rehash amy if constructive and working group
desires

PROACTIVE MANAGEMEI~r

- Maintain pressure for forward progress
- Escalate to IETF mamtgement when progress

stalled

!,;

Workin~ StOuP style

FREE-FLOWING

- Cohesive group
Clear purpose

TIGHTLY-MANAGED
Complex topic
Group diversity
Major differences in philosophy

D. C~o¢~,~. Wo~o~ ~o~ Wo~g Oro~ Cr~r~

WG management roles

Facilitator :

Judge :

Scribe:
Design team:

Working group:

ensuring fairness end a thorough
airing of views and alternatives
evaluation of choices and
movement towards choice
keeping track of things
Primary advocates for the core
effort, when wg diverse & topic
complex; must work to keep wg
cortsensu8
Jury & other contributors
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Problem solvin6 101

PROBLEM STATEMENT

¯ SOLUTION EXPLORATION

¯ SOLUTION ADOPTION

¯ SPECIFICATION REFINEMENT

ii

Discussion & decision venues

¯ EMAIL

- International II~lrticipation
- Inefficient, but extensive
- The real p~ace for consensus
- Can be ru. as "meetings"

¯ FACE-TO-FACE MEErlNGS

- Well-edveltl~ ahead of tlme
- Inherently restricted attendance
- Limited tlme
- Need for cleat" 8genda and crisp management

EmaJ.1 vs. Meetings
(One person’s perspective)

WG RESULTS MUST SHOW APPROVAL BASED ON ENTIRE
WORKING GROUP

MEETINGS HAVE LIMITED ATTENDANCE

TREAT MEETINGS AS "STRONG INDICATOR" PRIMA FACIE BASIS
FOR DECISIONS

ENSURE VERIFICATION THROUGH EMAIL

nl

Debate

¯ CAN CLARIFY PURPOSE, IMPUCATIONS! ALTERNATIVES

¯ CAN TEAR THE GROUP APART

¯ MUST 8E TOLERATEI) AND EVEN ENCOURAGED~ UNTIL
RESOLUTION OR IMPASSE

IV. Conflict Resolution

¯ PREFERABLE TO SOLVE WITHIN WORKING GROUP

1. Conflict types
2. Timing of objections

¯ OFTEN CAN’T

3. Chain of appeal

1. Conflict types

¯ TECHNICAL

Specific detail: minor vs. show-stopper
Basic philosophies: rarely resolved

¯ PROCESS "

Unfair practice: usually claim against wg
chair

Topic missed: oops. (showstopper?1)
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2. Timin$ o.f objections

¯ TECHNICAL SHOWSTOPPERS WELCOME ANYTIME

¯ SMALL DETAILS WELCOME ONLY A’r TIME WG COVERS THE
SUBJECT

¯ PHILOSOPHICAL DEBATE WELCOMI= ONLY AT ~IME WG P~AKING
DECISIONS ABOUT APPROACH

¯ UNFAIR PRACTICE COMPLAINTS AL~.OWED WHENEVER
INFRACTION FELT

¯ WG MAY ALLOW TOPIC TO BE RE-OPENED IF WG FEELS ISSUE
COMPELLING OR NEW ALTERNATIVE INTRIGUING.

i ii i i I i ii n

3. Chain of ;~ppeai

¯ WG CHAIR

® ,AREA DIRECTOR

¯ IESG (PLENARY)

¯ IAB

If you can keep your head
when those around you...

¯ Most IETF members are remarkably well-
intentioned

¯ Differences happen
- Tempers often flare, but then settle down
- Not all differences can be settled
- When minority view clearly will not sway

working group, respect opinion, but move on
¯ Ask questions
¯ Make it happenl

i
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NORDUnet
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George Abe
Infonet Services Corporation
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cisco Systems, Europe
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acra@cisco, com
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Edinburgh University
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Michael Anello
XLNT Designs, Inc.
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mike©xln~, com

David Arneson
Cabletron Systems, Inc.
Phone: 603-337-5038
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arneson@c~ron, com
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