ICANN DNSSEC Key Ceremony 9 Script

AbbreviationsDraft

TEB =

HSM= Hardware Security Module
FD=  Flash Drive

CA=  Ceremony Administrator
W = Internal Witness

CO= Crypto Officer

SA=  System Administrator
58C = Safe Security Controller
MC=  Master of Ceremony
IKOS = |CANN KSK Operations Security
Participants

Tamper Evident Bag {MMF Industries, item #2362010N20 small or #2362011N20 large)

Instructions: At the end of the ceremony, participants sign on IW1’s copy. W1 records time upon compietion.

@

-
9]
p -]
2
=

Title Printed Name/Citizenship Signature Date Time

Sample | Bert Smith Beork Sct L/ 07 Feb 2011 | 18:00 UTC
CA | Mehmet Akcin Ll
W1 Francisco Arias ﬁ/ N
SA1 Reed Quinn ‘%L\

seC1 | Julie Hediund ‘I/I_Z/p‘. ﬁ\,a y79ye

58C2 | Patrick Jones . \W}-""L' .
CO2 | Anne-Marie Eklund Lowinder / SE /jﬁ“M%
Co3 Otaf Kolkman / NL 7N k'~ —
co4 Robert Seasftrom / US R A L '

EW1 James Adalir @ é._____ . .
EW2 Kenneth Michaels g ’ 6 . } 0
EW3 | Elizabeth White (o1 0A N 22 Vay 2012

Ew4 Martin Levy Y

EW5 Samue! Weiler me—— 7

EW6 | Daniel Goldberg « ey

EW7 Linus Larsson ﬂ%‘v’i’

EW8 | Kathie Wilson FHath w Wi

EW9 Mark Kosters PH. A

EW10  ; Andrew Newton /:y/v/& W B

EW11/CA2 | Richard Lamb Z i
IW2AKOS | Tomofumi Okubo — S
IVIZ  Bosdiite Lundbatg “
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ICANN DNSSEC Key Ceremony Scripts

@

e e ——————

ICANN

Note: Dual Occupancy enforced. CA leads ceremony. Only CAs, IWs, or SAs can enter ceremony room
and/or escort other participants. Only CA+IW can enter safe room and/or escort other participants, CAs,
SAs or IWs may let individuals out of the ceremony room but only when CA+IW remain in the ceremony
room. No one may leave when CA+IW are in safe room. Participants must sign in and out of ceremony
room and leave any credentials assigned to them (keys, cards) in the ceremony room if leaving before

completion of the ceremony. The SA starts filming before the participants enter the room.

Some steps during the ceremony require the participants to tell and/or confirm identifiers composed of
numbers and letters. When spelling identifiers, the phonetic alphabet shown below will be used:

A Alfa AL-FAH

B Bravo BRAH-VOH

C Charlie CHAR-LEE

D Delta DELL-TAH

E Echo ECK-OH

F Foxtrot FOKS-TROT
G Golf GOLF

H Hotel HOH-TEL

I India IN-DEE-AH

J Juliet JEW-LEE-ETT
K Kilo KEY-LOH

L Lima LEE-MAH

M Mike MIKE

N November NO-VEM-BER
0 Oscar 0S5-CAH

P Papa PAH-PAH

Q Quebec KEH-BECK

R Romeo ROW-ME-OH
S Sierra SEE-AIR-RAH
T Tango TANG-GO

) Uniform YOU-NEE-FORM
v Victor VIK-TAH

W Whiskey WISS-KEY

X Xray ECKS-RAY

Y Yankee YANG-KEY

z Zulu Z00-100

1 One WUN

2 Two TOO

3 Three TREE

4 Four FOW-ER

5 Five FIFE

6 SiX SIX

7 Seven SEV-EN

8 Eight AIT

9 Nine NIN-ER

0 Zero ZEE-RO
version 1.4 Page 2 of 22



I
ICANN DNSSEC Key Ceremony Scripts ICANN

Participants Arrive and Sign into Key Ceremony Room
Activity

SA starts video recording and online streaming.

SAs or IWs escort participants into the Ceremony Room and all participant
sign into the Ceremony Room log.

Emergency Evacuation Procedures

Step Activity
CA or IW reviews emergency evacuation procedures with participants,

Verify Time and Date

Step Activity | Initial Time
3 IW1 enters UTC date {day/month/year) and time using a reasonably

accurate wall clock visible to all in the Ceremony Room:
Date and time: /);2 /’/"ﬂ' /)/OM" ‘\(20 FA ‘ lfa ZO

All entries into this script or any logs should follow this common source of
time.

Open Credential Safe #2
Step

Initial

FA 1172

Activity
CA and IW1 escort SSC2 and COs into the safe room together.
CA brings a flashlight when entering the safe room.

53C2, while shielding combination from camera, opens Safe #2, FA 1 ¥ 77
SSC2 takes out safe log and prints name, dale, time, signature, and reason ~
{i.e. “open safe") in safe log. IW1 initials this entry. f }F} \\.’ ' ZL/

Note: If log entry is pre-printed, verify the entry, record time of completion and sign.
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COs extract OP Cards from safe deposit boxes
Step Activity initial Time

7 One by one, the selected COs checks the SO cards and retrieves the OP
cards following the steps shown below.

a) With the assistance of CA {and his/er common key), opens her/his
safe deposit box.

# Common Key is bottom lock and CO Key is top lock

b) Verifies integtity of contents by reading out box number and TEB#
for OP and SO cards which should match below.

¢} Returns SO cards, retains OP TEB and locks box,

d) Makes an entry in safe log indicating verification of integrity of
contents and OP TEB removal with box #, printed name, date, time
and signature, ‘L" |

Note: If log entry is pre-printed, verify the entry, record time of completion and sign. ( H ) “ 3 }

Repeat these steps until all cards are removed. W1 initials this entry when
alt CO have finished.

CO2; Anne-Marie Eklund Lowinder
Box 1259

OP TEB # A14365421

SO TEB # A14377119

COZ: Olaf Kolkman
Box 1239

OP TEB # A14377120
S0 TEB # A14377121

CO2: Robert Seastrom
Box 1260

QP TEB # A14365420
$0 TER # A14377123
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ICANN

Close Credential Safe #2
Step

Activity
Once all safe deposit boxes are closed and locked, SSC2 makes an entry
that includes printed name, date, time and signature into the safe log
indicating closing of the safe. IW1 initials this entry.

Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

(HHEY

th

9 $SC2 puts log back in safe and locks Safe #2 (spin dial at least two full
revolutions each way, counter clock wise then clock wise).

CA and IW1 verify that the safe is locked and card reader indicator is green.

Fh

10 W1, CA, $SC2, and COs leave safe room, with OP cards in TEBS, closing
the door behind them.

Fa

Open Equipment Safe #1
Step

Activity
CA, IW1 and SSC1 enter the safe room with an empty equipment cart.

FA

Initial

-3

12 $5C1, while shielding combination from camera, opens Safe #1.

FA

14: 37

13 SSC1 takes out safe log and prints name, date, time, signature and reason
(i.e., “opened safe”) in safe log. IW1 initials this entry.
Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

FA

VY38

Remove Equipment from Safe #1

Activity
CA GAREFULLY removes HSM1 (in TEB) from the safe and completes the
entry in the safe log indicating "HSM} Removal,” TEB # and seriai number,
printed name, date, time, and signature. CA places the item on the
equipment cart. IW1 initials this entry.

HSM2: TEB# A2828709 / serial # K6002013

Verify the integrity of the other HSM that will not be in used this time.
HSM1: TEB# A2751160 / serial # K6002016 (last used)

Step
14

Initial

TA

1734

15 CA takes out the items listed below from the safe and completes the entry in
the safe log indicating each item, TEB#, serial number if available. Printed
name, date, time and signature. CA places the item on the equipment cart.
[W1 initials this entry.

Laptop #1: TEB# A2826708 / serial# 41593712005

OIS DVD (Rev 600): TEB# A14365419

HSMFD; TEB # A14365418

Verily the integrity of the other Laptop that will not be in used this time.
Laptop #2: TEB A2826750 / serial # 35063364997

/.4
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ICANN

Step

Close Equipment Safe #1 and exit safe room

Activity

$SC1 makes an entry including printed name, date, ime and signafure into
the safe log indicating, “Close safe”. IW1 initials this entry.
Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

Initial

VY1

17

$SC1 puts log back in safe and locks Safe #1 (spin dial at least two full
revolutions each way, counter clock wise then ¢lock wise).

CA and IW1 verify that the safe is locked and door indicator light is green.

(4. 4%

18

CA, SSC1 and IW1 leave the safe room with the equipment cart, closing the
door to the safe room securely behind them.

149

Set Up Laptop

Activity

CA inspects the laptop TEB for tamper evidence; reads out TEB # and serial
# while IW1 observes and matches it to the prior entry in most recent key
ceremony or acceptance script for this site. W1 confirms the TEB #and
serial # below.

Laptop #1: TEB# A2826708 / serial# 41593712005

Initial

Fh

20

CA inspects the 0O/S DVD TEB for tamper evidence; reads out TEB # while
IW1 observes and matches it to the prior entry in most recent key ceremony
script for this site, IW1 confirms the TEB # below.

OIS DVD (Rev 600): TEB# A14365419

YA

21

CA takes the laptop out of TEBs placing them on key ceremony table;
discards TEBs; connects laptop power, external display, printer and boots
japtop from OIS DVD.

A

22

CA presses "CTRL+ALT+F2" to get a console prompt and logs in as root.

at

23

CA enters the commands
system-config-display —-noui
and

killall Xorg

CA ensures that external display works.

24

CA logs in as root.

25

CA configures printer as default and prints test page by going to
System > Administration > Printing.

26

CA opens a terminal window and maximizes its size for visibility by going to
Applications > Accessories > Terminal.

27

CA checks and fixes date and time on laptop based on wall clock ensuring
UTC time zone has been chosen by going to

System > Administration > Date and Time.

28

CA inserts USB port expander info laptop.
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Format and label blank FD

Step Activity Initial Time
29 | CA plugs anew FD into the laptop, then waits for it to be recognized by the

0/S, closes the file system window and formats the drive by executing

dmesg | grep —A 5 usb-storage

to confirm that sdb is assigned to the blank USB drive, } ll S 9

unmount /dev/sdb ? f %

to unmoumts the drive,

nkfs.vfat -n ‘HSMFD’ -I /dev/sdb

to execute a FAT32 format and label it as HSMFD (if sdb1).

30 | CArepeats step 29 for the 2blank FD A l 5 00

31 | CArepeats step 29 for the 3 blank FD ¥ h ! < : 0l

32 | CArepeats step 29 for the 4" blank FD Ya  [1S:0L

33 CA repeats step 29 for the 5% blank FD Fp{ 1T/
Connect HSMFD

Activity
34 | CA inspects the HSMFD TEB for tamper evidence; reads out TEB # and
while IW1 observes and matches it to the prior entry in most recent key ‘; Q
ceremony or acceptance seript for this site. IW1 confirms the TEB # and
serial # below.

HSMFD: TEB # A14365418
35 | CA plugs HSMFD into free USB slot on the laptop -NOT EXPANDER- and

wails for OfS to recognize the FD.  CA lets participants view file names in F A, \ S‘, 0 S
the HSMFD then closes the file system window.

Start Logging Terminal Session

ctivity
38 CA changes the default directory' to the HSMFD 'b'y executing ' .

cd /media/HSMFD F A \ g ; OS
37 CA execules

script script-20120522.log Fﬁ \5 ; QS
to start a capture of terminal output.
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Start Logging HSM Output
Step Activity Initial Time
38 CA connects a serial to USB nult madem cable to laptap. F A | S z OG
39 CA opens a second terminat screen and executes
cd /media/HSMFD
and executes F e
ttyaudit /dev/ttyUSBO P‘ } S ’ Oé
to start logging HSM serial port outputs. Note: DO NOT unplug USB serial
port from laptop as this causes logging to stop.
Power Up HSM
Step Activity Initial Time
40 CA inspects the HSM TEB for tamper evidence; reads out TEB # and serial
# while [W1 observes and matches it to the prior script entry. IW1 confirms Fﬁ \ g .
TEB # and serial # befow. 07
HSM2: TEB# A2826708 | serial # K6002013
41 CA removes HSM from TEB; discards TEB and plugs #yUSBO null modem - -
serial cable to the back. TA’ 15 ) 09
42 CA switches to the ttyaudit terminal window and connects power to HSM.
Status information should appear on the serial logging screen. IW1 malches
displayed HSM serial number with above. (Time and date in the HSM may ?’ Pf \6‘\ ' O
not match the time used for the ceremony logs, but there is no need to '
change it since the scripts that does the logging to the laptop adds a
timestamp.)
Enable/Activate HSM

43

Activity

CA calls a CO, CO opens TEB with OP card and hands to CA who places
card in cardholder visible to all,

1S

44

Repeat the step above until all OP cards are placed on the cardholder.

1S:12

45

CA inserts 3 cards into HSM to activate the unit {via “Set Online” menu item).
Type in the default PIN “11223344" when prompted. W1 records the used
cards below. Each card is returned to cardholder after use.

1stOP card _3 of 7
2nd OPcard Y of 7
3rdOPcard "2 of 7

1S:1S
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VERISIGN”

12061 Bluemont Way
Restor, Va. 20190

1. 703-948-3200

F: 701-987-6543

Verisigning.com

May 1%, 2012

To Whom It May Concern:

This is a letter of Verification of Employment for James Adair. Verisign, Inc. has
empioyed James Adair full-time since October 4", 2004 as a Senior Engineer in
our Info Services/Corporate Naming Resolution Operations department,

Verisign is the trusted provider of Internet infrastructure services for the
networked world. Billions of times each day our identity protection and registry
services allow companies and consumers all over the world to engage in trusted
communications and commerce.

For over 10 years, Verisign Internet infrastructure has been at the very heart of
the Internet, enabling key transactions and protecting valuable data. Verisign
facilitates as many as 31 billion authoritative Domain Name System (DNS) queries
a day, and has been providing this service since 1998 with 100% availability. Over
the years the Verisign Internet infrastructure has scated guickly and dramatically,
and has the capacity to scale just as dramatically in the coming years, as the
world moves to Internet-based transactions. Verisign’s Network Intelllgence and
Availability team helps protect against distributed denial of service or DDoS
attacks through an in-the-cloud monitoring and mitigation services. Verisign’s
iDefense Security Intelligence Services help identify and track vulnerabilities,
malicious code, threats, and heips provide comprehensive intelligence to enable
customers to proactively manage risk.

Should you have further questions, please contact me at the number below.

Sincerely,

David Carney
HR Services Consultant | Verisign, Inc. | 703-9848-4143 | dcarney@verisign.com



22 May 2012

The SHA256 hash of the 2012 Q3 KSR file is:

16d0bc25291477678494p44706bde06b6cd7bd04e0d9e3834c5d38bbl Verisignin.cor
fcdf4d8b B

The PGP wordlist for the hash above is:

backward savagery showgirl caravan breakup belowground
involve graduate murail molecule scenic determine afflict
guantity tapeworm Hamilton glucose stethosceope skullcap
alkali tapeworm supportive tissue matchmaker drainage
filament classic publisher quota reproduce upshot Medusa

Attested on behalf of Verisign by:

%L—’/_
James Adair

Senior Engineer, Cryptographic Business Operations
VeriSign, Inc.
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Check Network between Laptop and HSM
Step Activity Initial Time
46 CA connects HSM to laptop using Ethernet cable. FA- 1 G- (
L] U -~

47 CA tests network connectivity between laptop and HSM by entering
ping 192.168.0.2

on the laptop terminal window and looking for responses. Cirl-C to exit
pragram.

Fh

Insert Copy of KSR to be sighed

ctiity
CA plugs FD labeled “KSR” with KSR to be signed into the laptop and waits

closes the file system window.

for the OfS to recognize the FD. CA points out the KSR file to be signed then

Execute KSR signer

Activity

CA identifies the KSR fo be signed and runs, in the terminal window
ksrsigner Kjgmt7v /media/KSR/ksr-root-2012-g3-0.xml

Initiat

PR

50 The KSR signer will ask whether the HSM is activated or not as below.
Activate HSM prior to accepting in the affirmative!!
(y/N):

CA cofirms that the HSM is online and then enters *y” to proceed to
verification.

Note: DO NOT enter "y for the “Is this correct y/n?” yet,

tA

Final Verification of the Hash (validity} of the KSR
Step Activity
51 When the program requests verification of the KSR hash, CA asks the Root
Zone Maintainer (RZM) representative to identify him/herself, present

identification document for IW1 to retain and read out the SHA256 hash in
PGP wordlist format for the KSR previously sent to ICANN. IW1 enters RZM

representative’s name here; .
James A ch (y

Initial

FA

52 Participants match the hash read out with that displayed on the terminal. CA
asks, "are there are any objections"?

-
o 3

15720

53 CA then enters “y” inresponse to “Is this correct y/n?” 10

complete KSR signing operation. Sample output should look like Figure 1.
The signed KSR (SKR) will be found in
/media/KSR/skr-root-2012-gq3-0.xml

130

version 1.4
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$ ksrsigner Kjgmt7v ksr-root-2010-g4-1.zml

Starting: ksrsigner Kjgmtiv /media/KSR/ksr-root-2010~qd~1.<ml (at Mon Jul 12
Use HSM /fopt/dnssec/aep.hsmconfig?

Botivate HSM prior tov accepting in the affirmativel!

HSM /opt/dnssec/aep.hsmconfig activated.

[debug] setenv KEYPER_LIBRARYiPATH=/Opt
[debugl setenv PKCSI1_LIBRARYJPATH=/Dpt/Keyper/PKCSllProvider/pkcsll.GCC4.0.2.50.4.07

/dnssec

(y/®)1: y

Peound 1 slots on HSM fopt/Keyper/PKCSllProviderfpkcsl1.GCC4.0.2.90.4.07
HSM slot 0 included
Loaded fopt/KeyperfPKCSllProvider/pkcsll.GCC@.0.2.50.4.07 Slot=0
HSM Information:

Label: TCANNKSK
ManufacturerID: AEP Networks
Model: Keyper Pro 0405
Serial: K&O02018

validating last SKR with HSM...

...VALIDATED.

# Inception Expiration ZSK Tags KSK Tag(CKA_LABEL)
1 2010-07-01T00:00:00 2010-07-15T23:59:59 55138,41248 19036
2 2010-07-11T00:00:00 2010-07-25T23:59:59 41248 19036
3 2010-07-21T00:00:00 2010-08-04T23:58:59 41248 19036
4 2010-07-31T00:00:00 2010-08-14T23:59%:59 41248 19036
5 2010-08-10T00:00:00 2010-08-24T23:59:59 41248 15036
6 2010-08-20T00:00:00 2010-09-03T23:59:55% 41248 19036
7 2010-08-30T00:00:00 2010-09-13T23:59:5% 41248 19036
8 2010-09-09T00:00:00 2010-09-24T00:00:00 41248 19036
g 2010-09-20T00:00:00 2010-10-05T23:59:59 40288,41248 19036

validate and Process KSR /media/KSR/ksr-root-2010-gé-l.xzml...

2010-12-21700:00:00

.PABSED.

SHAZ56 hash of KSR:
A17E53979392611112C4F591A06AF4FBCZ?ZlDDDD?1T9QBC72D5A£E910C72543

»>» ratchet insurgen

Z011-01-05T23:59:59

2163%,40288

4 Inception Expiration Z5K Tags KSK Tag(CKA_LABEL)
1 2010-10-01T00:00:00 2010-10-15T23:59:59 4028B,41248

2 2010-10-11TQ0;006:00 2010-10-25T23:59:59 40288

3 2010-10-21T00:00:00 2010-11-04T23:58:59 40288

4 2010-10-31T00:00:00 2010-11-14T23:59:59 40288

5 2010-11-10TCD:00:00 2010-11-24T23:59:59 40268

6 2010-11-20T00:00:00 2010-12-04T23:59:5% 40288

7 2010-11-30T00:00:00 2010-12-14T23:59:59 40288

5 2010-12-10T00:00:00 2010-12-25TC0:00:00 40288

3

t dwelling mosquito playhouse pioneer fallout Babylon atlas reproduce vapor miracle
ragtime hamburger upshot Wichita snapshot candidate Belfast tambourine stopwatch bookseller Fluto
pyramid highchair specialist robust ultimate assume retraction bombast decimal <<

Is this correct (y/N}? v

Generated new SKR in /media/KSR/skr-root-2010-g4-1.xml

4 Inception Expiration ZSK Tags KSK Tag({CKA_LABEL}
i 2010-10-01T00:00:00 2010-10-15723:5%:59 40288,41248 12036
2 2010-10-11T0Q:00:00 2010-10-25T23:59:59 40288 190386
3 2010-10-21T00:00:00 2010-11-04T23:509:59 40288 19036
4 2010-10-31T00:00:00 2010~11-14T23:59:59 40288 19036
5 2010-11-10T00:00:00 2010-11-24T23:59:59% 40238 19036
& 2010-11-20T00:00:00 2010-12-04T23:59:59 40288 19036
7 2010-11-30T00:00:00 2010-12-14T23:59:59 40288 19036
& 2010-12-10T00:00:00 2010-12~-25T00:00:00 40288 19036
3 2010-12-21T00:00:00 2011-01-05T23:59:59 40288,21639 14036

22:44:26 2010 UTC)

SHAZ56 hash of SKR:

00CC341B7RIBAEE2E62B1AAGASRDEFOTFO2E4950E359EGAGACBDTCEFF2T41257

s> aardvark revolver choking bravado kickoff councilman robust tomorrow tracker Cherokee haghlve
paragon reindeer microscope uncut amusement anearth coherence deckhand embezzle treadmill examine
tracker paragon ribcage quantity kiwl unravel uproot hydraulic atlas Eskimo <<

Unloaded /cpt/Keyper/PKCSl1Provider/pkcsll.GCC4.D.E.so.d.07 Slot=0

k ok ok k E Rk K Kk

wHEwkkAwAF% Log output in ./ksrsigner-26100712~224426.1og

Figure 1
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Starting: ksrsigner Kigmt7v /media/KSR/ksr-root—2012-gq3-0.xml (at Tue May 22 15:17:41 2
012 UTC)

Use HSM /opt/dnssec/aep.hsmconfig?

HSM /opt/dnssec/aep.hsmconfig activated.

setenv KEYPER_LIBRARY_ PATH=/opt/dnssec

setenv PKCS1]1 LIBRARY PATH=/opt/Keyper/PECS1ilProvider/pkcsll.GCC4.0.2.50.4.07

Found 1 slots on HSM /opt/Keyper/PRCSllProvider/pkesil.GCC4.0.2.s50.4.07

HSM slot 0 included

Loaded /opt/Keyper/PKCS11Provider/pkcsll.GCC4.0.2.50.4.07 Slot=0

HS5M Information:

Label: ICANNKSK

ManufacturerID: AEP Networks

Model: Keyper Pro (405

Serial: K6002013
Validating last SKR with HSM...
# Inception Expiration ZS5K Tags KSK Tag(CKA_LABEL}
1 2012-04-01T00:00:00 2012-04-15T23:59:59 56158,51201 19036
2 2012-04-11T00:00:00 2012-04-25T23:59:59 56158 19036
3 2012-04-21T00:00:00 2012-05-05T23:59:59 56158 19036
4 2012-05-01T00:00:00 2012-05-15T23:59:59 56158 19036
5 2012-05-11T00:00:00 2012-05-25T23:59:52 56158 15036
6 2012-05-21T00:00:00 2012-06-04T723:59:59 56158 19036
7 2012-05-31T00:00:00 2012-06-14T23:59:59 56158 19036
8 2012-06-10T00:00:00 2012-06-24T23:59:59 56158 19036
g 2012-06-20T00:00:00 2012-07~05T23:59:59 56158,50398 19036

. .VALIDATED.

validate and Process KSR /media/KSR/ksr-root-2012-g3-0.xml...
Inception Expiration ZSK Tags KSK Tag(CKA _LABEL)
2012-07-01T0CG:00:00 2012-07-15T23:59:59 50398,56158
2012-07-11T00:00:00 2012-07-25T23:59:59 50398
2012-07-21T00:0C:00 2012-08-04T23:59:59 50398
2012-07-31T00:00:00 2012-08-14T23:59:59 50398
2012-08-10T00:00:00 2012~08~24T23:59:59 50398
2012-08-20T00:00:00 2012-09-03T23:59:59 50398
2012-08-30T00:00:00 2012-09-13T23:59:5% 50398
2012-09-09T00:00:00 2012-09-24T00:00:00 50398
2012-09-20T00:00:00 2012-10-05T23:59:59 24220,50398

. .PASSED.

W~ b WN K EE

SHAZ56 hash of KSR:

16D0BC25291477678494B44706BDEU6B6CDTBDO4ECODIE3894C5D38BBAFC4F48E

>> backward savagery showgirl caravan breakup belowground involve graduate mural molecu
le scenic determine afflict guantity tepeworm Hamilton glucose stethoscope skullcap alk

ali tapeworm supportive tissue matchmaker drainage filament classic publisher quota rep
roduce upshot Medusa <<

Generated new SKR in /media/KSR/skr-root-2012-q3-0.xml

# Inception Expiration ZSK Tags KSK Tag{CKA_LABEL)
1 2012-07-01T00:00:00 2012-07-15T23:59:52 56158,50398 190346



2 2012-07-11T00:00:00 2012-07-25723:5%:52 50398 19036
3 2012-07-217T00:00:00 2022-08-04T23:59:59 50398 19036
4 2012-07-31T00:00:00 2012-08-14T23:59:59 50398 19036
5 2012-08-10T00:00:00 2012-08-24T23:59:59 50398 19036
6 2012-08-20T00:00:00 2012-09-03T23:59:59% 50398 19036
7 2012-08-30T00:00:00 2012-09-13T23:59:52 50398 19036
8 2012-09-09T00:00:00 2012-09-24TC0:00:00 50398 19036
9 2012-09-20T00:00:00 2012-30-05T23:59:59% 24220,50398 19036

SHA256 hash of SKR:

1CBF72C961C240744R1B1BEBY TDBFTRBTAGE2CICIBEF6BT2D32C47F7C3C6B5617

>> pefriend midsummer highchair retrospect fallout repellent crackdown hydraulic dragne
t bravado beeswax underfoot preshrunk stupendous virus processor rematch tomorrow spear
head replica skydive vocalist seabird clergyman checkup reprcduce lockup informant cobr
a Hamilton egghead bookseller <<

Unloaded /opt/Keyper/PKCS11Provider/pkcsl1.GCC4.0.2.50.4.07 Slot=0



e e —————
fCANN DNSSEC Key Ceremony Scripts ICANN

Print Copies of the Operation for Participants

Step Activity
CA prints ot a sufficient number of copies for participants using
printlog ksrsigner-20120522-*. log N

where kstsigner-20120522-* log is replaced by log cutput file displayed by FA 1 & 28
program. (this example generates N copies)

and hands copies to participants.
55 | IW1 attaches a copy to his/her script. FA \§:9%

Initial

Backup Newly Created SKR

Step Activity
56 CA copies the contents of the KSR FD by running

cp -p /media/KSR/* . FA \s . 2@

for posting back to RZM. Confirm overwrite by entering "y” when prompted.
57 CA lists contents of KSR FD which should now have an SKR by running

ls -1t /media/KSR vl '
and then unmounts the KSR FD using rﬂ' l s ' ZG

umount /media/KSR

Initial

58 | CAremoves KSR FD containing SKR and gives it to the RZM .
representative. ‘{; P‘ l S ZC
Disable/Deactivate HSM

Activity Initial

59 CA inserts 3 cards into HSM to deactivate the unit (via "Set Offline” menu
item). Type in the default PIN “11223344" when prompted. W1 records the
used cards below. Each card is returned to cardholder after use. CA makes
sure the card(s) NOT used to activate are used to deactivate the HSM. ?
1stOP card _Z. of 7 A
2nd OP card "3 _of 7
3rdOPcard Y of 7

Confirm the ready light turns off.

Step

15:29

Return HSM to a TEB

"~ Activity
60 CA disconnects HSM from power and laptop {serial and Ethernet) if ,F
connected, placing HSM into a new TEB and seals. A
61 CA reads out TEB # and HSM serial #, shows item to participants and W1
confirms TEB # and HSM serial # below.

HSM2: TEB# A2826763 / serial # K6002013 Fp S ) £1)
W1 initials the TEB.

CA places item on equipment cart.

152 32

version 1.4 Page 11 of 22



Script started an fue 22 May 2012 03:05:07 PM UIC
/owugmmHOOﬁmwoan:omﬂ"xmmmam*mvgmu/ammhwmmnwwwnmwromn HSMFD1# t%033{ K033{K\O0O7MN007
PING 192.168.0.2 (192.168.0.2) S6{84) bytes of data.

64 bytes from 192.168.0.2: icmp_seg=l ttl=255 time=1,48 ms

64 bytes from 192.168.0.2: iemp_seqg=2 tti=255 time=0.274 ms
64 bytes from 1922.168.0.2: icmp_seg=3 trl=255 time=0.261 ms
64 bytes from 192.168.0.2: icmp_seq=4 ttl=255 time=0.255 ms

——— 192.168.0.2 ping statistics ---
packet loss, time 2929ms

¢ript=20120

Is this correct (y/N)? ¥

Generated new SKR in /media/KSR/skr-root-2012-g3-0.xml

4 packets transmitted, 4 received, 0%

rtt minfavg/max/mdev =

\033]0;root@localhast: /med

\033[K033[X033[XK033{K0

Starting:

2012 UTC;
Use HSM /opt/dnssec/aep.hsmconfig?

nctivate HSM prior to accepting in the affirmative!

0.256/0.568/1.484/0.529 ms

ja/HSMFD\00T[root@lecalhost HSMFD]# ksrsigh\lO7ner Kimgtiv

33(K033[Kamt7v /media/KSR/ksr-root—-2012-g3-0.xml

HSM /opt/dnssec/aep.hsmconfig activated.
fdebugl setenv KEYPER_LIBRARY_PATH=/opt/dnssec

{debug] se
Found 1 slots on HSM /fopt/Keyper/FKCS11P

#sM slet 0 included
Loaded \oﬁﬂ\meﬂmn\mmomwwwho<wamn\nwanw.mnnp.o.m.mo.a.oq 5lot=0
HSM Information:

Label: I
ManufactureriD: A
Model: K
Serial: K

tenv PKCSil_LIBRARY_PATH=/opt/Keyper/PKCE1l

CANNKSK

EP Networks
eyper Fro 0405
6002013

validating last SKR with HSM...

=

Lo osd O U e L N

Inception

2012-04-01T00:00:00
2012-04-11TC0:00:00
2012~04-21T00:00:00
2012-05-01T30:00:00
2012-05-11T00:00:00
2012-05-21TQ0:00:00
2012-05-31T00:00:00
2012-06-10700:00:00
2012-06-20T00:00:00

.. .VALIDATED.

Expiration

2012-04-15T23:59:59
2012~04-25T23:59:59
2012-05-05T23:59:59
2012-05-15T23:59:59
2012-05-25T23:59:59
2012-06-04T23:5%:53
2012-06-14T23:59:59
2012-06-24T23:59:59
2012-07-05T23:59:59

ksrsigner KijgmtTv /media/KSR/ksr-roet-2012-g3-0.xml {at Tue

25K Tags
56158,51201
56158

56158

56158

56158

56158

56158

56158
56158,50398

May 22 15:17:41%1

(y/N): ¥

Provider/pkesll.GCC4.0.2.50.4.07
rovider/pkesll.6CC4.0.2.50.4.07

KSK Tag(CKA_LABEL)
19036
19038
1903¢
19036
19036
19036
19036
19036
19036

validate and Process KSR /medial/KS5R/ksr-root—2012-93-0._xmi.. .

W=, U W N e

Inception
2012-07-01T00:00:00
2012-07-11T00:00:00
2012-07-21T00:00:00
2012~07-31TC0:00:00
2012-08-10T00:00:00
2012-08~20T00:00:00
2012-08-30100:00:C0
2012-09-09700:00:00
2012-09-20T00:00:00
PASSED.

SHAZ56 hash of KSR:

HmUomnmmmwwbqqmqm@mnmpaqommumommanQmDo;moowmmmmanmu
>> backward savagery showgirl caravan breakup belowg
ule scenic determine afflict guantity tap
1kali rapeworm suppertive tissue matchmak

Expiration

20312-07-15T723:59:59
2012-07-25T23:59:59
2012-08-04T23:59:59
2012-08-14T23:59:59
2012-08-24T23:59:59
2012-09-03T23:59:59
2012-09-13T23:59:59
2012-09-24T00:00:00
2012-10-05T23:59:569

reproduce upshot Medusa <<

ZSK Tags
50398,56158
50398

50398

50398

50398

50328

503988

50398
24220,50398

KSK Tag{CKA_LABEL)

3BBESFCAF4 8B

round involve graduate mural molec
eworm Hamilton glucose stethoscope skullcap a
er drainage filament classic publisher guota

# Incepticn Expiration ZSK Tags KSK Tag{CKA_LABEL)
1 2012-07-D1TC0:00:00 2012-07-15T23:59:5% 56158,502388 19036
2 2012-07-11T00:00:00 2012-07-25T23:5%:3% 50398 18036
3 2012-07-21T00:00:00 2012-08-04T23:59:39 50328 19036
2 2012-07-31T00:00:00 2012-08-14T23:59:59 50328 19036
5 2012-GB-10T00:00:00 2012-08-24T23:59:59 50398 19036
6 2012-08-20T00:00:00 2012-09-03T723:59:59 50398 19036
7 2012-08-30T00:00:00 2012-09-13T23:59:59 50398 19036
g 2012-09-09T00:00:00 2012-09-24700:00:00 50398 19036
3 2012-09-20T00:006:00 2012-10-05723:59:59 24220,50398 19036

SHA256 hash of SKR:

HnwmqwnwmHnm&oq»pwumwmmquwmwqwd>mmmnwOmmmmmmqwuwmnhqmqﬂwnmmmmuq

s> befriend midsummer highchair retrospect fallout repellent crackdown hydraulic dragn
et bravado beeswax underfoot preshrunk stupendous virius processer rematch tOROrroW Spe
arhead replica skydive vocalist seabird clergyman checkup reproduce lockup informant c
obra Bamilten egghead bookseller <<

Unloaded \oﬂmxwmmﬁmnxmmnmwHmno<wamm\vxnmpp.mnnb.o.m.mo.A.oq Slat=0

wxsxxkxx*% Log output in L /ksrsigner—-20120522-151741, Log *xwwrsa=is
/Dwmﬁohnoonewnanwcmn"\anwﬂ\mmsz/ooqMHDOanOOWHSOmn HSMFD1F &033[Keat ks\007
kskgen—20100616-211906. log ksrsigner-20101101-181303.1cq
ksr-root-2010-4g3-2.,xml ksrsigner-20110511-181351. leg
ksr-root-2011-gi-0.xml ksrsigner-20110511-181632 leq
ksr-root-2011-g3-0.xml ksreigner-20110930-181607. leg
ksr—-root-2012-gl-0.xml ksrsigner-20120522-151741 .log
Wmhmwa:mnlmopoomwmlmw»me.Hom
[recot@localhest HSMFD]4 cat ks
kskgen-20100616-211206.1og
ksr-root-2010-g3-2.xml
ksr-root-2011-gl-0.xml
ksr-root-2011-g3-0.xml
ksr-root-2012-gl-0,xml
ksresigner-20100616-214329.1cg
{root@localhost HSMFD]# cat FwowwhmowwﬁWWmHmw/ocqm:mﬁ:MouuoumHmmommmumeQAp.wom/owmﬁm
/ouwﬂxowwﬂwouwmRomwmwowwﬁwowwﬂwGwmhxomumWOwwﬁxowwﬁzome?ommeouw_wawﬁzouwHRowuHmouwmw
/ouwhmowwﬁzowwﬁmomuﬂmamwﬂZOwwHxaumonummmoww_zowwﬁxouuﬁxouu—mmww/ooq
skr-root-2010-g3-2.xml skr-reot-2012-q1-0.xml skr.xmi.20110%11181632
skr-root-2011-gql1-0.xml skr.xml skr.xml.20110930181607
skr-root-2011-g3-0.xml skr.xml.20101101181303

[roct@localhost HSMFD]# cat mwwcwwmwowuﬂzowmﬂxowmﬁzowuﬂﬂowmﬂWowwHx/Doqzooq/QOQ/ooq/ooq
cd /media/KSR

/oww_onnacﬁmwonwwsomn"\Bmawm\mmw/ooqﬁnoonewonmwwomn KSR|# 1s
/cmwﬁooa/owwﬁoohuNEWmnihoontwapmlnu!o.xEH/owuhoma \033[C0;32mskr-root-2012-g3-0,.xml
\033[C0m \033{00;32mskr.xm1\033[00m /owmﬂoohmmamwﬂ.HHF.monommNHmuqnw/omumooﬂ
/owwﬁazcwmuoMHQOﬂ@HoanrOmn"\ﬂmmwm\WmW/ooqHHOOdEHonwwrcma KSR1# cd /media/HSMFD
/owwHoMHOOﬁwwoanromnn\am&ww\mwsz/ocqﬁHOQn@Honwwromﬁ BSMFD1# printlog ksrsigned033[Kr
\007-201205822-151741.1cg NO33[XK28033FKX033[KO

[ 2 pages * 20 copy ] sent to printer

3 lines were wrapped

/omwgc“haonawonmwjomn"\ﬂmaww\mmxmc/ooqﬁnocnﬁwcanromﬁ HSMFD]# cp ~p /media/KSR/* .

cp: overwrite ‘./skr.xml’? y
/ommchnocnawonmwromn"\Bmmww\mmxwwxooqhhoonﬂwonwwromn HSMFD]# 1s
\033[C0mtotal 76

ksrsigner-20101101-181303.1lcg
ksrsigner-20110511-181351.1cg
ksrsigner-20110511-181632.1og
ksrsigner-20110%30-181607.10g
kxsrsigner-20120522-15174i.lcg

-l /media/KSR

_ywxr-xr-x 1 root root 18414 May 22 15:20 /owmmoohmmamrnwnoonnmouwwnmio.HEH/cwwﬁooB
—rwxr—#r-x 1 root root 18414 May 22 15:20C \033[00;32msky . xmIND33[00m

—rwxr-xr-x 1 root root 15571 May 9 14:48 /ommﬁDomumaxmwnnoonlncwmwmulo.xaw/ouwmcoa
—rwxr-¥r-x 1 rowt root 18424 Feb 2 22:32 /owwhoommmamrn.xau.moumommmHquaH/ommmoaa

/cwwha/ouwganOOHGHonmr:cmn“\Emmwm\mmZMU/ooqHnoonwwonmwrcmﬂ HSMED]# X033[Kumount\033{K



\033{K023[{K033[K033[KJ33[K033[K\O0TNOCTAO07N\00TN00TAD07NC0 Tumaunt /media /KSR
/cwuao“ﬁoonﬁwonWHﬁomm"\Bmmwm\mmZWU/coqﬁHoon@HCQWHromn HSMFD]4 ls -lt
\033[00mtotal 752

—rwxr-xr-x 1 root root 12034 May 22°'15:32 \033{00;32mtryaudit-ceyUSBO-20120522-15Q621
.log\033[00m

~rWwAr-xr-x 1 roct root 5528 May 22 15:20 \033[00;3Zmksrsigner-20120522-151741.l0g
\033[00m

—rwxr-¥r-x 1 root rooct 4096 May 22 15:20 \033[00;32mscript~20120522. log\033{00m
—ruxr-xr-x 1 root rcot 18414 May 22 15:20 \033[00;32mskr-root-2012-93-0.xml\033[00m
—rwxr-xr-x 1 root root 18414 May 22 15:20 \033[00;32mskr.xmi\033{00m

drwxr-ur-x 2 root root 4096 May 22 15:20 \033[00;34mtmp\033[00m

—rwxr-xr-x 1 root rost 13571 May 3 14:48 \N033[00;32mksr-root—2012~g3-0.xmI\033[00m
—rwxr—xr-x 1 root root 18424 Feb 2 22:32 \033[00;32mskr.uml.201208522151741\033{00m
~rwar-xr-#* 1 root root 7270 Sep 30 2011 \033{00;32mscript-20110930.1log\033[00m
~rwxr-xr-x 1 root root 12034 Sep 30 2011 \033[00;: 32mttyaudit—toySBO-20110930-180703
.1leg\033[00m

-rwxr-xr-x 1 roobt root 5609 Sep 30 2011 \033{00;32mksrsigner-20110930-181607.1cg
NG33{00m

mrwxr-#r—-% 1 root root 18422 Sep 30 2011 \D33{00;32mskr-root-2012-gl-0.xmI\033{00m
—ruxr-Ar-x 1 root root 15587 Sep 23 2011 \(33{00;32mksr-root—2012-gl~0.xmIN033{ 00m
~rwxr-xr-x 1 roet root 18404 Jul 20 201t \033{00;:32mskr.xml . 20110930181607%033[00m
—rWaT—Ar—-x 1 rost root 9133 May 11 2011 \033{00;32mscript-20110511.10g\033[00m
—rwxr-xr~x 1 root root 14374 May 11 2011 \G33100:32mttyaudit—ttyUSBO-20110511-180559
.1logh\033[C0m

—~rwWXr-xr-x 1 roct reet 5510 May 11 2011 \033[00;32mksrsigner-20110511-181632.lcg
4%033{60m

_rwxr-#xr-x 1 root root 18402 May 11 2011 \G33[00;32mskr-root-2011-g3-0.xml\033{00m
-rWXr-xr-x 1 root root 1460 May 11 2011 \033[00;32mksrsigner-20110511-181351.1leg
\033[00m

_rwxr-zr-x 1 ract root 15547 Apr 25 2011 \033[00;32mksr~root-2011-g3-0.xml\033[0Cm
_rwir-xr-% 1 root root 18402 Feb 7 2011 \033[00;32mskr.xml.20110511181632\033[00m
~rwrr-xr-¥ 1 root root 7161 Nov @ 2010 \033[00;32mscript~20101101.10g\033[00m
_rwrr-xr-x 1 root root 14005 Nov 1 2010 \O33[00;32mttyaudit~LLyUSBO-20101101-175457
.Log\G33[00m

—-rwxr-xr-x 1 root root 5504 Nov 1 2010 \033{00;32mksrsigner-20101101-181303.0g
\333[00m

~rwxr-xr-x 1 reoot root 18402 Nov 1 2010 “\033[00;32mskr-root-2011-g1-0.xm1\033{00m
-rwxr-Ar-x 1 reoot root 15547 Nov 1 2010 \033[00;32mksr-root-2011-q1-0.xml\033[00m
—rwxr-xr—x 1 root root 18364 Nov 1 2010 \033[00;3Zmskr.xml.20101101181303\033{00m
-rwXr-®r—x 1 root root 7674 Jun 16 2010 \033[00;32mscript~20100616-220%utc. log\033(
00m

—rwxr-xr-x 1 root root 196608 Jun 16 2010 \033[00;32mscript-20100616.1log\033[00m
-TWwAL-Xr-x l root root 4473 Jun 16 2010 \0Q332{00;32mksrsigner-20100616-214329.1cg
\O033[00m

~rwxr-xr-x 1 root root 18364 Jun 16 2010 \(33[00;32mskr-root-2010-g3-2.xm1 033[00m
—rwxr-xr-x 1 root root 45056 Jun 16 2010 \033[00;32mttyaudit-ttyUSBO-20100616~182157
.1og\033{00m

_rwsr-xr-x 1 root root 36864 Jun 16 2010 \033[00;32metyaudit—ttyUSB1-20100616-182157
.log\033{00m

—rwxr-xr-x 1 root rcot 765 Jun 16 2010 \033([00;32mEjgmt7?v.csr\033{00m

~rwRTr-xr-x 1 root reot 2668 Jun 16 2010 \033[00;32mkskgen-20100616-211906.leg\033{0
Om

-rwxr-xr-x 1 root root 1487 Jun 16 2010 \033[00:32mKSKSlotDB.db\033[00m

“rwAr-xr-x 1 root root 190 Jun 16 2010 \033[00;32mKSKSlotDB.config.db\033[00m
_rwxr-xr-x 1 root root 40555 Jun 2 2010 \N033[00;32mwksr-20100517-172720.log\033[00m
—rwxr-xr—-x 1 root root 15547 Jur & 2010 \033(00;32mksr-root-2010-g3-2.xml\C33[00m

/cmmﬂa/owmuohﬂocﬂmkonmw:Omn"\am&wm\mmzwu/ooqﬂnonwawooww10mn HSMFD1# ls -1

\033[00mtotal 756

—rWAI-Xr-» 1 rockt root 765 Jun 16 2010 \O33[00;32mKiamtTv.csr\033[00m

—rwxr-®r-x 1 root root 2668 Jun 16 2010 \033[00;32mkskgen-20100616-211906.1og\033(0
om .

—rwxar-xr—x 1 root root 190 Jun 16 2010 \033[00;32mKSKSlotDB.config.db\033{00m

—rwrr-xr-x 1
—rwxr-xr-x 1
—rwxr-xr-x 1
—rWRr-xr-x 1i
—rwxr-xr-x» 1
—rwKr-xr-x 1
—rwrr-xr-x 1
\033{00m
—rWKr-xr-x 1
\033[00m
~TWHI-XI-~X 1
\O33[00m
~rwxr-xr-x 1
\N033[00m
—rwuxr-xr-x 1
\N033[00m
—ruxr-xr-x L
\033[00m
~rWAr-%r-x 1
00m
~CWRE-RE-%x 1
—rwrt—Xr-% 1
—IrWAr-Rr-x 1
-rwxr-xr-x 1
—rwAr-2r-®x 1
—rWxr-®xr-x 1
~rWRr-xr-x L
~rwAr-xr-x 1
—rWxr-zrr-x 1
—rwxr-xr-x 1
~rwXr-xr-x 1
-rWAr-xr-x 1
—EWRr-Kr-x 1
—rwHr-xr-%x 1
—rwar-xr-x 1
drwxr-rr-z 2
—rwxr-xr-x 1
.1logh033{00m
—rwxr-xr-x 1
.log\033[00m
~IWXI—Xr-x 1
.Log\{$33[00m
—rWXr—-¥r-x 1
.1og\033[00m
“TWXI—Xr-x 1
.1og\033([C00m
—rWXr-xr-x 1
.logh033{00m

root
root
root
root
root
rooct
root

root

roat

root

root

roct

root

root
ract
root
raot
root
root
root
root
root
root
root
reot
root
root
root
roat
root

roat

root

rect

rect

root

root
roat
root
root
root
root
root

root

roct

roct

root

root

roet

recot
root
root
root
root
root
root
root
root
root
roct
root
root
oot
root
roat
root

root

roct

root

rockt

root

-rwxr-xr-x 1 root root
\033{m\033]0;rooct@localhost: /media/HSMEFDN\OQ? [rootBlocalhost HSMFD]# exit

exit

15547
15547
15547
15587
15571

4473

5504

1400

5510

5609

5528

7674

196608
7161
9133
7270
gle2
18364
18402
18402
18422
18414
18414
18364
18402
18404
18424

4096
45056

14005

14374

12034

12034

36864

40865

1487

Jun
Jun
Nowv
Apr
Sep
May
Jun

Nowv
May
May
Sep
May
Jun

Jun
Nov
May
Sep
May
Jun
Nowv
May
Sep
May
May
Nowv
Feb
Jul
Feb
May
Jun

Nov
May
Sep
May
Jun

Jun

11

11

30

11

30

22

16

9

2010
2010
2010
2011
2011

14:48

2010

2010
2011
2011
2011
15:20
2010

2010
2010
2011
2011
15:32
2010
2010
2011
2011
15:20
15:20
2010
2011
2011
22:32
15:2C
2010

2010
2011
2011
15:32
2010

2010

\033{00;32mKSKS1lotDB.db\033{00m

\(33{00;32mksr-root-2010~-g3-2.xm1\033[00m
\033{00;32mksr-root-2011-gl-0.xmI\333[00m
\033{00;32mksr-root-2011-g3-0.xmlI\033[00m
\033{00;32mksr-root-2012-g1-0.xmI\033[00m
\033[00;32mksr~root-2012-g3-0.xml\033[00m
\033[00;32mksrsigner~20100616-214329.10g

\033[00;32mksrsigner-20101101-181303. leg
\Q33[00;32mksrsigner-20110511-181251.10g
\033[{00;32mksrsigner-20110511-1816232.log
\033[00;32mksrsigner-20110930-181607.1log
\033{00;32mksrsigner-20120522-151741.10g
\033[00;32mscript—20100616-220%utc. log\033[

\033[00;32mecript-20100616.1og\033[00m
\@33[00;32mscript~20101101.10g\033[00m
\033[00;32mscript—20110511.10g\033[00m
\033[00;32mscript-20110930.10g\033[00m
\033[00;32mscript-20120322.1log\033[00m
\033[00;32mskr-root-2010-g3~2 . xrml\033{00m
\033[00;:32mskr-root-2011-gi-0.xml\033[00m
\033[00;32mskr-root-2011-g3-0.xml\033{00m
\C33{00;32mskr~root-2012-gl-0.xml\033[00m
\033[00;32mskr-root-2012-g3-0.xmI\033[00m
\033(00;32mskr.xml\033(00m
\033(00;:32mskr.xml.20101101181303\033(00m
\033{00;32mskr.xml. 20110511181632\033[00m
\033[00;32mskr.xml. 20110930181607\033(00m
\033[00;32mskr.xml,.20120522151741\033[00m
\333[00;34mzmpr033[C0m
\D33[00;32mtoyandit-ctyUSBO-20100616-182157

\D33[00;32mttyaudit-ttyUSEO-20101201-175457
\033[00;32mttyaudit-ttyUsSBO-20110511-180559
\033[00;32mttyaudit-ttyUSBO-20110930-180703
\033[00;32mttyaudit—tcyUsSB0-20120522-150621
\033[00;32mttyaudit—ttyUsSBl-20100616-182157

\033[00;32mwksr-20100517-172720.1cg\033[00m

Secript done eon Tue 22 May 2012 83:32:49 PM UTC



2012-05-22T15:08:26+0000
2012-05-22T15:08:36+0000
2012-05-22T15:08:36+0000
2012-05-22T15:08:36+0000
2012-05-22T15:08:36+0000
2012-05-22T15:08:37+0000
2012-05-22T15:08:37+0000
2012-05-22T15:08:37+0000
2012-05-22T715:08:37+0000
2012-05-22T715:08:37+0000
2012-05-22T15:08:38+0000
2012-05-22T15:08:38+0000
2012-05-22T15:08:39+0000
2012-05-22T15:08:39+0000
2012-05-22T15:08:40+0000
2012-05-22T15:08:40+0000
2012-05-22T715:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012~05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T715:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05~22T15:08:42+0000
2012-05~22T715:08:43+0000
2012-065-22T15:08:43+0000
2012-05-22T15:08: 4340000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T715:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012~05-22T15:08:43+000C
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T715:08:43+0000
2012-05-22T715:08:4340000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+40000
2012~05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:;43+0000
2012-05-22715:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:43+0000
2012-05-22T15:08:44+0000

ttyUSBEG

ttyUSBG
LLyUSBO
ttyUSBO
ttyUSBO
ttyUSEO
ttyUSBO
ttyUSBa
ttyUsSBo
ttyUSB0
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
tLyUSBO
ttyUSEO
Tty USBO
ttyUsBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUsBo
ttyUSBO
ttyUSBO
ttyUSHO
tLyUsSB0
ttyUSED
ttyUsSBo
ttyUSRBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUsBO
ttyUSBO
£tyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUsSBO
ttyUSBO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSBO
ttyUSBGO
ttyUSBO

Battery OK!

No Tamper Counts in BBRAM!

Leoading Application (APP)

Starting loaded code.

\000Application — Feb 25 2010 11:08:02

wdog started

Running DES POST Test

DES POST Test Passed

Running Triple DES POST Test
Triple DES POST Test Passed
Running ARS POST Test

AES POST Test Passed

Running S$HAI POST Test

SHA1 POST Test Passed

Running SHAZ POST Test

SHA2 POST Test Passed

Running RandomGen SHA1l PCST Test
Randomgen SHA1 POST Test Passed
Running RSA POST Test

RSA POST Test Passed

Running DSA POST Test

DSA POST Test Passed

Running RandomGen POST Test
RandomGen POST Test Passed

Additional RandomGen POST Test Passed

Application Boot Loader - Feb 25 2010 11:08:16



2012-05-22T15:08:44+0000

2012-05-22T15:08:44+0000
2012-05-~22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05~-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T715:08:44+000C0
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+40000
2012-05-22T715:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0C00
2012-05~22715:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T715:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:44+40000
20312-05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012--05-22T15:08:44+0000
2012-05-22T15:08:44+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T715:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+40000
2012-05-22T15:08:45+0000
2012~05-22T15:08:45+0000

ttyUSBO
ttyUsSBoO
£LyUSBO
ttyUSBO
ttyUSEO
LtyUSBO
ttyUsBo
ttyUSBO
ttyUsBO
ttyUSBO
ttyUSEQO
ttyUSBO
LLyUsB0
ttyUSBO
ttyUSRO
ttyUSEO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttylUsBO
ttyUSEO
ttyUSBO
ttyUSBO
tityUSBG
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSB0
LtyUsSBO
ttyUSBO
ttyUSBO
tLyUsBi
LtyUsSBe
ttyUSBEO
ttyUSBEO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSB0
ttyUsSko
ttyUSEQ
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBa
ttyUSBO
£tyUSBO
ttyUSBO
ttyUsBo
ttyUSBG

23/5/2010 at 14:292:26

0x100008

App Details Response:

Additional

Additional

Additional

Additiecnal

Additicnal

Additiconal

Additional

Additional

Additional

Additional

Additional

Additional

Additional

Additional

Additicenal

RandomGen

RandomGen

RandomGen

RandonGen

RandomGen

RandoemGen

RandomGen

RandomGen

RandomGen

RandomGen

RandonGen

RandomGen

RandomGen

RandomGen

RandomGen

POST

POST

POST

POST

POST

POST

POST

POST

POST

POST

POST

POST

POST

POST

POST

Test

Tast

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Part Number: Keyper Pro 0405

Serial Number:

App Build Number: App 020

ABL Build Number:
AL Build Number:

CS Build Number:

ABL 029

AL 0ZA

CS 029

Serial Ke002013

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed



2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22715:08:45+40000
2012-05-22T715:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000C
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:08:45+0000
2012-05-22T15:13:52+0000
2012-05-22T15:13:32+0000
2012-05-22T715:13:52+0000
2012-05-22T15:13:52+0000
2012-05-22T15:13:52+0000
2012-05-22T715:13:52+0000
2012-05-22T15:14:12+0000
2012-05-22T15:14:19+0000
2012-05-22T15:14:19+00C0
2012-05-22T15:314:19+0000
2012-05~-22T15:14:19+C000
2012-05-22T15:14:19+0000
2012-05-22T715:14:44+0000
2012-05-22715:14:44+0000
2012-05-22T715:14:44+0000
2012-05-22T15:14:44+0000
2012-05-22T15:14:44+0000
2012-05-22T15:14:44+0000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+40000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+0000
2012-05-22T15:14:51+0000
2012-05-22T15:17:48+0000
2012-05-22T15:17:48+0000
2012-05-22T15:17:48+0000
2012-05-22T15:17:48+0000
2012-05-22T15:17:48+0000
2012-05-22T715:17:48+0000
2012-05-22T15:17:48+0000
2012-05-22T15:17:48+0000
2012-05-22T15:17:48+0000

ttyUSBO
ttyUSBO
tLyUSBO
ttyUSB0
LtyUsSBo
ttyUSBO
ttyUSBO
ttyUSBO
LtyUsBO
ttyUSBO
ttyUsBo
ttyUSBO
ttyUSBO
ttyUsBo
ttyUSRC
ttyUSBO
LtyUSBO
ttyUSBQ
LtyUSBO
ttyUSBO
ttyUSBO
ttyUsko
ttyUSBO
ttyUSBO
r.tyUSBOC
ttyUSEQ
ttyUSBO
ttyUSBO
tLyUJsBO
ttyUSBO
ttyUSBO
ttyUS5B0
ttyUSHO
tTyUSBO
ttyUsB0
ttyUSsSBO
ttyUSBO
ttyUSBO
ttyUsBo
ttyUsB0
ttyUSBO
ttyUsBO
ttyUsBO
ttyUsSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSB0
ttyUsBo
£tyUSBO
tLyUsSBO
ttyUSBO
ttyUSEQ
tLyUSBO
LLyUSBO

WOﬁmw WWHKWﬁm Kmaoww.quwuwu
Free Private Memory 4173393
Total Dynamic Memory 14569472
Free Dynamic Memory 14569472
14:29:26 on 23/05/2010

Date and Time:

Created socket 1 on port 3000.

23/5/2010 at 14:29:27

0x100G03

23/5/2010 at 14:34:34

0x200023 0B8B00C4ATAB3296D

23/5/2010 at 14:35:01

0x200023 08B80004AB3B3296D
23/5/2010 at 14:35:26

0x200023 0880004ATAT3296D

Created socket 1 on port 5000.
23/5/2010 at 14:35:33

0x100002

Accepted connection on address 171.235.192.168.0.1.

Free memory down from 14569472 to 11843072 (last mechanism ¢)!




2012-05~22T15:17:48+0000
2012-05-22T15:17:48+0000
2012-05~22T15:17:48+0000
2012~05-22T15:17:48+0000
2012-05-22T15:17:48+0000
2012-05-22T15:20:331+0000
2012-05--22T15:20:31+0000
2012-05-22T15:20:31+0000
2012-05-22T15:20:31+0000
2012-05~-22T15:27:54+0000
2012-05-22T15:27:54+40000
2012-05-22T15:27:54+0000
2012-05-22T15:27:54+0000
2012-05-22T15:27:54+00600
2012-05~-22T15:27:54+0000
2012-05-22715:28:1640000
2012-05-22T15:28:16+0000
2012-05-22T15:28:16+0000
2012-05-22T15:28:1€+0000
2012-05-22715:28:16+0000

2012-05-22T715:28:16+0000
2012-05-22T15:28;:35+0000
2012-05-22T15:28:35+0000
2012-05-22T15:28:35+0000
2012-05-22T15:28:35+0000
2012-05-22T15:28:35+40000
2012-05-22T15:28:35+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000

2012-05-22T15:

28:38+0000

2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22715:281:338+40000
2012-05-22T15:28:38+0000
2012-05-22T15:28: 3840000
2012-05-22T15:28:38+40000
2012-05-22T715:28:38+0000
2012-05-22T715:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012~05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000

ttyUSBO
ttyUSBO
teyUSBO
ttyUSBO
ttyUSB0
ttyUsBo
ttyUSBO
ttyUsSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
LtyUSBO
teyUSEQ
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBQ
ttyUSBQ
ttyUSBO
ttyUsBO
ttyUSBOQ
ttyUSRO
LtyUSBO
ttyUSBO
ttyUSBO
ttyUSRO
ttyUsSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
tLyUSBO
tEyUSBO
ttyUSBO
ttyUSBO
TtyUSBO
ttyUSBO
tLyUSBO
TLyUSBO
ttyUSBO
ttyUSBO

Clesing connection on address 171.235.192.3168.0.1.

23/5/2010

0x200023

23/5/2010

0x200023

23/5/2010

0x200023

at

14:48:36

0880Q04ATAT3296D

at

14:48:58

0880004ATAB3Z296D

at 14:49:17

0830004A83B3226D

Closed socket 1 on port 5000,

Closing

Closing

Closing

Closing

Closing

connection;

connection;

connection;

connection;

connection;

address

address

address

address

address

unavailable

unavailable

unavailable

unavailable

unavailable

{errno

{errno

{errno

(errno

{errnc

50099,

5009).

50093},

5009).

5009) .,



2012-05-227
2012-05-22T715:28:38+0000
2012-05-22T15:28:38+0000
7012-05-22T15:28:38+0000
2012-05~22715:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T715:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:28+0000
2012~-05-22T15:28:38+0000
2012-05~22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22715:28:38+0000
20312-05-22715:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:258:38+0000
2012-05-227T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+000C
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012~05-22715:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+40000
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05~22T15:28:38+0000C
2012-05-22T15:28:38+0000
2012-05-22T15:28:38+0000
2012-05~22T15:28:39+0000
2012-05-22T15:28:39+00C0
2012-05-22T15:28:38+0000
2012-05-22T15:28:39+0000

tLyUSRO

LLyUSBO
£tyUSBO
ttyUSBG
ttyUSBO
ttytUsSBO
ttyUSEQ
ttyUSBO
ttyUSBO
ttyUSBQ
tLyUsBo
ttyUSBO
ttyUSEQ
ttyUsBO
ttyUSBO
£tyUSBO
ttyUSBO
ttyUSBC
ttyUsSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUsBo
ttyUSBO
ttyUSRBO
ttyUSBEO
ttyUSBO
ttyUsBO
ttyUSBO
ttyUSRBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUssad
ttyUSBO
ttyUSBO
ttyUsBO
ttyUSEQ
ttyUSBJ
ttyUSBO
trtyUSBO
ttyUSBO

Closing
Closing
Owomwnﬁ
Closing
Closing
Cleosing
OHomwaa
Closing
Closing

Closing

connection;

connection;

connection;

connection;

connectlion;

connection;

connectlion;

connection;

connection;

connection;

address

address

address

address

address

address

address

address

address

address

23/5/2010 at 14:49:20

0x100003

unavailable

uravailable

unavailable

unavailable

unavallable

unavailable

unavailable

unavailable

unavallable

unavailable

{errnc

(errno

(errno

{errno

{errnc

{errnoc

(errno

{errno

{errno

(errnoc

5009).

5009).

5009).

5009).

5008).

5009).

5009).

50093,

5009).



ICANN DNSSEC Key Ceremony Scripts
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e ——————

ICANN

Stop Recording Serial Port Activity and Logging Terminal Output

Step Activity Initial ‘ Time
62 Closing ttyaudit terminal window
CA terminates the HSM serial output capture by disconnecting the USB F P( . 32
seriat adaptor from laptop. CA then exits out of ttyaudit terminat window by ] g i
typing "exit".
63 Terminating the logging script

CA stops logging terminal output by entering “exit” in the other terminal
window. This only stops the script logging and will NOT close window.

R

15:33

Backup HSM FD Contents

Step Activity Initial Time
64 | CA displays contents of HSMFD by executing .
ls -1t FA (S: 737
65 | CA plugs a blank FD Jabeled HSMFD into the laptop, then waits for it to be
recognized by the O/S {(as HSMFD_); and copies the contents of the HSMFD - R
to the blank drive for backup by executing fA | S . J‘/
cp -Rp * /media/HSMFD
§6 | CA displays contents of HSMFD_ by executing
ls -1t /media/HSMFD_ FA ! Y
67 CA unmounts new FDO using N
umount /media/HSMFD F A !\S . J\f
68 | CA removes HSMFD_ and places on table. FA 153 \
69 | CA repeats step 80 to 64 for the 2 copy ( S‘}‘? 5 (S~ C%) A (2215
70 | CA repeats step 60 to 64 for the 3¢ copy £ n { .15
71 CA repeats step 60 to 64 for the 4% copy f A 15 JS
72 | CArepeats step 60 to 64 for the 5t copy F A [ 3’](

Print Logging Information

Step

Activity

CA prints out hard copies of logging information by executing
engeript -26r -# 2 sceript-20120522,.10g

enscript -Br ~-# 2 --font="Couriex8” ttyaudit-ttyUsB*-20120522-*.leg
for aftachment to IW1 and CA scripts.

Note: Ignore the error regarding non-printable characters if prompled.

version 1.4

Page 12 of 22
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Returning HSMFD and O/S DVD toa TEB
Step Activity Initial Time
74 CA unmounts HSMFD by executing
cd /tmp
1
ilfgunt /media/HSMFD \jp{ { S- - \’ 2
CA removes HSMFD.

75 After all print jobs are complete, CA
a) Turns off the laptop by pressing the power switch F ‘ S— . l/ 3

b) Tums on the laptop by pressing the power switch
¢) Remove the O/S DVD from the drive
d) Tumns off the laptop again by pressing the power swilch

76 CA places two HSMFDs and OS/DVD in TEB; writes date, time and
SHSMFD” in amount field; and seals; reads out TEB #; shows item to

participants and W1 confirms TEB # below. . ) S’~ \, L’
HSMFD + OfS DVD (Rev 600): TEB # A14365408 F pr

IW1 initials the TEB.
CA places TEB on eguipment cart.

Distribute HSMFDs

Activity
Remaining HSMFDs are distributed to W1 ('2"for audit bundles, 1 for
himself), IKOS{1) to post SKR to RZM, and to review, analyze and improve
on procedures.

Returning Laptop toa TEB

Activity Initial
78 | CA disconnects printer, display, power, and any other cornections from
laptop and puts 'aptop in prepared TEB and seals; reads out TEB #, serial #
laptop # and shows item to participants and IW1 confirms TEB #, serial #

laptop # below. F A
Laptop #1; TEB# A2826764 / serial# 41593712005
W1 initials the TEB.

CA places TEB on equipment cart.

S Yy

version 1.4 Page 13 of 22
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Returning OP Smartcards to TEBs
Step Activity

CA calls each CO to the front of the room one at a time and repeats the
steps below.

a) CA takes a TEB prepared for the CO and reads out the number
and description (e.g., “OP 2 of 7" on “amount’ line} while showing
the bag to IW1 and CO. Figure 2 below for an example.

b) CA places OP into TEB.

¢) W1 inspects then initials TEB and sealing strip (next to CA's
initials).

d) CA initials bag and strip, seals TEB in front of IW1 and CQ, then TA \ gh 52
hands sealing strip to IW1. 1W1 keeps sealing strips for later ”.
inventory,

e) IW1 confirms TEB and description in table below.

fy  CAhands the TEB containing the OP card to the CO. COinspects
and verifies TEB #s and contents then initials his/her bag.

g) CO enters completion time and signs for each TEB in the table
below in IW1’s script. IW1 initials lable entry.

h) GO retumns to his/her seat with the TEB, being careful not to poke
or puncture TEB.

Initial Time

version 1.4 Page 14 of 22
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£

ICANN

Returning Equipment in TEBs to Safe #1
Step

Activity
CA, W1, SSC1 open safe room and enter with equipment cart.

Initial

1289

81 8SC1 opens Safe #1 shielding combination from camera.

Fa

$ %7

82 SSC1 removes the safe log and fills the next entry with printed name, date,
fime, and signature indicating the opening of the safe. IW1 initials the entry.

Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

Fi

(5: 8%

83 CA records return of HSM in next entry field of safe log with TEB # and HSM
serial #, printed name, date, time, and signature. CA CAREFULLY places

the HSM into Safe #1 and IW1 initials the entry.

v

rA

15: 36

84 CA records return of laptop in next entry field of safe log with TEB #, serial
#,\aptop #, printed name, date, time, and signature; places the laptop into

Safe #1 and IW1 initials the entry.

Fir

I$:56

85 CA records return of HSMFD + O/S DVD in next entry field of safe log with
TEB #, printed name, date, time, and signature; places the HSMFD + O/S

DVD into Safe #1 and {W1 initials the entry.

7z

5. 57

Close Equipment Safe #1
Step
86

Activity

$5C1 makes an enlry including printed name, date, time, signamre and
notes “closing safe” in the safe log. IW1 initials the entry.
Note: If iog entry Is pre-printed, verify the entry, record fime of completion and sign.

initial

Time

\$: 573

87 SS8C1 places log back in safe and locks Safe #1 (spin dial at least two full
revolutions each way, counter clock wise then clock wise}. F H l S’ : g g]
W1 and CA verify safe is locked and doot indicator light Is green. ’
88 fW1, CA, and SSC1 return to ceremony room with equipment cart closing F S‘
the door behind them. A ¢ I * 5?
Open Credential Safe #2
Step Activity Initial Time

89 | After a one (1) minute delay, GA, IW1, SSC2, and COs enter the safe room. .
CA brings a flashlight and the CO brings their OP card TEB with them. F }4 ] é ‘ O D
90 | SSC2 opens Safe #2 while shielding combination from camera. €A 16 Ol

91 8502 removes the safe log and fills in the next entry with printed name,
date, time, and signature indicating the opening of the safe. IW1 initials the
entry.

Note: If Jog entry is pre-printed, verify the entry, record time of completion and sign.

1 6. 01
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CO returns OP cards to Safe #2
Activity

One by one, each CO along with the CA (using his/her common key):

a) Open histher respective safe deposit box and read out box number
inside Safe #2.

b) CO makes an entry into the safe log indicating the return of OP card .
including Box #, TEB #, card type, printed name, date, time, and f P‘ ! é . d /
signature. IW1 initials the entry after verifying contenls and integrity of
the TEB and comparing TEB# s and card type to his/her script.

Note: If fog entry is pre-printed, verify the entry, record time of completion and
sign.

¢} CO places his/her TEB into his/her box and locks the safe deposit box
with the help of the CA.

Repeat the steps above until all cards are returned to the deposit box.

Close Credential Safe #2
Step

Activity Initial

Once all safe deposit boxes are closed, SSC2 makes an entry including
printed name, date, time, and signature and notes "Close safe” into the safe ‘AL

log. IW1 initials the entry. TA 116:0Y
Note: If tog entry is pre-printed, verify the entry, record time of completion and sign.

94 | SSC2 puls log back in safe and locks Safe #2 (spin dial at least two fult

revolutions each way, counter clock wise then clock wise). F- /4 / é . O S

iW1 and CA verify safe is locked and door indicator light is green.
(6:0¢

95 | CA. W1, $8C2, and COs leave safe room closing the door behind them
making sure it is locked. EPT

Participant Signing of IW1's Script

Step Activity Initial

98 All participants enter printed name, date, ime, and signature on IW1's script .
coversheet, F A \ G s l ‘
97 | CA reviews IW1's script and signs it. TA 717

Signing out of Ceremony Room

Step Activity Initial

W2 ensures that alt participants sign out of Ceremony Room log and are

escorted out of the Ceremony Room. SA, IW1 and CA remain in the
Ceremony Room.

Filming Stops

Activity
SA stops filming and makes 2 copies of film, one for on-site and one for off-

site storage along with W1 script copies made befow.
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Copying and Storing the Script

Step Activity Initial Time

W1 makes at least 4 copies of his/her script: one for off-site audit bundte,
one for IW1, one for IKOS and copies for other participants, as requested.
Audit bundles each contain

1) Output of signer systemn — HSMFD

2) Copy of IW1's key ceremony script

3) Audio-visual recording V ,q,

4) Logs from the Physical Access Control and Intrusion Detection System
(Range is 10/1/2011 - 5/2212012)

5) SA attestation (A.2, A.3 below)
6) The W attestation (A.1 below)

Allin a TEB labeled “Key Ceremony 9°, dated and signed by IW1 and CA.
Off-site audit bundle is delivered to off-site storage. The CA holds the
ultimate responsibility for finalizing the audit bundle.

All remaining participants sign out of ceremony room log and leave.

Audit Bundle Checklist:

1. Qutput of Signer System (CA)
One electronic copy (physical flash drive) of the HSMFD in each audit bundle, each placed within a tamper-
evident bag, labeled, dated and signed by the CA and the IW1

2. Key Ceremony Scripts (IW1)
Hard copies of the IW1's key ceremony scripts, including the TW's notes and the IW's attestation. See Appendix
Al

3. Audio-visual recordings from the key ceremony {SA)
One set for the original audit bundle and the other for duplicate.

4, Logs from the Physical Access Control and Intrusion Detection System (SA)

One electronic copy (physical flash drive) of the firewall configuration, the screenshots from the PAC-IDS
configuration review, the list of the enrolled users, the event log file and the configuration audit log file in each
audit bundle, each placed in a tamper-evident bag, 1abeled, dated and signed by the SA and the IW.

W confirms the contents of the logs before placing the logs in the audit bundle.

5. Gonfiguration review of the Physical Access Control and Intrusion Detection System (SA)

SA's attestation and hard copies of the screen shots and configuration audit log from the review process. See
Appendix A.2.

6. Configuration review of the Firewall System (SA)
SA's attestation and hard copies of the firewall configuration from the review process. See Appendix A.3.

Mok 50—

7. Other items
If applicable.
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A.1 Key Ceremony Script (by IW)

| hereby attest that the Key Ceremony was conducted in accordance with this script and any
exceptions that may have occurred were accurately and properly documented.

Francisco Arias -

v
Date: 22 May 2012
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A.2 Access Control System Configuration Review (by SA)

| have reviewed the access control system configuration, the configuration audit log and the
assigned authorizations from the other KMF and not found any discrepancies or anything else out
of the ordinary.

Enclosed are the configuration audit log, the list of assigned authorizations and the screenshots
of the roles configurations.

Enclosed is also an electronic copy of the event log from tlf'ue access contrg(l gsystem ranging from

the last log extraction performed on [date, time UTCl S/Ra /e } P! up to
now. ! {
Reed Quinn

IM@

Date: 22 May 2012
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A.3 Firewall Configuration Review (by SA)

| have reviewed the firewall configuration from the other KMF and not found any discrepancies or
anything else out of the ordinary.

Enclosed is the configuration extract from the firewall unit.

Reed Quinn

Qe <

Date: 22 May 2012
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ICANN DNSSEC Script Exception

Abbreviations

TEB= Tamper Evident Bag

HSM = Hardware Security Module
FD=  Flash Drive

CA= Ceremony Administrator
IW = Internal Witness

SA=  System Administrator
$5C= Safe Security Controlier

Instructions: Initial each step that has been completed below, e.g., B/Zj Note time.

Note Exception Time

1 | IW notes date and time of key ceremony exception and signs here: fA l \. 5%

2 | IW Describes exception and action below

273
On Stee ’LC(++E\¢ dev 1% [ev/sder is feud F st
B

(A oser +le coWect devite

— End of DNSSEC Script Exception -
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reed@srx:
reed@srx>

reed@srx> show configuration
## Last commit: 2011-08-19 96:26:50 UTC by alex
version 10.1R3.7;
system {
host-name srx;
domain-name ksk.cjr.dns.icann.org;
location {
country-code US;
postal-code 22701;
building Terremark-Admin;

floor 1;
rack 1;
}
ports {
console {
log-out-on-disconnect;
type vil@0;
}
}

root-authentication {
encrypted-password "$1$aHyrnTM5$Qel. /kgTz6hmmTZgWIOPQQ", ## SECRET-
DATA
}
name-server {
199.4.29.19;
199.4.729.29;
}
legin {
user alex {
full-name "Alexander Kulik";
uid 2005;
class super-user;
authentication {
encrypted-password "$1$vDDB4N6G$aRBLKIIS8FIm71LIWL.Sp7."; ##
SECRET~DATA
}
}

user jsamora {
full-name "“Jesse Samora”;
uid 2001; :
class super-user;
authentication {
encrypted-password "$1$40eS8C4z$YrYaySRo33uFFuF7JC.Kx1"; ##



SECRET-DATA

}
}

user reed {
full-name "Reed Quinn";
uid 2003;
class super-user;
authentication {
encrypted-password "$1$KqBOyZR6$65301x0hSKIN/j1TUXK210"; ##
SECRET-DATA

}
1
}
services {
web-management {
http;
}
}
syslog {
archive size 100k files 3;
user * {
any emergency;
}
host 199.4.29.21 {
any any;
match RT_FLOW_SESSION;
log-prefix SRX-KSK-CJR;
}
host 199.4.28.21 {
any any,
match RT_FLOW_SESSION;
log-prefix SRX-KSK-CIR;
}
file messages {
any critical;
authorization info;
}
file interactive-commands {
interactive-commands error;
}
source-address 199.4.29.196;
}

max-configurations-on-flash 5;
max-configuration-rollbacks 20;
archival {
configuration {
transfer-on-commit;



archive-sites {
"scp://srxkskcjr®199.4.29.21:/home/srxkskcjr" password
"$9$fQ6A0BIcre5QORSYKy-VYwYoGik . TF/"; ## SECRET-DATA

¥
1
}
license {
autoupdate {
url https://ael.juniper.net/junos/key_retrieval;
}
}

processes {
idp-policy disable;

}

ntp {
server 199.4.29.17;
server 199.4.29.27;
source-address 10.4.29.1;

}

¥

interfaces {
interface-range interfaces-trust {
member ge-0/0/1;
member fe-0/6/2;
member fe-0/0/3;
member fe-0/0/4;
member fe-0/0/5;
member fe-0/0/6;
member ge-0/0/0;

unit @ {
family ethernet-switching {
vlan {
members vlan-trust;
}
1
}
}
fe-0/@/7 {
speed 100m;

link-mode full-duplex;
fastether-options {
no-autc-negotiation;
}
unit @ {
family inet {
address 199.4,29.196/29;
}



}

%
vlan {
unit @ {
family inet {
address 10.4.29.1/32;
}
1
}
}
snmp {
community dnss3c {
clients {
10.4.29.253/32;
}
}
trap-options {
source-address 199.4.29.196;
agent-address outgoing-interface;
}
trap-group kskeast {
categories {
authentication;
link;
routing;
startup;
configuration;
services;
}
targets {
199.4.29.21;
}
3
¥
routing-options {
static {
route 0.0.0.9/@ next-hop 199.4.29.193;
}
}
security {

ssh-known-hosts {-
host 199.4.29.21 {
rsa-key
AAAAB3NzaClycZEAAAABIWAAAQEA4s01gB6ECqjcP7WTbImd/6Z0qqY fFI3MR17H102C2CIUMLZjya
HAvQq0/5LtqbKyPoZ38huGEGgYMgsMDaga+1IiKpu
+251ysGoHHNH+ZPw@eQ24RnTMxGaZ j FCKR+/
GDQDNrpyZGRst831bSLPVnQF zwMbAW2A@rcgDkSINEKbSvyzDeZxQTpBrHRWQD]eW9m87GxalH]o7



sqz91b1lpsC7K2XaE7ypMQOnEdO

XY2mE4jzF /0zNaNZVcWiNOY SeAPmRKyb IbHcLX9Gn3K8IPIGLEVMMfwriixhS j7iF16Gregi

+rQvTVepDKgw@s6JLIYZhTGHRIbFQZ/ c/PpxsrgmQ==;

}
}
nat {
source {
rule-set trust-to-untrust {
from zone trust;
to zone untrust;
rule source-nat-rule {
match {
source-address 0.9.9.0/0;
}
then {
source-nat {
interface;
}
3
¥
}
'
}
zones {

security-zone trust {
address-book {
address localnet 16.4.29.0/24;
¥
host-inbound-traffic {
system-services {

alt;
}
protocols {
alt;
}
}
interfaces {
vlan.0;
}

3

security-zone untrust {
address-book {
address icanndns 199.4.28.0/22;

address simplexgrinnell 12.30.47.116/32;
address simplexgrinnell? 205.145.182.128/32,

¥

interfaces {



fe-0/0/7.0 {
host-inbound-traffic {
system-services {
dhcp;
ping;

}
%
policies {
from-zone trust to-zone untrust {
policy trust-to-untrust {
match {
source-address localnet;
destination-address [ icanndns simplexgrinnell
simplexgrinnell? 7J;
application any;

1
then {
permit;
log {
session-close;
}
}

ks
}
applications {
application sg {
protocol udp;
source-port 306@;
destination-port 3061;
}
application sg2 {
protocol udp;
source-port 3065;
destination-port 3061;

1

}

vlans {
vlian-trust {

vlan-id 3;
13-interface vlan.9;



}

reed@srx> show configuration | display set | no-more

set version 10.1R3.7

set system host-name srx

set system domain-name ksk.cjr.dns.icann.org

set system location country-code US

set system location postal-code 22701

set system location building Terremark-Admin

set system location floor 1

set system location rack 1

set system ports console log-out-on-disconnect

set system ports console type vt1@0

set system root-authentication encrypted-password "$1$aHyrnTM5$Qel./
kgTzohmmTZgWI9PQQ"

set system name-server 199.4.29.19

set system name-server 199.4.29.29

set system login user alex full-name "Alexander Kulik"

set system login user alex uid 2085

set system login user alex class super-user

set system login user alex authentication encrypted-password "$1$vDDB4NGq
$aRB1kIJIS8FIM71IWt. Sp7."

set system login user jsamora full-name "Jesse Samora”

set system login user jsamora uid 2001

set system login user jsamora class super-user

set system login user jsamora authentication encrypted-password "$1$40eS8C4z
$YrYay5Ro33uFFuF7JC. Kx1"

set system login user reed full-name "Reed Quinn”

set system login user reed uid 2003

set system login user reed class super-user

set system login user reed authentication encrypted-password
"$1$KgB0yZR6%$65301x0hSk1N/j1TUXK210"

set system services web-management http

set system syslog archive size 160k

set system syslog archive files 3

set system syslog user * any emergency

set system syslog host 199.4.29.21 any any

set system syslog host 199.4.29.21 match RT_FLOW_SESSION

set system syslog host 199.4.29.21 log-prefix SRX-KSK-CJR
set system syslog host 199.4.28.21 any any

set system syslog host 199.4.28.21 match RT_FLOW_SESSION

set system syslog host 199.4.28.21 log-prefix SRX-KSK-CIR
set system syslog file messages any critical

set system syslog file messages authorization info

set system syslog file interactive-commands interactive-commands error
set system syslog source-address 199.4.729.196

set system max-configurations-on-flash 5



set system max-configuration-rollbacks 20
set system archival configuration transfer-on-commit
set system archival configuration archive-sites "scp://srxkskcjr@199.4.29.21:/
home/srxkskcijr" password "$9$fQ6A@BIcre5Q0RSyKv-VwYoGik.TF/"

set
set
set
set
set
set
set
set
set
set
set
set
set

system
system
system
system ntp
system ntp
interfaces
interfaces
interfaces
interftaces
interfaces
interfaces
interfaces
interfaces

ntp

switching vlan

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
intertaces
interfaces
snmp
snmp
snmp
snmp
snmp
shmp
snmp
snmp
snmp
shmp

trap-group
trap-group
trap-group
trap-group
trap-group
trap-group
trap-group
routing-options

17
27

source-address 10.4.29.1

interface-range
interface-range
interface-range
interface-range
interface-range
interface-range
interface-range
interface-range

interfaces-trust
interfaces-trust
interfaces-trust
interfaces-trust
interfaces-trust
interfaces-trust
interfaces-trust
interfaces-trust

members vlan-trust

fe-0/0/7 speed 100m

fe-0/0/7 link-mode full-duplex
fe-@/0/7 fastether-options no-auto-negotiation
fe-0/@0/7 unit O family inet address 199.4.29.196/29
vlian unit @ family inet address 10.4.29.1/32

kskeast
kskeast
kskeast
kskeast
kskeast
kskeast
kskeast

categories
categories
categories
categories
categories
categories
targets 199.4.29.21
static route 0.0.0.0/0 next-hop 199.4.29.193

community dnss3c clients 10.4.29.253/32
trap-options source-address 199.4.29.196
trap-options agent-address outgoing-interface
authentication

1ink
routing
startup

services

member
member
member
member
member
member
member
unit @

configuration

security ssh-known-hosts host 199.4.29.21 rsa-key
AAAAB3NzaClyc2EAAAABIWAAAQEA4s01gB6ECqjcP7WTbIm4/6Z0gqY fFFI3MR17Hi02C2C1UML2 jya
HAvQq0/
SLtgbKyPoZ38huGEGgYMgsMDaga+1TiKpu+2sJysGEHHNH+ZPw@eQ24RnTMxGaZ JFCKR+/
GDQDNrpyZG@st831bSLPjVnQFzwMbAWZARDr cgDkSINEkbSvyzDeZxQTpBrHRwQDIeWOms
7GxalH]o7sqz91blpsC7K2XaE7ypMQOnEdOXY2mE4 jzF/
0zNaNZVcWiN9YSeAPmRKybIbHCLX9Gn3K8IPIGLEVMMfwrWxhS371iF16Grogi
+rQvTVepDKgw@s6JILIYZhTGHRIbFQ2/c/P
pXSrqmi==
set security nat source rule-set trust-to-untrust from zone trust

set security nat source rule-set trust-to-untrust to zone untrust

set security nat source rule-set trust-to-untrust rule source-nat-rule match
source-address 0.0.0.0/0

license autoupdate url https://ael.juniper.net/junos/key_retrieval
processes idp-policy disable
server 199.4.29,
server 199.4.79.

ge-2/0/1
fe-0/0/2
fe-0/0/3
fe-0/0/4
fe-0/0/5
fe-0/0/06
ge-0/0/0
family ethernet-



set security nat source rule-set
source-nat interface

set security zones
10.4.29.0/24

set security zones
all

set security zones
set security zones
set security zones
199.4,.28.0/22

set security zones
12.30.47.110/32
set security zones
205.145.182.128/32
set security zones

security-zone
security-zone
security-zone
security-zone
security-zone
security-zone

security-zone

security-zone

traffic system-services dhcp

set security zones

security-zone

traffic system-services ping

set security policies from-zone trust to-zone untrust

match source-address localnet

set security policies from-zone trust to-zone

trust-to-untrust rule source-nat-rule then
trust address-book address localnet

trust host-inbound-traffic system-services
trust host-inbound-traffic protocols all
trust interfaces vlan.@

untrust address-book address icanndns
untrust address-book address simplexgrinnell
untrust address-book address simplexgrinnell?Z
untrust interfaces fe-0/0/7.0 host-inbound-
untrust interfaces FefG/@/?.G host-inbound-
trust-to-untrust

policy

untrust policy trust-to-untrust

match destination-address icanndns

set security policies from-zone trust to-zone

untrust policy trust-to-untrust

match destination-address simplexgrinnell

set security policies from-zone trust to-zone

untrust policy trust-to-untrust

match destination-address simplexgrinnell?

set security policies from-zone trust to-zcne

match application any

set security policies from-zone trust to-zone

then permit

set security policies from-zone trust to-zone

then log session-close

untrust policy trust-to-untrust

untrust policy trust-to-untrust

untrust policy trust-to-untrust

set
set
set
set
set
set
set
set

applications
applications
applications
applications
applications
applications

application
application
application
application
application
application

vians vlan-trust vlan-id
vlans vlan-trust 13-interface vlan.®

reed®srx> exit

sSrx

(ttyudd

sg protocol udp

sg source-port 3060

sg destination-port 3061
sgZ protocol udp

sgZ2 source-port 3065

sg2 destination-port 306l
3



