
















































































































































































































## Last changed: 2022-05-13 15:26:15 UTC 
version 19.4R3-S1.3; 
system { 
    host-name srx; 
    root-authentication { 
        encrypted-password "XXXXXXXXXX"; 
    } 
    login { 
        user bmartin { 
            full-name "Brian Martin"; 
            uid 2005; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        user cbarthold { 
            full-name "Connor A. Barthold"; 
            uid 2004; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        user dkara { 
            full-name "Darren Kara"; 
            uid 2000; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        user jjenkins { 
            full-name "Josh Jenkins"; 
            uid 2007; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        user mcirilo { 
            full-name "Moises D. Cirilo"; 
            uid 2006; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        user ptudor { 
            full-name "Patrick Tudor"; 
            uid 2001; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        user rquinn { 
            full-name "Reed Quinn"; 
            uid 2003; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        user sfreeark { 
            full-name "Sean Freeark"; 
            uid 2002; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXX"; 
            } 
        } 
        password { 
            format sha512; 
        } 
    } 
    services { 
        ssh { 
            root-login deny; 
        } 
    } 
    domain-name ksk.cjr.dns.icann.org; 
    location { 
        country-code US; 
        postal-code 22701; 
        building Terramark-Admin; 
        floor 1; 
        rack 1; 
    } 
    ports { 
        console { 
            log-out-on-disconnect; 
            type vt100; 
        } 
    } 
    name-server { 
        192.0.42.53; 
    } 
    syslog { 
        archive size 100k files 3; 
        user * { 
            any emergency; 
        } 
        file messages { 
            any critical; 
            authorization info; 
        } 
        file interactive-commands { 
            interactive-commands error; 
        } 
    } 
    max-configurations-on-flash 5; 
    max-configuration-rollbacks 20; 
    license { 



        autoupdate { 
            url https://ae1.juniper.net/junos/key_retrieval; 
        } 
    } 
    ntp { 
        server 129.6.15.28; 
        server 129.6.15.29; 
    } 
} 
chassis { 
    config-button no-rescue no-clear; 
    aggregated-devices { 
        ethernet { 
            device-count 2; 
        } 
    } 
} 
security { 
    pki { 
        ca-profile root-ca { 
            ca-identity "ICANN Root CA"; 
            revocation-check { 
                crl { 
                    disable on-download-failure; 
                } 
            } 
            administrator { 
                email-address "cbo-team@iana.org"; 
            } 
        } 
        ca-profile intermediate-ca { 
            ca-identity "ICANN SSL CA"; 
            revocation-check { 
                crl { 
                    disable on-download-failure; 
                } 
            } 
        } 
    } 
    ike { 
        proposal ike-proposal-KMF { 
            authentication-method rsa-signatures; 
            dh-group group24; 
            authentication-algorithm sha-256; 
            encryption-algorithm aes-256-cbc; 
        } 
        policy ike-policy-KMF { 
            proposals ike-proposal-KMF; 
            certificate { 
                local-certificate ksk-cjr; 
            } 
        } 
        gateway Gateway-to-KMF-West { 
            ike-policy ike-policy-KMF; 
            address 192.0.35.202; 
            local-identity distinguished-name; 
            remote-identity distinguished-name; 
            external-interface ge-0/0/15; 
            version v2-only; 
        } 
    } 
    ipsec { 
        proposal IPSecProposal { 
            protocol esp; 
            authentication-algorithm hmac-sha-256-128; 
            encryption-algorithm aes-256-cbc; 
            lifetime-seconds 7200; 
        } 
        policy defaultPolicy { 
            perfect-forward-secrecy { 
                keys group5; 
            } 
            proposals IPSecProposal; 
        } 
        vpn vpn-to-KMF-West { 
            bind-interface st0.1; 
            ike { 
                gateway Gateway-to-KMF-West; 
                ipsec-policy defaultPolicy; 
            } 
            establish-tunnels immediately; 
        } 
    } 
    screen { 
        ids-option external-screen { 
            icmp { 
                ping-death; 
            } 
            ip { 
                source-route-option; 
                tear-drop; 
            } 
            tcp { 
                syn-flood { 
                    alarm-threshold 1024; 
                    attack-threshold 200; 
                    source-threshold 1024; 
                    destination-threshold 2048; 
                    timeout 20; 
                } 
                land; 
            } 
        } 
    } 
    nat { 
        source { 
            rule-set internal-to-external { 
                from zone [ access guest wifi ]; 
                to zone untrust; 
                rule source-nat-rule { 
                    match { 
                        source-address 0.0.0.0/0; 
                    } 
                    then { 



                        source-nat { 
                            interface; 
                        } 
                    } 
                } 
            } 
        } 
    } 
    policies { 
        from-zone access to-zone untrust { 
            policy allow-mail { 
                match { 
                    source-address [ ACC ACS EVM IMS ]; 
                    destination-address icann; 
                    application junos-smtp; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-dns { 
                match { 
                    source-address [ ACC ACS EVM IMS ]; 
                    destination-address [ icann-dns google-dns ]; 
                    application [ junos-dns-udp junos-dns-tcp ]; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-simplex { 
                match { 
                    source-address IDP; 
                    destination-address simplex; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
        } 
        from-zone access to-zone video { 
            policy access-to-video { 
                match { 
                    source-address IMS; 
                    destination-address kmf_east_video; 
                    application junos-icmp-all; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone access to-zone ipsec { 
            policy allow-access-to-ipsec { 
                match { 
                    source-address [ ACS ACC ]; 
                    destination-address [ kmf_west_acs kmf_west_acc ]; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-icmp { 
                match { 
                    source-address any; 
                    destination-address any; 
                    application junos-icmp-ping; 
                } 
                then { 
                    permit; 
                } 
            } 
            policy allow-access-access { 
                match { 
                    source-address kmf_east_access; 
                    destination-address kmf_west_access; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone ipsec to-zone access { 
            policy allow-ipsec-to-access { 
                match { 
                    source-address [ kmf_west_acs kmf_west_acc ]; 
                    destination-address [ ACS ACC ]; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-icmp { 
                match { 
                    source-address any; 



                    destination-address any; 
                    application junos-icmp-ping; 
                } 
                then { 
                    permit; 
                } 
            } 
            policy allow-access-access { 
                match { 
                    source-address kmf_west_access; 
                    destination-address kmf_east_access; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone video to-zone ipsec { 
            policy allow-video-to-ipsec { 
                match { 
                    source-address VSS; 
                    destination-address kmf_west_vss; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-access-video { 
                match { 
                    source-address kmf_east_video; 
                    destination-address kmf_west_video; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone guest to-zone untrust { 
            policy allow-guest-to-untrust { 
                match { 
                    source-address kmf_east_guest; 
                    destination-address any; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone wifi to-zone untrust { 
            policy allow-wifi-to-untrust { 
                match { 
                    source-address kmf_east_wifi; 
                    destination-address any; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone ipsec to-zone video { 
            policy allow-ipsec-to-video { 
                match { 
                    source-address kmf_west_vss; 
                    destination-address VSS; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-access-video { 
                match { 
                    source-address kmf_west_video; 
                    destination-address kmf_east_video; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone access to-zone access { 
            policy allow-access { 
                match { 
                    source-address any; 
                    destination-address any; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone video to-zone untrust { 
            policy allow-mail { 
                match { 
                    source-address VSS; 
                    destination-address icann; 
                    application junos-smtp; 
                } 
                then { 
                    permit; 
                    log { 



                        session-close; 
                    } 
                } 
            } 
        } 
        default-policy { 
            deny-all; 
        } 
    } 
    zones { 
        security-zone access { 
            address-book { 
                address ACS 10.4.29.203/32; 
                address ACC 10.4.29.202/32; 
                address IDP 10.4.29.201/32; 
                address EVM 10.4.29.200/32; 
                address IMS 10.4.29.204/32; 
                address E1 10.4.29.210/32; 
                address E2 10.4.29.211/32; 
                address E3 10.4.29.212/32; 
                address E4 10.4.29.213/32; 
                address kmf_east_access 10.4.29.192/26; 
                address localnet 10.4.29.0/24; 
                address-set iris-scanners { 
                    address E1; 
                    address E2; 
                    address E3; 
                    address E4; 
                } 
            } 
            interfaces { 
                irb.0 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                            ntp; 
                            ssh; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone untrust { 
            address-book { 
                address icann 192.0.32.0/20; 
                address icann-dns 192.0.42.53/32; 
                address googledns1 8.8.8.8/32; 
                address googledns2 8.8.4.4/32; 
                address simplex1 216.224.218.31/32; 
                address simplex2 216.224.218.32/32; 
                address simplex3 216.224.218.33/32; 
                address simplex4 216.224.218.34/32; 
                address-set google-dns { 
                    address googledns1; 
                    address googledns2; 
                } 
                address-set simplex { 
                    address simplex1; 
                    address simplex2; 
                    address simplex3; 
                    address simplex4; 
                } 
            } 
            screen external-screen; 
            interfaces { 
                ge-0/0/15.0 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone video { 
            address-book { 
                address kmf_east_video 10.4.29.128/26; 
                address VSS 10.4.29.150/32; 
                address C1 10.4.29.151/32; 
                address C2 10.4.29.152/32; 
                address C3 10.4.29.153/32; 
                address-set cameras { 
                    address C1; 
                    address C2; 
                    address C3; 
                } 
            } 
            interfaces { 
                irb.1 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone guest { 
            address-book { 
                address STR 10.4.29.20/32; 
                address VCC 10.4.29.22/32; 
                address kmf_east_guest 10.4.29.0/25; 
            } 
            interfaces { 
                irb.2 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone ipsec { 



            address-book { 
                address kmf_west_access 10.4.28.192/26; 
                address kmf_west_video 10.4.28.128/26; 
                address kmf_west_acs 10.4.28.204/32; 
                address kmf_west_acc 10.4.28.202/32; 
                address kmf_west_idp 10.4.28.201/32; 
                address kmf_west_evm 10.4.28.200/32; 
                address kmf_west_ims 10.4.28.203/32; 
                address kmf_west_E1 10.4.28.210/32; 
                address kmf_west_E3 10.4.28.212/32; 
                address kmf_west_E4 10.4.28.213/32; 
                address kmf_west_vss 10.4.28.150/32; 
                address kmf_west_C1 10.4.28.151/32; 
                address kmf_west_C2 10.4.28.152/32; 
                address kmf_west_C3 10.4.28.153/32; 
            } 
            interfaces { 
                st0.1 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                            ike; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone wifi { 
            address-book { 
                address kmf_east_wifi 10.100.1.0/24; 
            } 
            interfaces { 
                irb.3 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
    } 
} 
interfaces { 
    ge-0/0/6 { 
        ether-options { 
            802.3ad ae0; 
        } 
    } 
    ge-0/0/7 { 
        ether-options { 
            802.3ad ae0; 
        } 
    } 
    ge-0/0/15 { 
        unit 0 { 
            family inet { 
                address 64.124.6.5/31; 
            } 
        } 
    } 
    ae0 { 
        aggregated-ether-options { 
            lacp { 
                active; 
            } 
        } 
        unit 0 { 
            family ethernet-switching { 
                interface-mode trunk; 
                vlan { 
                    members [ vlan-access vlan-guest vlan-video vlan-wifi ]; 
                } 
            } 
        } 
    } 
    irb { 
        unit 0 { 
            family inet { 
                address 10.4.29.193/26; 
            } 
        } 
        unit 1 { 
            family inet { 
                address 10.4.29.129/26; 
            } 
        } 
        unit 2 { 
            family inet { 
                address 10.4.29.1/25; 
            } 
        } 
        unit 3 { 
            family inet { 
                address 10.100.1.1/24; 
            } 
        } 
    } 
    lo0 { 
        unit 0 { 
            family inet { 
                filter { 
                    input route-engine-filter; 
                } 
            } 
        } 
    } 
    st0 { 
        unit 1 { 
            description "IPSec KMF-West"; 
            family inet; 
        } 
    } 
} 



policy-options { 
    prefix-list resolver-servers { 
        apply-path "system name-server <*>"; 
    } 
    prefix-list local-prefixes { 
        10.4.29.0/24; 
    } 
    prefix-list ntp-servers { 
        129.6.15.28/32; 
        129.6.15.29/32; 
    } 
    prefix-list remote-ike-peers { 
        apply-path "security ike gateway <*> address <*>"; 
    } 
} 
firewall { 
    family inet { 
        filter route-engine-filter { 
            term deny-icmp-redirects { 
                from { 
                    protocol icmp; 
                    icmp-type redirect; 
                } 
                then { 
                    discard; 
                } 
            } 
            term allow-icmp { 
                from { 
                    protocol icmp; 
                    icmp-type [ echo-request echo-reply unreachable time-exceeded ]; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-traceroute { 
                from { 
                    protocol udp; 
                    port 33434-33534; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-dns { 
                from { 
                    source-prefix-list { 
                        resolver-servers; 
                    } 
                    protocol udp; 
                    source-port domain; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-ntp { 
                from { 
                    source-prefix-list { 
                        local-prefixes; 
                        ntp-servers; 
                    } 
                    protocol udp; 
                    port ntp; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-establish { 
                from { 
                    protocol tcp; 
                    tcp-established; 
                } 
                then accept; 
            } 
            term allow-ipsec-esp { 
                from { 
                    source-prefix-list { 
                        remote-ike-peers; 
                    } 
                    protocol esp; 
                } 
                then accept; 
            } 
            term allow-ipsec-udp { 
                from { 
                    source-prefix-list { 
                        remote-ike-peers; 
                    } 
                    protocol udp; 
                    port 500; 
                } 
                then accept; 
            } 
            term allow-ike-fragments { 
                from { 
                    source-prefix-list { 
                        remote-ike-peers; 
                    } 
                    is-fragment; 
                    protocol udp; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-ssh { 



                from { 
                    source-address { 
                        10.4.28.193/32; 
                    } 
                    protocol tcp; 
                    destination-port ssh; 
                } 
                then accept; 
            } 
            term LAST { 
                then { 
                    discard; 
                } 
            } 
        } 
    } 
    policer small-bw-limit { 
        if-exceeding { 
            bandwidth-limit 1m; 
            burst-size-limit 15k; 
        } 
        then discard; 
    } 
} 
vlans { 
    vlan-access { 
        vlan-id 10; 
        l3-interface irb.0; 
    } 
    vlan-guest { 
        vlan-id 12; 
        l3-interface irb.2; 
    } 
    vlan-video { 
        vlan-id 11; 
        l3-interface irb.1; 
    } 
    vlan-wifi { 
        vlan-id 13; 
        l3-interface irb.3; 
    } 
} 
routing-options { 
    static { 
        route 0.0.0.0/0 next-hop 64.124.6.4; 
        route 10.4.28.0/24 next-hop st0.1; 
        route 192.0.35.202/32 next-hop 64.124.6.4; 
    } 
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