






























 

 
 
February 15, 2022 

 

 

 

 

 

 

To Whom It May Concern: 

 

This is a letter of Verification of Employment for Trevor Davis. VeriSign, Inc. 

(“Verisign”) has employed Trevor Davis full-time since September 29, 2014, 

currently as a Manager – Product Operations in Verisign’s Production Operations 

department. 

 

Verisign, a global provider of domain name registry services and internet 

infrastructure, enables internet navigation for many of the world’s most 

recognized domain names.  Verisign enables the security, stability, and resiliency 

of key internet infrastructure and services, including providing root zone 

maintainer services, operating two of the 13 global internet root servers, and 

providing registration services and authoritative resolution for 

the .com and .net top-level domains, which support the majority of global e-

commerce. To learn more about what it means to be Powered by Verisign, please 

visit Verisign.com. 

 

For more than 24 years, Verisign has maintained 100 percent operational accuracy 

and stability for .com and .net-managing and protecting the DNS infrastructure for 

over 163.7 million .com and .net domain names and processing more than 219 

billion query transactions daily-keeping the world connected online, seamlessly 

and securely. Verisign is experienced in and provides support for both IPv6 

and DNSSEC. 

 

Should you have further questions, please contact me at the number below.  

 

Sincerely, 

 

2/15/2022

X
Dave Carney

HR Specialist - Verisign

Signed by: Carney, David  
 

 

 

 

Dave Carney | HR Specialist - Verisign | dcarney@verisign.com | (703) 948-4143 

https://www.verisign.com/en_US/domain-names/com-domain-names/index.xhtml
https://www.verisign.com/en_US/domain-names/net-domain-names/index.xhtml
https://www.verisign.com/en_US
https://www.verisign.com/en_US/domain-names/dnssec/index.xhtml


	

16 February 2022 
 
The SHA256 hash of the KSR file ksr-root-2022-q2-0.xml 
is: 
 
9a9ffc75b62c6fc085778080264e7171f4c1843205eee1ebf8694d754
c9fc79d 
 
The PGP word list for the hash above is: 
 
pupil opulent wayside impartial Scotland Chicago gremlin 
recipe music inception merit intention bookshelf 
distortion hamlet hideaway upshot recover mural component 
adult universe tempest underfoot Vulcan guitarist 
dreadful impartial drainage opulent soybean Ohio 
 
 
 
Attested on behalf of Verisign by: 
 
 
 
 
Trevor Davis 
Manager 
Product Operations 
Verisign, Inc. 
 
	

12061	Bluemont	Way,	
Reston,	VA	20190		
t:	703-948-3200	
verisign.com	





































































































































Crypto Officer Safe Deposit Box Key Declaration 

Due to the invocation of a disaster recovery response by the Root Zone KSK Operator, in order
to allow the proper conduct of a Root KSK ceremony with less than the standard minimum of
three Crypto Officers in-person, I Nicolas Antoniello hereby attest that my safe deposit box key
for safe deposit box #1073 located within Safe #2 at the key management facility in El Segundo,
CA was voluntarily transmitted to the Root Zone KSK Operator and subsequently returned to
me.

I attest to packaging the safe deposit box key in TEB #B891951313 before transmitting the key
via courier.

I witnessed the key's extraction from the courier envelope while still safeguarded within its
enclosed TEB until the time it was required to perform disaster recovery operations in an
audited ceremony environment. The TES was examined by the Ceremony Administrator before
the key was removed from its TES and used to operate the safe deposit box lock. I remotely
monitored the use of my key, and provided authorization when the key ceremony script required
use of the safe deposit box key. After my credentials were returned to the safe deposit box, I
remotely witnessed my key placed into TEB #B891951249 before the key was returned to me.

I attest the safe deposit box key was returned to me with no indication of tamper evidence, and
to the best of my knowledge the chain of custody of my safe deposit box key was protected and
maintained for the period that it was outside of my possession.

Printed Name

Date____,,,---_7-_2._,/,__.re...;;__S
-+)_zo __ 2,.,....;;2_=----

r l



Crypto Officer Safe Deposit Box Key Declaration 

Due to the invocation of a disaster recovery response by the Root Zone KSK Operator. in order 
to allow the proper conduct of a Root KSK ceremony with less than the standard minimum of 
three Crypto Officers in-person, I Joao Luis Silva Damas hereby attest that my safe deposit 
box key for safe deposit box #1069 located within Safe #2 at the key management facility in El 
Segundo, CA was voluntarily transmitted to the Root Zone KSK Operator and subsequently 
returned to me. 

I attest to packaging the safe deposit box key in TEB #8891951319 before transmitting the key 
via courier. 

I attest the safe deposit box key was returned to me in the same sealed TEB with no ind1cat1on 
of tamper evidence, and to the best of my knowledge the chain of custody of my safe deposit 
box key was protected and maintained for the period that 1t was outside of my possession 

Printed Name JoA-o lv1s )/LV/i- !),4t?M 

Signature_)SVT_-__._/4. __ c} ___ D_ ............ _____ _ 

Date 2 1- FE 6 - 7 0 z l



Act 8: Close the Key Signing Ceremony 

Act 8: Close the Key Signing Ceremony 

The CA will finish the ceremony by performing the following steps: 

• Read any exceptions that occurred during the ceremony
• Call the ceremony participants to sign the IW's script

Stop the online streaming and video recording
• Ensure that all participants are signed out of Tier 4 (Key Ceremony Room) log and escorted out
• Prepare the audit bundle materials

Participants Sign IW's Script 

CA reads all exceptions that occurred during the ceremony. 
CA asks any COs who are participating remotely if they have any 

2 concerns pertaining to the ceremony or exceptions which may have _.J\) occurred. 
CA calls each attendee on the participants list to proceed to the 

3 ceremony table and sign IW's participants list. All signatories declare �� 
that this script is a true and accurate record of the ceremony. 

4 CA reviews IW's script, then signs the participants list. J� 
5 IW signs the list and records the completion time. .)49 

Stop Online Streaming and Post Ceremony Information 

6 

7 

8 

9 

CA acknowledges the participation of the online participants, then 
notifies the SA to stop the online streaming. 
CA informs onsite participants of post ceremony activities. 
Ceremony participants take a group photo. 
CA acknowledges the participation of the COs, RZM, and Auditors in the 
call, then stops the call. 

Q\ · . .., 

Sign Out of Tier 4 (Key Ceremony Room) and Stop Recording 
Step Activity Initials Time 

RKOS ensure that all participants are signed out of Tier 4 (Key 
jv ol:4( 10 Ceremony Room) log and escorted out of Tier 4 (Key Ceremony Room.) 

SA, IW, and CA must remain in Tier 4 (Key Ceremony Room.) 
11 CA requests that an SA stop the audit camera video recording. ,J t) o/:"IS 
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Act 8: Close the Key Signing Ceremony 

Bundle Audit Materials 

Step Activity Initials Time 

12 

IW makes a copy of their script for off-site audit bundle containing: 
a) Output of signer system - HSMFD.
b) Copy of IW's key ceremony script.
c) Audio-visual recording from the audit cameras.
d) Logs from the Physical Access Control System and Intrusion

Detection System:
Range: 20210211 00:00:00 to 20220217 00:00:00 UTC

e) IW's attestation (See Appendix C on page 44).
f} SA's attestation (See Appendix D on page 45 and Appendix E on

page 46).

All TEBs are labeled Root DNSSEC KSK Ceremony 44, dated and 
initialed by IW and CA. An off-site audit bundle is delivered to an off-site 
storage. 
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Appendlx: A: References 

Appendix A: References 

The numeric items listed below has been referenced in the script. 

[1] coen: The Ceremony Operating ENvironment (COEN) is a Reproducible ISO image consisting 
of a live operating system. 
More information and the OS image source code can be found at https:J/github.com/iana-org/ 
coen 

[2] sha2wordlist: Is an application written In C by Kirei AB, which digests STDIN and output a
S HA-256 checksum displayed as PG P words.
The source code is available at https:l/github.comlkireilsha2wordlist

[3] configure-printer: Is a bash script used to install the HP LaserJet printer from the
command line instead using system-config-printer.
The source code is available at https://github.com/iana-orglcoenlblob/master/tools/packagesl
ksk-tools-0.1.0coen�amd64.deb'

[4] hsmfd-hash: Is a bash script used to calculate, print and compare SHA-256 checksums for
the HSMFD flash drives. It has the following options:

a)-c Calculate the HSMFD SHA-256 hash and PGP Word List 
b)-p Print the calculated HSMFD SHA-256 hash and PGP Word List using 

the default printer 
c)-m Compare the calculated SHA-256 hashes between HSMFDs 

The following is the main command invoked by this script: 
find -P /msd.:ia/HSMFD/ -type f -print0 I sort -z I xargs -0 cat I 
sha2wordlist 
Note: The sort command has a different behavior depending on the locale settings specified in environment variables. 
Current OS locale setting ls LC_COLLATE="POS!X"' 

The source code is available at https://github.com/iana-org/coenlblob/master/tools/packages/ 
ksk-tools-0.1.0coen_amd64.deb* 

[5] ttyaudi t: Is a perl script use to capture and logging the HSM output.
The source code is available at https://github.comliana-org/coen/blob/masterltools/packages/
ksk-tools-0.1.0coen_amd64.deb*

[6] ping hsm: The HSM static IP address 192 .168. o. 2 has been included in the / etc/hosts
file.

[7] ksrsigner: Is an application written in C by Dr. Richard Lamb, which uses the KSK private
key stored in the HSM to generate digital signatures for the ZSK.
The source code is available at https:llgithub.com�ana-orgldnssec-keytools

[8] printlog: Is a bash script use to print the Key Signing Log output from ksrsigner
application.
The source code is available at https:1/github.com/iana-org/coenlblob/masterltools/packages/
ksk-tools-0.1.0coen_amd64.deb*

[9] keybackup: Is an application written in C by Dr. Richard Lamb, which list, delete, and backup
keys.
The source code is available at https:1/github.com�ana-org/dnssec-keytools

• A debian package is an ar archive. To extract data from a deb package, use the command ar -x
ksk-tools-0.l.0coen amd64.deb
Then extract the files with tar -zxvf data. tar. xz
The file will be located in the directory: . /opt/icann/bin/
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jjenkins@srx> show configuration | no-more 
## Last commit: 2021-12-14 19:29:53 UTC by root 
version 19.4R3-S1.3; 
system { 
    host-name srx; 
    root-authentication { 
        encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
    } 
    login { 
        user bmartin { 
            full-name "Brian Martin"; 
            uid 2005; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        user cbarthold { 
            full-name "Connor A. Barthold"; 
            uid 2004; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        user dkara { 
            full-name "Darren Kara"; 
            uid 2001; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        user jjenkins { 
            full-name "Josh Jenkins"; 
            uid 2007; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        user mcirilo { 
            full-name "Moises D. Cirilo"; 
            uid 2006; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        user ptudor { 
            full-name "Patrick Tudor"; 
            uid 2000; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        user rquinn { 
            full-name "Reed Quinn"; 
            uid 2003; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        user sfreeark { 



            uid 2002; 
            class super-user; 
            authentication { 
                encrypted-password "XXXXXXXXXXXXXXXXX"; ## SECRET-DATA 
            } 
        } 
        password { 
            format sha512; 
        } 
    } 
    services { 
        ssh { 
            root-login deny; 
        } 
    } 
    domain-name ksk.lax.dns.icann.org; 
    location { 
        country-code US; 
        postal-code 90245; 
        building Equinix-LA3; 
        floor 1; 
        rack 1; 
    } 
    ports { 
        console { 
            log-out-on-disconnect; 
            type vt100; 
        } 
    } 
    name-server { 
        192.0.42.53; 
    } 
    syslog { 
        archive size 100k files 3; 
        user * { 
            any emergency; 
        } 
        file messages { 
            any critical; 
            authorization info; 
        } 
        file interactive-commands { 
            interactive-commands error; 
        } 
    } 
    max-configurations-on-flash 5; 
    max-configuration-rollbacks 20; 
    ntp { 
        server 129.6.15.28; 
        server 129.6.15.29; 
    } 
} 
chassis { 
    config-button no-rescue no-clear; 
    aggregated-devices { 
        ethernet { 
            device-count 2; 
        } 
    } 
    alarm { 
        management-ethernet { 
            link-down ignore; 
        } 
    } 
} 
security { 



    pki { 
        ca-profile root-ca { 
            ca-identity "ICANN Root CA"; 
            revocation-check { 
                crl { 
                    disable on-download-failure; 
                } 
            } 
            administrator { 
                email-address "cbo-team@iana.org"; 
            } 
        } 
        ca-profile intermediate-ca { 
            ca-identity "ICANN SSL CA"; 
            revocation-check { 
                crl { 
                    disable on-download-failure; 
                } 
            } 
        } 
    } 
    ike { 
        proposal ike-proposal-KMF { 
            authentication-method rsa-signatures; 
            dh-group group24; 
            authentication-algorithm sha-256; 
            encryption-algorithm aes-256-cbc; 
        } 
        policy ike-policy-KMF { 
            proposals ike-proposal-KMF; 
            certificate { 
                local-certificate ksk-lax; 
            } 
        } 
        gateway Gateway-to-KMF-East { 
            ike-policy ike-policy-KMF; 
            address 64.124.6.5; 
            local-identity distinguished-name; 
            remote-identity distinguished-name; 
            external-interface ge-0/0/15; 
            version v2-only; 
        } 
    } 
    ipsec { 
        proposal IPSecProposal { 
            protocol esp; 
            authentication-algorithm hmac-sha-256-128; 
            encryption-algorithm aes-256-cbc; 
            lifetime-seconds 7200; 
        } 
        policy defaultPolicy { 
            perfect-forward-secrecy { 
                keys group5; 
            } 
            proposals IPSecProposal; 
        } 
        vpn vpn-to-KMF-East { 
            bind-interface st0.1; 
            ike { 
                gateway Gateway-to-KMF-East; 
                ipsec-policy defaultPolicy; 
            } 
            establish-tunnels immediately; 
        } 
    } 
    screen { 



        ids-option external-screen { 
            icmp { 
                ping-death; 
            } 
            ip { 
                source-route-option; 
                tear-drop; 
            } 
            tcp { 
                syn-flood { 
                    alarm-threshold 1024; 
                    attack-threshold 200; 
                    source-threshold 1024; 
                    destination-threshold 2048; 
                    timeout 20; 
                } 
                land; 
            } 
        } 
    } 
    nat { 
        source { 
            rule-set internal-to-external { 
                from zone [ access guest wifi ]; 
                to zone untrust; 
                rule source-nat-rule { 
                    match { 
                        source-address 0.0.0.0/0; 
                    } 
                    then { 
                        source-nat { 
                            interface; 
                        } 
                    } 
                } 
            } 
        } 
    } 
    policies { 
        from-zone access to-zone untrust { 
            policy allow-mail { 
                match { 
                    source-address [ ACC ACS EVM IMS ]; 
                    destination-address icann; 
                    application junos-smtp; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-dns { 
                match { 
                    source-address [ ACC ACS EVM IMS ]; 
                    destination-address [ icann-dns google-dns ]; 
                    application [ junos-dns-udp junos-dns-tcp ]; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 



            policy allow-simplex { 
                match { 
                    source-address IDP; 
                    destination-address simplex; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
        } 
        from-zone access to-zone video { 
            policy access-to-video { 
                match { 
                    source-address IMS; 
                    destination-address kmf_west_video; 
                    application junos-icmp-all; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone access to-zone ipsec { 
            policy allow-access-to-ipsec { 
                match { 
                    source-address [ ACS ACC ]; 
                    destination-address [ kmf_east_acs kmf_east_acc ]; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-icmp { 
                match { 
                    source-address any; 
                    destination-address any; 
                    application junos-icmp-ping; 
                } 
                then { 
                    permit; 
                } 
            } 
            policy allow-access-access { 
                match { 
                    source-address kmf_west_access; 
                    destination-address kmf_east_access; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone ipsec to-zone access { 
            policy allow-ipsec-to-access { 
                match { 
                    source-address [ kmf_east_acs kmf_east_acc ]; 
                    destination-address [ ACS ACC ]; 



                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-icmp { 
                match { 
                    source-address any; 
                    destination-address any; 
                    application junos-icmp-ping; 
                } 
                then { 
                    permit; 
                } 
            } 
            policy allow-access-access { 
                match { 
                    source-address kmf_east_access; 
                    destination-address kmf_west_access; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone video to-zone ipsec { 
            policy allow-video-to-ipsec { 
                match { 
                    source-address VSS; 
                    destination-address kmf_east_vss; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-access-video { 
                match { 
                    source-address kmf_west_video; 
                    destination-address kmf_east_video; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone guest to-zone untrust { 
            policy allow-guest-to-untrust { 
                match { 
                    source-address kmf_west_guest; 
                    destination-address any; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 



        } 
        from-zone wifi to-zone untrust { 
            policy allow-wifi-to-untrust { 
                match { 
                    source-address kmf_west_wifi; 
                    destination-address any; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone ipsec to-zone video { 
            policy allow-ipsec-to-video { 
                match { 
                    source-address kmf_east_vss; 
                    destination-address VSS; 
                    application any; 
                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
            policy allow-icmp { 
                match { 
                    source-address any; 
                    destination-address any; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
            policy allow-access-video { 
                match { 
                    source-address kmf_east_video; 
                    destination-address kmf_west_video; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone access to-zone access { 
            policy allow-access { 
                match { 
                    source-address any; 
                    destination-address any; 
                    application any; 
                } 
                then { 
                    permit; 
                } 
            } 
        } 
        from-zone video to-zone untrust { 
            policy allow-mail { 
                match { 
                    source-address VSS; 
                    destination-address icann; 
                    application junos-smtp; 



                } 
                then { 
                    permit; 
                    log { 
                        session-close; 
                    } 
                } 
            } 
        } 
        default-policy { 
            deny-all; 
        } 
    } 
    zones { 
        security-zone access { 
            address-book { 
                address ACS 10.4.28.203/32; 
                address ACC 10.4.28.202/32; 
                address IDP 10.4.28.201/32; 
                address EVM 10.4.28.200/32; 
                address IMS 10.4.28.204/32; 
                address E1 10.4.28.210/32; 
                address E3 10.4.28.212/32; 
                address E4 10.4.28.213/32; 
                address kmf_west_access 10.4.28.192/26; 
                address localnet 10.4.28.0/24; 
                address-set iris-scanners { 
                    address E1; 
                    address E3; 
                    address E4; 
                } 
            } 
            interfaces { 
                irb.0 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                            ntp; 
                            ssh; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone untrust { 
            address-book { 
                address icann 192.0.32.0/20; 
                address icann-dns 192.0.42.53/32; 
                address googledns1 8.8.8.8/32; 
                address googledns2 8.8.4.4/32; 
                address simplex1 216.224.218.31/32; 
                address simplex2 216.224.218.32/32; 
                address simplex3 216.224.218.33/32; 
                address simplex4 216.224.218.34/32; 
                address-set google-dns { 
                    address googledns1; 
                    address googledns2; 
                } 
                address-set simplex { 
                    address simplex1; 
                    address simplex2; 
                    address simplex3; 
                    address simplex4; 
                } 
            } 
            screen external-screen; 



            interfaces { 
                ge-0/0/15.0 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone video { 
            address-book { 
                address kmf_west_video 10.4.28.128/26; 
                address VSS 10.4.28.150/32; 
                address C1 10.4.28.151/32; 
                address C2 10.4.28.152/32; 
                address C3 10.4.28.153/32; 
                address-set cameras { 
                    address C1; 
                    address C2; 
                    address C3; 
                } 
            } 
            interfaces { 
                irb.1 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone guest { 
            address-book { 
                address STR 10.4.28.20/32; 
                address VCC 10.4.28.22/32; 
                address kmf_west_guest 10.4.28.0/25; 
            } 
            interfaces { 
                irb.2 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone ipsec { 
            address-book { 
                address kmf_east_access 10.4.29.192/26; 
                address kmf_east_video 10.4.29.128/26; 
                address kmf_east_acs 10.4.29.204/32; 
                address kmf_east_acc 10.4.29.202/32; 
                address kmf_east_idp 10.4.29.201/32; 
                address kmf_east_evm 10.4.29.200/32; 
                address kmf_east_ims 10.4.29.203/32; 
                address kmf_east_E1 10.4.29.210/32; 
                address kmf_east_E2 10.4.29.211/32; 
                address kmf_east_E3 10.4.29.212/32; 
                address kmf_east_E4 10.4.29.213/32; 
                address kmf_east_vss 10.4.29.150/32; 
                address kmf_east_C1 10.4.29.151/32; 
                address kmf_east_C2 10.4.29.152/32; 
                address kmf_east_C3 10.4.29.153/32; 



            } 
            interfaces { 
                st0.1 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                            ike; 
                        } 
                    } 
                } 
            } 
        } 
        security-zone wifi { 
            address-book { 
                address kmf_west_wifi 10.100.1.0/24; 
            } 
            interfaces { 
                irb.3 { 
                    host-inbound-traffic { 
                        system-services { 
                            ping; 
                        } 
                    } 
                } 
            } 
        } 
    } 
} 
interfaces { 
    ge-0/0/6 { 
        ether-options { 
            802.3ad ae0; 
        } 
    } 
    ge-0/0/7 { 
        ether-options { 
            802.3ad ae0; 
        } 
    } 
    ge-0/0/15 { 
        unit 0 { 
            family inet { 
                address 192.0.35.202/26; 
            } 
        } 
    } 
    ae0 { 
        aggregated-ether-options { 
            lacp { 
                active; 
            } 
        } 
        unit 0 { 
            family ethernet-switching { 
                interface-mode trunk; 
                vlan { 
                    members [ vlan-access vlan-guest vlan-video vlan-wifi ]; 
                } 
            } 
        } 
    } 
    irb { 
        unit 0 { 
            description "access vlan"; 
            family inet { 
                address 10.4.28.193/26; 



            } 
        } 
        unit 1 { 
            description "video vlan"; 
            family inet { 
                address 10.4.28.129/26; 
            } 
        } 
        unit 2 { 
            description "guest vlan"; 
            family inet { 
                address 10.4.28.1/25; 
            } 
        } 
        unit 3 { 
            description "wifi vlan"; 
            family inet { 
                address 10.100.1.1/24; 
            } 
        } 
    } 
    lo0 { 
        unit 0 { 
            family inet { 
                filter { 
                    input route-engine-filter; 
                } 
            } 
        } 
    } 
    st0 { 
        unit 1 { 
            description "IPSec KMF-West"; 
            family inet; 
        } 
    } 
} 
policy-options { 
    prefix-list resolver-servers { 
        apply-path "system name-server <*>"; 
    } 
    prefix-list local-prefixes { 
        10.4.28.0/24; 
    } 
    prefix-list ntp-servers { 
        129.6.15.28/32; 
        129.6.15.29/32; 
    } 
    prefix-list remote-ike-peers { 
        apply-path "security ike gateway <*> address <*>"; 
    } 
} 
firewall { 
    family inet { 
        filter route-engine-filter { 
            term deny-icmp-redirects { 
                from { 
                    protocol icmp; 
                    icmp-type redirect; 
                } 
                then { 
                    discard; 
                } 
            } 
            term allow-icmp { 
                from { 



                    protocol icmp; 
                    icmp-type [ echo-request echo-reply unreachable time-exceeded ]; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-traceroute { 
                from { 
                    protocol udp; 
                    port 33434-33534; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-dns { 
                from { 
                    source-prefix-list { 
                        resolver-servers; 
                    } 
                    protocol udp; 
                    source-port domain; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-ntp { 
                from { 
                    source-prefix-list { 
                        local-prefixes; 
                        ntp-servers; 
                    } 
                    protocol udp; 
                    port ntp; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-establish { 
                from { 
                    protocol tcp; 
                    tcp-established; 
                } 
                then accept; 
            } 
            term allow-ipsec-esp { 
                from { 
                    source-prefix-list { 
                        remote-ike-peers; 
                    } 
                    protocol esp; 
                } 
                then accept; 
            } 
            term allow-ipsec-udp { 
                from { 
                    source-prefix-list { 
                        remote-ike-peers; 
                    } 



                    protocol udp; 
                    port 500; 
                } 
                then accept; 
            } 
            term allow-ike-fragments { 
                from { 
                    source-prefix-list { 
                        remote-ike-peers; 
                    } 
                    is-fragment; 
                    protocol udp; 
                } 
                then { 
                    policer small-bw-limit; 
                    accept; 
                } 
            } 
            term allow-ssh { 
                from { 
                    source-address { 
                        10.4.29.193/32; 
                    } 
                    protocol tcp; 
                    destination-port ssh; 
                } 
                then accept; 
            } 
            term LAST { 
                then { 
                    discard; 
                } 
            } 
        } 
    } 
    policer small-bw-limit { 
        if-exceeding { 
            bandwidth-limit 1m; 
            burst-size-limit 15k; 
        } 
        then discard; 
    } 
} 
vlans { 
    vlan-access { 
        vlan-id 10; 
        l3-interface irb.0; 
    } 
    vlan-guest { 
        vlan-id 12; 
        l3-interface irb.2; 
    } 
    vlan-video { 
        vlan-id 11; 
        l3-interface irb.1; 
    } 
    vlan-wifi { 
        vlan-id 13; 
        l3-interface irb.3; 
    } 
} 
routing-options { 
    static { 
        route 0.0.0.0/0 next-hop 192.0.35.201; 
        route 10.4.29.0/24 next-hop st0.1; 
        route 64.124.6.5/32 next-hop 192.0.35.201;    }} 
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