






























































Starting: kskgen (at Mon Jul 20 18:11:06 2015 UTC)

Use HSM /opt/dnssec/aep.hsmconfig?

HSM /opt/dnssec/aep.hsmconfig activated.

setenv KEYPER_LIBRARY PATH=/opt/dnssec

setenv PKCS11_LIBRARY_PATH=/opt/Keyper/PKCSllProvider/pkcsll1.GCC4.0.2.50.4.07
Found 1 slots on HSM /opt/Keyper/PKCS11lProvider/pkcs11.GCC4.0.2.50.4.07

HSM slot 0 included

Loaded /opt/Keyper/PKCSllProvider/pkcsll1.GCC4.0.2.80.4.07 Slot=0

HSM Information:

Label: ICANNTEST
ManufacturerID: AEP Networks
Model: Keyper 9860-2
Serial: H1411006

Generating 2048 bit RSA keypair...
Created keypair labeled "Kkwwtts”

SHA256 DS resource record and hash:

. IN DS 60817 8 2 52EQ00F223B2FCOE063CAE41981D49F227648363CBC5F117B8C186962C8382D4C

>> Dupont tobacco artist candidate clockwork combustion slowdown tobacco flatfoot reven
ue tonic bottomless minnow souvenir quota candidate inverse dictator Christmas crossove
r showgirl forever Athens inferno offload borderline gazelle gadgetry spaniel consultin
g button disbelief <<

Created CSR file "Kkwwtts.csr":

O: ICANN

QU: IANA

CN: Root Zone KSK 2015-07-20T18:11:24+00:00

1.3.6.1.4.1.1000.53: . IN DS 60817 8 2 52EQ00F223B2FCOE063CAE41981D49F227648363CBC5F117B
8C186962C8382D4C

Kkwwtts.csr SHA256 thumbprint and hash:
520845D38C7AA05E96091B3D507FCCAOFECB1CF98BA1F6AB1784C75CDD796729

>> Dupont antenna crusade sociable offload infancy ragtime finicky prefer applicant bee
swax crucifix drumbeat integrate spigot Orlando woodlark revival befriend Waterloo obtu
se outfielder village Pegasus banjo Jupiter soybean fascinate swelter inertia freedom ¢
ertify <<

Unloaded /opt/Keyper/PKCSllProvider/pkcsll.GCC4.0.2.50.4.07 Slot=0
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## Last commit: 2014-12-12 18:55:44 UTC by cbarthold
version 12.1X44-D35.5;
system {
host—name srx;
domain-name ksk.lax.dns.icann.org;
location {
country—code US;
postal-code 90245;
building Equinix-LA3;

floor 1;
rack 1:
}
ports {
console {
log—out-on-disconnect;
type vt109;
}

root—authentication {
encrypted-password " #HHHHHEHERHHHHHIE IR 3
SECRET-DATA
¥
name-server {
8.8.8.8;
8.8.4.4;
}
login {
user cbarthold {
full-name "Connor A. Barthold";
uid 2004;
class super-user;
authentication {
encrypted-password "HHEHEE IR
## SECRET-DATA
+
}
user jjenkins {
full-name "Josh Jenkins";
uid 2007;
class super-user;
authentication {
encrypted—-password " HHESEE I EHHERHHHHRR . |
## SECRET-DATA
}
}
user reed {
full-name "Reed Quinn";
uid 2003;
class super-user;
authentication {



encrypted-password "#HHHEHERHHHEEHEHRHERREE
## SECRET-DATA
}
}
} 0
services;
syslog {
archive size 100k files 3;
user * {
any emergency;
}

file messages {
any critical;
authorization info;
}
file interactive-commands {
interactive-commands error;
}

}
max—configurations—-on-flash 5;
max—configuration-rollbacks 20;
license {
autoupdate {
url https://ael.juniper.net/junos/key_retrieval;

}
1
ntp {
server 129.6.15.28;
server 129.6.15.29;
}

1
interfaces {
interface-range interfaces—trust {
member ge—-0/0/1;
member fe-0/0/2;
member fe-@/0/3;
member fe-8/0/4;
member fe-0/0/5;
member fe-0/0/6;
member fe-@/0/7;

unit @ {
family ethernet-switching {
vlan {
members vlan-trust;
}
}
}
}
ge-9/0/0 {

unit 0 {



family inet {
address 10.1@@.1.1/24;
}

}
s
ge-1/0/@ {
unit @ {
family inet {
address 192.8.35.202/26;
)2

s
}
vlan {
unit 0 {
family inet {
address 10.4.28.1/24;
)2

}
+
routing-options {
static {
route 2.0.0.8/@ next-hcp 192.0.35.201;
}

}
security {
nat {
source {
rule-set trust—-to-untrust {
from zone trust;
to zone untrust;
rule source-nat-rule {
match {
source—address 0.4.2.0/9;

}
then {
source—nat {
interface;
}
}

}
}
rule-set wifi-to-untrust {
from zone wifi;
to zone untrust;
rule source-nat-rule2 {
match {
source—address 0.9.0.0/0;
}

then {



source-nat {
interface;
}

b
}
policies {
from-zone trust to-zone untrust {
policy trust—to-untrust {
match {
source-address localnet:;
destination—address [ icann simplexl simplex2
googlednsl googledns2 1;
application any;

then {
permit;
log {
session—close;
}
}

}
}
from—zone wifi to-zone untrust {
policy internet {
match {
source-address any;
destination-address any;
application any;

then {
permit;
}

¥
}
zones {
security-zone trust {
address-book {
address localnet 10.4.28.0/24;
}

host-inbound-traffic {
system-services {

all;

}

protocols {
all;

¥



¥

interfaces {
vlan.o;

¥

}
security-zone untrust {
address—book {

address icann 192.0.32.0/20;
address simplexl 216.224.218.31/32;
address simplex2 216.224.219.32/32;
address googlednsl B8.8.8.8/32;
address googledns2 8.8.4.4/32;

}
interfaces {
ge-1/0/0.0 {
host—inbound-traffic {
system-services {
ping;
}
}
}

}
security-zone wifi {
interfaces {
ge-0/0/0.0;

h
}
}
h
vlans {
vlan-trust {
vlan-id 3;
13-interface vlan.;
¥



