internet Corporation for Assigned Names and Numbers

Root DNSSEC KSK Ceremony 15
Thursday October 24, 2013

ICANN KSK Facility@Terremark NCR
18155 Technology Drive, Culpeper, VA 22701-3805

This ceremony is executed under the
DNSSEC Practices Statement for the Root Zone KSK Operator Version A Revision 1358
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ICANN Root DNSSEC KSK Ceremony 15

AbbreviationsDraft

TEB =

HS#M =
W=
$§C=
KSR=
AlUD=

Tamper Evident Bag (AMPAC, item #GCS1013 small or #GCS1216 large or MMF Industries, item #2362010N20 small or #2362011M20

farge) 80=
Hardware Security Moduie FD=
Intesmat Witness Co=
Safe Saecurity Controller MG =
Key Signing Reguest SKR=
Third Party Auditor

Participants

Security Officer op= Operator

Fiash Drive CA= Ceremony Administrator

Crypto Officer SA= System Administrator

Masterof Ceremony  IKOS=  ICANN KSK Operalions Security
Signed Key Response  RZM= Root Zone Maintainer

Instructions: At the end of the ceremony, participants sign on IW1's copy. IW1 records time upon campletion.

Bate

24 Qctober
2013

Title Printed NamelCitizenship Signature
CA Richard Lamb o
W1 Francisco Arias %ﬁ/ i
4
SA1 Alexander Kulik /BM)
$5C1 | Jutie Hediund by L ity |
88C2 Steve Chan - P
COo1 Frederico Neves / BR M OM .
CO2 | Anne-Marie Eklund Lowinder /SE | /ﬁwwﬁu{%%p%
CO4 | Robert Seastrom /US v
C05 | Christopher Griffths / US ‘ — .
RZM | Alejandro Bolivar / Verisign Z :
RZM Duane Wessels / Verisign Ll /A AALd { Vi 1 777 /(
RZM Sanju Varghese / Verisign for "; gvebgg-f { ]"ﬁ(\
AUD Sonia Wong / - /( dd/ :‘ -
PricewaterhouseCoopers ha e .
EW1 | Edward Lewis / Neustar T P A
EW2 | Olafur Gudmundsson/Shinkuro & T A
EW3 Charles Peters C Lo ion (‘]/2.12—.: -
sA2 | Connor Barthotd [ A Zﬂl %
SA3 Sean Powell g ; ' —
W2 | Dalini Kherlani /e
IW3IKOS | Tomofumi Okubo 17 /"””’%ﬁ*—m—w

10-2¢

Note: By signing this script, you are declaring that this is a true and accurate record of the

Root DNSSEC KSK ceremony to the best of your knowledge.
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ICANN Root DNSSEC KSK Ceremony 15

Note: Bual Occupancy enforced. CA leads ceremony. Only CAs, IWs, or SAs can enter ceremony room
and/or escort other participants. Only CAHW can enter safe room and/or escort other participants. CAs
SAs or IWs may let individuals out of the ceremony room but only when CA+IW remain in the ceremony
room. No one may leave when CA+IW are in safe room. Participants must sign in and out of ceremony
room and leave any credentials assigned to them (keys, cards) in the ceremony room if leaving before
completion of the ceremony. The SA starts filming before the participants enter the room.

’

Some steps during the ceremony require the participants to tell and/or confirm identifiers composed of
numbers and letters. When spelling identifiers, the phonetic alphabet shown below will be used:

A Aifa AL-FAH
B Bravo BRAH-VOH
C Charlie CHAR-LEE
D Delta DELL-TAH
E Echo ECK-OH
F Foxtrot FOXS-TROT
G Golf GOLF
H Hotel HOH-TEL
| India IN-DEE-AH
] Juliet JEW-LEE-ETT
K Kilo KEY-LOH
L Lima LEE-MAH
m Mike MIKE
TN November NO-VEM-BER
0] Oscar 085-CAH
P Papa PAH-PAH
Q Quehec KEH-BECK
R Romeo ROW-ME-OH
S Sierra SEE-AIR-RAH
T Tango TANG-GO
U Uniform YOU-NEE-FORM
v Victor VIK-TAH
w Whiskey WI55-KEY
X Xray ECKS-RAY
Y Yankee YANG-KEY
Z Zulu Z00-L00
1 One WURN
2 Two TOO
3 Three TREE
4 Four FOW-ER
5 Five FIFE
6 Six SIX
7 Seven SEV-EN
8 Eight AIT
S Nine NIN-ER
0 Zero ZEE-RO
version 1.9 Page 3 0f 26




ICANN Root DNSSEC ¥SK Ceremony 15

Act 1. Initiate Ceremony and Retrieve Equipments

Participants Arrive and Sign into Key Ceremony Room

Activity !
SA confirms that the videos are recorded and online streafning is live.
IW confirms that all participants are signed into the Ceremony Room.

Ste_p |mt|a| ——

Emergency Evacuation Procedures

Activity Initial

CA or IW reviews emergency evacuation procedures with participants.

Verify Time and Date

Activity

3. IW1 enters UTC date ‘(dayi'monthlyear) and time using a reasohébly
accurate wall clock visible to all in the Ceremony Room:

24 Gt 203 | F13

All entries into this script or any logs should follow this common source of
time.

Initial

Date and time:

AR

Open Credential Safe #2

Activity
4 CA and (W1 escorts SSC2, COs info the safe room together. CA brings a

flashlight when entering the safe room.

13:/¢

S5C2, while shielding combination from camera, opens Safe #2.

I

5SC2 takes out safe log and prints name, date, time, signature, and reason
{i.e. "open safe”) in safe log. IW1 initials this entry.
Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

|11
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Page 4 of 26



ICANN Root DNSSEC KSK Ceremony 15

COs Extract Credentials From the Safe Deposit Boxes

Step

| Activity

__Initial .

.. - T|me

7. One by one, the selected COs retrieves required OP cards and SO cards
foflowing the steps shown below.
a} With the assistance of CA (and his/her common key), opens her/his
safe deposit box.
# Common Key is bottom lock and CO Key is top lock
b} Verifies integrity of contents by reading out box number and TEB #
for OP and SO cards which should match below.
¢} Retains OP TEB and SO TEB and locks box.
d) Makes an entry in safe log indicating OP TEB and SO TEB removal
with box #, printed name, date, time and signature.
Note: If fog entry is pre-printed, verify the entry, record time of completion and sign.
Repeat these steps until alt required cards are removed, IW1 initials this
entry when all CO have finished.
CGC 1: Frederico Neves l/% ,Z i}'
Box #1238 FA
OP TEB # BB21369015
SO TEB # A14377117
CO 2:; Anne-Marie Eklund Lowinder
Box #1259
OP TEB # BB21369016
SO TEB # A14377119
CC 4: Robert Seastrom
Box # 1260
OP TEB # BB21368994
SOTEB # A14377123
CO §: Christopher Griffiths
Box # 1240
OP TEB # BB21368999
SO TEB #A14377125
version 1.9 Page 5 of 26



ICANN Root DNSSEC KSK Ceremony 15

Close Credential Safe #2
Step -

8 Once ail safe deposit boxes are closed and locked, $5C2 makes an entry
that includes printed name, date, time and signature into the safe log iz F{,

indicating closing of the safe. IW1 initials this entry. i

Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

9. S8C2 puts log back in safe and locks Safe #2 (spin dial at least two full

revolutions each way, counter clock wise then clock wise), l': a3 | '% 7 S
CA and IW1 verify that the safe is locked and card reader indicator is green.

18. | 1W1, CA, $3C2, and COs leave safe room, with OP cards in TEBs, closing vl S
the door behind them. T Iﬂ( { /TL J 6

Open Equipment Safe #1

Activity
11. | After a one (1) minute defay, CA, IW1 and SSC1 enter the safe room withan |

empty equipment cart, 'r ﬁ i ? 3 ?

12. | 8SCH1, while shielding combination from camera, opens Safe #1. ‘{1" 3 ] '} - 3 &
13. | SSC1 takes out safe log and prints name, date, time, signature and reason —
(i.e., “opened safe”) in safe log. IW1 initials this entry. f’/"( ] :} ) Lf@

Note: If log entry is pre-printed, verify the entry, record time of completion and sign,

Remove Equipment from Safe #1

Activity

14. | CA CAREFULLY removes HSM1 (in TEB) from the safe and completes the |
entry in the safe log indicating HSM Removal, TEB # and serial number,
printed name, date, time, and signature. CA places the item on the

equipment cart. IW1 initials this entry. Fﬁ ) ?f' L/Z

Note: If log entry is pre-printed, verify the entry, record time of completion and siga.
HSM1: BB24043988 | serial # K6002016

Verify the integrity of the other HSM that will not be in used this time.

HSM2: TEB# BB24049898 / serial # K6002013 (last used)

13. | CA takes out the items listed below from the safe and completes the entry in

the safe log indicating each item, TEB#, serial number if available. Printed
name, date, time and signature. CA places the item on the equipment cart. j ? . V 5

WA initials this entry, f A

Note: If log entry is pre-printed, verify the entry, record timae of completion and sign.
Laptop2 (Dell ATG6400): TEB# BB24049937 / serial# 35063364997
O/S DVD (Rev600) + HSMFD: TEB# BB21368998

Verify the integrity of the other Laptop that will not be used this fime.
Laptopi: TEB# BB24049898 / serial # 41593712005 (last used)

version 1,9 Page 6 of 26



{CANN Root DNSSEC KSK Ceremony 15

Close Equipment Safe #1 and exit safe room

_Step Activity | _ Time |
16. | SSC1 makes an entry including printed name, date, time and signature into o L
the safe log indicating, "Close safe”. IW1 initials this entry. r Pf ' ‘} . \’)O
Note: If log entry is pra-printed, verify the entry, record time of completion and sign.
17. | S8C1 puts log back in safe and locks Safe #1 (spin dial at least two full ? Nl
revolutions each way, counter clock wise then clock wise). FA VT 5 [

CA and IW1 verify that the safe is locked and door indicator fight is green.

18. | CA, 55G1 and IW1 leave the safe room with the equipment cart, closing the F H \ C?L S SZ
door to the safe room securely behind them. ' -

version 1.9 Page 7 of 26



ICANN DNSSEC Script Exception

Abbreviations @
TEB= Tamper Evident Bag

HSM = Hardware Security Module
FD=  Flash Drive

CA= Ceremony Administrator
IW = internal Witness
SA=  System Administrator

$5C= Safe Security Controller

Instructions: Initial each step that has been compieted below, e.g., 373 Note time.

Note Exception Time

1 | IW notes date and time of key ceremony exception and signs here:

FA L 1# S

2 | IW Describes exception and action below

—~  dey  step 1S, At 1. SRl et he yoom “(O. bmy
E\inn g\e@is o fufer for]ﬁ\’ﬂ'\-' e (everony Storped
Foy 0 momen £ -

— End of DNSSEC Script Exception —

version 1.0 Pagelofl



ICANN Root DNSSEC KSK Ceremony 15

Act 2. Confirm and Sign the Key Signing Request

Set Up Laptop

. 'A'c_t'ivity L " I _. _I'hi't'i'a'l N
1. CA inspects the laptop TEB for tamper evidence; reads out TEB # and serial
# while IW1 observes and matches it to the prior entry in most recent key
ceremony or acceptance script for this site. IW1 confirms the TEB # and 15 ’ F?’; S g
serial # below. !0(

Laptop? (Defl ATG6400): TEB# BB24049937 / serial# 35063364997

2. CA inspects the 0/S DVD + HSMFD TEB for tamper evidence; reads out

TER # while IW1 observes and matches it to the prior entry in most recent F F\ ] ? : 5@(
key ceremony script for this site. IW1 confirms the TEB # below. '

0/S DVD (Rev600) + HSMFD: TEB# BB21368998
3. CA takes the faptop, HSMFD and O/S DVD out of TEB placing it on key m

ceremony table; discards TEBs; connects laptop power, extemal display,
printer and boots laptop from G/S DVD.

4. CA sets up the laptop by following the steps below.
aj CA presses "CTRL+ALT+F2" to geta console prompt and logs in as

root. >
b) CA executes system—config-display --noui -FA i % OC,
¢) CAexecutes killall Xorg

d) CA confirms that external display works.
¢) CA logs in as root

5. CA configures printer as defauit and prints test page by going to F D( o
System > Administration > Printing. \ ? f 0

6. CA opens a terminal window and maximizes its size for visibility by going to F f‘\ \ g .
Applications > Accessories > Terminal. a \

7. CA checks and fixes date and time on laptop based on wall clock ensuring - ) )
UTC time zone has been chosen by going to rP\ | g N '5

System > Administration > Date and Time.
CA executes date to confirm that it is properly configured.

8 | CAinserts USB port expander into laptop. T Vs
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ICANN Root DNSSEC KSK Ceremony 15

format and label blank FD

. St'_é_'h' I : Aty fy .
g, CA plugs anew FD into the taptop, then waits for it to be 'recbg'niz'éd' by the

018, closes the file system popup window and formats the drive by executing

dmesg | grep —A 5 usb-storage

to confirm the drive letter that is assigned fo the blank USB drive {e.g. sda,
sdb, sdc),

umount /dev/sdal FP( ,g\(g

to unmounts the drive (change drive letter if necessary),
mkfs.vfat ~n HSMFD -I /dev/sda

to execute a FAT32 format and label it as HSMFD.

~Initial

ot

10. | CA repeats step 9 for the 2 blank FD F A

11. | CA repeats step 9 for the 3¢ blank FD A 19 18
12. | CA repeats step 9 for the 4% blank FD ) W74
13. | CArepeats step 9 for the 5t blank FD T A 1920

Connect HSMFD

Activity

14. | CA plugs HSMFD into free USB slot on the taptop -NOT EXPANDER- and
waits for O/S to recognize the FD.  CA fets participants view file names in fF PV \ Q - 2 Z
the HSMFD then closes the file system window. :

15. | Calculate the md5hash of the contents on the copied HSMFD.
find ~P /media/HSMFD -type £ —print0 | sort -z

| xargs -0 cat | mdSsum FF\ )?2\/

IW confirms that the result matches the md5hash of the HSMFD that is on
the annotated script from the Ceremony 13.

Start Logging Terminal Session

Step Activity Initial Time

16. | CA bhanges the default directory to the HSMFD by executing .
cd /media/HSMFD ’F !D( \ g ’2 S

17. | CA executes

script seript-20131024.log ’fﬁ | g 25

to start a capture of terminal output.

version 1.9 Page 9 0f 26



{CANN Root DNSSEC KSK Ceremony 15

Start Logging HSM Cutput

an A

18. | CA connects a serial to USB null modem cable to laptop. T A @27

19. | CAopens a second terminal screen and executes
cd /media/HSMFD

and executes el

ttyaudit /dev/ttyUSBO y A ] %) 2 57
to start logging HSM serial port outputs. Note: DO NOT unplug USB serial
port from laptop as this causes logging to stop.

Power Up HSM

Activity

# white W1 observes and matches it to the prior script entry. IW1 confirms ol A ; g
TEB # and serial # below. \ ‘ : ’3@

HSM1: BB24049988 / serial # K6002016

21, | CAremoves HSM from TEB; discards TEB and plugs tiyJSBO null modem (l:'ﬂ 1 %;\ 9
seriat cable to the back. ’ ‘

22, | CA switches to the tyaudit terminal window and connects power fo HSM.
Status information should appear on the serial logging screen. IW1 matches ‘

displayed HSM serial number with above. (Time and date in the HSM may r '.\ i g 2
not match the fime used for the ceremony logs, but there is no need to : L)g
change it since the scripts that does the logging to the laptop adds a ‘
timestamp.)

Enable/Activate HSM

Activity

23. | CAcalls a CO, CO inspects the TEB for tamper evidence, opens the TEB CA N
and hands the CP card to the CA who places card in cardhelder visible to all. I )Q a%’
24, Repeat the step above until all OP cards are placed on the cardholder. FiA ) g? Y

75. | CAinserts 3 cards into HSM to activate the unit {via “Set Online” menu item).
Type in the default PIN “11223344” when prompted. \W1 records the used
cards below. Each card is returned to cardhoider after use.

1stOPcard_t of 7
ondOPcard 5 of 7
3rdOPcard 2 of7

V¢

—\
>
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VERISIGN

12061 Bluemont Way
Reston, Va. 20150

T: 703-948-3200

F: 703-948-3857

Verisigninc.com

October 9™, 2013

To Whom It May Concern:

This is a letter of Verification of Employment for Duane P Wessels. Verisign, Inc.
has employed Duane P. Wessels full-time since January 11", 2010 as a Principal-
Research Engineering in our CTO Organization.

Verisign is the trusted provider of Internet infrastructure services for the
networked world. Billions of times each day our identity protection and registry
services allow companies and consumers all over the world to engage in trusted
communications and commerce.

For over 10 years, Verisign Internet infrastructure has been at the very heart of
the Internet, enabling key transactions and protecting valuable data. Verisign
facilitates as many as 31 billion authoritative Domain Name System (DNS) queries
a day, and has been providing this service since 1998 with 100% availability, Over
the years the Verisign Internet infrastructure has scaled quickly and dramatically,
and has the capacity to scale just as dramatically In the coming years, as the
world moves to Internet-based transactions. Verisign’s Network Intelligence and
Availability team helps protect against distributed denial of service or DDoS
attacks through an in-the-cloud monitoring and mitigation services. Verisign's
iDefense Security Inteliigence Services help identify and track vulnerabilities,
malicious code, threats, and heilps provide comprehensive intelligence to enable
customers to proactively manage risk.

Should you have further questions, please contact me at the number below.

Sincerely,
R

David Carney
Asst. HR Business Partner | Verisign, Inc. | 703-948-4143 | dcarney@verisign.com



VERISIGN

24 October 2013 12061 Bluemont Way,
Reston, VA 20190
£ 703-948-3200
f, 701-987-6543
The S8HA256 hash of the 2014 Q1 KSR file is:

Verisignine.com
7b8083b5719c121d290dc20#84a15043100963e726777d089c60550e01c77019
The PGP wordlist for the hash above is:

kickoff intention Mohawk positive lockup October atlas
breakaway breakup asteroid snapshot atmosphere mural
outfielder enlist decimal beehive applicant flatfoot
truncated bookshelf inception klaxon antenna python
fortitude edict Atlantic absurd retraction keyboard
bottemless

Attefted on behalf of VeriSign by:

Duane Wessels
Principal Research Scientist
VeriSign, Inc.



ICANN Root DNSSEC KSK Ceremony 15

Check Network between Laptop and HSM

Step Activity Initial Time
26. | CA connects HSM fo laptop using Ethernet cable. f ny 19 {{’Z

27. | CA tests network connectivity between laptop and HSM by entering
ping 192.168.0.2

on the laptop terminal window and looking for responses. Cirl-C to exit ﬁ;ﬂt 1 ? 7’ 2—
program.

Insert Copy of KSR to be signed

Activity
The KSR is downloaded to the KSRFD and transferred to the facility by the
IKOS. CA plugs FD labeled “KSR” with KSR to be signed into the laptop and

waits for the O/S to recognize the FD. CA points out the KSR file to be
signed then closes the file system window.

Execute KSR signer

Step Activity Initial Time
29. | CA identifies the KSR to be signed and runs, in the terminal window e [(( .
ksrsigner Kjgnt7v /media/KSR/ksr-root-2014-gl-0.xml ﬂ ‘ (f(;

30, | The KSR signer will ask whether the HSM is activated or not as below.
Activate HSM prior to accepting in the affirmativel! o
b/l FA (1Y 96
CA cofirms that the HSM is online and then enters “y” to proceed to )
verification.

Note: DO NOT enter “y” for the “Is this correct y/n?” yet.

Final Verification of the Hash (validity) of the KSR

Step Activity Initial Time

31. | When the program requests verification of the KSR hash, CA asks the Root
Zone Maintainer (RZM) representative to identify him/herself, present

identification document for IW1 to retain and read out the SHA256 hash in —_
PGP wordlist format for the KSR previously sent to ICANN. IW1 enters RZM J( P
representative’s name here:

Do ane \Wessels

32. | Participants match the hash read out with that displayed on the terminal. CA i .
asks, “are there are any objections™? Tlfq z %7 SQ

33. | CAthen enters “y" inresponse to *Is this correct y/n?”to

complete KSR signing operation. Sample output should look like Figure 1. : A ] CZ-\ S f
The signed KSR (SKR} will be found in “

/media/KSR/skr-root-2014-gl1-0.xml

version 1.9 Page 11 of 26



ICANN

ICANN DNSSEC Script Exception

Abhreviations

TEB= Tamper Evident Bag

HSM = Hardware Security Module
FD=  Flash Drive

CA=  Ceremony Administrator
iW= Internal Witness

SA=  System Administrator
SSC= Safe Security Controller

Instructions: Initial each step that has been completed below, e.g., 8734 Note time.

Note Exception Time

1 | IW notes date and time of key ceremony exception and signs here:

TA g

2 | IW Describes exception and action below

_— . s e 45(7[(1/-{
£ e 73 )EC{/Z (A asied R2M YgP&en

)\? ;q_,_.(;:;' r\erL‘/” ((head Of ‘Hg (A Q{U\ ns it

N

— End of DNSSEC Script Exception —
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ICANN Root DNSSEC KSK Ceremony 15

$ ksrsigner Kjgmt7v kKsr-root-2010-g4-1.xml

Starting: ksrsigner Kjgmtiv /media/KSR/ksr-root-2019-gd-1l.xml {(at Mon Jul 12 22:44:26 201G UTC)
Use HSM /opt/dnssec/aep.hsmconfig?
Activate HSM prior to accepting in the affirmative!! (y/N): y

HSM /opt/dnssec/aep.hsmconflig activated.

[debug] setenv KEYPER_LIBRARY_PATH=/opt/unssec

[debug] setenv PKCS11_LIBRARY PATH=/cot/Keyper/PKCS11Provider/pkestl.GCC4.0.2.50.4.07
Found 1 slots on HSM /opt/Keyper/PKCS11Provider/pkesll.GCC4.0.2.80.4.07

HSM slot O included

Loaded /opt/Keyper/PKCS11Provider/pkesll.GCC4.0.2.50.4.07 Slot=0

HSM Information:

Label: TCANNKSK
ManufacturerID: AEP Networks
Model: Keyper Pro 0405
Serials K&002018

Validating last SKR with H3M...

# Inception Expiration 25K Tags XSK Tag(CKA LABEL)}
1 2010-07-01T00:00:00 2010-07-15T23:59:58 55138,41249 19036
2 2010-07-11FC0:00:00 2010-07-25T23:59:59 41248 19036
3 R010-07-21T00:00:00 2010-08-04T23:5%:59 41244 19036
4 2010-07-31T00:00:00 2010-08-14T23:55:59 41248 19036
5 2010-08-10T00:00:00 2010-08-24T23:59:50 41248 19038
& 2010-08-20T0C:00:00 2010-09-03TZ3:59:59 41248 19034
7 2010-08-30T00:00:00 2010-05-13T23:5%:%% 41248 15036
8 2010-09-09T00:00:00 2010-09-24T700:00:00 41248 19036
9 2010-09-20T0Q:00:00 2010-30-05723:59:59 40268,41248 19036
.. .VALIDATED.

validate and Process KSR /media/KSR/ksr-root-2010-g4-1.xml...
Inception Expiration ZSK Tags KSK Tag{CKA_LABEL)
2010-10~01700:00:00 2010-10-15T23:59:5% 40288,41248
2010-10-11T00:00: 00 2010-106-25T23:59:59 40288
2010-10-21700:00:00 2010-11-04T23:54:59 40288
2010-10-31T00:00:00 2010-11-14T23:59:59 40288
2010-11-10T00:00:00 2010-11-24T23:59:59 40288
2010-11-20T00:00:00 2010-12-04T23:59:59 40288
2010-11-30T00:00:00 2010-12-14723:59:59 40288
2010-12-10T00:00:00 2010-12-25T00:00:00 40288
2010-12-21T00:00:00 2011-01-05T23:959:58 21639,40288

. ..PASSED.

OO oy U e R 3R

SHAZ56 hash of KSR:

A17E53979382611112C4F591A06AF4FRC2221DDDDY1794RCT2DEAEESLQCT2543

»> ratchet insurgent dwelling mosquita playhouse ploneer fzllout Babylen atlass reproduce vapor miracle
ragtime hamburger upshot Wichita snapshot candidate Belfast tambourine stopwatich pookseller Pluto
pyramid highchair specialist robust ultimate assume retraction bombast decimal <<

Is this correct (y/N}? y

Generated new SKR in /media/KSR/skr-root-2010-g4-1.xml

# Inceptiocn Expiration 28K Tags KSK Tag (CKA_LABEL}
1 2010-10-01T00:00:00 2010-10-15T23:59:59 40288,41248 19036
2 2010-i0-11T0D:00:00 2010-I6G-25T23:59:59 40288 12036
3 2010-10-217T00:00:00 2010-11-04T23:59:59 40288 15036
4 2010-10-31T00:00:00 2010-31-14T23:59:58 40288 19036
5 2010-11-10T00:00:00 2010-11-24T23:59:59 40288 19036
6 2010-11-20T0Q0:00:00 2010-12-04T23:5%:59 40288 1903¢€
7 2010-11-30T00:00:00 2010-12-14T23:59:5%9 406263 19036
8 2010-12-10T00:00:00 2010-12-25T00:00:00 40288 19036
9 2010-12-21T00:00:00 2011-01-05723:59:59 40288,21639 19036

SHAZ56 hash of SKR:

OOCC341BTBBBAEEZEGZBlAA6A58DEFO7F02E49503959E6R6ACBD7CEFF2741257

>> mardvark revolver choking bravado kickoff councilman robust tomorrow tracker Cherokee beehive
paragon reindeer microscope uncut amusement unearth coherence deckhand embezzle treadmill examine
tracker paragon ribcage guantity kiwl unravel uproot hydraulic atlas Eskimo <<

Unloaded /opt/Keyper/?KCSllProvider/pkcsll.GCC4.D.2.50.4.07 Slot=0

serkwvdihkr Log output in . /ksrsigner-20100712-224426.1og *rrawrvars

Figure 1
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Starting: ksrsigner Kigmt7v /media/KSR/ksr~root-2014-gq1-0.xml (at Thu Cct 24 18:46:18 2
013 UTC)

Use HSM /opt/dnssec/aep.hsmconfig?

HSM /opt/dnssec/aep.hsnconfig activated.

setenv KEYPER_LIBRARY_ PATH=/opt/dnssec

setenv PKCSl1_LIBRARY_PATH=/opt/Keyper/PKCSllProvider/pkcsl1.GCC4.0.2.30.4.07

Found 1 slots on HSM /opt/Keyper/PKCSllProvider/pkcsil.GCC4.0.2.50.4.07
HSM slot 0 included

Loaded /opt/Keyper/PKCSl1Provider/pkcsll.GCC4.0.2.so.4.07 Slot=0
HSM Information:

Label: ICANNKSK
ManufacturerID: AEP Networks
Model: Keyper Pro 0405
Serial: K6002016

validating last SKR with HSM...

# Inception Expiration ZSK Tags KSK Tag(CKA_LABEL)
1 2013-10-017T00:00:00 2013-10-15T23:59:59 49656,59085 13036
2 2013-10-11T00:00:00 2013-10-25T23:59:59 590835 18036
3 2013-10-21T00:00:00 2013-11-04T23:59:59 593085 19036
4 2013-10-31TO0:00:00 2013-11-14T23:59:53 53085 19036
5 2013-11-10T00:00:00 2013-11-24T23:59:59 55085 19036
6 2013-11-20T00:0G:00 2013-12-04T23:59:59 530835 13036
7 2013-11-30TCH:00:00 2013-12-14T23:59:59 59085 19036
8 2013-12-1GT00:00:00 2013-12-25TC0:00:00 59085 19036
9 20123-12-21T00:00:00 2014-01-05T23:59:59 33655,59083 19036
. .VALIDATED.

validate and Process KSR /media/KSR/ksr-root-2014-gql-0.xml...
Inception Expiration Z5K Tags KSK Tag{CKA_LABEL)
2014-01-01T00:00:00 2014-01-15T23:59:59 33655,52085
2014-01-11700:00:00 2014-01-25T723:59:59 33655
2014-01-21T00:00:00 2014-02-04T23:59:59 33655
2014-01-31T00:00:00 2014-02-14T23:5%:59 33655
2014-02-10T00:00:00 2014-02-24T23:59:59 33655
2014-02-20T00:00:00 2014-03-06T23:59:59 33655
2014-03~02T00:00:00 2014-03-16T23:59:59 33635
2014-03-12T00:00:00 2014-03-26T23:59:5% 33655
2014-03-21T00:00:00 2014-04-05T23:59:59 40926,33655

. .PASSED.

W o -1 WS

SHAZ256 hash of KSR:

7B8083857F9C1218290DC20F84A15A431A0963E726777D089C60550E01C77A19

s> kickoff intention Mohawk positive lockup October atlas breakaway breakup asteroid sn
apshot atmosphere mural outfielder enlist decimal beehive applicant flatfoot truncated
bookshelf inception kiaxon antenna python fortitude edict Atlantic absurd retraction ke
yboard bottomless <<

Generated new SKR in /media/KSR/skr-root-2014-gl-0.xml
# Inception Expiration ZSK Tags KSK Tag(CKA_LABREL}
1 2014-01-01T00:00:00 2024-01-15T23:59:5% 33655,59085 19036



2 2014~01-13T00:00:00 2014-01-25T23:59:59 33655 18036
3 2014-01-21700:00:00 2014-02-04T23:59:59 33655 19036
4 2014-01-31700:00:00 2014-02-14T23:59:59 33655 19036
5 2014-02-10700:00:00 2014-02-24T23:59:5% 33655 19036
6 2014-02-20T00:00:00 2014-03-06T23:59:53 33655 19036
7 2014-03-027100:00:00 2014-03-16T23:592:5% 33655 190336
8 2014-03-12T700:00:00 2014-03-26723:59:52 33655 12036
9 2014-03-21T0C:00:00 2014-04-053T723:5%9:59% 33655,40926 19036

SHAZ256 hash of SKR:

BD65A2CT76949797744393C9856D27A2CBF5DD33BOAF1C42CCC280ABFBBATFOAF

>> optic glossary rebirth retraction gazelle dinosaur jawbone inception crumpled corpor
ate cobra narrative egghead sensation keyboard Chicago sliingshot filament stapler counc
ilman pupil vacancy snowslide Chicago spigot cellulcse allow rebellion select paragraph
waffle pharmacy <<

Unloaded /opt/Keyper/PKCS11Provider/pkcsll.GCC4.0.2.50.4.07 Slot=0



ICANN Root ODNSSEC KSK Ceremony 15

Step

Print Copies of the Operation for Participants

_ A_c_ﬁvity 3 : _. 'l_d:i'tv'i'éll_
34, | CA prints out a sufficient number of copies for participants using
printlog ksrsigner-20131024-*.log N .

. -
where ksrsigner-20131024-*log is replaced by log output file displayed by .F P\ ) g )(;
program. (this example generates N copies)
and hands copies to participants.

35. | W1 attaches a copy to his/her script. A ¢ S6

étep

Backup Newly Created SKR

Activity

CA copies the contents of the KSR FD by funning
cp -p /media/KSR/*

for posting back to RZM. Confirm overwrite by entering “y" when prompted.

Initial

$-5%

CA removes KSR FD containing SKR and gives it to the RZM
representative.

37. | CA fists contents of KSR FD which should now have an SKR by running
1s -ltr /media/KSR "'}q \6} 5“57
and then unmounts the KSR FD using \ )
umcunt /media/KSR

38,

\9: 3¢

Step
39,

Disable/Deactivate HSM

Activity

CA inserts 3 cards into HSM to deactivate the unit {via “Set Offfine” menu
tem). Type in the defauit PIN *11223344" when prompted. W1 records the
used cards below. Each card is returned to cardholder after use. CA makes
sure the card(s) NOT used fo activate are used to deactivate the HSM.

1stOP card M of 7

2nd OP card _}__of 7
3rdQPcard & of 7

Confirm the ready light tums off.

1nitial

A

version 1.9
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File: Unsaved Document 1 Page 1l of 1

[root@locathost HSMFD]# find -P /media/HSMFD -type f -print@ | sort -z | xXargs -8 cat |
sha256sum

5a31c0d494a854170ecfacd7429a5967d91f8cc314fa8b7a263f5776at11a7868 -

{root@localhost HSMFD)#



ICANN Root DNSSEC KSK Ceremony 15

Act. 3 Secure Hardware and Close the Ceremony

Return HSM to a TEB

canfirms TEB # and HSM serial # below.

HSWM1: TEB# BB24706814 | serial # K6002016

IW1 initials the TEB and keep the sealing strips for later inventory.
CA places item on equipment cart.

Step Activity . |
1. CA disconnects HSM from power and laptop {serial and Ethemet) if ]:' 6} g - OQ
connected, placing HSM into a new TEB and seals. : \ ‘
2. CA reads out TEB # and HSM serial #, shows item to participants and W1

Stop Recording Serial Port Activity and Logging Terminal Output

Activity

3. | Closing ttyaudit termina window
CA.terminates the HSM serial output qapture by disconnecting the USB - F\ ) ('7 ) ch
serial adaptor from laptop. CA then exits out of ttyaudit terminal window by \‘ -
typing “exit”.

4. Terminating the logging script o
CA stops logging terminal output by entering “exit” in the other terminal A? A ' 4 OCT
window. This enly stops the script logging and will NOT close window.

Backup HSMFD Contents

Activity
Set dotglob by executing

shopt -s dotgleb

This allows copying everything in the original HSMFD.

RE]

Time

|9:10

Calculate the sha256hash of the contents on the originat HSMFD.
find -P /media/HSMFD ~type £ -print0 | sort -z
| xargs -0 cat | sha256sum

Copy and paste the sha256hash and paste it on Text Editer by going to
Applications > Accessories > Text Editor

Print two copies. One for the audit bundle and the other for the HSMFD
package.

CA displays contents of HSMFD by executing
l1s -1tr

CA plugs a blank FD tabeled HSMFD into the laptop, then waits for it to be
recognized by the OfS (as HSMFD_); and copies the contents of the HSMFD
to the blank drive for backup by executing

cp -Rp * /media/HSMFD_

10.

CA displays contents of HSMFD _ by executing
1s —ltr /media/HSMFD_

version 1.9

Page 14 of 26



12

ICANN
ICANN DNSSEC Script Exception
Abbreviations
TEB = Tamper Evident Bag
HSM = Hardware Security Module ?)
FD=  Flash Drive
CA=  Ceremony Administrator
W= Internal Witness

SA=  System Administrator
SSC = Safe Security Controller

7
Instructions: Initial each step that has been completed below, e.g,, B (5 Note time.

Note Exception Time

1 | IW notes date and time of key ceremony exception and signs here: \7 A

\4:2.0)

2 i IW Describes exception and action below

b skep V3 Cp yepoved  the o | HSMED (nedend
0f the «P/ )
_ (V[;l\ ‘e E)\_’;;D\f\ “l\‘ﬁ C)\(k‘ﬂ\‘?’\d( H&/WFD, oﬂ% (“51/((/?‘{71'(96!

&r\f\t \,\Qg\\/ Cﬁ-m@ C’QF\F,Y/"\CL {J\O{’[ (1\(/]/@4(}’(4.

—_—

— End of DNSSEC Script Exception -

version 1.0 Pagelof1l



Script started on Thu 24 Cct 2013 06:25:45 PM UTC
403370 ;rovt@leocalhost: /media/HSMFDAOO7 {root@localhost HSMED]# df

Filesystem iK-blocks Used Available Use¥% Mounted cn
/dev/mapper/live-rw 4128448 1825076 2303372 45% /

tmpf s 1731548 Q 1791548 0% /dev/shm
J/dev/sda 2042968 1008 2041960 1% /media/HSMFD

\03310;rootllecalhost: /media/BSMFDA\O0T [rootBlocalhost HSMED]# 1s | wc

53 53 1323
/ommwomnocnmwcowwwomnu\Bmuww\mwzwufooqﬁhoonmwoanyOmn HSMFD]# 1s
\O33{C0m\033{00;32mKigmt7v.csr\033{00m \033100;32mscript-20130502.1

ag\033[00m

\033{00;32mkskgen—20100616-211206. Llog\033[00m \033(00;32mscript-201310624.log\033[0
Om

\033[{00;32mKSKSlotDB.config.db\033{00m \033[00;32mskr-root-2010-q3-2._xml
\G33(00m

\33{00;32mESKS1oeDB.EbAD33[00m \033[00;32mskr-root-2011-ql-0.xml
\033[{00m

\NO33[00; 32mksr-root—2010-g3-2.#mi\033{00m \033[06;32mskr-root-2011-gq3-0.uml
N033[00m

\033[00;32mksr-root-2011-g1-0.xm1033{ 00m \023[00;32mskr-roct-2012-g1-0.xml
\033[00m

\033[00;32mksr-root-2011-q3-0.xm1\033[00m \033[00;32mskr-root~2012-g3-0.xzml
\NO33[00m

N033[00;32mksr—root-2012-g1l-0.xml\033[00m \033[00;32mskr~root-2013-gl-0.xmi
\NO33[0Cm

\033[00;32mksr-root-2012-g3-0.xmLlA\033[00m \G33[00;32mskr-reot-2013-g3~0.xml
\033[0Cm

VO33[00;32mskr . xm1N033[00m
\033[00;32mskr.xml.20101101:81303

\033[00;32mksr-roat-2013-g1-0.xml\033[0Um
\033[00;32mksr-root-2013-g3-0.xm1\033[00m

\033[00m
\033[00;32mksrsigner~20100616~214329.10g\033(00m \033[00;32mskr.2ml.20110511181632
\O33{00m
\033[00; 32mksrsianer—-20101101-181303.1og\033{00m \033[00;32mskr.»xml.20110930281607
\NO33[00m
\033[00;32mksrsigner-20110511-181353 . 1og\G33[00m NO33[00;32mskr . xm).20120522151741
\D33{0Cm
\033[00;32mksrsigner-20110511-181632.10og\033{00m \033[00;32mskr.xml.20121112155152
\033[00Cm
\033[04;3¢mksrsigner-20110930-1816G7.1egh\033[{00n \B33[00;32mskr.xml.20130502190633
\N033[00m

“033[00;34mtmp\C33{00m
NO23[00;32motyvaudit—tLyUsB)-20100616

\G33[00;32mksrsigner-20120522-151741.10g \033(00m
\023[00;32mksrsigner-20121112-155152.10g\033[00m
-182157.1legh033{00m
\033[00;32mksrsigner-20130502-130252, Leg)\033[00m
~175457.1lagh033{00m
N033[00;32mksrsigner-20130502-190633. Leg 032 00m
-180559. 1logh\Q33{00m
\033[0C;32mseript-20100616-220%ute. Logh033[00m
~180703.10g\033[00m
\033[00;32mscript-20100616.10g\033[0C0m

-15062%. logh033[00m
\033[00;32mseripE~20101101.1eg\033{C0m \O33(00;32mttyaudit~ttyUSBO-20121112
-154229,16o9\033{00m

N033{00;32mscript-20110511.10gh033{00m \O33[00;32mtyaudit-toyUSBO-20130502
-185222.10g\033{00m
\033{00;32mscript-20110930.10g\033{00m
~182157. log\033]00m
\033[00;32mscript-20120522. Log\033([00m
\NO33[ 00w

\033[00;32mscript-20121112, legh\033[00m
\G33[mY\03310;reot@locaihost: /media/HEMPDNDO7 [ root@locathast HSMFD]#
\033]0;root@localhast: /media/HSMFDAOO7 [root@localhest HEMFD]4

\D33[00:32mttyaudit-teyUsSBE0-20101101
NO33[00;32mttyaudit~ttyUSBO-20110511
N033(00;32mttyaudit-tryUSBO-2011093G

033[00;32meryaudic-ctyUsSRG-20120522

\C33[C0;32mttyaudit-teyUSBi-20100616

L033([00;32mwksyr-20100517-172720. log

024.log g ,
\0331]0;rootflocalhost: /media/HSMFDAOOT [ root@localhost HEMFD]# ping 192.168.0.2
PING 192.168.0.2 {192.168.0.2) 56(84) bytres of data.

64 bytes From 192.168.0.2: icmp_seg=1l ttl=255 time=0.822 ms

¢4 bytes from 192.168.0.2: icmp_seg=2 ttl=255 time=0.269 ms
64 bytes fFrom 192.168.0.2: icmp_seg=3 ttl=255 time=0.255 ms

64 bytes from 122.168.0.2: icmp_seg=4 ttl=255 time=0.253 ms
64 bytes from 192.168.0.2: icmp_seqg=5 tti=25% time=0.256 ms
64 bytes from 192.168.0.2: icmp seq=6 erl=255 time=0.25> ms

——— 192.,168.0.2 ping statistics -—-

6 packets transmitted, 6 received, 0% packet loss, time 5000ms

rtt minfavg/max/mdev = 0.253/0.351/0.,822/0.211 ms
%033]9;root@localhost:/media/HSMFD\OQ7 [root@localhost HSMFD1# ksrsignexr Xjgmt7v /medi
/KSR /ksr~roo¥033[Kt-2014-gl~0.xml

Starting: ksrsigner Kigmtv /media/KSR/ksr-root-20i4-gl-0.xml lat Thu Oct 24 18:46:18
2013 urc)

Use HSM /opt/dnssec/aep.hsmconfig?

Activate HSM prior to accepting in the affirmative!! (y/N): ¥

HEM /opt/dnssec/aep.hsmeenfig activated.

[debug] satenv KEYPER LIBRARY_PATH=/opt/dnssec

[debug] setenv mmOmHHIrHmm>m«1mwazu\OUn\Wm<ﬁmw\mNanHWHOCH&mh\vwnme.QOOb.o.m.mo.a.oq
Found 1 slots on HSM \oﬂnxwmmwmn\mmanHWWDCHQmH\ﬂxanH.mnna.o.N.mo.a.oq

H3M slot 0 included

Loaded /opt/Keyper/PKCSl1Provider/pkesll GCC4.0.2.50.4.07 Slot=]

HSM Information:

Label: TCANNKSK
ManufacturerlD: AEP Networks
Model: Keyper Pro 0408
Serial: K600201¢6

validating last SKR with HSM...

# Inception Expiration ZSK Tags KSK Tag{CKA_LABEL)
1 2013-10-01T0Q:00:00 2013-10-15T23:59:52 49656,59085 19936
2 2013-10-11700:00:00 2013-10-25T23:59:59 53085 19036
3 2013-10-21T00:00:00 2013-11-04T23:59:59 59065 19036
4 2013-16-31700:00:00 2013-11-14T23:59:59 590885 19036
5 2013-11-10T00:00:00 2013-11-24T23:59:59 53085 12036
€ 2013-11-20T00:00:00 2013-12-04T23:52:5% 59085 19036
7 2013-11-30T00:00:00 2013-12-14T23:59:5% 59085 12036
g Z013-12-10T0Q:Q0:00 2013-12-25T00:00:00 59085 19336
9 2013-12-21T00:00:00 2014-01-05T23:59:89 33655,59085 1903¢

.. .VALIDATED.

vValidate and Process KSR /media/XSR/ksr-root-2014-gl-9.xml...

¥ Incepticn Expiraticon Z5K Tags KSK Tag(CKA_LABEL)
1 2014-01-01T0G:00:00 2014-01-15T22:59:59 33655,59085

2 2014-01-11T00:00:00 2014-01-25T23:59:589 33653

3 2014-01-21T0C:00:00 2014-02-04T23:59:52 33655

4 2014-01-21T00:00:00 2014-02-14T23:59:59 33655

5 2014-02-10TD0:00:00 2014-02-24T23:59:53 33655

6 2014-02-20T00:00:Q0 2014-03-06T23:59:5% 33655

7 2014-03-02TD0:00:00 2014-93-16T23:59:5% 338585

& 2014-03-12T00:00:00 2014-03-26T23:59:59 33635

9 2014-03-21T00:00:00 2014-04-05T23:5%:59 40926,33655

.. .FASSED.

SHAZ256 hash of KSR:

7BRBOR3RSTFOCL1210290RC20F84A1ISA431A0963E726777DOBSCECSS0E01CTTALY

»» kickeff intention Mohawk pesitive lockup October atlas breakaway breakup astercid
napshot atmesphere mural outfielder enlist decimal heehive epplicant Flatfoot truncat
d bookshelf inception klaxon antenna python fortitude edict Arlantic absurd retractic



Is this correct (y/N}? ¥

Generated new SKR in /media/KSR/skr-root-2014-gl-0.xml

KSK Tag(CKA_LABEL}

4 TInception Expiration Z5K Tags

1 2014-01-01T00:00:00 2014-01-15T23:59:5%9 33655,539085 19036
2 2014-01-11TD0:00:0C 2014-01-25T23:59:5% 33655 19036
3 2014-01-21T00:00:00 2014-02-04T23:59:5% 33635 1903¢€
4 2014-031-31T00:00:00 2014-02-14T23:59:5% 33655 19036
5 2014-02-10T00:00:00 2014-02-24T23:59:5% 33655 19036
6 2014-02-20TC0:00:00 2014-03-06T23:52:5% 33655 19036
7 2014-03-02T00:00:00 2014-03-16T22:59:59 33655 19036
& 2014-03-12T00:00:00 2014-03-26T23:59:59 33655 19036
6 2014-03-21T00:C0:00 2014-04-05T23:59:59 33655,40926 12036

SHAZ56 hash of SKR:
mcmmbmnqmmmmqwqubwwwnwmmmdmu>m0mmmUUuwmm$wHﬁbmnﬂnmmo>mmmm>4mu>w

>>» optic glossary rebirth retraction gazelle dinosaur jawbone inception crumpled corpo
rate cobra narrative egghead sensation keybeard Chicage slingshot filament stapler cou
ncilman pupil vacancy snowslide Chicago spigot czllulese allow rebellion select paragr
aph waffle pharmacy <<

Unloaded \onn\xmwnmn\mmOmHHmho<wmmm\ﬂrnmpp.000¢.o.w.mo.b.oq slot=0

sxsxkwaxhw [og putput in ./ksrsigner-20131024-184618.log Fowk ok
/owwuo“Hnonmwcnmwjomn"\amnww\mmzﬂoxooqmnoonmponmw:umn HSMED]# ls -1t /media/XSR
\033{00mtotal 76

_ruxr-xr-x 1 root root 18314 Oct 24 18:50 \033[00;32mskr-root-2014-ql-0.xmI\C33[00m
—ruxr-xr-x 1 root root 18314 Oct 24 18:50 \033[00;32mskr . xmL\O33{00m

_rwxr-xr—x 1 root root 15371 Oct 4 21:44 \033[00;32mksr-root-2014-g1-0.=xmi\033[00m
-rwWrr-®r-x 1 root root 18314 mug 7 Z1:44 \033[00;32mskr.xmL.20131024184618\033(00n

/owwﬁaxomm_o“nuoﬁgwonmijmn“\Emmwm\mmEMU/ooqﬁnoonmwoanj0mn HSMFDi# printlog ksrsigner
—20131024-*.log NO33{K28033{K033[K1

[ 2 pages * 1 copy ] sent te printer

3 lines were wrapped

/ommgOMHOOﬁQHonmwwnmn"agmmwm\mm3w0/ooqﬁHOOHWHonmw5omn HSMED]4 printlog ksrasigner-40131

024-*.log AQ33[KZ0

[ 2 pages * 20 copy ] sent to printer

3 lines were wrapped

AGEXR “HOOnmpoanwOMﬂ"\Bmawm\mMZWU/noqmHoonmwcanSOmn
cp: overwrite ‘./skr.xml’? y
/owwu0“noonawoanwOmn"\am&»w\mmzmuzooqﬁhaoﬁmwonwwwOMn
\033[00mtotal 76

HSMFD]# cp -p /medla/KSR/* .

HSMFD]# ls —-ltr /media/KSR

—rwrr—xr-x 1 root root 18314 Aug 7 21:44 \033[00;32mskr.xml . 201310241846185033[00m
—rwxr-xr-x 1 root root 15371 Oct 4 21:44 \033[00;32mksr-root-2014~gl-0.xm1\033[00m
rwxr—xr-x 1 root root 18314 Oct 24 18:50 \033[00:32mskr.xmi\033[00m

—rwxr—xr-x 1 root reot 18314 Oct 24 18:50 \033{00;32mskr-root~2014-g1-0.xml\033[00m

/owwhB/owwwomHOOn@Honwwﬁown“\Bmaww\mmzmuxooqmHUOﬁmwonmwwomﬁ HSMFD]# unmol033[Kunt /med
wwowwﬁzowwﬁWomwﬁwOmmeowwﬁxomwﬁxommﬁxowwﬁxomuﬁwOwwmxamwﬁkommmmmwwﬁxaowowwﬁkowwth::n /
dev/KSR033[X033[K033[ X033 X033[K0232[ K033 [Kmedia/KSREO33[K
/oww_o“noonawonmwromnn\amnwm\:mZmuzooqﬁnoonmwcnmwwomﬁ HSMFD]4 exit

exit

Seript done on Thu 24 Oct 2013 07:09:20 PM UTC




2013-106-24T18:32:
2013-10-24T18:32:
2013-10~24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:22:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:3%2:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18B:32:
2013-10-24T18;32:
2013-10-24T1B:32:
20123-10-24T18:32:
2013-10-24718;32;
2013-10~24718:32:
2013-10-24T18:32:
2013-10-24T18:32;
2013~310-24T18:32:
2013-10-24T18:32:
2013-16-24T18:232:
2013-10-24T18:32:
2013-10~24T18:32:
Z013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:

20213-310-24T18:32:

2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10~-24T18:32;
2013-10-24T18:32:
Z013-10~24T18:32:
2013-10-24T18:32:
2013~-10-24718:32:
2013-10~24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:3%2:
2013-10-24T18:3%:
2013-10~24718:32:

2013-10-24T18:32:

2013-10-24718
2013-10-24718

2013-10-24T718:

132

3Z:

32:

2013-10-24T18:232:
2013~10-24T18:32:
2013-10-24T18:32:
2013-10-24T18:32:
2013~-10-24T18;32:

3244000
32+0000
32+0G00
32+0000
23+0000
33+0000
33+0000
33+0000
3340000
34+0000
34+0000
35+0000
35+0000
36+0000
36+0000
3%+0000C
39+0000
39+0000
39+0000
39+0000
39+0000
33+0000
39=0000
3940000
39+0000
39+4000
22+0000
39+0000
39+0000
3940000
39+000C0
32+0000
39+Q000
3240000
3940000
32+0000
32+0000
392+0000
39+0000
39+0000
39+0000
39+0000
39+0000
39+0000
39+0000
3946000
32+0000
32+0000
25+0000
32+0000
3240000
3940000
3940000
40+0000

22+0000

ttyUSBO
ttyUSBO
ttyUSBQ
TtyUSRBO
ttyUSBO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSBe
ttyUSBO
ttyUSBO
tLyUSBO
tLtyUSBO
ttyUSRO
ttyUsBo
LLyUSBO
ttyUSBQ
ttyUSBO
£tyUSBO
£LyUSBO
teyUSBO
LEyUsEQ
ttyUSBO
ttyUSBG
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO

tyUSBO
ttyUSBO
ttyUSBO
tLyUSB0
LLyUsBo
LLyUSBO
ttyUSBG
LLyUSBO
ttyUSBO
ttyUSBO
LLyUSBO
ttyUSBO
LLyUSBO
ttyUSBO
ttyUsBO
ttyUSBO
ttyUSBO
tLyUSBO
ttyUSBO
ttyUSBO
tLtyUSBO
ttyUSBO
ttyUSBO
LtyUSBO

tyUSBO
ttyUsBo

ttyUsSBO

Appiication Boot Loader
Battery OK!

No Tamper Counts in BBRAM!

Loading Application (APP)

Starting leaded code.

\0Q0Application - Feb 25 2010 11:08:02

wdog started

Running DES POST Test

DES POST Test Passed

Running Triple DES POST Test
Triple DES POST Test Passed
Running AES POST Test

AES POST Test Passed

Running SHAl POST Test

SHALl POST Test Passed

Running SHAZ POST Test

SHAZ POST Test Passed

Running RandomGen SHA1l POST Test
Randomgen SHA1 PQST Test Passed
Running RSA POST Test

RSA POST Test Passed
Running DSA POST Test

DSA POST Test Passed
Running RandomGen POST Test
RandomGen POST Test Passed

Additional RandomGen POST Test Passed

- Feb 25 2010 11i:08:16



2013-10-24T18:22:40+40000
2013-10-24T18:32:40+40000
2013-10-24T18:32:40+40000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+40000
2013-10-24T18:32:4040000
2013-10-24T18:32:40+40000
2013-10-24T18:32:40+0000
2013-10-24T318:322:4040000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+0C00
2013-10-24T18:32:40+40000
2013-10-24T18:32:40400030
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013~-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013-10~24T18:32:40+0000
2013-10-24T18:22:40+0000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013-10-24T18:22:40+0000
2013~-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2012-10~24718:32:40+0000
2012-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013-10-24718:32:40+0000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013~10-24T18:32:40+Q000
2013-10~-24T18:32:40+0000
2013-10--24T15:32:40+0000
2013~10-24T16:32:40+0000
2013~-10-24T18:32:4040000
2013-10-24T718:32:4C0+0000
2013-10-24T18:32:40+0000
2013-10-24T18:32:4C0+0000
2013-310-24T18:32:40+0Q000
2012-10-24T18:32:40+40000
2013-10-24T18:32:49040000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+0000
2013-10-24T18:32:40+40000
2013-10-24T18:22:40+0000
2013-10-24T18:32:41+0000
2013~10-24T18:22:41+0000
2013-10-24T18:32:41+0000
2013-10-24T18:32:41+0000
2013-10-24T18:32:41+0000
2013~10-24T18:32:41+000C
2013~10-24T18:22:41+0000
2012-10-24718:322:41+00Q0C

ttyUSBO
ttyUSBO
tTyUSBO
ttyUSBO
tLyUsBo
ttyUsBO
ttyUSB0
ttyUSRO
tLyUSRBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUsB0o
ttyUSBO
Lty USRO
ttyUSBO
ttyUSRBO
ttyUSBo
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBa
ttyUSBO
LtyUSBQ
ttyUSBQ
ttyUSBO
LLyUSBa
ttyUSBQ
ttyUSBO
ttyUSBO
ttyUSBQ
ttyUSBQ
tEyUSBo
ttyUSBG
ttyUSBO
tLyUSBO
ttyUSBO
ttyUsSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
tEyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSB0
ttyUSEBOQ
LtyUSBOC
ttyUsSs0

ttyUSBO

24/10/2013 at 17:30:46

0x100008

App Details Response:

hdditional

Additional

Additional

Additional

Additional

Additional

Additional

Additional

Additional

Additional

Additicnal

Additional

Additional

Additicnal

Additional

RandemGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandomGen

RandeomGen

POST

POST

POST

POST

P&ST

POST

POST

POST

POST

POST

POST

POST

POST

PCGST

POST

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Test

Part Number: Keyper Pro 0405

Serial Number:
App Builld Number:
ABL Build Number:
AL Build Number:

CS Build Number:

App 020
ABL 029
AL Q2ZA

CS 029

Serial KEO02016

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed



2013-10-24Ti8:32:41+0000
2013-10-24718:32:41+0000
2013-10-24T18:32:41+0000
2013-10-24T18:32:41+0000
2013-10-24T18:22:41+0000
2013-10-24T18:32:41+0000
2013-10-24T18:32:41+000C
2013-10-24T16:32:41+0000
2013-10-24T18:32:41+0000
2013-10-24T18:32:41+0000
2013-10-24T18:32:41+0000C
2013-10-24T18:32:41+0000
2013-~10-24T18:32:41+0000
2013-10-24T18:32:4140000
2013-10~24T18:32:41+0000
2013-10-24T18:32:41+0000
2013-10-24T16:32:41+0000
2013-10-24T18:40:13+0000
2013-10-24T18:40:13+0000
2013-10-24T18:40:1340000
2013-10-24T18:40:13+0000
2013-10-24T18:40:13+0000
2013-10-24T18:40:13+0000
2013-10-24T18:40:53+0000
2013-10-24T18:40:53+0000
2013-10-24T18:40:53+0000
2013-10-24T18:40:53+40000
2013-10-24T18:40:53+0000
2013-10-24T18:40:53+0000
2013-10-24T18:41:28+0000
2013-10-24T18:41:28+0000
2013~10-24T18:41:2840000
2013-10-24T16:41:28+0000
2013-10-24T18:41:28+0000
2013-10-24T18:41:28+0000
2013-10-24T18:41:36+0000
2013-10-24T18:41:36+0000
2012-10-24T168:41:356+0000
2013-10-24T18:41:36+0000
2013-10-24T18:41:36+400C00
2013-10~24T18:41:36+0000
2013-10-24718:41:36+0000
2013-10-24718:41:36+0000
2013~-10-24T18:41:36+0000
2013-10-24T718:41:36+0000
2013-10-24T18:46:45+0000
2013-10-24T18:46:45+0000
2013-10-24718:46:45+0000
2013~10-24T18:46:45+0000
2013-10~24T18:46:45+0000
2013-10-24T718:46:45+0000
2013-10-24T18:46:45+40000
2013-10-24T18:46:45+0000
2013-10-24T18:46:45+0000

2013-10-24T18:32:41+0000

ttyUSBO

ttyUsBO
ttyUsSBo
ttyUSBO
ttyTSBO
ttyUsBO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
cLyUsSBO
thyUsSBQ
£tyUSBO
ttyUSBEO
LtyUSBO
£tyUSBO
tLtyUSBO
tLyUSRO
TtyUSBO
ttyUSBO
ttyUsBO
ttyUsBo
tLtyUSBO
LeyUSBO
ttyUSBO
LELyUSBO
ttyUsSBC
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
LtyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
LtyUSRBO
ttyUSBO
LtyUSBO
LtyUSRO
ttyUSBO
ttyUSBO
ttyUSRO
ttyUSBO

Total Private Memery 4173377
Free Private Memory 4173377
Tetal Dynamic Memory 14569472
Free Dynamic Memory 14569472
Date and Time: 17:30:4%& on 24/10/2013
Created socket 1 on port 3000.
24/10/2013 at 17:30:47
0x100003
24/10/2013 at 17:38:1%

0200023 Q080C002714F156D

24/10/2013 at 17:38:5¢9

0200023 CGBBODO4ATB33296D

24/10/2013 at 17:39:34

0x200023 0BE0004ATATIZI6D

Created socket 1 on port 5000,
24/10/2013 at 17:39:42

0x100002

Accepted connection on address 141.236

192

Free memory down from 1456%472 to 11843072

168.0.1.

{last mechanism C}!




g

2013-10-24T18:46:45+0000
2013-10-24T18:46:45+0000
Nowwiuolmbﬂpmnam"»m+oooc
2013-10-24T18:46:45+0000
2013-10-24T18:46:45+0000
2013-10-24T18:50:03+0000
2013-10-24T18:50:03+9000
Nouw\polmﬁﬂum“mo"ou+oooo
2013-10-24T18:50:03+0000
2013-10-24T18:59:45+0000
2013-10-24T18:59: 4540000
2013-10-24T18:59:46+0000
2613-10-24T18:5%:46+0000
2013-10-24T18:59:46+0000
2013-10-24T18:59:46+0000
2013-10-24T19:00:19+0000
2013-10-24T13:00:19+0000
2013-10-24719:00:18+0000
2013-10-24T19:00:19+0000
2013-10-24T19:00:19+0000
2013-10-24T19:00:1%+0000
2013-10-24T19:00:52+0000
2033-10-24T19:00:52+0000
2013-10-24719:00:52+0000
2013-10-24T19:00:52+0000
2013-10-24T19:00:52+0000
2013-10-24719:00:52+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-~10-24719:00:55+0000
2013-10-24T1%:00:55+0C00
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:35+0000
2013-10-24T19:00: 5546000
2013-10-26719:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+G000
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24719:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19: 00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T18:00:55+0000
2013-10-24T1%:00:55+0000
Noww\wciwmﬂpm"co"mm+cooo
2013-10-24719:00:55+0000C

tTyUSBO

ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBEO
+£tyUSBU
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSEO
tLtyUsSBO
ttyUSBO
ttyUsSeo
ttyUsSRO
ttyUsBO
ttyUsSBO
ttyUSBO
tLyUsB0
ttyUSBO
teyUsBe
ttyUSBQ
ttyUsBo
ttyUSED
ttyUSEO
ttyJSBO
ttyUSBO
ttyUSBO
ttyUSEO
ttyUsSBO
LtyUSBEC
ttyUSBO
ttyUsBO
LLyUSEO
tLyUsBO
ttyUSBO
ttyUsSBQ
ttyUsBe
tityUseo
ttyUsSBO
ttyUSEQ
ttyUSBO
ttyUSEQ
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUsSB0
ttyUSBO
ttyUSBO
ttyUSBO
£tyUSBO
LEyUSBO

Closing connection

24/10/2013 at 17:57:52

0x200023 08BDO04AB3B3296D

24/10/2013 at 17:58:25

0x200023 (00800002714F156D

24/10/2013 at 17:38:58

0x200023 OBBC0G4ATBIZ296D

Closed socket 1 on port 5000.

Closing

Closing

Closing

Closing

Closing

connection;

connection;

connection;

connection;

connection;

address

address

address

address

address

unavallable

unavalillable

unavailable

unavailable

unavailable

ferrno

ferrno

{errno

{errno

{errno

on address 141.236.192.168.0.1.

50091} .

5009} .

500%).

5009).

5009} .




e ‘..

Noww1HOIMAHkuoonmm+ooco
2013-10-24T19:00:55+0000
Mowmch|N¢aHmnooumm+OOoo
2013-10-24T19:00:55+0000
2013-10-24T19:00:55+0000
Nopulpoimpaww"ccuwm+oooo
wopulHoimbHHm"oo"mm+oooo
mowwiuolwbuww"oo"mm+oooo
2013-10-24T19:00:55+0000
MOHMWHoImhﬁwmnoo“mm+oooo
2013-10-24719:00:55+0000
2013-10-24T19:00:55+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:56+0000
NOPuluowmaﬂww"ocnmm+oooo
2013-10-24T19:00:56+0000
3013-10-24T19:00:56+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:36+0000
MOHuiHolwﬁwHw"oo"mm+oooo
2013-10-24T19:00:58+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:56+40000
3013-10-24T712:00:56+0000
2012-10-24T719:00:56+0000
20173-10-24T19:00:56+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:56+0000
2013-10-24T12:00: 56450000
2013-10-24T19:00:56+0000
2013-10-24719:00:56+0000
2013--10-24T19:00:56+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:56+0000
3013-~10-24T19:00:56+0000
2013-10-24T19:00:356+0009
20123-10-24T1%:00:56+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:56+0000
2013-10-24T19:00:56+0C800
NOHu\HQIN»AH@UOOHMm+oooo

ttyUSBO

£LyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
tLyUSBO
tLyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
tLyUSBO
ttyUSBO
+tyUSBC
LLyUSBO
ttyUSBO
LLyUSB0
tLyUSBO
toyUSBO
LtyUSBO
ttyUSBO
ttyUSEO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSB0
ztyUSBO
ttyUSBO
£tyUSBO
LtyUSB0
ttyUSBO
ttyUSBO
tLyUSBO
£LyUSBO
ttyUSBC
ttyUSRBO
ttyUSBO
tryUSBO
LtyUSBO
ttyUSBO
ttyUSBO
ttyUSBO
ttyUSBO

Cleosing connection;

Closing connection;

Cclosing connectien;

Closing cennection;

Closing cennectieon;

Closing connection;

Closing connection;

Closing coennection;

Closing connection;

Ciosing connection;

address

address

address

address

address

address

address

address

address

address

24/10/2013 at 17:39:01

0x100003

:mw<mwwmvwm
unavailable
unavailable
unavailable
uravailable
unavailable
unavailable
unavailable
unavailable

unavaiiable

nmhhnw
{errno
{errnc
{errno
{errno
{errno
{errnec
{errnoc
(errno

{errno

50091 .
5009) .
50097 .
5009) .
5309) .
5009) .
50097 .
5009).
5009} .

500%).
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Activity e
11, | Calculate the sha256hash of the contents on the copied HSMFD.

find -P /media/HSMFD -type £ -print0 | sort -z
| xargs -0 cat | sha256sum

Confirm that it matches the sha256hash of the original HSMFD

12. | CA unmounts new FD using
umount /media/HSMFD_

13, | CA removes HSMFD_ and places on table.

14. | CArepeats step 9 to 13 for the 219 copy

15. | CArepeats step 9 to 13 for the 37 copy

16. | CArepeats step 9 to 13 for the 4% copy

17. | CArepeats step 9 to 13 for the 5 copy

Print Logging Information

Step Activity

CA prints out hard copies of logging information by executing
enacript -2Gr -# 2 sexipt-20131024.10g

enscript ~Gr -# 2 --font="CourierB” thyaudi t~ttyUsB*-20131024~-*.1log
for attachment to fW1 and CA scripls,

Note: Ignore the emor regarding non-printable characters if prompted.

Initial

Returning HSMFD and O/S DVD to a TEB
Step

Activity
CA unmounts HSMFD by ekecut'ing
cd /tnp

then

umount /media/HSMFD

CA removes HSMFD.

THE]

(9-729

20. | After all print jobs are complete, CA

a} Turns off the laptop by pressing the power switch

b)  Tums on the laptop by pressing the power switch

¢} Remove the O/S DVD from the drive

d) Turns off the laptop again by pressing the power switch

\9: 247

21. | CA places TWO HSMFDs and OS/DVD in TEB; writes date, time and
sUSMFD” in amount field: and seals; reads out TEB #; shows item to
participants and IW1 confirms TEB # below.

OIS DVD (Rev600) + HSMFD: TEB# BB21820441
W1 initials the TEB.
CA places TEB on equipment cart.

|9:32

version 1.9

Page 150f 26




ICANN Root DNSSEC KSK Ceremony 15

Distribute HSMiFDs
”._.S“tEP . L 'A'ct:_iv"i_t_j_.' I -:_iij_itiai

| Reméining HSMFDs are distributed to W1 (2 for audit bundles, 1 for )
himsetf), IKOS(1) to post SKR to RZM, and to review, analyze and improve f f)\
on procedures.

Returning Laptop to a TEB

Activity
23. | CA disconnects printer, display, power, and any other conections from
laptop and puts laptop in prepared TEB and seals; reads out TEB #, serial #
laptop # and shows item to participants and ‘W1 confirms TEB #, serial #

Initial

faptop # below. Fﬁ \ q: }é,
Laptop2 (Delt ATG6400): TEB# BB24706815 { serial# 35063364997

W1 initials the TEB and keep the sealing strips for later inventory.
CA places TEB on eguipment cart,

Returning OP Smartcards to TEBs

Activity ES
24 | CA calls each CO 1o the front of the room one at a fime and repeats the
steps below. : : _

a) CA lakes a TEB prepared for the CO and reads out the number
and description while showing the bag to fW1 and CO. Figure 2
below for an example.

b) CO places the OP card info the labeled plastic case

c} CA places the plastic case into the TEB, seals in front of W1t and

CO then initials bag and strip. ’F - "
d) IW1inspects the TEB, confirms description in table below and ﬁ ) V("S(J
initials TEB and strip. W1 keeps sealing strips for later inventory.
g) CA hands the TEB containing the OP card to the CO. CO inspects
and verifies TEB #s and contents then initials his/her bag.
f)  COenters completion time and signs for each TEB in the table
below in [W1's script. W1 initials table entry.
g) COretums to histher seat with the TEB, being careful not {o poke
or puncture TEB.

version 1.9 Page 16 of 26
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25. | Once the OP cards are packed, CA calls each CO o the front of the room
one at a time and repeats the steps below.

a)
b}
c)

Activity

CO opens the SO card TEB and confirms the contents

CO places the SO card into the labeled plastic case

CA places the plastic case into the TEB, seals in front of W1 and
CO then initials bag and strip.

W1 inspects the TEB, confirms description in {able below and
initials TEB and strip. W1 keeps sealing strips for later inventory.
CA hands the TEB containing the SO card to the CO. CO inspects
and verifies TEB #s and contents then initials histher bag.

CO enters completion time and signs for each TEB in the table
below in IW1’s script. IW1 initials table entry.

CO returns fo hisfher seat with the TEB, being careful not to poke
or puncture TEB.

0 ot

version 1.9

Page 17 of 26
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- co#

Card Type

TEB#

Printed Name

Signature

Date

Time

W1

o1 OP1of7 | BB 21820442 Frederico Neves 24 October
SO 10of7 | BB 21820443 2013 HOA Y A
02 OP20f7 | BB 21820444 | Anne-Marie Eklund | 24 October Guk ﬁW{
S0 20f 7 | BB 21820445 Lowinder ——2013 14 ST F A
OP 4 of 7 | BB 21820446 24 October | | el
Co4 Robert Seastrom | &Lm
SO 4 of 7 | BB 21820447 2013
0 \q ﬂ\bw
OP5of7 | BB 21820448 | . - 24 October s
CO5 Christopher Criffiths G| '
SO50f7 | BB 21820449 2013 D
° _ / Zbo | YA
version 1.9 Page 18 of 26
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B point pen 10 compleie At information BEFQRE kading beg,
2 -off roceipt and keep with copy of deposit documentation.
i o cnier saaling £trip.
adges

SEALING INSTRUCTIONS:
1.Use .

= N30 01 BuaH INS LON OA -

901 34 LD 10N 00 = 2

Figure 2

version 1.9 Page 19 of 26
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ICANN
ICANN DNSSEC Script Exception
Abbreviations
TEB = Tamper Evident Bag \

HSM = Hardware Security Module
FO =  Flash Drive

CA=  Ceremony Administrator
IW = Internal Witness

SA=  System Administrator
§SC= Safe Security Controiler

Instructions: Initial each step that has been completed below, e.g., B/Zj Note time.

Note Exception Time

1 | IW notes date and time of key ceremony exception and signs here: F %L ' 90 G

2 i IW Describes exception and action below

AL chep 30 At D, (P paed {he oo
withott Fhe LW/ budans ot

- The looY wes closed anl S tep ey
ye po att &

— End of DNSSEC Script Exception -

version 1.0 Page 1cf1
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&

ICANN

Returning Equipment to Safe #1

Step Activity
26. | A, W1, SSC1 open safe room and enter with equipment cart

FA

27. | SSC1 opens Safe #1 shielding combination from camera.

FA

28. | 55C1 removes the safe fog and fills the next entry with printed name, date,
time, and signature indicating the opening of the safe. IW1 initials the entry.
Note: It foy entry is pre-printed, verify the enfry, record time of completion and sign.

29 | CA records return of HSM in next entry field of safe log with TEB # and HSM
serial #, printed name, date, time, and signature. CA CAREFULLY places
the HSM into Safe #1 and IW1 initials the entry.

HSM1: TEB# BB24706814 / serial # K6002016

30. | CA records return of laptop in next entry field of safe log with TEB #, serial
# laptop #, printed name, date, time, and signature; places the laptop into
Safe #1 and IW1 initials the entry.

Laptop2 {Dell ATG6400): TEB# BB24706815 / serial# 35063364997

31. | CA records return of O/S DVD + HSMFD in next entry field of safe log with
TEB #, printed name, date, time, and signature; places the 0O/S DVD +
HSMFD into Safe #1 and W1 initials the entry.

0/S DVD (Rev600) + HSMFD: TEB# BB21820441

Close Equipment Safe #1

Step Activity

39 | SSC1 makes an entry including printed name, date, time, signature and
notes “closing safe” in the safe log. IW1 initials the entry.
Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

Initial

W oH

33, | SSC1 places log back in safe and locks Safe #1 (spin dial at least two full
revolutions each way, counter clock wise then clock wise).

IW1 and CA verify safe is locked and door indicator light is green.

0.0

34, | IW1, CA, and $SC1 return to ceremony room with equipment cart closing
the door behind them.

20:10

Open Credential Safe #2

Activity

Initial

Time

35. | After a one (1) minute delay, CA, IW1, SSC2, and COs enter the safe room. F ﬁ 2 O l Z
CA brings a flashlight and the CO brings their OP card TEB with them.
36. | SSC2 opens Safe #2 while shielding combination from camera. J AR 70 . } 3

37. | SSC2 removes the safe log and fills in the next entry with printed name,
date, time, and signature indicating the opening of the safe. W1 inilials the
entry.

Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

A

20 1Y
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CO Returns Credentials to Safe #2
: 'S_'t_ep_” L Ac'_fiyity' _

One by one, each CO along with the CA (using hisfher common key):

a}  Open his/her respective safe deposit box and read out box number
inside Safe #2.

b) CO makes an entry into the safe log indicating the retum of OP card
and SO card including Box #, TEB #, card type, printed name, date,
time, and signature. IW1 initials the entry after verifying contents and
integrity of the TEB and comparing TEB# s and card type to his/her
script.

Note: if log entry is pre-printed, verify the entry, record time of completion and
sign.

¢) CO shows the bag to the camera and then places histher TEB into
hisfher box and locks the safe deposit box with the help of the CA.

Repeat the steps above until all cards are returned to the deposit box.

CO 1. Frederico Neves
Box #1238

OP TEB # BB21820442
SO TEB # BB21820443

CO 2: Anne-Marie Eklund Lowinder
Box #1259

OP TEB # BB21820444

SO TEB # BB21820445

CO 4: Robert Seastrom
Box # 1260

OP TEB # BB21820446
SO TEB # BB21520447

CO 5: Christopher Griffiths
Box #1240

OP TEB # BB21820448

SO TEB # BB21820449

lnitial

F

707
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Close Credential Safe #2
Step B

 Activity

39. | Once all safe deposit boxes are closed, SSC2 makes an entry i'nciu'ding
printed name, dale, time, and signature and notes “Close safe” into the safe Y

log. IW1 initials the entry. Fﬁ/ Zb 20

Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

40. | SSC2 puts log back in safe and locks Safe #2 (spin diat at least two full

revolutions each way, counter clock wise then clock wise). F /Q’ ZO ' 2,]
IW1 and CA verify safe is locked and door indicator light is green.

41, CA, IW1, SSC2, and COs leave safe room closing the door behind them . NES
making sure it is locked. Fﬂ)‘ Q 0. 2’

Participant Signing of IW1’s Script

Activity
One by one, all participants come to the front of the room, confirms printed
name and date. Then, the participant declares that this script is a true s
and accurate record of the ceremeny by signing on IW1’s script (\(F\ N (fLQ
coversheet. IW records the completion time once all participants have /L Bt

signed the coversheet.
Note: If enfry is pre-prinfed, verify the entry and sign.

43. | CAreviews IW1's script and signs it, A < g QJ()

Signing Out of Ceremony Room

Activity

IW2 ensures that all participants sign out of Ceremony Room'log and are

escorted out of the Ceremony Room. SA, IW1 and CA remain in the
Ceremony Rogm.

Filming Stops
Activity

SA stops filming and makes 2 copies of film, one for on-site and one for off-
site storage along with IW1 script copies made below.
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Copying and Storing the Script

Step
46,

 Activty Cinital Time
IW1 makes at least 4 copies of hisfher script: one for off-site audit bundie,
one for W1, one for IKOS and copies for other participants, as requested.
Audit bundles each contain

1) Output of signer system ~ HSMFD

2) Copy of IW1's key ceremony script 62’3 :
3) Audio-visual recording i ZQ
4) Logs from the Physical Access Control and Intrusion Detection System TA’

(Range is 05/02/2013 - 10/24/2013)
5) The IW attestation (A.1 below)
6} SA attestation (A.2, A.3 below)

Allin a TEB labefed “Key Ceremony 15", dated and signed by IW1 and CA.
Off-site audit bundle is delivered to off-site storage. The CA hoids the
ultimate responsibility for finalizing the audit bundle.

All remaining participants sign out of ceremony room log and leave.
Audit Bundle Checklist:

L. Qutput of Signer System {CA)
Ore electronic copy (physical flash drive) of the HSMFD in each audit bundle, each placed within a tamper-
evident bag, labeled, dated and signed by the CA and the W1

2. Key Ceremony Scripts (IW1)
Hard copies of the IW1's key ceremony seripts, including the IW's notes and the IW's attestation. See Appendix
Al

3. Audio-visual recordings from the key ceremony (SA)
One set for the original audit bundle and the other for duplicate.

4. Logs from the Physical Access Control and Intrusion Detection System (SA)

One electronic copy (physical flash drive) of the firewall configuration, the screenshots from the PAC-1DS
configuration review, the list of the enrolled users, the event log file and the configuration audit log file in each
audit bundie, each placed in a tamper-evident bag, labeled, dated and signed by the SA and the IW.

IW confirms the contents of the logs hefore placing the logs in the audit bundle,

5. Configuration review of the Physical Access Control and Intrusion Detection System (SA)
SA’s attestation and hard copies of the screen shots and configuration audit log from the review process, See
Appendix A.2.

6. Configuration review of the Firewall System (5A)
SA's attestation and hard copies of the firewall configuration from the review process. See Appendix A.3. Make
sure the scrambled passwords are eliminated from the configuration before publishing it.

7. Other items
If applicable.

version 1.9 Page 23 of 26



)

ICANN Root DNSSEC KSK Ceramony 15 ICANN

A.1 Key Ceremony Script (by IW)

thereby attest that the Key Ceremony was conducted in accordance with this script and any
exceptions that may have occurred were accurately and properly documented.

Francisco

o
Date: 24 October 2013
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A.2 Access Control System Configuration Review (by SA}

I have reviewed the access control system configuration, the configuration audit log and the
assigned authorizations from the other KMF and not found any discrepancies or anything else out
of the ordinary.

Enclosed are the configuration audit log, the list of assigned authorizations and the screenshots
of the roles configurations.

Enclosed is also an electronic copy of the event log from the access control system ranging from
the last log extraction on [date, time UTC)_ ) %24 OCT, 1 p F01 3 tonow.

Alexander Kulik

Date: 24 QOctober 2013
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A.3 Firewall Configuration Review (by SA)

I have reviewed the firewall configuration from the other KMF and not found any discrepancies or
anything else out of the ordinary.

Enclosed is the configuration extract from the firewall unit.

Alexander Kulik

a3

Date: 24 October 2013
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——— JUNOS 16.1R3.7 built 2010-07-19 08:32:02 UTC
alex@srx> show configuration | no-more

## Last commit: 2013-85-03 08:45:38 UTC by alex
version 10.1R3.7;

system {

host—name srx;
domain-name ksk.cjr.dns.icann.org;
location {

country-code US;

postal—code 22701;

building Terremark—-Admin:

floor 1;
rack 1:
1
ports {
console {
log-out-on-disconnect;
type vti0e:
¥

root—authentication {
encrypted-password "HHHHEFHHARRBHBHHBRHARRHRIHHBHHF" ; HH

SECRET-DATA

¥

name-server {
199.4.29.19;
199.4.29.29;

¥

login {

user alex {

full-name "Alexander Kulik";
uid 2005;

class super-user;
authentication {

encrypted—password "#HBHERRRHRTRAHHHHHFHFHAHFHHHHHE"

## SECRET-DATA

¥

}

user jsamora {

full-name "Jesse Samora';
uid 2001;

class super-user;
authentication {

encrypted-password “HHHEH TR RS

## SECRET-DATA

}

+

user matt {

uid 2006;
class super-user;



authentication {
encrypted-password "EEEFEEEEEEHREHHARIRSEHRRHGHRHHT" |
## SECRET-DATA
h
¥
user reed {
full-name "Reed Quinn™;
uid 2003
class super-user;
authentication {

encrypted-password "##SSSEEEEEEEHHEE PR |
## SECRET-DATA

}
)
¥
services {
web-management {
http;
+
}
syslog {
archive size 108k files 3:
user * {
any emergency;
}
host 199.4.29.21 {
any any;
match RT_FLOW_SESSION;
log-prefix SRX-KSK-CIR;
host 199,4.28.21 {
any any:
match RT_FLOW _SESSION;
log—-prefix SRX-KSK-CJR;
file messages {
any critical;
authorization info;
}
file interactive-commands {
interactive-commands error:
b
source—address 199.4.29.196:;
1

max-configurations—-on-flash 5;
max-configuration-rollbacks 20;
archival {
configuration {
transfer—on—-commit;
archive-sites {



"scpi//srxkskejr@l99.4.29.21: /home/srxkskejr" password
SRR A R . £ SECRET-DATA

}
F
¥
license {
autoupdate {
url https://ael.juniper.net/junos/key_retrieval;
}
}

processes {
idp-policy disable;

ntp {
server 199.4.29.17;
server 199.4.29.27;
source-address 10.4.29.1:

}

}
interfaces {

interface-range interfaces-trust {
member ge-0/0/1;
member fe-0/0/2:
member fe-0/0/3;
member fe-0/0/4;
member fe-0/0/5:
member fe-0/0/6;
member ge-0/0/0;
unit 0 {

family ethernet-switching {
vlian {
members vlan-trust:
}

+
¥
fe-0/0/7 {
speed 100m;
link-mode full—duplex;

fastether-options {
no-auto-negotiation;
F

unit @ {
family inet {
address 199.4.29.196/29:;
}

}
¥
vlian {
unit @ {



family inet {
address 16.4.29.1/32;

I
}
+
1
snmp {
community dnss3c {
clients {
16.4.29.253/32;
I
s
trap-options {
source—address 199.4.29.196;
agent-address outgoing-interface;
I
trap—group kskeast {
categories {
authentication;
link:
routing;
startup;
configuration;
services;
}
targets {
199.4.29.21;
}
}
}
routing-options {
static {
route 0.9.0.0/0 next-hop 199.4.29.193;
+
1

security {
ssh-known-hosts {
host 199.4.29.21 {
rsa—key HERHHHAHHIRAHARERHHRRARENHHY

}
}
nat {
source {

rule-set trust-to-untrust {
from zone trust;
to zone untrust:
rule source-nat-rule {
match {
source—address ©.92.0.8/0:
}



then {
source—nat {

interface;
}
s
}
}
¥
h
zones {
security—-zone trust {
address—book {
address localnet 10.4.29.0/24;
¥
host—-inbound-traffic {
system-services {
all;
¥
protocols {
all;
¥
h
interfaces {
vlian.o:
h
}
security-zone untrust {
address~book {
address icanndns 199.,4,28.0/22;
address simplexgrinnell 12.30.47.116/32;
address simplexgrinnell2 285.145.182.128/32;
¥
interfaces {
fe-0/6/7.0 {
host—inbound-traffic {
system-services {
dhcp:
ping;
}
}
}
+
¥
policies {

from-zone trust to-zone untrust {
policy trust-to-untrust {
match {
source-address localnet;
destination-address [ icanndns simplexgrinnell



simplexgrinnell2 ];
application any;

then {
permit;
log {
session-close:
hs
I

+
F
applications {
application sg {
protocol udp;
source—-port 3069;
destination-port 3001;
I
application sg2 {
protocol udp;
source—-port 3065;
destination-port 3061;

}
h
vlans {
vlian-trust {
vlian-id 3:
13-interface vlan.9;
}
}

alex@srx>



