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Scopes and C
oncepts

•
“

D
N

S A
buse”

 vs “
D

om
ain N

am
e A

buse”
:

•
U

sually, w
e treat this tw

o term
s equivalently in m

ost of cases. 

•
H

ow
ever, “

D
N

S A
buse”

can
actually m

ean a lot m
ore than“

D
om

ain
N

am
e A

buse”
.

•
A

ll form
s of m

isbehaviors (including D
N

S eavesdropping and security threats 
such as denial of service) that could lead to negative im

pact to the security, 
stability and privacy of the D

N
S infrastructure can be treated as “

D
N

S abuse”
. 

•
Therefore, w

hen w
e are talking about D

N
S abuse, w

e are actually 
talking about the D

om
ain N

am
e A

buse.
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Scopes and C
oncepts

•
“

Technical A
buse”

 vs “
C

ontent A
buse”

•
Technical ab

use: m
alw

are, botnet, phishing, pharm
ing, and spam

* 

•
C

ontent ab
use: tradem

ark and copyright infringem
ent, hate speech, terrorist activity, 

child sexual abuse, etc. 

•
IC

A
N

N
 is only responsible for “

technical 
abuse”

 and thus registrars/registries are not 
contractually required to act against content 
abuse.

•
H

ow
ever, the clear-cut distinction betw

een 
technical and content abuse could be easily 
blurred in m

any practical scenarios.
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Practices in A
ction

•
The D

A
A

R
•

Focuses on som
e lim

ited form
s of D

N
S abuse (phishing, m

alw
are, botnet, and 

spam
).

•
By not including specific security threat inform

ation on a per registrar/registry 
basis, D

A
A

R
 provides few

 actionable evidence of that abuse, w
hich could be 

m
ore valuable for registrars/registries.

•
The centralized data gathering and top-dow

n inform
ation distributing 

schem
es w

ould lead to potential concerns from
 the com

m
unity in privacy and 

neutrality issues. 
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Practices in A
ction

•
D

N
S A

buse Fram
ew

ork
•

tries to em
phasize and strengthen the roles that registrars/registries ought to take 

in D
N

S abuse handling, by explicitly pointing out as m
any form

s of abuse as 
possible that need to be addressed straightforw

ardly at registrar/registry level. 

•
Voluntary fram

ew
orks are not fully inclusive and have no incentive or penalty 

m
echanism

 on those signed/unsigned parties, w
hich could m

ake them
selves not so 

enforceable. 
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Practices in A
ction

•
Potential U

pdates
•

W
e expect for som

e additional solution that could involve as m
any parties as 

possible, to handle all form
s of abuse in a not voluntary only, but m

ore 
decentralized &

 m
ultilateral w

ay. 
•

A
 blockchain-based dom

ain nam
e abuse handling platform

: 
•

benefits all parties a lot by facilitating every single step of their D
N

S abuse handling 
procedure including abuse reporting, verifying, disposing and retrieving, w

hile keeping 
their ow

n pre-existing legacy system
 independent w

ith each other.
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D
iscussion

•
There is no “

one size fits all”
 solution for the D

N
S abuse handling, 

especially for the ccTLD
s..

•
A

n effective approach to handling D
N

S abuse by one party m
ay not 

be effective for another. 

•
Besides the efforts m

ade w
ithin each single ccTLD

, w
e need to w

ork 
out m

ore across all ccTLD
s.
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Thanks!


