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CISCO SYSTEMS 
SECURE IDS 2.5

To be blunt, Cisco’s solution surprised

us. In years past, Cisco was behind on
signatures and behind on engine tech-
n o l o g y, and its management interf a c e
through Hewlett-Packard Co.’s Open-
View was atrocious. In the past 12
months, however, Cisco has updated
its engine technology, improved the
number of signatures (though more

are still needed) and leapfrogged rivals
on the front-end interface. 

C i s c o ’s Secure IDS (formerly Net-
Ranger) is a suite of products compris-
ing the lower-end 4210 unit, the
h i g h e r-end 4230 appliance and the
IDS blade that fits into Catalyst 6000
switches. The 4210 and 4230 models

COVER STORY

N E T W O R K I D S  F E AT U R E S
Cisco Computer Intrusion.com ISS NFR Security Symantec

Secure Associates CyberSafe Enterasys SecureNet BlackICE Sentry ISS Network Intrusion NetProwler
IDS 2.5 eTrust Centrax 2.4 Dragon 4.2 Pro 3.2 2.5 RealSecure 5.5 Detection Snort 1.7 3.5

Platform Appliance Windows NT/ Windows Appliance, BSD, Appliance, Windows NT/ Solaris, Appliance BSD, Linux, Windows
2000 NT/2000 Linux, Solaris Linux 2000 Windows NT/ Solaris, NT/2000

2000 Windows NT

Held up on the Bruisernet Y N N Y Y Y Y Y (on final Y N
revision)

NIDS/HIDS agents Y/N Y/N Y/Y Y/Y Y/N Y/N Y/Y Y/N Y/N Y/Y

Integrated HIDS/NIDS management N/A N/A Y Y N/A N/A Y N/A N/A Y
platform

Integrates with file integrity checkers N N Y Y N N Y N N N

SNMP traps for integration into N N Y Y Y Y Y Y N Y
management platform

Back-end database API N N Y Y Y Y N Y Y (MySQL) N

Management platform (console) Windows Windows Windows Unix Linux Web Windows Windows CLI Windows
NT/2000 NT/2000 NT/2000 NT/2000 NT/2000 NT/2000

Remote sensor management  CLI/CSPM Windows Windows CLI/Web GUI Windows GUI Console CLI Windows
NT/2000 NT/2000 NT/2000, Web NT/2000

Stealth mode (unbound sniffing NIC) Y N Y Y Y Y Y Y Y Y

Frag reassembly Y N N Y Y Y Y Y Y N

TCP stream reassembly Y N N Y Y Y Y Y Y N

Automatic signature update capabilites N Y Y Y N N Y Y Y (if scripted) Y

CVE cross-references N N Y Y N Y N N Y (if Whitehats) Y

Open signature rule sets N N N Y N N N Y Y N

Customizable signatures Y Y N Y Y N Y Y Y Y

Update frequency Quarterly and As needed Quarterly and Weekly Monthly As needed Quarterly and As needed Daily N/A
mailing list alert s as needed mailing list alert s releases

Rule tuning Y Y Y Y Y Y Y N Y Y
(turn on/off specific signatures)

Alerting mechanisms SMTP, SNMP E-mail, phone, Kill connection SMTP, paging, E-mail, SNMP E-mail, pager, E-mail, OPSEC, E-mail, pager, None E-mail, pager,
HP OpenView, fax, OPSEC, SNMP, syslog, SNMP, script TCP Kill, SNMP, SNMP, script built in SNMP, script

CSPM CA Unicenter script blocking, log
to database,

alert to Lucent
firewall, paging,

custom

Encrypted transmissions upstream Optional (IPsec) Y Y Y Y Y Y Y N/A Y

Offending packet logging Y N N Y Y Y N N Y Y

Standardized packet capturing Y N N Y N Y N N Y N

Classification system Low/medium/ Low/medium/ Low/medium/ Suspicious/ Low/medium/ Info/suspicious/ Low/medium/ Info/warning/ None Low/medium/
high high high probe/attacks/ high serious/very high attack/error high

failures/com- serious/critical
promise/virus

24x7 support Y Y Y Y Y Y Y Y N N/A

Price 4210: $8,000 S o f t w a re : Sensor: $960 S e rver: $8,500 $8,495 S e n t ry full- Sensor: $8,995 $12,500 Open sourc e $ 2 , 9 9 5
(appliance); $ 3 , 0 0 0 - $ 2 5 , 0 0 0 ( s o f t w a re); ( s o f t w a re ) ,$ 1 5 , 0 0 0 ( a p p l i a n c e ) duplex: $8,329 ( s o f t w a re ) ; ( a p p l i a n c e ) ( f re e ) (sensor and 

4230: $19,000 Console: $3,000 ( a p p l i a n c e ) ; ( s o f t w a re); Console: fre e c o n s o l e )
(appliance); ( s o f t w a re ) S e n s o r, $7,500 I C E c a p : ( s o f t w a re )

Catalyst 6000: ( s o f t w a re), $2,900 (software )
$ 1 4 , 9 9 5 $ 2 0 , 0 0 0 ( a p p l i a n ce)

Y  = Y E S     N  = N O


