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shell) shells in a bandwidth-constrained
e n v i ronment is easy. Struggling with
VNC (virtual network computing),
S y m a n t e c ’s pcAnywhere or Famatech’s
Remote Administrator for the Wi n 3 2
solutions was painful. When our VPN
tunnel was slow, remotely perf o rm i n g
maintenance on the NT-based sensors
was nearly impossible.  

» Scalable frameworks. Populating
a console  with a few alerts is one
thing. Trying to navigate thousands of
a l e rts from dozens of sensors is quite
another. For example, the alerts in In-
t ru s i o n . c o m ’s SecureNet Pro scro l l e d
by so quickly that we barely had
enough time to click on them. In con-
trast, even Dragon’s less-than-friendly
Web interface gave us enough control
to casually sift. Apparently Cisco saw
this problem coming early on, as its
event viewer has a “freeze updates”
button that is a godsend. 

Also of concern are the back-end
databases driving these solutions. Some
systems use flat-file arc h i t e c t u res, while
others can integrate with real re l a t i o n a l
database management systems. Also,
how the management interfaces, data-
base and console handle massive
amounts of data becomes a huge issue
in large environments. This will be less
of a problem for a small org a n i z a t i o n ,
which will see just a couple dozen alert s
f rom a few sensors, but in the enter-
prise space, it’s critical.

» Usable inter f a c e s . If you can’t
quickly and easily extract or monitor in-
coming data, you’re at a tre m e n d o u s
disadvantage from the outset. Cisco’s
event viewer in CSPM does a good job
on the real-time viewing and sorting of
a l e rts but falls flat in long-term data
mining. We had problems with Dr.
Watson and Mr. CSPM when dealing
with command-line tools and large data
sets. Dragon can present the data, but
getting data out of the interface is
painful, and the situation goes downhill
f rom there. It’s obvious to us that a
number of the IDS vendors haven’t
used their products in large enviro n-
ments, as their interfaces and data-ex-
traction abilities are horrendous. 

» Data mining and correlation func-
t i o n a l i t y. I t ’s one thing to be able to see
an alert message in real-time, quite an-
other to correlate it with other data
points. Put simply, intru s i o n - d e t e c t i o n
solutions just are n ’t there yet. Cisco
and Enterasys make it easy to corre l a t e
data from multiple sensors, but their
p roducts are a long way from taking in
data from routers, firewalls or other
devices that might have data on attack-
ers. For now, organizations wishing to
c o rrelate data will have to turn to pro d-
ucts like Intellitactics, netForensics and
OpenSystems’ Private I, or develop
h o m e - g rown solutions.

BOTTOM LINE
While we would like to declare a clear
winner and move on, one-size-fits-all
is not in the current IDS vocabulary.

Adopters of intrusion-detection tech-
nology have to make lots of decisions,
the first of which is the classic HIDS

(host-based IDS) versus NIDS debate.
NIDS solutions are still far easier to
d e p l o y, but they can’t deliver some of
the in-depth data that HIDS devices
offer. However, while HIDS solutions
monitor more under-the-hood items,
such as system calls, binary integrity
and OS event logs, they’re still diff i-
cult to deploy and also re q u i re instal-
lations on every machine you want to
m o n i t o r. Right now, NIDS pro d u c t s
give more bang for the buck in term s
of coverage. (For more on HIDS, see
“ W h a t ’s New With HIDS,” w w w. n w c .
com/1217/1217rd2.html.)

The best choice, of course, is an in-
tegrated HIDS/NIDS solution (see
“Integrated IDS Solutions” re p o rt
c a rd, on page 48). If you choose this
route however, you’re in a tough spot.
The strongest NIDS players do not
have strong HIDS offerings, and the
strongest HIDS products are weak on
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